
 

 تغُ الله اٌشحمٓ اٌشحُُ
 

 كًاب بعنوان     

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 



 المحتويات

 Chapter 1 – Introduction  

  Chapter 2 - Cryptography and Network Security 

 Chapter 3 - Block Ciphers and the data encryption 

standard 

 Chapter 5-  Advanced Encryption Standard 

  Chapter 6- Block Cipher Operation 

 Chapter 7 -PSEUDORANDOM NUMBER 

GENERATION AND STREAM CIPHERS 

 Chapter 9- Public-Key Cryptography 

 Chapter 10 - Other Public Key Cryptosystems 

 Chapter 11- Cryptographic Hash Functions 

 Chapter 12 -Message Authentication Codes(MAC) 

 Chapter 13- Digital Signatures 

 Chapter 15- User Authentication Protocols 

 Chapter 17- Transport-Level Security 

 Chapter 18 - Electronic Mail Security 

 Chapter 19 – IP Security 

 Chapter 22– Firewalls 

  





  الحمد

 لاءآلله سب اٌعالمين، أعطً اٌٍغاْ، وعٍََُّ اٌثُاْ، وخٍك الإٔغاْ، فثأٌ  الحّذ
  ..ستىّا ذىزتاْ

ٌه الحّذ َا ِٓ هى ٌٍحّذ أهً، أهً اٌثٕاء والمجذ، أحكُّ ِا لاي اٌعثذ ووٍٕا 
  .ٌه عثذ

  ..ٌه الحّذ.. ِٓ ضعُف َطٍةُ ٔصشذهَ
  ..ٌه الحّذ.. ِٓ فمير َطٍةُ غٕان

َطٍةُ عضن ٌه الحّذ.. ِٓ رًٌٍُ  ..  

ٌه الحّذ.. ِا دعىٔان إلا حغَٓ ظٍٓ ته.. وِا سجىٔان إلا ثمحً فُه، وِا 
 ..خفٕان إلا ذصذَماً تىعذن ووعُذن.. فٍه الحّذ

 حمذذه ستٍ وٍّا لاح وىوةُ *** وِا ٔاح لّشٌ عًٍ اٌغصٓ َٕذبُ 
 وشىش جضَلًا واٌثٕاء ِشدودٌ *** ٌه الحّذ ِا اِرذخ إٌُه المطاٌةُ 

 

 

 

 

 



 

 إهداء

 أبي.. إلى النور الذي ونير لي درب النجاح

 ووا من علمًني الصمود مهما تيدلت الظروف.. أمي

 ازلون عن حقوقهمــــــــــــــــووساندوني ووًن إلى من كانوا وضوىون لي الطروق

 إخوتي.. ش في هناءــــــــــــــــــــــــــــــــــلإرضائي والعو

 لى أرض قاحلةـــــــكم حيا لو مر عـــــــــــــأحي

 

 يةـــــــــــــلًفجرت منها ونابوع المح

 المًواضع راجواً من المولى أهدي هذا الكًاب

 عز وجل أن يجد القيول والنجاح

 ِٓ ظٓ أٔه لذ عٍُ فمذ جهً طاٌثا في ِذسعح الحُاج  صٌد لا
 000ِٓ صالح دعىاذىُ  ذٕغىٍٔولا 

 

 



 تنيوه 

ِشجعا  واِلا ٌٍّزاوشج وإنما هى تجُّعٍ ٌثعض المفاهُُ هزا اٌىراب ٌُظ 
وفهُ تعض إٌماط  اٌرٍ ذىىْ غاِضح ٌذي تعض اٌذساعين فهٕان تعض 

 رٍ لم أذطشق لها في هزا اٌىراب  اٌعٕىأين اٌ

 

 .. أعاي الله ذعالى أْ َىىْ هزا اٌعًّ خاٌصا ٌىجه اٌىشَُ 

أذمثً آساءوُ وجمُع أرماداذىُ تىً فشح وعشوس فالمغٍُ ِشآج أخُه 
 ...فمىِىٍٔ أخطأخ وإْ فأعُٕىٍٔ أصثد إْالمغٍُ  

  

 



 

 ِعٍىِاخ عٓ واذة اٌثحث :

  إتشاهُُ  الاعُ : محّىد تششي  محّذ

 عٕح .  32اٌعّش : 
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Chapter 1 

  Introduction 

 

Computer security *  :  ػرحسز ػٓ قّح٠س ٔظُ جٌّؼٍِٛحش ٌطكم١ك جلأ٘ذجف جلأعحع١س ٛ٘

 جٌطح١ٌس: 

 ( availabilityـ جلاضحق١س )2( .          Date integrityضىحًِ جٌر١حٔحش )  -1

 ( .                        confidentialityجٌغش٠س ) -2

 ئمحفس ئٌٝ أ٘ذجف أخشٜ ٟ٘: 

 ( .    Accountability(    ٚ جٌّغإ١ٌٚس )Authenticity) جٌطكمك 

 *level impact   : رؼٕٟ ِغز٠ٛبد اٌزأص١ش فٟ اٌشجىخ 

  high                                2- moderate                              .3- lowـ 1

 أِضٍخ ػٍٝ رٌه : 

  lowضأغ١ش   moderateضأغ١ش   highضأغ١ش  جٌٙذف 

confidentiality  ضىْٛ ِطٛفشز ٌُٙ دسؾحش جٌطلاخ

 فمو 

ِؼٍِٛحش جٌطغؿ١ً 

 ٌٍطلاخ

د١ًٌ جٌى١ٍس جٚ جٌمٛجتُ 

 جلإدجس٠س ِطٛفشز ٌٍؿ١ّغ

Integrity  جٌّؼٍِٛحش جٌخحهثس ٌٍّش٠ل

 ضإدٞ ئٌٝ أرٜ جٚ ِٛش قم١مٟ

ِٛجلغ ج٠ٌٛد جٌّٕطذ٠حش 

ضططٍد جٌطغ١ؿً ٌّٕحلؾس 

 ِٛمٛع ِؼ١ٓ 

جلاعططلاع ػٍٝ جلأطشٔص 

 ِؿٙٛي ج٠ٌٛٙس 

availability ِٛلغ ٠ٚد ػحَ ٌٍؿحِؼس  خذِحش جٌطكمك ٌلأٔظّس جٌكشؾس

 ذٗ ِؼٍِٛحش جٌطلاخ

ِؾح٘ذز د١ًٌ جٌٙحضف ػٍٝ 

 جلأطشٔص 

 

 ( :  computer security challenge *  رؾذ٠بد أِٓ اٌىّج١ٛرش ) 

 جلاؾشجءجش جٌغ١ش ِطٛلؼس .  -3جلاخز ذحلاػطرحس ذٙؿّحش ِخطٍفس.        -١ٌ2ظ ذغ١و.     -1

 ِؼشفس جٌزوحء ذ١ٓ جٌّٙحؾُ  ٚجلإدجسز.  -5مّحْ جٌخٛجسص١ِس ٚجٌّؼٍِٛحش جٌغش٠س.     -4

 جػطرحس ػٛجتك جٌؼًّ. -7جٌّشجلرس جٌّٕطظّس.      -6

 ػٍٝ :   OSI Security Architecture on Security attack*  ٠شوض 

1-  security machine   : 

   security attack ٟ٘ ػ١ٍّس ِقّّس لاوطؾحف أٚ ِٕغ أٚ  جعطؼحدز  



2- security service  : 

 ٟ٘ خذِس جضقحي أٚ ِؼحٌؿس ضكغٓ ِٓ أِٓ ٔظُ ضؾغ١ً جٌر١حٔحش جٚ جٔطمحي جٌّؼٍِٛحش . 

 (service   جٌطٟ ضٕٛٞ   ِٛجؾٙس  attack  ِٓ ضغطؼً ٚقذجmachine   . ) أٚ أوػش 

 ( :  aspect of security *  عّبد اٌغش٠خ ) 

- threatٙض ٌؼًّ : ػ١ٍّس ضؿattack     َٛػ١ٍّس ئٔزجس ذكذٚظ ٘ؿ ٟ٘ٚ 

- attack  . ٘ؿَٛ ِرحؽش قذظ ػٍٝ ٔظحَ جٌّؼٍِٛحش : 

 * ِططٍرحش ّٔٛرؼ جٌؾرىحش : 

- model for network Security : 

هشق جٌطٛص٠غ  ضط٠ٛش -3ض١ٌٛذ جٌّفحض١ف لرً جٌخٛجسص١ِس .    -2خٛجسص١ِس ِٕحعرس.    -1

 ٚجلاؽطشجن فٟ جٌّؼٍِٛحش جٌغش٠س. 

 ضكذ٠ذ ٔظحَ ٌٍّغإٚي ٌطك٠ًٛ جٌّؼٍِٛحش جٌغش٠س ئٌٝ ؾٙحص جلأِٓ.  -4

- model for network Access security  : 

 ضؾغ١ً جٌرٛجذس )جٌّٕفز( ٌط١١ّض جٌّغطخذ١ِٓ.  -1

 دخٛي جٌّؼٍِٛحش ِنّْٛ ٌٛؾٛد جٌّغطخذَ جٌّقشـ ٌٗ فمو.  -2

 

 

 

  



1.1 What is the OSI security architecture? 
1.1 The OSI Security Architecture is a framework that provides a systematic 

way of defining the requirements for security and characterizing the 

approaches to satisfying those requirements. The document defines 

security attacks, mechanisms, and services, and the relationships among 

these categories. 

 

1.2 What is the difference between passive and active security threats? 

1.2 Passive attacks have to do with eavesdropping on, or monitoring, 

transmissions. Electronic mail, file transfers, and client/server exchanges 

are examples of transmissions that can be monitored. Active attacks 

include the modification of transmitted data and attempts to gain 

unauthorized access to computer systems. 

 

1.3 List and briefly define categories of passive and active security attacks 

1.3 Passive attacks: release of message contents and traffic analysis. Active 

attacks: masquerade, replay, modification of messages, and denial of 

service. 

 

  security mechanisms                                            security services     

Encipherment 

Digital 

signature 

Access control 

Data integrity 

Authentication 

exchange 

Traffic padding 

Routing control 

Notarization 

   

 

 

Peer entity 

authentication 

           Data 

origin 

authentication 

Access control 

Confidentiality 

Traffic flow 

confidentiality 

Data integrity 

Non-

repudiation 

Availability 



  



Chapter 2: Cryptography and Network Security  

  KEYجخفحء جٌّؼٕٝ جٌكم١مٟ ٌّكطٜٛ جٌشعحٌس ذحعطخذجَ ( : E( أٚ ) Encryption*  اٌزشف١ش )

 ذطش٠مس ٠طُ جلاضفحق ػ١ٍٙح ذ١ٓ جٌّشعً ٚجٌّغطمرً ٌٍشعحٌس 

ِكطٜٛ ػىظ ػ١ٍّس جٌطؾف١ش ٠ٚطُ ف١ٙح جظٙحس  (: D( أٚ )  Decryption* فه اٌزشف١ش )

 أ٠نح .  KEYجٌشعحٌس  ذحعطخذجَ 

 ِفب١ُ٘ أعبع١خ أٚ وٍّبد ِفزبؽ١خ :  *

 cryptography  :   .ٗٚ٘زج ِكٛس دسجعطٕح فٟ ٘زج دسجعس جٌطؾف١ش ِٚرحدتٗ ٚهشل

 جٌفقً  

 cryptanalysis  :  ْٚدسجعس جٌطشق ٚجٌّرحدب ٚجٌطك١ًٍ ٌّؼشفس فه جٌطؾف١ش ذذKEY  

 cryptology :  . ٓدِؽ ٌٍّف١ِٛٙٓ جٌغحذم١ 

 plaintext .جٌٕـ لرً ػ١ٍّس جٌطؾف١ش ٚ٘ٛ جلأفٍٟ أٚ جٌقش٠ف : 

 ciphertext   .جٌٕـ ذؼذ ػ١ٍّس جٌطؾف١ش ٚ٘ٛ جٌٕـ جٌّؾفش  : 

 

 ِٓ خلاي اٌزمغ١ُ اٌزبٌٟ:   cryptography system* ٠ّىٓ دساعخ خظبئض  

 ٔٛع ػ١ٍّخ اٌزشف١ش:    .1

 Substitution    

 transposition 

 product 

 ػذد اٌّفبر١ؼ :   .2

 single-key or private or symmetric 

 two-key or public or asymmetric 

 إٌض الأطٍٟ :   plaintextطش٠مخ ِؼبٌغخ  .3

 Steam cipher  

 Block cipher  

 * ِزطٍجبد اٌزشف١ش اٌّزّبصً: 

 ِؼشٚف فمو ٌذٜ جٌّشعً ٚجٌّغطمرً ٠ىْٛ  secret key -2خٛجسص١ِس ضؾف١ش ل٠ٛس.      -1

 ( ِٓ :  Stream* ٠زىْٛ ٔظبَ اٌزشف١ش الأغ١بثٟ ) 

 .  XOR( ٚ٘ٛ MIXERجٌّحصؼ ) -2خٛجسص١ِس ض١ٌٛذ عٍغٍس جٌّفحض١ف ؽرٗ جٌؼؾٛجت١س.     -1

 

 * أشىبي اٌزشف١ش: 
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 انواع التشفير بالاعتماد على عدد المفاتيح 

 symmetric 

 التشفير المتماثل 

stream cipher  

خوارزمية 
LFSR  

block 
cipher  

خوارزمية 
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asymmetric   

 التشفير غير المتماثل 
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     Key + Message: جعطشؾحع ِٚؼشفس  Cryptanalysis* اٌٙذف ِٓ 

 :  Cryptanalysis* طشق 

1- cryptanalytic attack  : ٠كطحؼ ئٌٝ ِؼشفس هر١ؼس جٌخٛجسص١ِس + ذؼل خقحتـplaintext  

2- brute-force attack :ِؼشفس هر١ؼس جٌخٛجسص١ِس + ذؼل  ػذد ِٓ جٌّكحٚلاش ٌّؼشفس ج٠نح

 plaintextخقحتـ 

 :  Cryptanalytic Attacksأٔٛاع  * 

1- ciphertext only   : ِؼشفس جٌخٛسجص١ِس   +ciphertext          أفؼد ٔٛع 

2- known plaintext   : + ِؼشفس جٌخٛجسص١ِسciphertext + plaintext  

3- chosen plaintext  : ٍٝجخط١حس ػؾٛجتٟ ٠ٚمَٛ ذؼ١ٍّس جٌطؾف١ش ػplaintext  

4- chosen ciphertext ٍٝجخط١حس ػؾٛجتٟ ٠ٚمَٛ ذؼ١ٍّس فه جٌطؾف١ش ػ :ciphertext 

5- chosen text ٓعٍغٍس ِٓ جلاخط١حسجش ذ١  :ciphertext + plaintext 

 * ِغز٠ٛبد الأِٓ : 

1- unconditional security   :  جٌّٙحؾُ ئرج ٚفٍطٗ ؽفشز لا ٠غطط١غ وغش٘ح ِّٙح

  One-time pad خٛاسص١ِخ وٍف جلأِش ٚٚؾذش فمو فٟ 

2- computational security  :  ٠ّىٓ فه جٌؾفشز ٌٍخٛجسص١ِس ٌٚىٓ ٘زج ٠ططٍد جٌىػ١ش

 164ِٓ جٌطىٍفس جٌٛلص ٠ٚطُ ضكم١ك ٘زج جٌّغطٜٛ ِٓ جلأِٓ ذحعطخذجَ ِفطحـ ِٕحعد رٚ هٛي 

 ذص ِػلا . 

 (  ٚرؼّزذ ػٍٝ رجذ٠ً الاؽشف ٠ٛعذ ٔٛػ١ٓ :  Substitution*  اٌزشف١ش ثبلاؽلاي )

ٌىً قشف ألذَ ٔٛع ٚأعًٙ وػ١شج  ( :  Monoalphabetic Ciphersالأؽبد٠خ الأثغذ٠خ ) -1

. ٠ٚطُ رٌه ػٓ هش٠ك جعطرذجي وً قشف ذحٌكشف جٌػحٌع ذؼذٖ فٟ جٌطشض١د ذذ٠ً ٚجقذ فمو 

 جلأذؿذٞ فٟ ػ١ٍّس جٌطؾف١ش ٚلرٍٗ فٟ ػ١ٍّس فه جٌطؾف١ش . ِػحي : 

 E     ٛ٘Hٚجٌػحٌع ذؼذ     M  ٛ٘P جٌكشف جٌػحٌع ذؼذ     ME  :H Pضؾف١ش وٍّس 

 E    ٛ٘Bٚجٌػحٌع لرً     M   ٛ٘J  جٌكشف جٌػحٌع لرً       ME  :B Jفه ضؾف١ش وٍّس 

  ٠ّىٓ جْ ٠ىْٛ لأٞ قشف جوػش ِٓ ذذ٠ً ( : Polyalphabetic Ciphersأثغذ٠خ ثٌٟٛ) -2

 :  Playfair Cipher  ٚٔأخز ِػحي ٌٙح خٛجسص١ِس 

 ٠ٛمغ وً قشف فٟ خحٔس ٚضؼطرش ٘زٖ جٌّقفٛفس ِفطحـ جٌطؾف١ش   5*٠5طُ جٔؾحء ِقفٛفس 

 ٚجٌطؾف١ش ٠طُ : ٠طُ ضؾف١ش وً خشف١ٓ ِٓ جٌٕـ جلأفٍٟ ع٠ٛح ٚضٛؾذ قحلاش ٌٗ فٟ جٌّػحي : 



I/J E V O L 

Y N M A S 

H T R D P 

K F C B G 

Z X W U Q 

 لُ ثزشف١ش إٌض اٌزبٌٟ  ثبعزخذاَ اٌّظفٛفخ أػلاٖ : 

AMBASSADORSHOT  

 جٌكً :   

  ٌٝضمغ١ُ جٌٕـ ئBlock  : ٓ٠طىْٛ ِٓ قشف١ 

 AM    BA  SS  AD  OR  SH   OT  

  جٌكشٚف جٌّطؾحذٙس ٔن١ف ذ١ٕٙح قشفX  

AM  BA  SX  SA   DO  RS  HO  T 

  جٌكشف جٌٛق١ذ ٔن١ف ٌٗ أ٠نح قشفX  

 AM  BA  SX  SA   DO  RS  HO  TX 

  ٔأخز جيBlock   : جلأٚي ٚٔرذأ ػ١ٍّس جٌطؾف١ش 

  ٞ١ٍ٠ٗ ١ّ٠ٕحجٌكشٚف فٟ ٔفظ جٌقف وً قشف ذحٌكشف جٌز  

  ٞضكطٗ ِرحؽشزجٌكشٚف فٟ ٔفظ جٌؼّٛد وً قشف ذحٌكشف جٌز 

  . جٌكشٚف جٌّطرحػذز ٔؾفش ذأقشف جٌطمحهغ 

       AM     :A  =M              M  =N  

      BA      : B    =U              A  =D   

       SX ضؾف١ش  :S   جٌكشف جٌّؾطشن جٌزٞ ٘ٛ فٟ ػّٛدS   ٚففX       ٛ٘ٚ  Q 

  S      ٛ٘ٚ Nٚفف   Xجٌكشف جٌّؾطشن جٌزٞ ٘ٛ فٟ ػّٛد   Xضؾف١ش                 

 ) اٌشفشح ا٢ِٕخ (:   ONE- Time pad*  خٛاسص١ِخ رشف١ش 

 ٌّحرج؟  -ئرج جعطخذِح ِفطحـ ػؾٛجتٟ ٔفظ هٛي جٌشعحٌس ٠ىْٛ جٌطؾف١ش آِٓ  -

لأٔٗ لا ٠ٛؾذ ضىشجس ٌٍّفطحـ ٚذحٌطحٌٟ ػٕذ فه جٌطؾف١ش ٌٍشعحٌس ضظٙش سعحٌط١ٓ لا ضؼشف أ٠ُٙ 

 جٌشعحٌس جلأف١ٍس . 

 غ١ش لحذٍس ٌٍىغش: لأٔٗ لا ضٛؾذ ػلالس ئققحت١س  ذ١ٓ جٌٕـ جٌّؾفش ٚجٌٕـ جلأفٍٟ.  -

 فه جٌطؾف١ش ضكطحؼ ئٌٝ ِفطحـ ػؾٛجتٟ ذٕفظ هٛي جٌٕـ جٌقش٠ف ِٚؼشفطٗ فؼرس. ٌٚ -

 

 



 :  ONE- Time pad* ِشبوً خٛاسص١ِخ  

 ض١ٌٛذ و١ّس ور١شز ِٓ جٌّفحض١ف جٌؼؾٛجت١س.  -1

ِؾىٍس جٌطٛص٠غ ٚجٌكّح٠س ق١ع ضططٍد ِغحٚجز هٛي جٌّفطحـ ِغ جٌشعحٌس جٌّشعٍس ذ١ٓ جٌّشعً  -2

  ٚجٌّغطمرً.

( : رؼزّذ ػٍٝ إخفبء اٌشعبٌخ ػٓ طش٠ك إػبدح  ١Transpositionش ثبعزخذاَ )اٌزشف * 

 رشر١ت أؽشف اٌشعبٌخ دْٚ رغ١١ش٘ب ثؾشٚف أخشٜ ٚرٛعذ طش٠مز١ٓ ٟ٘ : 

1- Rail –fence cipher  :ذذْٚ لحػذز  ٚضؼطّذ ػٍٝ ئػحدز ضشض١د ذطش٠مس ػؾٛجت١س   : 

  HLOOl  EIWRD ئػحدز ضشض١رٗ ٟ٘           Hello Worldجٌٕـ جلأفٍٟ    

2- Row Transposition Ciphers  : ٛٙئػحدز ضشض١د ٌٍؼّٛد قغد جٌّفطحـ جٌّطٍٛخ ف

      جٌّؼطٝ              Keyضشلُ قغد  7ـــــ 1ٚٔنؼٙح فٟ ِقفٛفس ِٓ   ٠plaintextؼطٟ 

  لحتُ . ) ضفُٙ ِغ جٌّػحي( :  KEYٌطشل١ُ قغد ذحػطرحس ج  7ـــــــ1غُ ٠ؼحد ضشض١رٙح ِٓ 

 ِضبي : 

Key : 4 3 1 2 5 6 7 

Plaintext : attack postponed until two  me  

4 3 1 2 5 6 7 

a T T A C k P 

p S T P O n E 

d U N T I l T 

W O A M X y Z 

 

  ِٓ 7ـــــــــ 1ٔمَٛ ذىطحذس جٌطشض١د   

  ُ3ٚ٘ٛ سلُ  1ٔمَٛ ذأخز جٌؼّٛد جٌٍٟ ٠ّػً سل  

  ُ4ٚ٘ٛ سلُ  2ٔمَٛ ذأخز جٌؼّٛد جٌٍٟ ٠ّػً سل  

  ُ2ٚ٘ٛ سلُ  3ٔمَٛ ذأخز جٌؼّٛد جٌٍٟ ٠ّػً سل  

  ُ1ٚ٘ٛ سلُ  4ٔمَٛ ذأخز جٌؼّٛد جٌٍٟ ٠ّػً سل 

 .............. ٚ٘ىزج 

1 2 3 4 5 6 7 

3 4 2 1 5 6 7 

 

 ٚفه اٌزشف١ش ٔمَٛ ثبٌؼىظ   >فه اٌزشف١ش : ٔأخز اٌؼّٛد  ==

TTNAAPTMSUOAODWCOIXKNLYPETZ     :    اٌزشف١ــــــــــــــــــــش  



  Product Ciphers* خٛاسص١ِخ 

ٚضؼطرش أوػش أِحٔح  ٠Transpositionطرؼٙح  Substitutionٟ٘ جٌخٛجسص١ِحش جٌطٟ ضغطخذَ 

 ٚ٘زج ٘ٛ جٌؿغش جٌفحفً ٠ٓ جٌخٛجسص١ِحش جٌىلاع١ى١س ٚجٌكذ٠ػس.  ِٚمحِٚس ٌٍىغش

 

Note  

 One-Time Pad   

 since for any plaintext & any ciphertext there exists a key 

mapping one to other 

 can only use the key once though 

 has two fundamental difficulties: 

 large quantities of random keys-heavily used system  

 key distribution and protection.  

2.1 What are the essential ingredients of a symmetric cipher? 
2.1 Plaintext, encryption algorithm, secret key, ciphertext, decryption 

algorithm. 
 

2.2 What are the two basic functions used in encryption algorithms? 
2.2 Permutation and substitution. 

 
2.3 How many keys are required for two people to communicate via a 

cipher? 
2.3 One key for symmetric ciphers, two keys for asymmetric ciphers. 

 
2.4 What is the difference between a block cipher and a stream cipher? 
2.4 A stream cipher is one that encrypts a digital data stream one bit or one 

byte at a time. A block cipher is one in which a block of plaintext is 
treated as a whole and used to produce a ciphertext block of equal length. 

2.5 What are the two general approaches to attacking a cipher? 
2.5 Cryptanalysis and brute force. 

2.8 Briefly define the Caesar cipher 
2.8 The Caesar cipher involves replacing each letter of the alphabet with the 

letter standing k places further down the alphabet, for k in the range 1 
through 25. 

 
2.9 Briefly define the monoalphabetic cipher 
2.9 A monoalphabetic substitution cipher maps a plaintext alphabet to a 

ciphertext alphabet, so that each letter of the plaintext alphabet maps to a 
single unique letter of the ciphertext alphabet. 

 



2.10 Briefly define the Playfair cipher. 

2.10 The Playfair algorithm is based on the use of a 5  5 matrix of letters 
constructed using a keyword. Plaintext is encrypted two letters at a time 
using this matrix. 

 
2.11 What is the difference between a monoalphabetic cipher and a 

polyalphabetic cipher? 
2.11 A polyalphabetic substitution cipher uses a separate monoalphabetic 

substitution cipher for each successive letter of plaintext, depending on a 
key. 

 
2.13 What is a transposition cipher? 
2.13 A transposition cipher involves a permutation of the plaintext letters. 
 
2.14 What is steganography? 
2.14 Steganography involves concealing the existence of a message. 

 

  



  



Chapter 3 

Block Ciphers and the data encryption standard 

 *stream cipher : ػرحسز ػٓ ضؾف١ش ذ١حٔحش ػٍٝ ١٘ثسbit   ِٓ جٚ ػذدbyte   وً ِشز 

  .autokeyed Vigenère cipher and the Vernam cipher .أِػٍس :

 *Block cipher :  ٓػرحسز ػblock   ِٓplaintext    ٠ؼحٌؽ لإٔطحؼcipher text   ِغح٠ٚح

 .  block cipherػرحسز ػٓ   cipherٌٍطٛي ٚجغٍد 

 جٌشعُ : 

 

Note 

Many symmetric block encryption algorithms in current use are based on 

a structure referred to as a  Feistel block cipher 

Feistel approximates the ideal block cipher by utilizing the concept of a 

product cipher 

Feistel proposed the use of a cipher that alternates substitutions and 

permutations. 

In fact, Feistel’s is a practical application of a proposal by Claude 

Shannon to develop a product cipher 



 

Feistel block cipher 

 

 

 

 

أٔٗ ٠ّىٓ ضط٠ٛش ؽفشجش ضرذ٠ً جٌكشٚف جٌرغ١و ػٓ هش٠ك ضطر١ك ِفَٙٛ   Feistelجلطشـ 

 ف١ش ق١ع ٠ّىٓ ضطر١ك ضؾف١ش٠ٓ ِططح١ٌٓ أٚ جوػش ذك١ع ٠ىْٛ ألٜٛ. مشخ جٌطؾ

 خحٔس   121أٚ  64جٌطؾف١ش جٌىطٍٟ ٠غطخذَ : 

ideal block cipher  ٟػرحسز ػٓ ١٘ىٍس جٌطق١ُّ ِؼطّذز ػٍٝ ؾذٚي ذٗ ضّػ١ً غٕحت ٛ٘ :

1.1   ًٌplaintext  ٚciphertext  .فٟ ػ١ٍّس جٌطؾف١ش ٚفه جٌطؾف١ش 

4-bit input produces one of 16 possible input states, which is 
mapped by the substitution cipher into a unique one of 16 possible 
output states, each of which is represented by 4 ciphertext bits.  



 

 Claude Shannonِمطشـ ِٓ  *  ٌذ٠ٕح

  diffusion&  confusionذحٔطحؼ ضؾف١ش ِإٌف ِٓ ضؼحلد ضحذؼٟ جٌرؼػشز ٚجٌٕؾش 

ق١ع جؽحس ئٌٝ جٔٗ ٠ؿد أْ ضىْٛ وً جٌّؼٍِٛحش جلإققحت١س ٌٍٕـ جٌّؾفش ِغطمٍس ػٓ 

 جٌّفطحـ جٌخحؿ ذحٌّغطخذَ ذحعطخذجَ : 

Diffusion ( : أْ ضىْٛ جٌؼلالس ٠ٓ جٌٕـ جٌقش٠ف ٚجٌٕـ جٌّؾفش أػمذ ِح ٠ىْٛ. ) جٌٕؾش 

Confusion  ( .ْٛجْ ضىْٛ جٌؼلالس ذ١ٓ جٌٕـ جٌّؾفش ٚل١ّس جٌّفطحـ أػمذ ِح ٠ى :)جٌرؼػشز 

جٌٕؾش ٚجٌرؼػشز ٟ٘ ؾٛ٘شز ػ١ٍّس جٌطؾف١ش جٌىطٍٟ ٚقؿش جلأعحط فٟ ضق١ُّ ٔظحَ جٌطؾف١ش  

 جٌىطٍٟ جٌكذ٠ػس. 

 :  Feistel Cipher Structureاٌزشف١ش *  ث١ٕخ ٔظبَ 

 قٍمس .  16ٟ٘  ػذد اٌؾٍمبد

  121 طٛي اٌّفزبػ                  64:  طٛي اٌىزٍخ

 جٌّفطحـ جلاهٛي ِغطٜٛ أِٓ أورش ٌىٓ عشػس ضؾف١ش ٚفه ضؾف١ش ألً . 

 

 



 

 

 (  The Data Encryption Standard(DES)  (*  ِم١بط رشف١ش اٌّؼط١بد 

 خحٔس   65ٚهٛي ِفطحـ ذحعطخذجَ  64ذطٛي   ٠blockطُ ضؾف١ش جٌّؼط١حش ػٍٝ ؽىً 

   Block fesitelػرحسز ػٓ ٔظحَ ضؾف١ش   LUCIFERذأطحؼ خٛجسص١ِس   IBMلحِص ؽشوس  -

 خحٔس .  121خحٔس ِٚفطحـ  ٠ٚ64ؼًّ هٛي وطٍس 

 .  خحٔس 56ٌٚىٓ ذطٛي    LUCIFERذأطحؼ خٛجسص١ِس   NSAلحَ ذحقػْٛ ِٓ  -

  DES* اٌج١ٕخ اٌؼبِخ ٌٍزشف١ش ٚفك 

 



 اخزظبس ِب عجك : 

          خحٔس  64ِمغّس ٚوً ٚجقذ ٠غحٚٞ     plaintext = M    KEY = K:  اٌذخً -

 ٚضكذظ ذٗ جلإؾشجت١حش جٌطح١ٌس:      ciphertext= C:  اٌخشط -

 .  41ِفطحـ هٛي وً ٚقذ  16ض١ٌٛذ جٌّفحض١ف ذؼذد  -1

2- L0, R0  ٠ٚغطخذَ جٌطرذ٠ً فٟ رٌه 

 جٌطرذ٠ً ٚجٌطٛع١غ.  -3

 : ر١ٌٛذ اٌّفبر١ؼ* 

 خحٔس ) غّحٟٔ خحٔحش جصدٚجؾ١س( .  64ِفطحـ رٚ  اٌذخً:  -

 خحٔس.  41ِفطحـ وً ِفطحـ هٌٛٗ  16جٌخشؼ :  -

خحٔس ٚضكقً ػ١ٍّس جصجقس دٚسج١ٔس  21خحٔس ػٍٝ ٔقف١ٓ وً ٚجقذ  56ضطُ ِؼحٌؿس جٌّفطحـ رٚ  -

 خحٔس ٠ذخً ٌٍكٍمس جٌمحدِس .  ٠56غحس٠س ٠ٕطؽ ػٕٙح ِفطحـ هٌٛٗ 

* Details Of Single Round 

 

 ضغطخذَ  جٌؼ١ٍّحش جٌطح١ٌس:   

Expansion  : ضٛع١غ جٌّفطحـ ئٌٝ ل١ّس أورش. 

:  permutation  . ُٕٙضرذ٠ً ِٛجلغ ِكطٜٛ جٌشعحٌس  ذ١ 

S-boxes  . إضبفخ إٌٝ : ضرذ٠ً ِكطٜٛ جٌشعحٌس ذّكطٜٛ آخش ِٓ ؾذٚي ِشودXOR 



 :  DES* لٛح خٛاسص١ِخ 

 :   56طٛي اٌّفزبػ   -1

 ِفطحقح ِخطٍفح ق١ع جْ ِكحٌٚس جٌٙؿَٛ جلأػّٝ غ١ش ػ١ٍّس ٔٙحت١ح  ٠556ؼٕٟ ٚؾٛد 

 DES cracker ذحعطخذجَ هش٠مس   DESلحِص ؽشوس ِشز ذاػلاْ ػٓ وغش خٛجسص١ِس  -

machine   ِٓ ً250,000$ٚضّص ذأل  . 

   AES ٚخٛجسص١ِس ؾذ٠ذز  DES-3 ٚؾذش جهٛجي ذذ٠ٍس ذأطحؼ خٛجسص١ِحش ِٓ  -

 ١ؼخ اٌخٛاسص١ِخ : جط -2

 ٌٍؼٛجَ . ( ٚجٌطٟ ضغطخذَ وً ِشز ٌُٚ ضٕؾش S-boxسوضش ػٍٝ ؾذٚي جٌطرحد٠ً ) 

 ( :  timing Attack *  اٌٙغَٛ اٌضِٕٟ )

٘ٛ جٌزٞ ٠طُ ِٓ خٍٗ جٌكقٛي ػٍٝ ِؼٍِٛحش هٛي جٌّفطحـ أٚ جٌٕـ جلأفٍٟ ِٓ خلاي ِشجلرس 

 جٌضِٓ جٌلاصَ فٟ ضطر١ك ِح لإٔؿحص ػ١ٍّس فه جٌطؾف١ش ٌٕقٛؿ ِؾفشز ِخطٍفس. 

 ِمحِٚس ٌٍٙؿَٛ جٌضِٕٟ.   DESضٛفٍٛج ئٌٝ جْ جي -

جٌػلاغ١س   Desأٚ خٛجسص١ِحش  Desَ ٌٓ ٠ىْٛ ٔحؾكح ِغ خٛجسص١ِس جي أوذٚج جْ جٌٙؿٛ -

  AESأٚ خٛجسص١ِس 

 

3.1 Why is it important to study the Feistel cipher? 

3.1 Most symmetric block encryption algorithms in current use are based on 

the Feistel block cipher structure. Therefore, a study of the Feistel structure 

reveals the principles behind these more recent ciphers. 

 

3.2 What is the difference between a block cipher and a stream cipher? 

3.2 A stream cipher is one that encrypts a digital data stream one bit or one 

byte at a time. A block cipher is one in which a block of plaintext is treated as 

a whole and used to produce a ciphertext block of equal length. 

 

3.4 What is a product cipher? 

3.4 In a product cipher, two or more basic ciphers are performed in 

sequence in such a way that the final result or product is cryptographically 

stronger than any of the component ciphers. 



 

3.6 Which parameters and design choices determine the actual algorithm 

of a Feistel cipher? 

 Block size 

 Key size. 

 Number of rounds. 

 Subkey generation algorithm. 

 Round function. 

 Fast software encryption/decryption. 

 Ease of analysis. 

 

3.7 What is the purpose of the S-boxes in DES? 

3.7 The S-box is a substitution function that introduces nonlinearity and 

adds to the complexity of the transformation. 

 

3.8 Explain the avalanche effect. 

3.8 The avalanche effect is a property of any encryption algorithm such that 

a small change in either the plaintext or the key produces a significant change 

in the ciphertext. 

 

3.9 What is the difference between differential and linear cryptanalysis? 

3.9 Differential cryptanalysis is a technique in which chosen plaintexts 

with particular XOR difference patterns are encrypted. The difference patterns 

of the resulting ciphertext provide information that can be used to determine 

the encryption key. Linear cryptanalysis is based on finding linear 

approximations to describe the transformations performed in a block cipher. 

 

 

 

  



  



  



Chapter 5 

 Advanced Encryption Standard 

ِٓ أؽٙش خٛجسص١ِحش  ٠AES  Advanced Encryption Standardؼذ ِم١حط  * 

 جٌطؾف١ش. 

ػٍٝ ٚؽه جلاخطشجق ٌُٚ ضىٓ ضٍه جٌخٛجسص١ِس رجش فؼح١ٌس ٚجعطخذِص ِفطحـ   Des* وحْ ِم١حط 

 خحٔس ٌؼ١ٍّس جٌطؾف١ش ٚفه جٌطؾف١ش.   56رٚ 

 َ  2111ػحَ  AESذّم١حط   DES* ضُ جعطرذجي ِم١حط 

ٌطخطٟ عٍر١حش   AES( ذاؾشجء ِٕحفغس ذحعطخذجَ ِم١حط  ANSIَ لحَ ِؼٙذ )1997* ٚفٟ ػحَ 

DES   : ٠ٚكمك جٌّؼح١٠ش جٌطح١ٌس 

 أْ ضىْٛ جٌخٛجسص١ِس ِؼشفس ػٍٕح ٚضىْٛ جٌغش٠س فٟ جٌّفطحـ جٌّغطخذَ.  -1

 ئِىح١ٔس ص٠حدز هٛي جٌّفطحـ قغد جٌكحؾس.  -3أْ ٠غطخذَ جٌطؾف١ش جٌّطّحغً.     -2

 .   Softwareأٚ   Hardwareئِىح١ٔس ضٕف١ز جٌخٛجسص١ِس ئِح ػٓ هش٠ك  -4

 ١ٌٚس ِٚٓ غُ ؾحءش ِؼح١٠ش أخشٜ ِغطٕذز ػٍٝ جٌّؼح١٠ش جلأٌٚٝ ٟٚ٘ : ضٍه ٟ٘ جٌّؼح١٠ش جلأ

 جلأِٓ .  -1

 جٌىفحءز ٚجٌرغحهس ٚجٌّشٚٔس .  -2

 جٌطىٍفس.  -3

 آ١ٌس جٌطٕف١ز   -4

 .    Rijndaelٌٚمذ ضُ جخط١حس خٛجسص١ِس 

 * ِفب١ُ٘ أعبع١خ: 

 ٠غطخذَ خّظ ٚقذجش ل١حط ٌلإؽحسز ئٌٝ جٌر١حٔحش ٟ٘ :   AESِم١حط    -

Bit Byte  Word Block State  

0,1  8bit  32 bit 128 bit 4*4 = 128bit 

 

   bit 128رٚ   Blockجٌّذخلاش ٚجٌّخشؾحش ػرحسز ػٓ  -

 .  ػٍٝ أسثغ ػ١ٍّبدضكطٛٞ   ٠Roundغطخذَ  AESجٌطؾف١ش ٚفه جٌطؾف١ش   فٟ  -

 :  Rijndael*  خٛاسص١ِخ 

 ضؼطّذ ػٍٝ ػ١ٍّحش ضخطـ ذحٌّقفٛفحش جٌش٠حم١س       - 

 وطٛي ٌٍّفطحـ .   bit 256 – 192 – 128ضذػُ  -



 ضؾفش ٔقٛؿ ذأقؿحَ ِخطٍفس.  -

أخز فٟ جلاػطرحس أغٕحء ضق١ّّٙح ٠ىْٛ ِمحَٚ ٌؿ١ّغ جٌٙؿّحش جٌّؼشٚفس ٚأْ ٠ىْٛ عش٠ؼح لا  -

 ٠غطٍٙه جٌىػ١ش ِٓ جٌزجوشز. 

 ِىٛٔبد اٌخٛاسص١ِخ : -

رىشس اٌذٚساد ؽغت ٌٙح ِؼىٛط   ػذد ِٓ جٌذٚسجش ٠ّىٓ ضىشجس٘ح وً دٚسز ذٙح جسذغ ػ١ٍّحش

 .  طٛي اٌّفزبػ

 ضمذَ خحف١س أ١ِٕس ِؼ١ٕس  .   layerٚوً   layerوً ػ١ٍّس ضغّٝ 

 ػلالخ ث١ٓ ػذد اٌذٚساد ٚطٛي اٌّفزبػ

 AES طٛي اٌّفزبػ  ػذد اٌذٚساد 

10 4 AES 128  

12 6 AES192 

14 8 AES256 

        

 *  ١٘ىً وً دٚسح ِٓ اٌذٚساد : 

 ضكطٛٞ جٌذٚسز ػٍٝ جسذغ ػ١ٍّحش ضمذَ وً ِٕٙح خحف١س أ١ِٕس ِؼ١ٕس فٟ جٌطؾف١ش ٟٚ٘ : 

 (.Substituteجلاعطرذجي ) -1

 (.Permutationجٌطم١ٍد جٚ جلإصجقس ) -2

 (.MixColumnsجٌّضؼ ) -3

 ( .AddRoundKeyئمحفس جٌّفطحـ جٌخحؿ ذحٌذٚسز ) -4

Note  جٌذٚسز جلاخ١شز فٟ جٌؼ١ٍّحش ضكطٛٞ ػٍٝ ؾ١ّغ جٌؼ١ٍّحش ِح ػذج :AddRoundKey 

 * ػ١ٍّبد اٌزشف١ش:

 لرً ذذج٠س جٌطؾف١ش ٠طُ ضك٠ًٛ جٌٕقٛؿ ئٌٝ أسلحَ عذجعٟ ػؾش٠س ذحعطخذجَ جٌؿذٚي وّح ع١أضٟ.  -

        ٠ٚ16byteطُ جٌطمغ١ُ ئٌٝ ئٌٝ ِؿّٛػحش وً ِؿّٛػس ذٙح  bit 128جٌّذخلاش ف١ٗ ذطٛي  -

  128bit = 16 byteلاؽع اْ 

Z ...... ..... J I H G F E D c b a 

25 ..... ..... 09 08 07 06 05 04 03 02 01 00 

 

 

 (:   Substitute  جلاعطرذجي )  -1



٠مَٛ ذحعطرذجي  S-box: ٟ٘ ػ١ٍّس جعطرذجي غ١ش خط١س ٔغطخذَ ف١ٙح ٠SubBytesطٍك ػ١ٍٙح  

 .   4*4جٌّذخلاش ذّخشؾحش ِخطٍفس قغد ؾذٚي جلاعطرذجي ٚضىْٛ ِقفٛفس 

 ( :  Permutationجٌطم١ٍد ) -2

 : ضغ١١ش أِحوٓ جٌرح٠ص ذٕحء ػٍٝ سلُ جٌقف جٌزٞ ٠ٕطّٟ ئ١ٌٗ  ٠ShiftRowطٍك ػ١ٍٙح 

 ذص   1  ( ئصجقس ذّمذجس 1( لا ٔغ١ش ف١ٗ أٞ ؽٟء            جٌقف)0جٌقف)

 ذص  3  ( ئصجقس ذّمذجس 3ذص           جٌقف)  2  ئصجقس ذّمذجس  (2جٌقف)

  ٚفه اٌزشف١ش إٌٝ ا١ّ١ٌٓ  ـــ   اٌزشف١ش إٌٝ ا١ٌغبسِغ ِلاقظس جلإصجقس فٟ 

 ( :  MixColumnsجٌّضؼ ) -3

ئخفحء جٌؼلالس ذ١ٓ جٌٕـ جٌّؾفش ٚجٌٕـ جٌقش٠ف ق١ع ضؼًّ ػٍٝ مشخ وً ػّٛد ِٓ 

 .   ػ١ٍّخ ضشة طف فٟ ػّٛدأػّذز جٌّقفٛفس ذّقفٛفس غحذطس ٟٚ٘ 

 :  ِضبي

  

1 1 1 1 1 1 1 1 

1 X                   

 

 1ِؼحدٌس  >-----------      ٚضؼٕٟ   0010 0000ٚجٌطّػ١ً ٠ىْٛ :   02ٔمَٛ ذطّػ١ً جٌشلُ 

 X + 1   +   +     --<  2ٚضؼٕٟ     0111  1000 ٚجٌطّػ١ً ٠ىْٛ :   87ٔمَٛ ذطّػ١ً جٌشلُ

 ٚٔكقً ػٍٝ ج٢ضٟ :  2 فٟ جٌّؼحدٌس   1ٔمَٛ ذنشخ جٌّؼحدٌس 

  *    (  +                                  = 10000 111 

 111 10000     خحٔس ٔمَٛ ذكزف جٌخحٔس جلاخ١شز   9ٔشٜ أْ جٌٕحضؽ ػرحسز ػٓ 

     00011011 ِغ جٌم١ّس جٌػحذطس   XORٚٔؼًّ ػ١ٍّس 

00001110     00011011 = 00010101 

 ( :  AddRoundKeyئمحفس جٌّفطحـ جٌخحؿ ذىً دٚسز  ) -4

: ضىّٓ جلأ١ّ٘س فٟ ف١ٙح ق١ع أْ ؾ١ّغ جٌؼ١ٍّحش جٌغحذمس  AESٟ٘ جُ٘ ػ١ٍّس فٟ ِم١حط 

 ِؼٍٕس ِٚؼشٚفس ٌذٜ جٌؿ١ّغ فغش٠س جٌطؾف١ش ٟ٘ عش٠س جٌّفطحـ جٌّغطخذَ  

( ٠مَٛ ذط١ٌٛذ  ٠Key generationغطخذَ ِح ٠غّٝ ذٌّٛذ جٌّفحض١ف )   AESِم١حط جٌطؾف١ش  -

  .   bit 128ِفطحـ ٌىً دٚسز وً دٚسز ضكطحؼ ئٌٝ ِفطحـ هٌٛٗ 



ضمَٛ ٘زٖ جٌؼ١ٍّس  ذؿّغ ِفطحـ جٌذٚسز جٌمحدَ ِٓ ٌِٛذ جٌّفحض١ف ِغ جٌّقفٛفس أٞ ضؼًّ ػ١ٍّس   -

 .   XOR    Keyجٌّقفٛفس 

 

                                               

 * KEY Schedule   : 

فٟ   Add round Keyٔغخس ٠غطخذِٛج فٟ ػ١ٍّس   11ٚٔؼًّ ِٕٗ   Keyٚٔمقذ ذٙح أخز جي   -

 ػ١ٍّس جٌطؾف١ش  . 

 Round 0 –round1 …….round 10 ذكغد ٔغخ جٌّفحض١ف ٟٚ٘   ٠Roundىْٛ ٌذ٠ٕح  -

   Expanded Keyػّٛد  44أٚي خطٛز ٟ٘ ٚؾٛد ِقفٛفس ور١شز ذٙح  -

  ٠ٚ0ؼطرش   etc.. 16 ,8 ,4 .ٟٚ٘   4ِٓ ِنحػفحش جٌشلُ   ٠ٚindexطُ جخط١حس جلاػّذز رجش  -

 ئ١ٌُٙ  ٕٚ٘ح ضكذظ غلاظ ػ١ٍّحش :  ِنحفح

1-  Rot word    ًّأٚي خحٔس فٟ جٌؼّٛد ضىْٛ آخش خحٔس ٚٔؼ :shift   .ٍٝلأػ 

2- sybByte ٔأخز جٌشلُ ٚٔشٜ ٔظحتشٖ فٟ جػّذز ٚجٌقف ؾذٚي :S-box   . 

3- Rcon ًؾذٚي غحذص ِػ :S-box . 

٠زُ ػًّ اٌضلاس اٌؼ١ٍّبد اٌغبثمخ  ٌٙب   ٚالاػّذح   4لاؽع اْ الأػّذح راد ِضبػفبد 

   XoR with RConالأخشٜ ٔؼًّ ٌٙب ػ١ٍّخ ٚاؽذح ٟ٘ 

ذّح   ٠ٚRound Key 11ىْٛ ِٓ مّٕٗ   ٠ٚExpanded Keyىْٛ ٌذ٠ٕح جٌٕحضؽ ػرحسز ػٓ  

  Add round Keyجلأفٍٟ ٠ٚغطخذَ فٟ ػ١ٍّس   Keyجٌزٞ ٘ٛ جي  Round Key 0ف١ُٙ 



 ع  ِػحي : ٌلاهلا

For example,the round key for round 8 is:  

    EA D2 73 21 B5 8D BA D2 31 2B F5 60 7F 8D 29 2F 

Then the first 4 bytes (first column) of the round key for round 9 

 

 

Note   : 

The AES Cipher - Rijndael 

 designed by Rijmen-Daemen in Belgium  

 has 128/192/256 bit keys, 128 bit data  

 an iterative rather than feistel cipher 

 

5.1 What was the original set of criteria used by NIST to evaluate 

candidate AES ciphers? 



5.1 Security: Actual security; randomness; soundness, other security factors. 

 Cost: Licensing requirements; computational efficiency; memory 

requirements. 

 Algorithm and Implementation Characteristics: Flexibility; hardware 

and software suitability; simplicity. 

5.2 What was the final set of criteria used by NIST to evaluate candidate 

AES ciphers? 

5.2 General security; software implementations; restricted-space 

environments; hardware implementations; attacks on implementations; 

encryption vs. decryption; key agility; other versatility and flexibility; 

potential for instruction-level parallelism. 

5.3 What is power analysis? 

5.3 The basic idea behind power analysis is the observation that the power 

consumed by a smart card at any particular time during the cryptographic 

operation is related to the instruction being executed and to the data being 

processed. 

5.4 What is the difference between Rijndael and AES? 

5.4 Rijndael allows for block lengths of 128, 192, or 256 bits. AES allows 

only a block length of 128 bits. 

5.5 What is the purpose of the State array? 

5.5 The State array holds the intermediate results on the 128-bit block at each 

stage in the processing. 

5.7 Briefly describe SubBytes. 

5.7 Each individual byte of State is mapped into a new byte in the following 

way: The leftmost 4 bits of the byte are used as a row value and the rightmost 4 

bits are used as a column value. These row and column values serve as indexes 

into the S-box to select a unique 8-bit output value. 

5.8 Briefly describe ShiftRows. 

5.8 The first row of State is not altered. For the second row, a 1-byte 

circular left shift is performed. For the third row, a 2-byte circular left shift is 

performed. For the third row, a 3-byte circular left shift is performed. 

5.9 How many bytes in State are affected by ShiftRows? 



5.9 12 bytes. 

5.10 Briefly describe MixColumns. 

5.10 MixColumns operates on each column individually. Each byte of a 

column is mapped into a new value that is a function of all four bytes in 

that column. 

5.11 Briefly describe AddRoundKey. 

5.11 The 128 bits of State are bitwise XORed with the 128 bits of the round 

key. 

5.12 Briefly describe the key expansion algorithm 

5.12 The AES key expansion algorithm takes as input a 4-word (16-byte) key 

and produces a linear array of 44 words (156 bytes). The expansion is 

defined by the pseudocode in Section 5.2. 

 

5.13 What is the difference between SubBytes and SubWord? 

5.13 SubBytes operates on State, with each byte mapped into a new byte using 

the S-box. SubWord operates on an input word, with each byte mapped 

into a new byte using the S-box. 

5.14 What is the difference between ShiftRows and RotWord? 

5.14 ShiftRows is described in the answer to Question 5.8.  RotWord performs 

a one-byte circular left shift on a word; thus it is equivalent to the 

operation of ShiftRows on the second row of State. 

5.15 What is the difference between the AES decryption algorithm and the 

equivalent inverse cipher? 

5.15 For the AES decryption algorithm, the sequence of transformations for 

decryption differs from that for encryption, although the form of the key 

schedules for encryption and decryption is the same. The equivalent 

version has the same sequence of transformations as the encryption 

algorithm (with transformations replaced by their inverses). To achieve 

this equivalence, a change in key schedule is needed. 

 

 



  

  



Chapter 6 

Block Cipher Operation 

 لأْ جٌٙؿّحش جٌٕظش٠س ضغطط١غ وغش٘ح .  DESضُ ئ٠ؿحد ذذ٠ً ٌخٛجسص١ِس  * 

 .  DESلرٍٗ وحٔص ضغطخذَ ئفذجسجش ِٓ  AES* أٚي ذذ٠ً ٌخٛجسص١ِس ٘ٛ 

( ضم١ٕس ذٙح خٛجسص١ِس ضؾف١ش ضغطؼًّ فٟ جٚلحش  Multiple encryption* جٌطؾف١ش جٌّطؼذد )

٠ٚغطخذَ ٘زج جٌٕحضؽ وّغحّ٘س ضطرك ِشز   ciphertextئٌٝ   Plaintextِطؼذدز ذذج٠س ٠كٛي 

 جخشٜ. 

 *Double – DES  * 

 

 أعًٙ ؽىً ٌٍطؾف١ش جٌّطؼذد ٌٗ ِشقٍط١ٓ ضؾف١ش ِٚفطحق١ٓ .   -

 فه جٌطؾف١ش ٌٗ ِشقٍط١ٓ ِٚفطحق١ٓ .  -

    bit 112 =   2 * 56ـ ٘ٛ هٛي جٌّفطح -

 * لن١س ضخف١ل ػذد جٌّشجقً : 

لذ ٠ىْٛ ٕ٘حن ِفطحـ ِىحفة ٌٍّفطحق١ٓ جلأخش٠ٓ ٚ٘زج غ١ش ِكطًّ ٚألص أٔٗ ِغطك١ً فٟ ػحَ 

1992  . َ 

 .  Xِغ جٌم١ّس جٌّخضٔس ٠K1غطط١غ جٌّٙحؾُ ضؾف١ش جٌّفطحـ  -

  Xِغ جٌم١ّس جٌّخضٔس  K2ٚوزٌه فه جٌطؾف١ش  جٌّفطحـ  -

 محسٔس ٠ٓ جلأصٚجؼ جٌٕحضؿس ٚجلاخطرحسجش ٔؿذ جْ ضحضؽ فك١ف ٠ٚمرلاْ جٌّفطحـ. ٚػًّ ِ -



 

 *   Triple – DES with two Keys    

 ضؾف١شجش ذحعطخذجَ ِفطحق١ٓ فٟ جٌغٍغس.  3جعطؼّحي   -

  1لا ضٛؾذ ٘ؿّحش ِؼشٚفس قح١ٌح   -

ِفحض١ف ٚضظٙش  3ضؾف١شجش ِغ  3ذحٌشغُ ِٓ ػذَ ٚؾٛد ٘ؿّحش ػ١ٍّس ػ١ٍٗ ٠ّىٓ جعطخذجَ  -

        S/MIME    and    PGP ٘زٖ فٟ ضطر١محش جلأطشٔص 

 *Mode of operation   : 

ضم١ٕس ٌطكغ١ٓ ضأغ١ش خٛجسص١ِس جٌطؾف١ش أٚ ضى١١ف جٌخٛجسص١ِحش ِغ جٌططر١محش ٠ّٚىٓ ضطر١ك  

 .  Blockجٚ   Stream رٌه ػٍٝ ١٘ثس 

   Block cipherأغٍد جٌططر١محش ضغطخذَ  -

 :   Block Cipherأٚلا: 

(1) Electronic Codebook Book (ECB)  : 

 ٠غطخذَ فٟ : 

secure transmission of single values(transmit a DES or AES key securely 

 

 

 

 



(2 )Cipher Block Chaining (CBC)  

 ٠غطخذَ فٟ :  

bulk data encryption, authentication 

 :  Stream Cipherصب١ٔب: 

(1 )Counter (CTR)  

 ٠high-speed network encryptionsغزخذَ :  

 
 



(2 )Output FeedBack (OFB) 

 ٠غزخذَ فٟ : 

stream encryption on noisy channels 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



(3 )Cipher FeedBack (CFB)  

 ٠غزخذَ فٟ : 

stream data encryption, authentication 

 

  لاقع جْ جلأّٔحه جٌػلاغسCTR , OFB , CFB   لا ضكطٛٞ ػٍٝ ػ١ٍّس

Decryption    . فٟ جٌشعُ ٚجٌّفطحـ ٚجقذ 

  ْلاقع أIV , Counter , Nonce    ٚ٠64ؿد جْ ضىْٛ رbit   ْٛغُ ضى

plaintext    ُذأٞ قؿSize or bit   . 

6.1 What is triple encryption? 

6.1 With triple encryption, a plaintext block is encrypted by passing it 

through an encryption algorithm; the result is then passed through the same 

encryption algorithm again; the result of the second encryption is passed 

through the same encryption algorithm a third time. Typically, the second 

stage uses the decryption algorithm rather than the encryption algorithm. 

6.2 What is a meet-in-the-middle attack? 

6.2 This is an attack used against a double encryption algorithm and 

requires a known (plaintext, ciphertext) pair. In essence, the plaintext is 

encrypted to produce an intermediate value in the double encryption, and 

the ciphertext is decrypted to produce an intermediation value in the double 



encryption. Table lookup techniques can be used in such a way to 

dramatically improve on a brute-force try of all pairs of keys. 

 

6.3 How many keys are used in triple encryption? 

6.3 Triple encryption can be used with three distinct keys for the three 

stages; alternatively, the same key can be used for the first and third stage. 

 

6.4 Why is the middle portion of 3DES a decryption rather than an 

encryption? 

6.4 There is no cryptographic significance to the use of decryption for the 

second stage. Its only advantage is that it allows users of 3DES to decrypt 

data encrypted by users of the older single DES by repeating the key. 

 

6.5 List important design considerations for a stream cipher. 

6.5 1. The encryption sequence should have a large period. 2.The keystream 

should approximate the properties of a true random number stream as close 

as possible. 3. To guard against brute-force attacks, the key needs to be 

sufficiently long. The same considerations as apply for block ciphers are 

valid here. Thus, with current technology, a key length of at least 128 bits is 

desirable. 

 

6.6 Why is it not desirable to reuse a stream cipher key? 

6.6 If two plaintexts are encrypted with the same key using a stream cipher, 

then cryptanalysis is often quite simple. If the two ciphertext streams are 

XORed together, the result is the XOR of the original plaintexts. If the 

plaintexts are text strings, credit card numbers, or other byte streams with 

known properties, then cryptanalysis may be successful. 

 

 

 

 



6.7 What primitive operations are used in RC4? 

6.7 The actual encryption involves only the XOR operation. Key stream 

generation involves the modulo operation and byte swapping. 

 

6.8 Why do some block cipher modes of operation only use encryption 

while others use both encryption and decryption? 

6.8 In some modes, the plaintext does not pass through the encryption 

function, but is XORed with the output of the encryption function. The 

math works out that for decryption in these cases, the encryption function 

must also be used.  

6.5 If a bit error occurs in the transmission of a ciphertext character in 8-

bit CFB mode, how far does the error propagate? 

6.5 Nine plaintext characters are affected.  The plaintext character 

corresponding to the ciphertext character is obviously altered. In addition, 

the altered ciphertext character enters the shift register and is not removed 

until the next eight characters are processed. 

 

6.6 Fill in the remainder of this table 

6.6  

Mode Encrypt Decrypt 

ECB Cj = E(K, Pj)     j = 1, …, N Pj = D(K, Cj) j = 1, …, N 

CBC C1 = E(K, [P1  IV]) 

Cj = E(K, [Pj  Cj–1])     j = 2, …, N 

P1 = D(K, C1)  IV 

Pj = D(K, Cj)  Cj–1     j = 2, …, N 

CFB C1 = P1  Ss(E[K, IV]) 

Cj = Pj  Ss(E[K, Cj–1]) 

P1 = C1  Ss(E[K, IV]) 

Pj = Cj  Ss(E[K, Cj–1]) 

OFB C1 = P1  Ss(E[K, IV]) 

Cj = Pj  Ss(E(K, [Cj–1  Pj–1])) 

P1 = C1  Ss(E[K, IV]) 

Pj = Cj  Ss(E(K, [Cj–1  Pj–1])) 

CTR Cj = Pj  E[K, Counter + j – 1] Pj = Cj  E[K, Counter + j – 1] 

 



  



Chapter 7 

 

PSEUDORANDOM NUMBER 

GENERATION AND STREAM CIPHERS 

 :* اعزخذاَ الأسلبَ اٌؼشٛائ١خ

 ٛجت١س ٚجٌطٟ ضؼًّ ػٍٝ جٌطؾف١ش : ِٓ جٌخٛجسص١ِحش جٌطٟ ضغطخذَ جلأسلحَ جٌؼؾ   -

 ( ِٓ جؾً ِٕغ ٘ؿَٛ جٌطىشجس . Nonceجعطخذجَ جٌّؼشفحش ) -1

 .   Session keyض١ٌٛذ ِفحض١ف جٌؿٍغحش  -2

 ٚجٌطٟ ضغطخذَ جٌّفطحـ جٌؼِّٟٛ .   RSAض١ٌٛذ جٌّفحض١ف ٌخٛجسص١ِس  -3

* رفشع ٘زٖ اٌخٛاسص١ِبد ِطٍج١ٓ ِغزم١ٍٓ ػٍٝ رغٍغً الأسلبَ اٌؼشٛائ١خ ١ٌٚظ ثبٌضشٚسح 

 اْ ٠ىٛٔب ِزٛافم١ٓ : 

 ـ ػذَ جٌمذسز ػٍٝ جٌطٛلغ جٚ جٌطخ١ّٓ . 2جٌؼؾٛجت١س .                                  -1

 * ٌٍٚؾىُ ػٍٝ خٛاسص١ِخ ِب ثأٔٙب ػشٛائ١خ ٔغزخذَ اٌّؼ١بس٠ٓ اٌزب١١ٌٓ: 

 ( .  Uniform distribution )  جٌطٛص٠غ جٌّٛقذ  -1

 جلاعطملا١ٌس.  -2

 ِغزٕذح ػٍٝ اٌزطج١مبد :   PRNGs* ٕ٘بن ٔٛػبْ ِخزٍفبْ ِٓ 

 Pseudorandom number generator                                                            

Pseudorandom function (PRF)                                               

 :* أٔٛاع اٌٌّٛذاد

 



 TRNG:  ػرحسز ػٓ ِقذس ِغكٛخ ِٓ جٌر١ثس جٌطر١ؼ١س ٌٍكحعٛخ ِػً أّٔحه ضٛل١ص

 مشذس جٌّفطحـ ٚقشوحش جٌّحٚط ٚعحػس جٌٕظحَ. 

  ِزطٍجبد اٌـPRNG   : 

 جعطخذجَ ػذد ِٓ جلاخطرحسجش ٌٍطأوذ ِٓ جٌؼؾٛجت١س :  -1

Uniformity     )جلاضغحق(- scalability  جٌغلاعً جٌػح٠ٛٔس ضىْٛ ػؾٛجت١س ( 

Consistency جخطرحس جٌـ :output   ٍِٝؼطّذ ػsingle seed   . 

 ( Unpredictabilityجعطخذجَ ػذد ِٓ جلاخطرحسجش ٌٍطأوذ ِٓ ػذَ جٌطمٍد ) -2

 . ِٓ خلاي ِؼٍِٛحش ِؼشٚفس   Seedجٌطمٍد جلأِحِٟ : لا ٠ّىٓ ِؼشفس  -

 ِٓ خلاي أٞ ل١ُ ٌِٛذز .   Seedجٌطمٍد جٌخٍفٟ : لا ٠ّىٓ ِؼشفس  -

  خظبئض اٌـSeed   : 

 آِٓ.       -1

 . outputئرج ػشف ٠ّىٓ ِؼشفس ٚضمش٠ش  -2

 ٠ؿد جْ ٠ىْٛ ػؾٛجتٟ جٚ ؽرس ػؾٛجتٟ.  -3

  لغّذ خٛاسص١ِبدPRNG  : ٓإٌٝ لغ١ّ 

 )ؽرٗ ػؾٛجت١س(.  pseudorandomخٛجسص١ِحش قغد جٌطٍد : فمو ض١ٌٛذ   -1

 خٛجسص١ِحش ِغطٕذز ػٍٝ خٛجسص١ِحش ضؾف١ش .  -2

  ٕٚ٘بن صلاس أٔٛاع ِٓ اٌخٛاسص١ِبد اٌّغزٕذح رغزخذَ ٌخٍك ٚإٔشبء اٌـPRNG  : 

1- Symmetric block ciphers 

2- Asymmetric ciphers 

3- Hash functions and message authentication codes . 

  ٕٚ٘بن ٔٛػبْ أخشٜ ٌٍـPRNG   : ٟ٘ 

1- Linear Congruential Generators 

2- Blum Blum Shub Generator 

 

 Linear Congruential Generators  : 

Xn+1 = (aXn + c) mod m                    m   ٠ؿد جْ ضىْٛ ور١شز ؾذج    

  Mٚ   0 ئرج وحْ ضؿ١ّغ  جٌم١ُ جٌٌّٛذز ذ١ٓ  full-periodأٔٙب ٚٔمٛي ػٓ ٘زٖ جٌخٛجسص١ِس 

 دْٚ ضىشجس. 

 Blum Blum Shub Generator : 

p = q = 3(mod 4)         ق١عn = P*q     ٟٚٔخطحس سلُ ػؾٛجت S  

X0 = s
2
 mod n          ,     Xi = (Xi-1)

2
 mod n    ,    Bi = Xi mod 2  

 

 



  اعزخذاَ اٌـblock cipher   وــPRNG : 

 ٠ٛؾذ ِٕٙؿحْ : 

 
 

  ٌِٛذ الأسلبَ اٌؼشٛائ١خANSI X9.17  : 

جٌػلاغ١س ٌٍطؾف١ش ٚػٕحفشٖ   ٠Desؼطرش أقذ جلٜٛ جٌٌّٛذجش جٌّطٛلشز ق١ع ٠غطخذَ ف١ٗ 

 جلأعحع١س : 

 Seedل١ّس   64خحٔس ٌٍطحس٠خ جٌٛلص ٚجلاخش 64جٌذخً: دخلاْ ؽرٗ ػؾٛجت١س أقذّ٘ح  -1

 .  56جٌّفحض١ف: ٠غطخذَ صٚؼ جٌّفحض١ف هٌٛٙح  -2

 خحٔس     Seed  64ٚل١ّس   خحٔس   64جٌخشؼ : ٠طأٌف ِٓ سلُ ػؾٛجتٟ رٚ  -3

 

 

  َاعزخذاStream cipher   وــPRGN : 

 . + destroy ٠ؼبد اعزخذاِٗ  لاِٛجففحضٗ :    pseudo random keystreamضّطٍه 

  Ci = Mi XOR StreamKeyi   



   

  ُٕ٘بن اػزجبساد فٟ رظ١ّStream cipher   وــPRGN  : 

 فطشجش ه٠ٍٛس دْٚ ضىشجس.  -1

 جٌؼؾٛجت١س ذؾىً ئققحتٟ.  -2

 ضؼطّذ ػٍٝ ورش جٌّفطحـ جٌّغطخذَ.  -3

4- large linear complexity 

  ػٕذِب ٠ظُّ ثشىً ع١ذ ٠ىْٛ ِضً عش٠خ block cipher  .ٌٚىٕٗ اعشع ٚأثغظ ػبدح 

  :  ِمبسٔخ ث١ٓ طٛي اٌّفزبػ ٚاٌغشػخ 

 

 

 :   RC4*  خٛاسص١ِخ 

 .  WEP( ٚوزٌه ٠SSL/TLSغطخذَ ٘زج جٌٕظحَ فٟ جٌّم١حط ) -

خحٔس ( فٟ ضٙث١س   2141ــــ  1ذح٠ص )  256ئٌٝ  ٠1غطخذَ جٌّفطحـ رٚ جٌطٛي جٌّطغ١ش ِٓ  -

 .  ٠ٚ255ٕطٟٙ ذــ   0ذح٠ص  ٠رذأ ذــ  256( جٌّإٌف ِٓ Sجٌؾؼحع )

 ق١ع ٠كطٛٞ ػٍٝ ئػذجد ضغ١١ش جلأِحوٓ ٌىً جلأػذجد.  -

 (. Sفٟ جٌطؾف١ش ٚفه جٌطؾف١ش ِٓ خلاي جٌؾؼحع )  ٠Keyطُ ض١ٌٛذ  -

 . اٌزجذ٠ًجٌؼ١ٍّس جٌٛق١ذز جٌّطرمس ػٍٝ جٌؾؼحع ٟ٘ ػ١ٍّس   -



 ٘ٛ ػرحسز ػٓ ؽؼحع ِإلص   Tئٌٝ   Kِرذت١ح ٠طُ ٔمً ِكط٠ٛحش  -

 

 

 

 

  :ِلاؽظخ 

  plaintextٚجٌرح٠ص جٌمحدَ ِٓ   Kذ١ٓ جٌم١ّس  XORفٟ ػ١ٍّس جٌطؾف١ش ضطرك  -

  ciphertextٚجٌرح٠ص جٌمحدَ ِٓ   Kذ١ٓ جٌم١ّس   XORفٟ فه جٌطؾف١ش ضطرك  -

  لٛح خٛاسص١ِخRC4 : 

  bit 128ٌُ ٠ىٓ ٕ٘حن أٞ هش٠مس ػ١ٍّس مذ٘ح ٚخحفس ئرج وحْ هٛي جٌّفطحـ 

  ضؼش٠فSkew  ( problem of  bias  : ) 

جوػش   onesفٟ جلاؽحسز ق١ع ٠ىْٛ ٕ٘حن ػذدج ِٓ  ٠uneven distributionؼشف ذـ 

 ِٓzero    َجٚ جٌؼىظ ٚضُ قٍٙح ذحعطخذجmultiple sources + hash   فٟ خٛجسص١ِس

RFC4086  . 

 

 

 

 

 

 



 These applications mentioned above  give rise to two distinct 

requirements for a sequence of random numbers: randomness and 

unpredictability 

 a PRNG takes as input a fixed value, called the seed, and produces 

a sequence of output bits using a deterministic algorithm. 

 since RC4 is a stream cipher, must never reuse a key  

 

7.1 For a user workstation in a typical business environment, list potential 

locations for confidentiality attacks. 

7.1 LAN, dial-in communications server, Internet, wiring closet. 

 

7.2 What is the difference between link and end-to-end encryption? 

7.2 With link encryption, each vulnerable communications link is equipped 

on both ends with an encryption device. With end-to-end encryption, the 

encryption process is carried out at the two end systems. The source host 

or terminal encrypts the data; the data in encrypted form are then 

transmitted unaltered across the network to the destination terminal or 

host. 

 

7.3 What types of information might be derived from a traffic analysis 

attack? 

7.3 Identities of partners. How frequently the partners are communicating. 

Message pattern, message length, or quantity of messages that suggest 

important information is being exchanged. The events that correlate with 

special conversations between particular partners 

 

7.4 What is traffic padding and what is its purpose? 

7.4 Traffic padding produces ciphertext output continuously, even in the 

absence of plaintext. A continuous random data stream is generated. 

When plaintext is available, it is encrypted and transmitted. When input 

plaintext is not present, random data are encrypted and transmitted.  This 

makes it impossible for an attacker to distinguish between true data flow 

and padding and therefore impossible to deduce the amount of traffic. 



 

7.5 List ways in which secret keys can be distributed to two 

communicating parties. 

7.5 For two parties A and B, key distribution can be achieved in a number 

of ways, as follows: 

 1. A can select a key and physically deliver it to B. 

 2. A third party can select the key and physically deliver it to A and B. 

 3. If A and B have previously and recently used a key, one party can 

transmit the new key to the other, encrypted using the old key. 

 4. If A and B each has an encrypted connection to a third party C, C 

can deliver a key on the encrypted links to A and B. 

 

7.6 What is the difference between a session key and a master key? 

7.6 A session key is a temporary encryption key used between two principals. 

A master key is a long-lasting key that is used between a key distribution 

center and a principal for the purpose of encoding the transmission of 

session keys. Typically, the master keys are distributed by 

noncryptographic means. 

 

7.7 What is a nonce? 

7.7 A nonce is a value that is used only once, such as a timestamp, a counter, 

or a random number; the minimum requirement is that it differs with each 

transaction. 

 

7.8 What is a key distribution center? 

7.8 A key distribution center is a system that is authorized to transmit 

temporary session keys to principals. Each session key is transmitted in 

encrypted form, using a master key that the key distribution center shares 

with the target principal. 

 



7.9 What is the difference between statistical randomness and 

unpredictability? 

7.9 Statistical randomness refers to a property of a sequence of numbers or 

letters, such that the sequence appears random and passes certain 

statistical tests that indicate that the sequence has the properties of 

randomness. If a statistically random sequence is generated by an 

algorithm, then the sequence is predictable by anyone knowing the 

algorithm and the starting point of the sequence. An unpredictable 

sequence is one in which knowledge of the sequence generation method is 

insufficient to determine the sequence. 

 

 

  

 

 

 

 

 

 

 

  



  



Chapter 9 

 

Public-Key Cryptography 

 رؼزّذ ػٍٝ :  Desاٌخٛاسص١ِبد اٌغبثمخ ٚٔظبَ * وبٔذ ِؼظُ 

 .  permutationand  substitutionضرذ٠ً جٌكشٚف ٚضرذ٠ً جٌّٛجلغ  

 .  mathematicalجػطّذش خٛجسص١ِس جٌطؾف١ش جٌؼِّٟٛ ػٍٝ جٌطٛجذغ جٌش٠حم١س   

 ٟٚ٘ ٔٛع ضؾف١ش )غ١ش ِطّحغً ( ٠غطخذَ ِفطحق١ٓ ِٕفق١ٍٓ.  -

 * ؽمبئك خبطئخ ؽٛي اٌزشف١ش اٌؼِّٟٛ : 

 ئر ٠ؼطّذ ػٍٝ هٛي ٚقؿُ جٌّفطحـ. ٚ٘زج خطأ ٠ؼطرش أوػش جِحٔح ِٓ جٌطؾف١ش جٌّطّحغً  -1

 .  ٚ٘زج خطأ ل١ً جْ جٌطؾف١ش جٌّطّحغً أفرف ذلا فحتذز  -2

 * ؽمبئك خبطخ طؾ١ؾخ: 

 ضطر١محش ئدجسز جٌّفحض١ف ٚجٌطٛل١غ جٌشلّٟ.  قذٚد جعطخذجَ ٔظحَ جٌطؾف١ش جٌؼِّٟٛ : -

 * رؼزّذ خٛاسص١ِبد اٌزشف١ش ثبٌّفزبػ اٌؼِّٟٛ ػٍٟ : 

 ٚؾٛد ِفطحـ ٌؼ١ٍّس جٌطؾف١ش ِٚفطحـ آخش ٌؼ١ٍّس فه جٌطؾف١ش  .  -

 . * ِلاؽظخ: ِٓ غ١ش اٌّّىٓ ؽغبث١ب رؾذ٠ذ ِفزبػ اٌزشف١ش ثّغشد ِؼشفخ خٛاسص١ِخ اٌزشف١ش

  ١ِّضاد اخشٜ :   RSAف١ش * أضبفخ خٛاسص١ِخ اٌزش

 ِٓ جٌّّىٓ جعطخذجَ أٞ ِٓ جٌّفحض١ف ٌؼ١ٍّس جٌطؾف١ش ٚجلاخش ٌؼ١ٍّس فه جٌطؾف١ش.  -1

2- plaintext  . ػرحسز ػٓ جٌشعحٌس أٚ جٌّؼط١حش : 

3- public and private key  .٠غطخذَ أقذ٘ح ٌٍطؾف١ش ٚجلأخش ٌفه جٌطؾف١ش : 

4- ciphertext ٚضؼطّذ ػٍٝ : ػرحسز ػٓ سعحٌس جٌخشؼkey and plaintext   . 

 .   two different ciphertextجٌٕحضؽ  two key with one plintextق١ع جعطخذجَ  

 

 

 

 



  : ًِمحسٔس ذ١ٓ جٌطؾف١ش جٌّطّحغً ٚجٌطؾف١ش غ١ش جٌّطّحغ 

 جٌطؾف١ش جٌغ١ش ِطّحغً  جٌطؾف١ش جٌّطّحغً

 ٠ٍضَ ٌٍؼًّ : 

ٔفظ جٌخٛجسص١ِس ٚٔفظ جٌّفطحـ ٌٍطؾف١ش ٚفه  -1

 جٌطؾف١ش 

٠ؿد جْ ٠ؾطشن جٌّشعً ٚجٌّغطمرً  جٌخٛجسص١ِس  -2

 ٚجٌّفطحـ 

 ٠ٍضَ ٌٍؼًّ : 

خٛجسص١ِس ٚجقذز ٌٍطؾف١ش ٚفه جٌطؾف١ش ِغ  -1

 صٚؼ ِفحض١ف ٌٍطؾف١ش ٚجلاخش ٌفه جٌطؾفٟ  

خٛجسص١ِس ٚجقذز ٌٍطؾف١ش ٚفه جٌطؾف١ش ِغ  -2

 ٌفه جٌطؾف١شصٚؼ ِفحض١ف ٌٍطؾف١ش ٚجلاخش 

 ٠ٍضَ ٌٍطأ١ِٓ: 

 ٠رمٝ جٌّفطحـ عش٠ح  -1

ِٓ غ١ش جٌّّىٓ فه جٌطؾف١ش جرج ضٛفشش ِؼٍِٛحش  -2

 جخشٜ . 

٠ؿد جْ لا ضىْٛ ِؼشفس جٌخٛجسص١ِس + ّٔٛرؾح  -3

 ِٓciphertext  عررح ٌطكذ٠ذKey 

 ٠ٍضَ ٌٍطأ١ِٓ: 

 ٠رمٝ أقذ جٌّفطحق١ٓ عش٠ح.  -1

غ١ش جٌؼٍّٟ فه جٌطؾف١ش ئرج ٌُ ضطٛفش  ِٓ -2

 ِؼٍِٛحش أخشٜ. 

٠ؿد جْ لا ٠ىْٛ ِؼشفس جٌخٛجسص١ِس + أقذ  -3

Key  +  ciphertext  عررح ٌطكذ٠ذ جٌـkey  

 جلاخش 

 

 * ؽبلاد اٌزشف١ش اٌؼِّٟٛ : 

ٌٍّشعً ٠ّٚىٓ جٌطأوذ ِٓ   privateجٌطكمك ِٓ ج٠ٌٛٙس: جٌطؾف١ش ذحعطخذجَ جٌّفطحـ جٌخحؿ  -1

ٚجٌّكطٜٛ ٌٚىٓ غ١ش إِٓٗ ق١ع ٠ّىٓ لأٞ ؽخـ آخش فه جٌطؾف١ش ذحعطخذجَ جٌّفطحـ جٌّقذس 

 ٌٍّشعً .  publicجٌؼحَ 

                                           جٌطكمك ٚجٌغش٠س ِؼح: ػٓ هش٠ك جعطخذجَ جٌّنحػف ق١ع  : -2

ضؾف١ش جٌشعحٌس ذحعطخذجَ جٌّفطحـ جٌخحؿ ٌٍّشعً ) جٌطٛل١غ جٌشلّٟ = جٌطكمك(.                    

ضؾف١ش جٌشعحٌس ِشز أخشٜ ذحعطخذجَ جٌّفطحـ جٌؼحَ ٌٍّغطمرً.                                                        

 ؾف١ش ِشز أخشٜ ذحعطخذجَ جٌّفطحـ جٌخحؿ جٌّٛجفك جٌّٛؾٗ ٌٍّغطمرً فمو . ٠ٚطُ فه جٌط

 * ِزطٍجبد ٔظبَ اٌزشف١ش ٚاٌّفزبػ اٌؼبَ : 

ٚجٌشعحٌس جٌّشجد  Bِؼشفس جٌّفطحـ جٌؼِّٟٛ ٌٍطشف  Aِٓ جٌغًٙ قغحذ١ح ػٍٝ جٌّشعً  -1

 ئسعحٌٙح ٚض١ٌٛذ جٌشعحٌس جٌّؾفشز. 

 .   public   ٚprivateصٚؼ ِٓ جٌّفحض١ف  ض١ٌٛذ Bِٓ جٌغًٙ قغحذ١ح ػٍٝ جٌطشف  -2

 فه جٌطؾف١ش ذحعطخذجَ جٌّفطحـ جٌخحؿ.  Bِٓ جٌغًٙ قغحذ١ح ػٍٝ جٌطشف  -3

 ِٓ جٌّغطك١ً ِؼشفس جٌّفطحـ جٌخحؿ ِٓ لرً جٌّٙحؾُ ِٓ خلاي ِؼشفس جٌّفطحـ جٌؼِّٟٛ.  -4

ػ١ٍّس جعطشؾحع جٌشعحٌس جلأف١ٍس ذّؿشد ِؼشفس جٌّفطحـ جٌؼحَ ٚ جٌشعحٌس جٌّؾفشز  غ١ش ِؿذ٠س  -5

 قغحذ١ح . 

 



  ( ِظ١ذح رٚ ارغبٖ ٚاؽذ ٚٔؼٕٟ ثٗ : F* إضبفخ إٌٝ رٌه ٠ٛعذ ِب ٠غّٝ ثبٌزبثغ )

ِغ ٚؾٛد  ػىظ ٚؽ١ذح٘ٛ جٌزٞ ٠كٛي ل١ُ جٌشعحٌس ئٌٝ ل١ُ أخشٜ ذك١ع ضىْٛ ضٍه جٌم١ُ ل١ّس 

.    ذحخطقحس  ؽغبة اٌؼىظ طؼجب اٚ غ١ش ِغذٞذ١ّٕح ٠ىْٛ  ؽغبة اٌزبثغ عٙلاؽشه أْ  ٠ىْٛ 

 ٘ٛ ػحٌس ِٓ جٌطٛجذغ جٌؼىٛعس. 

 * ضك١ًٍ جٌطؾف١ش ذحٌّفطحـ جٌؼِّٟٛ : 

1- Brute force  ٓ٠ؼطرش ػشمس ٌٙزج جٌٙؿَٛ ٠ّٚىٓ جعطخذجَ جٌّفحض١ف جٌط٠ٍٛس ِغ جلأخز ذؼ١ :

, ق١ع أْ جعطخذجَ جٌّفطحـ جٌؼِّٟٛ ور١ش جٌكؿُ ٠ؿؼً جٌٙؿَٛ غ١ش ػٍّٟ ٌٚىٓ  جلاػطرحس جٌطحذغ

ٌٙزا ٟ٘ ِؾظٛسح ٠إغش فٟ عشػس جٌطؾف١ش ٚفه جٌطؾف١ش ٚضىْٛ ذط١ثس فٟ جلاعطخذجِحش جٌؼحِس 

 .   فٟ إداسح اٌّفبر١ؼ ٚاٌزٛل١غ اٌشلّٟ

ٌُ رضجذ حـ جٌؼحَ  ) جٌٙؿَٛ ذا٠ؿحد هش٠مس ٌكغحخ جٌّفطحـ جٌخحؿ جٔطلالح ِٓ ِؼشفس جٌّفط -2

 ( .  س٠بض١ب ػذَ فؼبٌخ ٘زٖ اٌطش٠مخ ػٍٝ أٞ ِٓ اٌخٛاسص١ِبد

٠ّىٓ ٌٍّطؼذٞ ضؾف١ش  56رٚ DES٘ؿَٛ جٌشعحٌس جٌّكطٍّس: ٌذ٠ٕح سعحٌس ِإٌفس ِٓ ِفطحـ  -4

جٌّفحض١ف جٌّكطٍّس ذحعطخذجَ جٌّفطحـ جٌؼحَ ٠ّٚىٓ ِطحذمس جٌشعحٌس ِغ أقذ جٌّفحض١ف ١ٌكقً 

 .   (Plaintextثإضبفخ اٌخبٔبد اٌؼشٛائ١خ ٌٍشعبٌخ ّىٓ ِمحِٚطٗ ) ػٍٝ وغش جٌطؾف١ش ٠ٚ

  :  RSA* خٛاسص١ِخ 

ٚ٘ٛ ِىْٛ ِٓ   ciphertextٚخشؾٗ   plaintextدخٍٗ   blockٟ٘ ػرحسز ػٓ ٔظحَ ضؾف١ش 

 ل١ّس ِح ٌؼذد  .  nق١ع  nٚ  0 أسلحَ فش٠كس ضطشجٚـ ذ١ٓ 

 خحٔس ػؾش٠س .  309 ٚضؼٕٟ   خحٔس  n  ٛ٘1024جٌكؿُ جٌّٕٛرؾٟ ٌٍؼذد 

   :     RSAفٟ   Key SETYP* ٌؾغبة 

      ػذد٠ٓ أ١ٌٚٓ        p,qٔخطحس  -1

 n= p*q                               Øn = (p-1)(q-1)لٛج١ٔٓ جٌكً :     

d= (p-1)(q-1)(e+1) / e              

ku= {e,n}             kr= {d,n}                                    

       C=    mod n      جٌطؾف١ش  

       M=    mod n       فه جٌطؾف١ش  

1. Select primes: p=17 & q=11 

2. Calculate n = pq =17 x 11=187 

3. Calculate ø(n)=(p–1)(q-1)=16x10=160 



4. Select e: gcd(e,160)=1; choose e=7 

5. Determine d: de=1 mod 160 and d < 160 Value is d=23 since 

23x7=161 

6. Publish public key PU={7,187} 

7. Keep secret private key PR={23,187} 

M = 88 (nb. 88<187) 

C = 88
7
 mod 187 = 11 

M = 11
23

 mod 187 = 88  

 ٚع١أرٟ فٟ ٔٙب٠خ ٘زا اٌفظً رّبس٠ٓ ػٍٝ ٘زا اٌزطج١ك

 :  RSA* ٕ٘بن ػذح طشق ٌّٙبعّخ خٛاسص١ِخ 

 ٠طنّٓ ضؿش٠د وً جٌّفحض١ف جٌكً )ص٠حدز هٛي جٌّفحض١ف( .  جٌٙؿَٛ جلأػّٝ : -1

 جٌٙؿَٛ جٌش٠حمٟ: ػٓ هش٠ك ضك١ًٍ ٔحضؽ مشخ ئٌٝ ػذد٠ٓ أ١ٌٚٓ(.  -2

  1جٌٙؿَٛ جٌضِٕٟ: ٠ؼطّذ ػٍٝ صِٓ ضٕف١ز خٛجسص١ِس فه جٌطؾف١ش -4

 ٙغَٛ اٌش٠بضٟ : ٌا* ٠ّىٓ رؼش٠ف صلاس طشق 

  p,qج٠ؿحد ػح١ٍِٓ   ِرحؽشز دْٚ  n  ضكذ٠ذ -2ئٌٝ ػح١ٍِٓ أ١ٌٚٓ .        nضك١ًٍ  -1

 ِرحؽشز.  dضكذ٠ذ  -3

 * ٠ؼطرش جٌٙؿَٛ جٌضِٕٟ ِٓ جٌٙؿَٛ جٌّرحغص ٌغرر١ٓ: 

 ٘ؿَٛ ػٍٝ جٌٕـ جٌّؾفش فمو  .  -٠2أضٟ ِٓ ِىحْ غ١شِطٛلغ و١ٍح.            -1

 * ٠ؼطرش جٌٙؿَٛ جٌضِٕٟ ِٓ جٌطٙذ٠ذجش جٌؿحدز ٌٚىٓ ٠ٛؾذ ذؼل جٌّنحدجش جٌكٍٛي جٌرغ١طس

  content expansion timeصِٓ غحذص ٌٍشفغ ئٌٝ أط     -1

  Random delay ضأخ١ش ػؾٛجتٟ.     -2

  Blindingجٌطؼ١ُّ : مشخ جٌٕـ جٌّؾفش ذشلُ ػؾٛجتٟ لرً سفؼٗ ئٌٝ أط    -3

 

 



public-key algorithms are based on mathematical functions rather 

than on substitution and permutation. 

Complements rather than replaces private key crypto. 

 

A public-key, which may be known by anybody, and can be used to 

encrypt messages, and verify signatures  

A related private-key, known only to the recipient, used to decrypt 

messages, and sign (create) signatures 

 Like symmetric encryption, a public-key encryption scheme is 

vulnerable to a brute-force attack. 

 Thus, the key size must be large enough to make brute-force attack 

impractical but small enough for practical encryption and 

decryption.  

 In practice, the key sizes that have been proposed do make brute-

force attack impractical but result in encryption/decryption speeds 

that are too slow for general purpose use. 

 Instead, as was mentioned earlier, public-key encryption is 

currently confined to key management and signature applications. 

Another form of attack is to find some way to compute the private key 

given the public key 

9.1 What are the principal elements of a public-key cryptosystem? 

 Plaintext 

 . Encryption algorithm 

 Public and private keys 

 Ciphertext 

 . Decryption algorithm 

 

 

9.2 What are the roles of the public and private key? 



9.2 A user's private key is kept private and known only to the user. The user's 

public key is made available to others to use. The private key can be used 

to encrypt a signature that can be verified by anyone with the public key. 

Or the public key can be used to encrypt information that can only be 

decrypted by the possessor of the private key. 

 

9.3 What are three broad categories of applications of public-key 

cryptosystems 

  Encryption/decryption: 

 . Digital signature 

 . Key exchange 

 

9.5 What is a one-way function? 

9.5 A one-way function is one that maps a domain into a range such that 

every function value has a unique inverse, with the condition that the 

calculation of the function is easy whereas the calculation of the inverse is 

infeasible: 

 

9.6 What is a trapdoor one-way function? 

9.6 A trap-door one-way function is easy to calculate in one direction and 

infeasible to calculate in the other direction unless certain additional 

information is known. With the additional information the inverse can be 

calculated in polynomial time. 

 

 

 

 

 

 

 

9.2 Perform encryption and decryption using the RSA algorithm, as in 

Figure 9.6, for the following: 

1.  p = 3; q = 11, e = 7; M = 5 



2.  p = 5; q = 11, e = 3; M = 9 

3.  p = 7; q = 11, e = 17; M = 8 

4.  p = 11; q = 13, e = 11; M = 7 

5.  p = 17; q = 31, e = 7; M = 2. Hint: Decryption is not as hard as you 

think; use some finesse. 

9.2 a. n n) = 20; d = 3; C = 26. 

 b. n n) = 40; d = 27; C = 14. 

 c. n n) = 60; d = 53; C = 57. 

 d. n n) = 120; d = 11; C = 106. 

 e. n n) = 480; d = 343; C = 128. For decryption, we have 

  128343 mod 527 = 128256 64 16 4 2 

1281 mod 527 

   =  

   = 2 mod 257 

 

 

 

 

 

 

 

 

 

 

 



  



Chapter 10 

 Other Public Key Cryptosystems 

 :   Diffie-Hellmanخٛاسص١ِخ  *

  : فىشح اٌخٛاسص١ِخ 

ضؼطرش ٘زٖ جٌخٛجسص١ِس جلأٌٚٝ ِٓ ٔٛػٙح فٟ ِٛمٛع ضرذ٠ً جٌّفحض١ف ق١ع ضغّف 

ٌؾخق١ٓ ِٓ ضرحدي ذ١حٔحش قغحعس  دْٚ أْ ٠فّٙٙح جٌطشف جٌػحٌع جٌّطٕقص قطٝ ٌٛ 

 ققً ػٍٝ ٔغخس ِٕٙح. 

ِؾطشن ٠ّىٓ جعطخذجِٗ ف١ّح ذؼذ ٌطؾف١ش جٌّكحدغحش  ضؼطّذ ػٍٝ ئٔؾحء ِفطحـ عشٞ

 ذحعطخذجَ خٛجسص١ِس ِفطحـ ِطّحغً. 

  : )ًّاٌجشٚرٛوٛي) طش٠مخ اٌؼ 

 ػذدجْ فك١كحْ ق١ع ٠ىٛٔحْ أ١ٌٚحْ ف١ّح ذ١ّٕٙح.  ١ٌn , Bىٓ 

     αعش٠ح ٠خطحس هشف أٚي ػذدج فك١كح ػؾٛجت١ح ٔغ١ّٗ 

ً ػٍٕح ٌٍطشف جٌػحٟٔ ٠شع                                        A=    % n  

      gعش٠ح ٠خطحس هشف أٚي ػذدج فك١كح ػؾٛجت١ح ٔغ١ّٗ

 G=    % n ٠شعً ػٍٕح ٌٍطشف جٌػحٟٔ                                       

ق١ع لا ٠ؼشفٗ أقذ غ١شّ٘ح ٠ّٚىٓ           %   nٚقم١مس جٌؼذدجْ أٔٙح ِطغح٠ٚحْ  

 جعطخذجِٗ وّفطحـ. 

  : و١ف لا ٠ّىٓ ٌٍطشف اٌضبٌش ِؼشفخ أٚ اٌزٕظذ 

ق١ع جْ جٌؼذدجْ  لا ٠ذخلاْ مّٓ جٌّؼٍِٛحش جٌّطرحدٌس ػٍٕح ٚجٌّؼٍِٛحش جٌطٟ ٠ّىٓ 

٠ؿد ضخطٟ   A جٔطلالح ِٓ     αٌٚطكذ٠ذ   G,n,G,Aٌٍّطٕقص جٌكقٛي ػ١ٍٙح ٟ٘ 

 جٌطٟ ٠غطك١ً وغش٘ح ػ١ٍّح قطٝ ٠ِٕٛح ٘زج.    discrete algorithmػمرس 

  َػٕذِب ٠شعً اٌطشف الأٚي سعبٌخ ٠زُ رشف١ش٘ب اِب ثبٌّفزبػ اٌخبص ثٗ اٚ اٌّفزبػ اٌؼب

 اٌزبثغ ٌٍطشف اٌضبٟٔ ٠ٚزُ إسعبي رٛل١غ اٌّشعً. 

 ِمبسٔخ اٌــ Hash   اٌّشعً ِغ اٌــHash  ِٓ اٌّغزمجً ٌٍزأوذ ِٓ علاِخ اٌج١بٔبد

   اٌزؾش٠ف ٚاٌزض٠ٚش. 

 

 

 

 

 

 

 



  ؽغبةprimitive root  : 

G(n)       primitive root N 

 2 

2 3 

3 4 

2,3 5 

5 6 

3,5 7 

2,5 9 

3,7 10 

2,6,7,8 11 

2,6,7,11 13 

 

10.1 What are two different uses of public-key cryptography related to key 

distribution? 

10.1 1. The distribution of public keys. 2. The use of public-key encryption to 

distribute secret keys 

 

10.2 List four general categories of schemes for the distribution of public 

keys. 

10.2 Public announcement. Publicly available directory. Public-key authority. 

Public-key certificates 

 

10.3 What are the essential ingredients of a public-key directory? 

10.3 1. The authority maintains a directory with a {name, public key} entry 

for each participant. 2. Each participant registers a public key with the 

directory authority. Registration would have to be in person or by some 

form of secure authenticated communication. 3. A participant may 

replace the existing key with a new one at any time, either because of the 

desire to replace a public key that has already been used for a large 

amount of data, or because the corresponding private key has been 

compromised in some way. 4. Periodically, the authority publishes the 

entire directory or updates to the directory. For example, a hard-copy 

version much like a telephone book could be published, or updates could 

be listed in a widely circulated newspaper. 5. Participants could also 



access the directory electronically. For this purpose, secure, authenticated 

communication from the authority to the participant is mandatory. 

 

10.4 What is a public-key certificate? 

10.4 A public-key certificate contains a public key and other information, is 

created by a certificate authority, and is given to the participant with the 

matching private key. A participant conveys its key information to 

another by transmitting its certificate. Other participants can verify that 

the certificate was created by the authority. 

 

10.5 What are the requirements for the use of a public-key certificate 

scheme? 

10.5 1. Any participant can read a certificate to determine the name and public 

key of the certificate's owner. 2. Any participant can verify that the 

certificate originated from the certificate authority and is not counterfeit. 

3. Only the certificate authority can create and update certificates. 4. Any 

participant can verify the currency of the certificate. 

 

10.1 Users A and B use the Diffie-Hellman key exchange technique with a 

common prime q = 71 and a primitive root a = 7. 

a.  If user A has private key XA = 5, what is A's public key YA? 

b.  If user B has private key XB = 12, what is B's public key YB? 

c.  What is the shared secret key? 

10.1 a. YA = 75 mod 71= 51 

 b. YB = 712 mod 71= 4 

 c. K = 45 mod 71= 30 

 

10.2 Consider a Diffie-Hellman scheme with a common prime q = 11 and a 

primitive root a = 2. 



a.  Show that 2 is a primitive root of 11. 

b.  If user A has public key Y 

A = 9, what is A's private key XA? 

c.  If user B has public key Y 

B = 3, what is the shared secret key K, shared with A? 

10.2 a.  

  210 = 1024 = 1 mod 11 

  If you check 2n for n < 10, you will find that none of the values is 1 

mod 11. 

 b. 6, because 26 mod 11 = 9 

 c. K = 36 mod 11= 3 

 

 

10.6 Briefly explain Diffie-Hellman key exchange. 

10.6 Two parties each create a public-key, private-key pair and communicate 

the public key to the other party. The keys are designed in such a way 

that both sides can calculate the same unique secret key based on each 

side's private key and the other side's public key. 

 

 

 

 

 

 

 

 

 



  



Chapter 11 

Cryptographic Hash Functions 

 :  * ر١ّٙذ

 أٔٛاع اٌزشف١ش: 

جٌطؾف١ش ذحضؿح١٘ٓ: ػٕذِح ٠ىْٛ ذكحؾس ئٌٝ جعطؼحدز جٌّؼٍِٛحش جٌطٟ لّٕح ذطؾف١ش٘ح ئػحدضٙح  -1

 ٌٍٕـ جلافٍٟ. 

جٌطؾف١ش ذحضؿحٖ ٚجقذ: ػ١ٍّس ٠طُ ذّٛؾرٙح ضؾف١ش جٌّؼٍِٛحش ذحعطخذجَ خٛجسص١ِس جٌطؾف١ش  -2

 ٌٚىٓ لا ٠ٛؾذ خٛجسص١ِس ٌفه جٌطؾف١ش ٌٍشعحٌس . 

  ٠ٚHashطُ فٟ ٘زج جٌٕٛع ِٓ جٌطؾف١ش ) جٌطؾف١ش ذحضؿحٖ ٚجقذ( جعطخذجَ دجٌس جلاخطضجي 

   function.    

 Hash Functions   ػرحسز ػٓ ػ١ٍّس ضك٠ًٛ جٌشعحٌس جٚ جٌر١حٔحش ئٌٝ ل١ّس ٟ٘ :

 ئِح :    Hashػذد٠س ٚدجٌس جٌـ 

ٟٚ٘ جلاغٍد فٟ أقحد٠س جلاضؿحٖ: لا ضغّف ٌٍشعحٌس ذحٌؼٛدز ئٌٝ ل١ّطٙح جلأف١ٍس  -

 جلاعطخذجَ ٚضؾرٗ ِح ٠غّٝ ذحٌرقّس. 

 ِضدٚؾس جلاضؿحٖ: ٠غّف ٌٍشعحٌس ذأْ ضؼحد ذٕحء٘ح. -

   أٔٛاع دٚاي الاخزضايHash Functions  : 

1- SHA (Secure digest algorithm   .) 

 MD  (Message digest. )عٍغٍس ضٍخ١ـ جٌشعحٌس  -2

Message   .جٌشعحٌس جٌّؾفشز : 

  :  digest جٌـhash  . ٞجٌطؾف١ش 

  ٘زا إٌٛع ِٓ اٌخٛاسص١ِبد لا ٠ؾزبط إٌٝ ِفزبػ رشف١ش لأٔٗ لا ٠غزخذَ ٌزشف١ش

 إٌظٛص ٚإّٔب ٌٍزأوذ ِٓ أْ ِؾزٜٛ اٌشعبٌخ ِٛصٛق ٌُٚ ٠زُ اٌزؼذ٠ً ػ١ٍٗ .

  ٕ٘حن أسذغ ففحش ست١غس ٌٍـHash  : 

 ذغٌٙٛس .   ٠digestّىٓ قغحخ جٌـ  -1

 ِؼطحز .  ٠digestك ِٓ غ١ش جٌّّىٓ ض١ٌٛذ جٌشعحٌس ػٓ هش -2

 .  digestِٓ غ١ش جٌّّىٓ ضغ١١ش سعحٌس دْٚ أْ ضطغ١ش جٌـ  -3

 . Digestِٓ غ١ش جٌّّىٓ ض١ٌٛذ سعحٌط١ٓ ٌٙح ٔفظ جٌـ  -4

  ِٟف١ِٛٙٓ ١ِّٙٓ فhash : 

- One- way  . غ١ش جٌّّىٓ جٌكقٛي ػٍٝ ِذخً ِٓ خلاي ِخشؼ ِٓ : 

- Collision resistant ٌٓٙح ٔفظ جٌّخشؼ.  : ِٓ غ١ش جٌّّىٓ أْ ٠ىْٛ ٕ٘حن دخ١ٍ 

  خٛاسص١ِخ اٌزشف١شMD5 (Message digest( )Message Authentication:) 

ٟ٘ دجٌس ضؾف١ش ٠ذخً ػ١ٍٙح جٌٕـ ذأٞ هٛي ٠ٚطُ ضؿضتطٗ ئٌٝ ٔقٛؿ لق١شز   -

 ِػلا .   512bitذكؿُ 

   hexadecimal ٠32ّػً ذــ  128bitضٕطؽ ٔـ ِؾفش ذطٛي  -



 ٔحضؽ جٌؼ١ٍّس فؼد جٌشؾٛع ِٕٗ ئٌٝ جٌٕـ جلأفٍٟ.  -

 ِػحي:  -

    hallo my hostجٌٕـ جلأفٍٟ : 

  MD5  :tggdtsgbbdseaaaaa2115nbٔط١ؿس جٌـ 

 رغزخذَ ٘زٖ اٌطش٠مخ ػبدح فٟ :  -

 جغرحش فكس جٌٍّفحش ِٓ جٌطؼذ٠ً.  -1

 ٠ٛ٘حش جٌّغطخذ١ِٓ.  -2

 جٌطٛل١غ جٌشلّٟ.  -3

  ٠ّش جٌٕـ فٟ خٛجسص١ِسMD5 ِشجقً ٠ّىٓ جخطقحس٘ح فٟ جلأسذؼس جٌطح١ٌس: ذغص 

  bit 512ضؿضتس جٌٕـ لأؾضجء ذكؿُ  -1

 wordوً  ٠16wordطُ ضؿضتطٗ ئٌٝ  512bitضىْٛ جٌىٍّس جلأؾحت١س ٌىً ؾضء ذكؿُ  -2

 .  32bitذكؿُ 

 غُ ضّش فٟ أسذغ دٚسجش وً دٚسز ٌٙح ِؼحدٌس ِٕطم١س خحفس.  -3

 .  ٠128bitٕطؽ ٔـ غ١ش ِفَٙٛ ذطٛي  -4

 ٛاسص١ِخ اٌــرطج١مبد خ MD5  : 

 ( : file integrityجغرحش فكس جٌٍّفحش )  -1

 ػٕذِح ٔش٠ذ ِؾحسوس ٍِف لشجءز دْٚ ضؼذ٠ً ٔغطخذَ ٘زٖ جٌذجٌس. 

 ( :   Digital signatureجٌطٛجل١غ جٌشل١ّس )   -2

٠غطخذَ لإغرحش ٠ٛ٘س جٌّشعً أٚ وحضد جٌٍّف ٠ٚنّٓ ٌٕح ػذَ ضؼذ٠ً جٌٍّف ِٓ لرً 

 حٌس ِؾفشز أٚ دْٚ ضؾف١ش ٚهش٠مس ػٍّٙح : ِطؿغظ , ٠ّىٓ جسعحي جٌشع

 ٌشعحٌس  ٚضؾف١شٖ ذٛجعطس جٌّفطحـ جٌخحؿ .  ٠MD5مَٛ جٌّشعً ذكغحخ  -

 . ٠MD5مَٛ جٌّغطمرً ذفه جٌطؾف١ش ذٛجعطس جٌّفطحـ جٌؼحَ ٚقغحخ  -

 ٠ٚمَٛ ذؼًّ ِمحسٔس ٌٍطأوذ ِٓ فلاق١س جٌشعحٌس.  -

 ( : Passwordوٍّس جٌّشٚس ) -3          

ق١ّٕح ضنغ وٍّس جٌّشٚس ػٍٝ ؾٙحص ١ٌظ ػ١ٍه عٜٛ ضخض٠ٓ جٌم١ّس جٌٕحضؿس ِٓ                 

MD5   ٌىٍّس جٌّشٚس , ٚػٕذ جٌذخٛي ٠أخز ل١ّس جٌـMD5  جٌّذخٍس ٠ٚمحسٔٙح ِغ جٌم١ّس جٌّكفٛظس

 ٚعٛف ضىْٛ ٕ٘حن غلاظ ِكحٚلاش ٌلإدخحي. 

  وغش خٛاسص١ِخ اٌزشف١شMD5   : 

 ٖ جٌخٛجسص١ِس ٌٚىٓ أوػش جٌطشق ٌّكحٌٚس جٌىغش ٟ٘:ِٓ جٌقؼد ؾذج وغش ٘ز

جٌٙؿَٛ جلأػّٝ : ضغطخذَ فٟ فه ضؾف١ش وٍّحش جٌّشٚس ٚضؼطّذ ػٍٝ ؾّغ ػذد ِٓ  -1

 ( جلأفٍٟ.  MD5( ِٚمحسٔطٙح ِغ جٌـ)MD5جٌىٍّحش جٌّطٛلؼس ٚضؾف١ش٘ح ذـ )

( جٌخحفس فٟ ٍِف ٠غّٝ MD5ؾّغ ػذد ور١ش ِٓ جٌٕقٛؿ ذحلإمحفس ٌٍـ) -2

Raindow table   . 

 ٌٕـ ِؼ١ٓ .  MD5ذؼل جٌّٛجلغ ػٍٝ جلأطشٔص ضمَٛ ذكغحخ  -3



 Birthday attack          جٌكقٛي ػٍٝ جٌّؼٍِٛحش ذطش٠مس جٌٕٙذعس جٌؼىغ١س فّػلا ٟ٘ :

 = $ * $50       ٚ25 *$ =50   

ػىظ جٌّػحي جٌػحٟٔ  ففٟ جٌّػحي جلأٚي ٠قؼد جٌكقٛي ػٍٝ ئؾحذس ذّشٚس جٌٛلص . ػٍٝ

 ٚ٘ٛ ٚؾٛد سلُ ٚجقذ ٔقً ئ١ٌٗ ٚ٘ٛ ِح ٠غّٝ ذٙؿَٛ ػ١ذ ج١ٌّلاد. 

 ( خٛاسص١ِخSHA : ) 

ق١ع ضؼًّ ٘زٖ  MD5فٟ خٛجسص١ِس  Rone  Rivestضؼطّذ ذؾىً ور١ش ػٍٝ ػًّ 

جٌخٛجسص١ِس ػٍٝ أسذؼس ِشجقً ئلا أٔٗ ٘زٖ جٌّشجقً جوػش ضؼم١ذج ق١ع خشؼ جٌشعحٌس 

ٌزٞ ٘ٛ ػرحسز ػٓ عٍغٍس ِٓ جٌم١ُ جٌطٟ ٠طُ جٔطمحٌٙح ِٓ ِشقٍس ٚج 160bitجٌٍّخـ ٘ٛ 

 ج٠نح .    160bitئٌٝ أخشٜ ٚجٌطٟ ٟ٘ ذطٛي 

  خٛاسص١ِخSHA512   : 

  ذص      ضأخز وذخً جٌشعحٌس ذكؿُ ألقٝ جلً ِٓ  

  512bitضٕطؽ سعحٌس ِؾفشز ذطٛي 

 .  block 1024 bitهٛي وً   blockجٌشعحٌس ضؼحٌؽ وـ 

              

 
 

 

 

 

 

 

 

 

 

 

 

 



  عذٚي ِمبسٔبد ث١ٓ إطذاسادSHA  : 

   

SHA512 SHA384 SHa224 SHA256 SHA1  

512 384 224 256 160 Message 

digest size 

 

<     <     <    <     <    Message 

size 
 

1024 1024 512 512 512 Block size 

 

64 64 32 32 32 Word size 
 

80 80 64 64 80 Number of 

steps 
 

 

  - When a hash function is used to provide message authentication, 

.message digestthe hash function value is often referred to as a  

11.1 What types of attacks are addressed by message authentication? 

 Masquerade 

 Content modification 

 Sequence modification 

 Timing modification  

 

11.2 What two levels of functionality comprise a message 

authentication or digital signature mechanism? 

11.2 At the lower level, there must be some sort of function that 

produces an authenticator: a value to be used to authenticate a message. 

This lower-level function is then used as primitive in a higher-level 

authentication protocol that enables a receiver to verify the authenticity of a 

message. 

 

11.3 What are some approaches to producing message authentication? 

11.3 Message encryption, message authentication code, hash function. 



 

11.4 When a combination of symmetric encryption and an error 

control code is used for message authentication, in what order must the 

two functions be performed? 

11.4 Error control code, then encryption. 

 

11.5 What is a message authentication code? 

11.5 An authenticator that is a cryptographic function of both the data 

to be authenticated and a secret key. 

 

11.6 What is the difference between a message authentication code and 

a one-way hash function? 

11.6 A hash function, by itself, does not provide message 

authentication. A secret key must be used in some fashion with the hash 

function to produce authentication. A MAC, by definition, uses a secret key 

to calculated a code used for authentication. 

 

 

11.8 Is it necessary to recover the secret key in order to attack a MAC 

algorithm? 

11.8 No. Section 11.3 outlines such attacks. 

 

11.9 What characteristics are needed in a secure hash function? 

11.9 1. H can be applied to a block of data of any size. 

 2. H produces a fixed-length output. 

 3. H(x) is relatively easy to compute for any given x, making both 

hardware and software implementations practical. 

 4. For any given value h, it is computationally infeasible to find x 

such that H(x) = h. This is sometimes referred to in the literature as the one-

way property. 



 5. For any given block x, it is computationally infeasible to find y ≠ 

x with H(y) = H(x). 

 6. It is computationally infeasible to find any pair (x, y) such that 

H(x) = H(y). 

 

11.10 What is the difference between weak and strong collision 

resistance? 

weak collision resistance : For any given block x, it is computationally 

infeasible to find y ≠ x with H(y) = H(x). 

strong collision resistance :It is computationally infeasible to find any pair 

(x, y) such that H(x) = H(y). 

 

 

 

11.11 What is the role of a compression function in a hash function? 

11.11 A typical hash function uses a compression function as a basic 

building block, and involves repeated application of the compression 

function. 

 

—  

   

   

   

   

   

   

 

 

 

 

 

 



 

  



Chapter 12   

Message Authentication Codes(MAC) 

 ( سِض اٌزؾمك ِٓ اٌشعبٌخMAC :) 

ئقذٜ جٌطشق جٌّغطخذِس لإغرحش فكس ٚأفحٌس جٌشعحٌس ٟٚ٘ ػ١ٍّس جعطخذجَ ِفطحـ   -

 ضنحف ٔٙح٠س جٌشعحٌس.  MACعشٞ ٌط١ٌٛذ وطٍس فغ١شز ِٓ جٌر١حٔحش ضؼشف ذـ 

فّػلا ػٕذ ئسعحي   Kٔفطشك ذحْ هشفٟ جلاسعحي ٠ؾطشوْٛ فٟ ِفطحـ عشٞ ػحَ ٘ٛ  -

A   ٌٝئB  ٠طُ قغحخMAC    ٍٟوّح ٠Mac = F(K,M)  

ضؾرٗ ػ١ٍّس جٌطؾف١ش ئلا جْ جٌفشق ٘ٛ أْ خٛجسص١ِس جغرحش ج٠ٌٛٙس  Macػ١ٍّس جٌـ  -

MAC ٌطؾف١ش. لا ضكطحؼ ئٌٝ ػىغٙح وّح ضكطحؾٗ ػ١ٍّس فه ج 

 :   Authorizationٌزٌه ضٛؾذ غلاظ هشق فٟ ٔظحَ فلاق١س جلاعطخذجَ  -

1- DAC : ٍٝفحقد جٌٍّف ٌٗ جٌقلاق١س فٟ جخط١حس جٌغّحـ ٌّٓ ٠طٍغ ػ

 جٌّكط٠ٛحش ِّح ٠إدٞ ئٌٝ ضغشخ ذ١حٔحش ذغرد جٌطفش٠و . 

2- MAC :.ؾٙس ِشوض٠س ضٛصع جٌقلاق١حش ٠قرف جٌؼدء ػٍٝ ؾٙس ٚجقذز 

3- RBAC : ٔ١ٓ ضطكىُ فٟ ضٛص٠غ جٌقلاق١حش قً ٚعو ذ١ٓ ع١حعحش ٚلٛج

 جٌٕظح١ِٓ جٌغحذم١ٓ. 

 : ٟ٠غزخذَ اٌزشف١ش ثبٌّفزبػ اٌؼبَ فٟ ا٢ر  

 ضؾف١ش أٚ فه ضؾف١ش                جٌطٛل١غ جٌشلّٟ              ضرحدي جٌّفحض١ف. 

  دلالاد اٌـfunction   : فٟ اصجبد ا٠ٌٛٙخ 

 رٌه ِٓ خلاي جعطخذجَ جٌطٛل١غ جٌشلّٟ ٠ٚظٙش ِغط١٠ٛٓ وح٢ضٟ:  ٠ّىٓ ػًّ

 . ِب ٠ضجذ ا٠ٌٛٙخجٌّغطٜٛ جلأدٔٝ: ٠ؿد جْ ٠ىْٛ ٕ٘حن ٔٛع ِٓ جٌذٚجي ضٕطؽ  -1

 .  لإصجبد طؾخ اٌشعبٌخجٌّغطٜٛ جلاػٍٝ: ل١ّس ٠ؿد جعطخذجِح٘ح  -2

  :رٛعذ صلاس دٚاي لإٔزبط ِب ٠غّٝ ة اصجبد ا٠ٌٛٙخ 

1- Message encryption  . 

2- MAC  . 

3- Hash function  . 

  : رٛعذ صلاس طشق لإصجبد طؾخ اٌشعبٌخ 

 جعطخذجَ ِفطحـ عشٞ :  -1

 جٌّشعً: ٠أخز ؾضء ِٓ جٌشعحٌس ٠ٚؾفش ذحعطخذجَ جٌذجٌس جٌٙحؽ١س 

 .  K ضأخز جٌٕحضؽ ٠ٚؾفش ذحعطخذجَ جٌّفطحـ             

 ٠ذِؽ جٌٕحضؽ ِغ جٌشعحٌس ٠ٚشعٍٙح ٌٍطشف جلأخش              

 ً: ٠أخز ؾضء ِٓ جٌشعحٌس ٠ٚفه جٌطؾف١ش ذحعطخذجَ جٌذجٌس جٌٙحؽ١س. جٌّغطمر

 ٠Kأخز جٌؿضء جٌّذِؽ ٠ٚفه جٌطؾف١ش ذحعطخذجَ جٌّفطحـ               

 ٠محسْ جٌٕحضؿحْ جٌغحذمحش .               

 جعطخذجَ ِفطحـ ػحَ:  -2

جٌطش٠مس جلأٌٚٝ ٌٚىٓ جٌّفطحـ جٌّغطخذَ فٟ جٌطؾف١ش ٘ٛ جٌّفطحـ جٌخحؿ ٚجٌّفطحـ  ٔفظ

 جٌّغطخذَ ٌفه جٌطؾف١ش ٘ٛ جٌّفطحـ جٌؼحَ.



 جعطخذجَ ل١ّس عش٠س:  -3

 ٠ٚشعٍٙح  ٠ٚHashذِؿٙح ِغ جٌشعحٌس ٠ٚؾفش٘ح ذحعطخذجَ جٌّشعً: ٠أخز ل١ّس عش٠س 

 غُ ٠محسْ .  Hashجٌّغطمرً: ٠شعً جٌشعحٌس ِغ جٌم١ّس جٌغش٠س ٠ٚؾفش٘ح ذحعطخذجَ 

   .  Transmissionٚرؾزف لجً  Hashلاؽع اْ اٌم١ّخ اٌغش٠خ رضبق لجً 

 Error – Detecting – code  : 

( ٚضٛمغ ٌىً سعحٌس لرً ػ١ٍّس FCS)  Frame check sequenceضؼشف ذـ 

 ٠ٚٛؾذ ٔٛػحْ :   Eجٌطؾف١ش

 

 
 

  اٌٙغَٛ الأػّٝ فٟ خٛاسص١ِخ اٌـMAC : 

 .   Message tag Parisلأٔٗ ٠كطحؼ ئٌٝ ِؼشفس  ٠Hashؼطرش جوػش فؼٛذس ِٕٗ فٟ دجٌس 

  أعجبة رط٠ٛش رم١ٕخMac  ٌٝإHMAC   :إٌٝ رم١ٕخ ػذ٠ّخ اٌزشف١ش 

 ضؼطرش ذشِؿ١حش جٌطؾف١ش ذط١ثس ٔغر١ح قطٝ ٌٚٛ وحْ جٌّشجد ضؾف١شٖ فغ١ش.  -1

 ٠ّىٓ أؾّحٌٙح لأٔٙح ضىٍفس ِشضفؼس.  ضىٍفطٗ جٌّحد٠س لا -2

 ِحد٠حش جٌطؾف١ش ِكققس ٌٍر١حٔحش جٌىر١شز جٌكؿُ.  -3

خٛجسص١ِحش جٌطؾف١ش لذ ضىْٛ مّٓ سعَٛ ئؾحصز جلاعطخذجَ جٌٛجؾد دفؼٙح ِٓ لرً  -4

 جٌّغطف١ذ. 

 خٛاسص١ِخ اٌـHMAC  (Hash + MAC : ) 

ٍف ِطغ١ش  غحذص ِٓ أٞ ٔـ جٚ ِ  Hashضمَٛ ذا٠ؿحد   MACٟ٘ ئقذٜ خٛجسص١ِحش 

 secret( ذحلإمحفس ئٌٝ DM5. SHA)hashق١ع ضؼطّذ ػٍٝ ئقذٜ خٛجسص١ِحش جٌـ 

key   . 

 ٠خزٍف اٌـMAC  ٓػHash : 

- MAC َ٠غطخذ :secret key    لإ٠ؿحدhash . غحذص ِٓ أٞ سعحٌس 

- Hash  َلا ٠غطخذ :secret key    . لإ٠ؿحد عٍغٍس غحذطٗ ِٓ أٞ ٔـ جٚ ٍِف 

  ٠ّىٓ اخزظبس خٛاسص١ِخHMAC  : ٟفٟ ا٢ر 

HMACK(M)= H[(K
+ 

XOR opad)||H[(K
+
 XOR ipad)||M)]] 



 ( ٌٍكقٛي ػٍٝ ِفطحق١ٓ ِٓ ِفطحـ ٚجقذ . ٠ipod,opadغطخذَ ) -

  رٛعذ خٛاسص١ِبدBlock cipher  َرغزخذMAC   : 

1- DAA (Data Authentication Algorithm  ) 

   DES – CBCضؼطّذ ػٍٝ  Macخٛجسص١ِس ِٕطؾشز ضغطخذَ 

 مؼ١فس ِٓ ق١ع جلأِحْ.  ٟٚ٘

 
2- CMAC (Cipher-Based Message Authentication Code:) 

 . DAAٟ٘ خٛجسص١ِس ؾذ٠ذز ألٜٛ ِٓ خٛجسص١ِس 

 .   paddingضغطخذَ ِفطحق١ٓ فٟ ػ١ٍّس 

 
 

 Approaches: 

 HtE: Hash-then-encrypt: E(K, (M || H(M)) 



 MtE: MAC-then-encrypt: E(K2, (M || MAC(K1, M)) 

 e.g. SSL/TLS protocols 

 EtM: Encrypt-then-MAC: (C=E(K2, M), T=MAC(K1, C) 

 E.g. IPSec protocol  

 E&M:  Encrypt-and-MAC: (C=E(K2, M), T=MAC(K1, M) 

 to yield the pair (C,T) 

  خٛجسص١ِسCCM (Counter with Cipher Block Chaining-Message 

Authentication Code : ) 

ِٚىٛٔس ِٓ ػذز  Eand MACضغطخذَ هش٠مس  Wifiػٓ ِؼ١حس ٌطم١ٕس جٌـ ٟ٘ ػرحسز 

ٕٚ٘حن ِفطحـ ٚجقذ ٠غطخذَ فٟ ػ١ٍّس      AES +   CTR + CMACخٛجسص١ِحش 

  MACضؾف١ش جٌـ 

 
 

 

 

 



 

12.1 What is the difference between little-endian and big-endian format? 

12.1 In little-endian format, the least significant byte of a word is in the low-

address byte position. In big-endian format, the most significant byte of 

a word is in the low-address byte position. 

 

12.2 What basic arithmetical and logical functions are used in SHA? 

12.2 Addition modulo 264 or 232, circular shift, primitive Boolean functions 

based on AND, OR, NOT, and XOR. 

 

 

12.4 Why has there been an interest in developing a message 

authentication code derived from a cryptographic hash function as 

opposed to one derived from a symmetric cipher? 

 

12.4 1. Cryptographic hash functions such as MD5 and SHA generally 

execute faster in software than symmetric block ciphers such as DES. 2. 

Library code for cryptographic hash functions is widely available. 

 

12.5 What changes in HMAC are required in order to replace one 

underlying hash function with another? 

 

12.5 To replace a given hash function in an HMAC implementation, all that is 

required is to remove the existing hash function module and drop in the 

new module. 

 

 

           

 

 

 



  



Chapter 13 

Digital Signatures 

 ( :  Digital Signatures* جٌطٛل١غ جٌشلّٟ )

 ذش٘حْ ٠ٌٛٙس جٌّشعً ٚذش٘حْ ػٍٝ علاِس جٌر١حٔحش جٌّشعٍس. 

  :ٍٝ٠كطٛٞ جٌطٛل١غ جٌشلّٟ ػ 

Hash value      ٚأhas result     . 

 )ضكٛي جٌّؼٍِٛحش ئٌٝ ل١ّس فش٠ذز ذقّس(.   ٠Hashطُ جقطغحذٙح ػٓ هش٠ك خٛجسص١ِس جٌـ 

  :ّٟرم١ٕخ اٌزٛل١غ اٌشل 

ضطُ ػٓ هش٠ك ف١غس س٠حم١س خٍك ِفطحق١ٓ ِخطٍف١ٓ ٌىٕٙح ِطشذط١ٓ س٠حم١ح جلأٚي ِفطحـ 

private   لا ٠ؼشفٗ عٜٛ جٌّشعً ٚج٢خشpublic   ِؼشٚف ٌذٜ جٌّغطمرً جٚ ؾٙحش

 ِٛغٛلس جٌٛفٛي. 

  : ِّٟضا٠ب اعزخذاَ اٌزٛل١غ اٌشل 

 جٌطأوذ ِٓ ِٛغٛل١س جٌّشعً.  -1

 .  Hashجٌطأوذ ِٓ ِٛغٛل١س جٌشعحتً : ِمحسٔس ٔطحتؽ جٌـ  -2

جلاٌطضجَ: ق١ع جعطخذجَ جٌّفطحـ جٌخحؿ ِٓ لرً جٌّشعً لا ٠غّف ٌٗ ذأىحس ِكطٜٛ  -3

 جٌشعحٌس. 

 ِ ِٛصٛل١خ اٌزٛل١غ اٌشلّٟ ِب ػ١ٍٕب عٜٛ ِؼشفخ :ِٚٓ اعً اٌزأوذ ٓ 

جٌّفطحـ جٌؼحَ ٌقحقد جٌطٛل١غ ٚضطحذمٗ ِغ جٌّفطحـ جٌخحؿ ٌٍّشعً ٚٔغطخذَ هشف غحٌع 

 ٛ٘public key certificates    ضمَٛ ذافذجس ؽٙحدجش ٠ىْٛ ِٛمٛػٙح جٌّفطحـ ٟ٘ٚ

 طقحس: جٌؼحَ ٌؿٙس ِؼ١ٕس ضٍّه ِمحذً رٌه جٌّفطحـ جٌخحؿ) جٌّشعً ( ٚذحخ

سعحٌس ِح ػ١ٍٗ جعطخذجَ ِفطحقٗ جٌخحؿ ٚعٛف ٠غطط١غ ؾ١ّغ ِٓ  رٛل١غئرج جسجد ؽخـ 

 )سعبٌخ ػبِخ (ٌذ٠ٗ ِفطحقٗ جٌؼحَ أْ ٠ػك ِٓ أٔٗ وحضد جٌشعحٌس )جٌٛغٛل١س(  

ٌٍشعحٌس لإسعحٌٙح ذكش٠س ػ١ٍٗ جعطخذجَ ِفطحـ جٌّشعً ئ١ٌٗ  رشف١شئرج جسجد ؽخـ ػًّ 

) جٌؼحَ ٌٚٓ ٠غطط١غ فطف ٘زٖ جٌشعحٌس عٜٛ فحقد ٘زج جٌّفطحـ ذؼذ فىٙح ذحٌّفطحـ جٌخحؿ 

 . سعبٌخ خبطخ( 

  ٠ؼزّذPGP  ًذ١ٓ ػذد ِٓ جلأؽخحؿ ٚجٌز٠ٓ ٠ؼشفْٛ ػٍٝ اٌضمخ اٌّزجبدٌخ فٟ الأط

ٟٚٔ ٌلاضقحي  ِرذأ ) فذ٠ك فذ٠مٟ ٠قرف ذؼل ٠ٚش٠ذْٚ جعطخذجَ جٌرش٠ذ جلاٌىطش

 فذ٠مٟ(. 

  :ِّٟزطٍجبد اٌزٛل١غ اٌشل 

 أْ ٠ىْٛ جٌطٛل١غ عٍغٍس ِٓ جٌرطحش لأفً جٌشعحٌس . -1

 أْ ٠غطخذَ جٌطٛل١غ ذؼل جٌّؼٍِٛحش جٌفش٠ذز ػٓ جٌّشعً .  -2

 أْ ٠ىْٛ ئٔؾحء جٌطٛل١غ عٙلا.  -3

 أْ ٠ىْٛ جٌطكمك عٙلا .  -4

 جْ ٠ىْٛ ضض٠ٚش جٌطٛل١غ غ١ش لحذً ٌٍؼًّ قغحذ١ح .  -5

  :ّٟأٔٛاع اٌزٛل١غ اٌشل 



جٌّغطمرً( ق١ك  –: ٠غطخذَ هشفٟ جلاضقحي فمو )جٌّقذس اٌزٛل١غ اٌشلّٟ اٌّجبشش -1

ٔفطشك أْ جٌطشف جٌّغطمرً ٠ؼشف جٌّفطحـ جٌؼحَ ٌٍّقذس ٠ٚطُ ئٔؾحؤٖ  ئِح ذطؾف١ش 

ٌٍشعحٌس ذحعطخذجَ  Hashعً جٚ ضؾف١ش وحًِ ٌٍشعحٌس ذحعطخذجَ جٌّفطحـ جٌخحؿ ٌٍّش

 جٌّفطحـ جٌخحؿ ٌٍّشعً . 

ٔمطس مؼفٗ: جػطّحد جٌطٛل١غ ػٍٝ جٌّفطحـ جٌخحؿ ٌٍّشعً ِّح ٠ّغف ٌٍّشعً ذأىحس 

 جٌطٛل١غ ِذػ١ح م١حػٗ.  

: ٠كً جٌّؾحوً جٌّطؼمٍس ذحٌطٛل١غ جٌّرحؽش ق١ع ضز٘د وً اٌزٛل١غ اٌشلّٟ اٌّؾىُ -2

ٚلا ٠مَٛ ذاخنحػٙح ٌؼذد ِٓ جلاخطرحسجش ٌفكـ سعحٌس ِٛلؼس ئٌٝ ِكىُ ِٛغٛق أ

ِكطٛج٘ح ٚأفٍٙح ٠ٚإسخٙح ٠ٚشعٍٙح ئٌٝ ٚؾٙطٙح جلأِش جٌزٞ ٠ّٕغ جٌّشعً ِٓ 

 ئٔىحس٘ح. 

  ِمبسٔخ ث١ٓ أٔظّخ اٌزشف١ش رادpublic Key :  

 ضرحدي ِفحض١ف ضٛل١غ سلّٟ ضؾف١ش/ فه ضؾف١ش جٌخٛجسص١ِس 

RSA  ُٔؼُ ٔؼُ ٔؼ 

Elliptic curve   ُٔؼُ ٔؼُ ٔؼ 

Diffie - Helman ٔؼُ لا لا 

DSS لا ٔؼُ لا 

 

 

 ِٓ ؽ١ش اٌزٛل١غ :   DSS   ٚ RSA* ِمبسٔخ ث١ٓ خٛاسص١ِخ 

 

 

 



 

 

 

 :  DSS* ػ١ٍّخ إٔشبء اٌزٛل١غ ٚاٌزؾمك فٟ 

 

13.1 List two disputes that can arise in the context of message 

authentication. 

13.1 Suppose that John sends an authenticated message to Mary. The following 

disputes that could arise: 1. Mary may forge a different message and claim 

that it came from John. Mary would simply have to create a message and 

append an authentication code using the key that John and Mary share. 2. 

John can deny sending the message. Because it is possible for Mary to 

forge a message, there is no way to prove that John did in fact send the 

message. 

 

13.2 What are the properties a digital signature should have? 

13.2 1. It must be able to verify the author and the date and time of the 

signature. 2.  It must be able to authenticate the contents at the time of the 

signature. 3. The signature must be verifiable by third parties, to resolve 

disputes. 

 



. 

 

13.5 In what order should the signature function and the confidentiality 

function be applied to a message, and why? 

13.5 It is important to perform the signature function first and then an outer 

confidentiality function. In case of dispute, some third party must view the 

message and its signature. If the signature is calculated on an encrypted 

message, then the third party also needs access to the decryption key to 

read the original message. However, if the signature is the inner operation, 

then the recipient can store the plaintext message and its signature for 

later use in dispute resolution. 

 

13.6 What are some threats associated with a direct digital signature 

scheme? 

13.6 1. The validity of the scheme depends on the security of the sender's 

private key. If a sender later wishes to deny sending a particular message, 

the sender can claim that the private key was lost or stolen and that 

someone else forged his or her signature. 2. Another threat is that some 

private key might actually be stolen from X at time T. The opponent can 

then send a message signed with X's signature and stamped with a time 

before or equal to T. 

 

13.7 Give examples of replay attacks. 

 Simple replay 

 . Repetition that can be logged 

 Repetition that cannot be detected 

 Backward replay without modification 

 

13.8 List three general approaches to dealing with replay attacks 

13.8 1. Attach a sequence number to each message used in an authentication 

exchange. A new message is accepted only if its sequence number is in 

the proper order. 2. Party A accepts a message as fresh only if the 

message contains a timestamp that, in A's judgment, is close enough to 



A's knowledge of current time. This approach requires that clocks among 

the various participants be synchronized. 3. Party A, expecting a fresh 

message from B, first sends B a nonce (challenge) and requires that the 

subsequent message (response) received from B contain the correct nonce 

value. 

 

13.9 What is a suppress-replay attack? 

13.9 When a sender's clock is ahead of the intended recipient's clock., an 

opponent can intercept a message from the sender and replay it later when 

the timestamp in the message becomes current at the recipient's site. This 

replay could cause unexpected results. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  



Chapter 15 

User Authentication Protocols 

 ٠ىْٛ ٕ٘بن ارظبي ث١ٓ ٠ّىٓ أ ْA  ٚB شٞ اٌغشٞ ١ثؾ١ش ٠زشبسوبْ فٟ اٌّفزبػ اٌزشف

 )رشف١ش ِزّبصً( ٠ؾظً وب٢رٟ: 

   Bذؾىً ٚجمف ئٌٝ   identificationذاؾشجء جٌطقحفف ٚئسعحي ٠ٛ٘طٗ  ٠Aمَٛ  -1

 . Verification   ِٓAذؼ١ٍّس جٌطكمك   ٠Bمَٛ  -2

 Distinct form Message Authentication   : 

 ئؾشجء ٠ّغف ٌلاضقحي ٠ٓ جلاهشجف ٌٍطكمك ِٓ ِكط٠ٛحش جٌشعحٌس ذأٔٙح ٌُ ضؼذي. 

   ِٟٔؼبUser Authentication  : 

 جٌّفحض١ف .  -جٌرقّس ٚجٌؼ١ٓ   -فٛش ٚئؽحسز   –وٍّحش جٌّشٚس 

 Authentication Protocols  : ْٔٛػب ٌٗ 

 ( :  Mutualِزجبدي )  -1

٘ٛ ئؾشجء ذ١ٓ ِغطف١ذ٠ٓ لإؾشجء ضرحدي جٌّفحض١ف ٚجغرحش ؽخق١س ذحعطخذجَ 

handshaking   :ق١ع 

Confidentiality -  ٌكّح٠س :Session Key  . 

Timeliness -   ِٓ ٌٍكّح٠س :Replay attack   . 

2- One – way Function   : 

 ٘ٛ جْ جٌّشعً ٚجٌّغطمرً غ١ش ِطق١ٍٓ فٟ ٔفظ جٌٛلص . 

فّػلا: ضخض٠ٓ ؾذٚلا ٌىٍّحش جٌّشٚس  فٟ جٌكحعٛخ جٌّن١ف ٌىً ِغطف١ذ ق١ع أْ 

لا ٠ّىٓ ػىغٙح لاعطشؾحع  one-wayجعطشؾحع وٍّس جٌّشٚس لا ٠ّىٓ لأٔٗ دجٌس 

 وٍّس جٌّشٚس. 

 ( رؼش٠ف إداسح ا٠ٌٛٙخ اٌّٛؽذFederated Identity Management : )  

ٟ٘ جٌغ١طشز ٚجٌطكىُ ذحٌّؼٍِٛحش جٌخحفس ذحٌّغطخذ١ِٓ ػٍٝ جؾٙضز جٌىّر١ٛضش ٚجٌغّحـ 

ٌٍّغطخذ١ِٓ ِٓ جعطؼّحي خذِحش ضىٌٕٛٛؾ١ح جٌّؼٍِٛحش ٚغ١ش٘ح ٚئدجسز جٌٛفٛي فٟ 

 قّح٠س جٌغش٠س ٚجٌغلاِس ٚجٌطأوذ ِٓ جٌّغطخذ١ِٓ رٚٞ جٌطقش٠ف ٌٍٛفٛي. 

  ِبرا ٔؼٕٟ ثـKerberos:  

جٌؾرىس ِقُّ ٌطٛف١ش ِقحدلس ل٠ٛس ذ١ٓ جٌؼ١ًّ ٚجٌغ١شفش  ٘ٛ ذشٚضٛوٛي ِقحدلس

 ذحعطخذجَ ِفطحـ عشٞ ٌٍطؾف١ش. 

ضؼطرش ؽرىحش جلأطشٔص ذحٔٙح ِىحْ غ١ش آِٓ ِٓ ق١ك ِؼظُ جٌرشٚضٛوٛلاش ضفطمذ ٌلأِحْ 

ٚألشخ ِػحي وٍّس جٌغش ضىْٛ فٟ جٌؾرىس ذقٛسز غ١ش ِؾفشز ِٚٓ ٕ٘ح ؾحء ضق١ُّ 

Kerberos  : ٛٙف 

 ً ذاغرحش ٠ٛ٘طٗ ٌٍخحدَ . ٠غّف ٌٍؼ١ّ  -1

 ضؾف١ش ؾ١ّغ جضقحلاضُٙ ٌنّحْ علاِس جٌّؼٍِٛحش .  -2

 

 



  و١ف ٠ؼًّ اٌـــKerberos  :  

خحفس( ِغ  -٠ؼًّ ػرش ٔظحَ ضؾف١ش ٠ؼطّذ ػٍٝ جٌّفحض١ف جٌغش٠س )ِطّحغٍس  -

  DESخٛجسص١ِحش 

 ٌٍطؼشف ػٍٝ ج٠ٌٛٙس .   ٠Kerberosؾحسن وً ػ١ًّ فٟ جٌؾرىس ِفطحقح عش٠ح ِغ  -

 ( ٚخطٛارٗ : Ticketػٍٝ ِجذأ اٌززاوش ) ٠مَٛ -

جٌكقٛي ػٍٝ ئرْ ٌٍٛفٛي ئٌٝ جٌخذِس :ئسعحي جٌّغطخذَ ٠ٛ٘طٗ ئٌٝ  -1

Authentication Server  . 

ِٓ ج٠ٌٛٙس ٠ٚشعً ضزوشز أ١ٌٚس ٌٍّغطخذَ  ٠Authentication Serverطكمك  -2

+ جٌٛفٛي ٌخذِس جٌطزجوش   sessionِؾفشز ِغ جٌّفطحـ ضكطٛٞ ػٍٝ ) ِفطحـ 

 كقٛي ػٍٝ جٌطزوشز(. ٌٍ

جٌؼ١ًّ ٠مَٛ ذفه ؽفشز جٌطزوشز جلأ١ٌٚس ِغ جٌّفطحـ ٠ٚكقً ػٍٝ ضزوشز ِٚفطحـ  -3

Session   . 

٠قرف ٌٍؼ١ًّ ئسعحي هٍد ِؾفش ٌٍخذِس   Sessionٚذفنً جٌطزوشز ِٚفطحـ  -

 جٌّٛؾٛدز فٟ جٌطزوشز لرً أْ ٠كقً ػٍٝ جٌخذِس جٌطٟ هٍرٙح.

ٌطفحدٞ جٌمشفٕس ٚجٌّكحفظس  ٚلز١خ   Kerberos ِلاقظس: جٌطؼش٠فحش جٌطٟ ٠مذِٙح  -

 . ػٍٝ جٌّٛجسد 

14.1 What problem was Kerberos designed to address? 

14.1 The problem that Kerberos addresses is this: Assume an open 

distributed environment in which users at workstations wish to access 

services on servers distributed throughout the network. We would like 

for servers to be able to restrict access to authorized users and to be able 

to authenticate requests for service. In this environment, a workstation 

cannot be trusted to identify its users correctly to network services. 

 

14.2 What are three threats associated with user authentication over 

a network or Internet? 

14.2 1. A user may gain access to a particular workstation and pretend 

to be another user operating from that workstation. 2. A user may alter 

the network address of a workstation so that the requests sent from the 

altered workstation appear to come from the impersonated workstation. 

3. A user may eavesdrop on exchanges and use a replay attack to gain 

entrance to a server or to disrupt operations. 

 

 



14.4 What four requirements were defined for Kerberos? 

14.4 Secure: A network eavesdropper should not be able to obtain the 

necessary information to impersonate a user. More generally, Kerberos 

should be strong enough that a potential opponent does not find it to be 

the weak link. Reliable: For all services that rely on Kerberos for access 

control, lack of availability of the Kerberos service means lack of 

availability of the supported services. Hence, Kerberos should be highly 

reliable and should employ a distributed server architecture, with one 

system able to back up another. Transparent: Ideally, the user should 

not be aware that authentication is taking place, beyond the requirement 

to enter a password. Scalable: The system should be capable of 

supporting large numbers of clients and servers. This suggests a 

modular, distributed architecture. 

 

14.5 What entities constitute a full-service Kerberos environment? 

14.5 A full-service Kerberos environment consists of a Kerberos 

server, a number of clients, and a number of application servers. 

 

14.6 In the context of Kerberos, what is a realm? 

14.6 A realm is an environment in which: 1. The Kerberos server must 

have the user ID (UID) and hashed password of all participating users in 

its database. All users are registered with the Kerberos server. 2. The 

Kerberos server must share a secret key with each server. All servers are 

registered with the Kerberos server. 

 

14.7 What are the principal differences between version 4 and 

version 5 of Kerberos? 

14.7 Version 5 overcomes some environmental shortcomings and 

some technical deficiencies in Version 4. 

 

 

 



  



 

Chapter 17 

Transport-Level Security (TLS)                   

 * ضطٍخـ أ٘ذجف خذِحش جٌطأ١ِٓ ٌٍؾرىحش فٟ ج٢ضٟ: 

 جٌّقذجل١س.  -2جٌخقٛف١س أٚ جٌغش٠س .          -1

 جلإضحق١س.  -4ضىحًِ جٌر١حٔحش.                    -3

  : جٌٙؿّحش ػٍٝ هرمس جٌططر١محش 

ضأغش ػٍٝ جٌٕظحَ جٌّغطخذَ فٟ أؾٙضز جٌؾرىس + جٌرشجِؽ جٌّغطخذِس ِػً )جٌف١شٚعحش 

ٚجٌذ٠ذجْ(. ٌزج وحْ لاذذ ِٓ ضأ١ِٓ ٘زٖ جلأِٛس جٌكغحعس وحٌطؿحسز جلإٌىطش١ٔٚس ٚػ١ٍّحش 

 SSL  (Secure Socket Layer  . )ط٠ٛش ضم١ٕس وؾف جٌكغحذحش فطُ ض

 ( ٌٟٛجلاضقحلاش ج٢ِٕس جلأوػش ؽ١ٛػح ٠غطخذَ ذشٚضٛوSSL/TLS   . ) 

1- SSL ذشٚضٛوٛي هٛس ِٓ لرً ؽشوس :Netscape  ٌٕمً جٌر١حٔحش ذطش٠مس إِٓس ػرش

 جلأطشٔص ٚضكطحؼ ئٌٝ جٌؾٙحدز جلاٌىطش١ٔٚس. 

2- TLS ئمحفس ئٌٝ ذشٚضٛوٛي :SSL  ضم١ٕس ِكغٕس ٌٗ ٠ٚخطٍف فٟ هش٠مس جدجء ٛ٘ٚ

( ٚدلس privacy( ١ٌنّٓ جٌخقٛف١س )SSL/TLSجٌؼ١ٍّس. ٠ٚغّْٛ ِؼح ذّؼ١حس )

 ( . Data integrityجٌر١حٔحش )

  ْٛذؾىً ػحَ ٠طىSSL/TLS  : ٓهرم١ط١ ِٓ 

 :  Handshake protocol (TLS)ذشٚضٛوٛي ِقحفكس جلأ٠ذٞ  -1

ٌٍطفحٚك فٟ خٛجسص١ِس جٌطؾف١ش   ٠ٚServer and clientغطخذَ لإغرحش ػلالس ذ١ٓ 

 . Server and clientٚجٌّفحض١ف لرً جٌغّحـ ذحٔطمحي جٌر١حٔحش ذ١ٓ 

 :  Record protocol (TLS)ذشٚضٛوٛي جٌطغؿ١ً  -2

ذحلاضقحي ف١ّح ذ١ُٕٙ ٚضرحدي جٌر١حٔحش ذحعطخذجَ  ٠Server and clientغّف ٌٍـ 

 ؾس  . جٌطؾف١ش جٚ دْٚ جعطخذجَ جٌطؾف١ش قغد جٌكح

  َأُ٘ صلاصخ طجمبد فٟ ٔظبOSI   : فٟ ػ١ٍّبد اٌزشف١ش 

 اٌجشٚرٛوٛي اٌزٞ ٠ؼًّ ػ١ٍٙب اٌطجمخ 

 Kerberos + S/MIME جٌططر١محش

 SSL + TLS جٌٕمً

 IP/IPsec جٌؾرىس

 

 

 

 

 

 



 

 

  ِؼّبس٠خSSL  : 

 

 SSL Change Cipher Spec Protocol 

— a single message consists of a single byte with the value 1. 

— that signals the beginning of secure communications 

between the client and server.  

 

SSL Alert Protocol 

This protocol sends errors, problems or warnings about the connection 

between the two parties. 

This layer is formed with two fields:   

Severity level 

Warning value 1 or fatal value 2 

specific alert 

fatal: unexpected message, bad record mac, decompression 

failure, handshake failure, illegal parameter 



warning: close notify, no certificate, bad certificate, unsupported 

certificate, certificate revoked, certificate expired, certificate 

unknown 

compressed & encrypted like all SSL data 

 

 SSL Handshake Protocol 

 Allows server & client to: 

o authenticate each other 

o to negotiate encryption & MAC algorithms 

o to negotiate cryptographic keys to be used to protect data 

sent in an SSL record. 

 is used before any application data is transmitted. 

 comprises a series of messages in phases 

o Establish Security Capabilities 

o Server Authentication and Key Exchange 

o Client Authentication and Key Exchange 

o Finish 

o Type: Table 16.2  

 Content ( bytes): Table 16.2. 

 
 

 Server message block (SMB)  ٟ٘ :Packet   ٠طُ ئسعحٌٙح ذ١ٓ جٌغ١شفش

 SMBٚجٌكّح٠س ِٓ جٌغشلس ٌٍّؼٍِٛحش ذطش٠مس  Sharingٚجلأؾٙضز فٟ ػ١ٍّس 

Signing   ٠ٚطُ ذٛجعططٙح ئمحفسHash  . 

  ِشىٍخHTTP  :  

 أْ ذؼل جٌر١حٔحش جٌّشعٍس )وٍّس جٌّشٚس ِػلا( ٠طُ ئسعحٌٙح ذطش٠مس غ١ش ِؾفشز.  -1



 ػذَ ٚؾٛد آ١ٌس ٌٍطكمك ِٓ ٠ٛ٘س جٌّٛلغ جٌزٞ ٠طؼحًِ ِؼٗ .  -2

   ؽً ِشىٍخHTTP  َاعزخذا ٟ٘HTTP secure  (HTTPS : ) 

  . HTTPِغ  SSL/TLSضؾف١ش جٌر١حٔحش جٌّشعٍس ق١ع ٠غطخذَ ذشٚضٛوٛي   -1

 . طش٠ك اٌشٙبدح الاٌىزش١ٔٚخذحٌطأو١ذ ِٓ ٠ٛ٘س جٌّٛلغ ػٓ  ٠SSLمَٛ ذشٚضٛوٛي  -2

 *Secure Shell (SSH)  : 

 س ثشٚرٛوٛلاد رؼًّ فٟ طجمخ إٌمًٌذ٠ٙب صلا :  

1- SSH user authentication protocol . 

2- SSH connection protocol . فطف لٕحز + ٔمً ذ١حٔحش + غٍك لٕحز           

3- SSH Transport layer protocol .   

  :ششؽٙب ثبخزظبس 

ٚجٌطٟ ٠طُ جسعحي جٌر١حٔحش  Telnetضُ ػًّ ٘زٖ جٌخذِس ِٓ أؾً جعطرذجي جٌخذِس جٌغحذمس 

(  ٠ؼٕٟ وٍّس جٌغش ٚجٌر١حٔحش  clear textذ١ٓ جٌّغطخذَ ٚجٌغ١شفش ذؾىً ِىؾٛف )

جٌّحسز ذ١ٕه ٚذ١ٓ جٌؿٙس جٌّطقً ذٙح وٍٙح ػرحسز ٚجمكس لأٞ ؽخـ لذ ٠ؼًّ ػٍٝ 

 (  SNFFING+ WIRESHARKِشجلرس جٌؾرىس ِٓ خلاي ذشجِؽ ِشجلرس جٌؾرىس ) 

  اعزخذِذSSH  طش٠مخ أوضش لٛح ِٓ خلاي رشف١ش اٌج١بٔبد اٌّبسح ث١ٕه ٚث١ٓ اٌغ١شفش

 .   Blowfish + Triple DES+ AESٌٍغب٠خ ِٕٙب:   ثطشق رشف١ش ل٠ٛخ

  خذِخSSH   رذػُ طشق رٛص١كauthentication  : ٟ٘ ِخزٍفخ 

1-  Host- key authentication  : 

ٚرٌه ِٓ خلاي جعطخذجَ جعُ ِغطخذَ ٚوٍّس ِشٚس ل٠ٛس ٌٍذخٛي ػٍٝ جٌغ١شفش 

 )هش٠مس ؽحتؼس ٚػحد٠س (. 

2- Public- key authentication  : 

ذه ٌلاضقحي ذحٌغ١شفش جٌزٞ ٠كًّ  privateخلاي جعطؼّحي ِفطحـ خحؿ  ٚرٌه ِٓ

)أفنً  ٠ٚPassphraseىْٛ ٌٍّفطحـ جٌخحؿ وٍّس ِشٚس  publicِفطحـ ػحَ 

 هش٠مس ٚضكطحؼ ئٌٝ ؾٙذ ٚػًّ ذٕغرس ِح(. 

3- Passphrase – less authentication  : 

ؿ ) ٠طُ جعطخذجِٙح ٔفظ جٌطش٠مس جٌغحذمس ٌٚىٓ ذذْٚ ػًّ وٍّس ِشٚس ٌٍّفطحـ جٌخح

 فٟ جٌؼ١ٍّحش جلاٚضِٛحض١ى١س ٌٚىٓ غ١ش وحف١س ِٓ ٔحق١س جٌغش٠س(. 

 ِلاؽظخ : 

جلأِٓ فٟ هرمس جٌططر١محش ٚجٌؼشك: ٚظ١فطٗ ِكذٚدز )ضؾف١ش ِح ذ١ٕص لأؾٍٗ( ضٛؾذ 

 ذ١حٔحش لا ضؾفش. 

 ق١ع ٠ٛفش    packetٌطؾف١ش وً  IPsecجلأِٓ فٟ هرمس جٌؾرىس : جذطىشش هش٠مس 

 جٌّٛغٛل١س + جٌقكس + جٌطؾف١ش جٌىحًِ.  

 

17.2 What protocols comprise SSL? 



17.2 SSL handshake protocol; SSL change cipher spec protocol; SSL alert 

protocol; SSL record protocol. 

 

17.3 What is the difference between an SSL connection and an SSL 

session? 

17.3 Connection: A connection is a transport (in the OSI layering model 

definition) that provides a suitable type of service. For SSL, such 

connections are peer-to-peer relationships. The connections are transient.  

Every connection is associated with one session. Session: An SSL 

session is an association between a client and a server.  Sessions are 

created by the Handshake Protocol. Sessions define a set of 

cryptographic security parameters, which can be shared among multiple 

connections. Sessions are used to avoid the expensive negotiation of new 

security parameters for each connection. 

 

17.4 List and briefly define the parameters that define an SSL session state 

17.4 Session identifier: An arbitrary byte sequence chosen by the server to 

identify an active or resumable session state. Peer certificate: An 

X509.v3 certificate of the peer. Compression method: The algorithm 

used to compress data prior to encryption. Cipher spec: Specifies the 

bulk data encryption algorithm (such as null, DES, etc.) and a hash 

algorithm (such as MD5 or SHA-1) used for MAC calculation. It also 

defines cryptographic attributes such as the hash_size. Master secret: 

48-byte secret shared between the client and server. Is resumable: A flag 

indicating whether the session can be used to initiate new connections. 

 

17.5 List and briefly define the parameters that define an SSL session 

connection 

17.5 Server and client random: Byte sequences that are chosen by the server 

and client for each connection. Server write MAC secret: The secret 

key used in MAC operations on data sent by the server. Client write 

MAC secret: The secret key used in MAC operations on data sent by the 

client. Server write key: The conventional encryption key for data 

encrypted by the server and decrypted by the client. Client write key: 

The conventional encryption key for data encrypted by the client and 



decrypted by the server. Initialization vectors: When a block cipher in 

CBC mode is used, an initialization vector (IV) is maintained for each 

key. This field is first initialized by the SSL Handshake Protocol. 

Thereafter the final ciphertext block from each record is preserved for 

use as the IV with the following record. Sequence numbers: Each party 

maintains separate sequence numbers for transmitted and received 

messages for each connection. When a party sends or receives a change 

cipher spec message, the appropriate sequence number is set to zero. 

Sequence numbers may not exceed 264 – 1. 

 

17.6 What services are provided by the SSL Record Protocol? 

17.6 Confidentiality: The Handshake Protocol defines a shared secret key 

that is used for conventional encryption of SSL payloads. Message 

Integrity: The Handshake Protocol also defines a shared secret key that 

is used to form a message authentication code (MAC). 

 

17.7 What steps are involved in the SSL Record Protocol transmission? 

17.7 Fragmentation; compression; add MAC; encrypt; append SSL record 

header. 

17.1 In SSL and TLS, why is there a separate Change Cipher Spec 

Protocol, rather than including a change_cipher_spec message in the 

Handshake Protocol? 

17.1 The change cipher spec protocol exists to signal transitions in 

ciphering strategies, and can be sent independent of the complete 

handshake protocol exchange 

 

 

  



 

  



Chapter 18  

Electronic Mail Security 

  ثشٔبِظPretty Good Privacy (PGP)   : 

جٌرشٔحِؽ جٌزٞ ذ١ٓ أ٠ذ٠ٕح أغرص ؾذجسضٗ ٚفّٛدٖ أِحَ وػ١ش ِٓ ِكحٚلاش جٌىغش ٌٚؼً أُ٘ 

 .  bit 128ِح ١ّ٠ضٖ أٔٗ ٠غطخذَ فٟ جٌطؾف١ش ِفطحـ ذطٛي 

 ٠طٍك ػ١ٍٗ جٌخقٛف١س جٌّطٛفمس. 

 .  Phil Zimmermannِقُّ جٌرشٔحِؽ 

   :ٓػبدح ِب ٠غزٕذ رشف١ش ٍِف ِب إٌٝ اٌخٛاسص١ِخ أِب لٛح اٌزشف١ش فزشرىض ػٍٝ ٔمطز١ 

 جٌخٛجسص١ِس + هٛي جٌّفطحـ . 

  : ) ٞاٌزشف١ش اٌّزّبصً ) ِفزبػ عشDES   

  رجبدي اٌّفزبػ اٌغشٞ دْٚ أِبْ .ِؾىٍطٗ 

 

  اٌؼبَ( :اٌزشف١ش غ١ش اٌّزّبصً) اٌّفزبػRSA  : 

ذذلا ِٓ ِفطحـ   public and privateقً ِؾىٍس جٌطؾف١ش جٌّطّحغً : جعطخذجَ ِفطحق١ٓ 

 عشٞ ٚجقذ . 

 ِؼشٚف ٌذٜ جٌّشعً ) ٠غطخذَ ٌطؾف١ش + فه ضؾف١ش(.   privateجٌّفطحـ  -

ِؼشٚف ٌذٜ ؾٙس أٚ ؽخـ ) ٠غطخذَ ٌفه جٌطؾف١ش + ضؾف١ش   publicجٌّفطحـ  -

 .   privateسعحتً ِحٌه جٌّفطحـ 

سعحٌس ِؾفشز ِٓ ٘زج جٌّغطخذَ   publicلا ٠ّىٓ فه ضؾف١ش سعحٌس ذحعطخذجَ ِفطحـ  -

٠غطط١غ فه   Privateذً جٌّغطخذَ جٌزٞ ٌذ٠ٗ جٌّفطحـ  public ذحعطخذجَ ِفطحـ 

 ؽفشز ضٍه جٌشعحٌس . 

  َٔظبRAS  ِٓ ًأفضDES  ؽ١ش الأِبْ ٌٚىٓ أثطأ ِٓ ؽ١ش عٍغخ اٌزشف١ش ٚفه ِٓ

  غت اْ رىْٛ ِزضإِز١ٓ رمش٠جب اٌزشف١ش ٠

 

 

 

النص 
 الأصلي 

 التشفير
النص 
 المشفير

فك 
 التشفير

النص 
 الأصلي 

 مفتاح سري 



  ٌٙزا رُ رطٛسPGP  َاٌزٞ ٠ؼذ ّٔٛرعب ِؾغٕب ِٓ ٔظبRAS  :ٍٟ٠ٚغزخذَ ِب ٠ 

 .      bit 128ِفطحـ ذطٛي  -1

 ( .  Message Digestجٌرقّس جلاٌىطش١ٔٚس ٌٍشعحٌس ) -2

 

 PGP Key Ring : 

 
 

15.1 What are the five principal services provided by PGP? 

15.1 Authentication, confidentiality, compression, e-mail compatibility, and 

segmentation 

 

15.2 What is the utility of a detached signature? 

15.2 A detached signature is useful in several contexts. A user may wish to 

maintain a separate signature log of all messages sent or received. A 

detached signature of an executable program can detect subsequent virus 

النص 
 الأصلي 

 التشفير
النص 
 المشفير

فك 
 التشفير

النص 
 الأصلي 

مفتاح عام + عدد من 

 البصمات الالتكرونية 

مفتاح خاص + بصمة واحد 

 الكترونية. 



infection. Finally, detached signatures can be used when more than one 

party must sign a document, such as a legal contract. Each person's 

signature is independent and therefore is applied only to the document. 

Otherwise, signatures would have to be nested, with the second signer 

signing both the document and the first signature, and so on. 

 

15.3 Why does PGP generate a signature before applying compression? 

15.3 a. It is preferable to sign an uncompressed message so that one can store 

only the uncompressed message together with the signature for future 

verification. If one signed a compressed document, then it would be 

necessary either to store a compressed version of the message for later 

verification or to recompress the message when verification is required. 

b. Even if one were willing to generate dynamically a recompressed 

message for verification, PGP's compression algorithm presents a 

difficulty. The algorithm is not deterministic; various implementations of 

the algorithm achieve different tradeoffs in running speed versus 

compression ratio and, as a result, produce different compressed forms. 

However, these different compression algorithms are interoperable 

because any version of the algorithm can correctly decompress the output 

of any other version. Applying the hash function and signature after 

compression would constrain all PGP implementations to the same 

version of the compression algorithm. 

 

15.9 What is MIME? 

15.9 MIME is an extension to the RFC 822 framework that is intended to 

address some of the problems and limitations of the use of SMTP 

(Simple Mail Transfer Protocol) or some other mail transfer protocol and 

RFC 822 for electronic mail. 

 

15.10 What is S/MIME? 

15.10 S/MIME (Secure/Multipurpose Internet Mail Extension) is a security 

enhancement to the MIME Internet e-mail format standard, based on 

technology from RSA Data Security. 



15.4 The first 16 bits of the message digest in a PGP signature are 

translated in the clear 

a.  To what extent does this compromise the security of the hash 

algorithm? 

15.4 a. Not at all. The message digest is encrypted with the sender's private 

key. Therefore, anyone in possession of the public key can decrypt it 

and recover the entire message digest. 

     b. To what extent does it in fact perform its intended function, namely, 

to help determine if the correct RSA key was used to decrypt the 

 digest? 

 b. The probability that a message digest decrypted with the wrong key 

would have an exact match in the first 16 bits with the original 

message digest is 2–16. 

 

  



  



Chapter 19    

IP Security 

   ٟ٘ ِبIP/ sec  : 

ٟ٘ ِؿّٛػس ِٓ ِؼح١٠ش جٌرشٚضٛوٛلاش ٚجٌخٛجسص١ِحش هٛسش ذٛجعطس جٌٍؿٕس جٌخحفس 

( ٚجػطّذش وّؼح١٠ش ٌلإٔطشٔص ٌطٛفش ) جٌطكمك ِٓ علاِس IETFٌٕظحَ جلأطشٔص )

 جٌّؼٍِٛحش + عش٠طٙح(. 

ق١ع ضّىٓ ِٓ قّح٠س أٞ ٔٛع ِٓ جٌر١حٔحش ضُ  networkٚرٌه ٠ؿؼٍٙح ضؼًّ فٟ هرمس 

 .  IPٔمٍٗ ِٓ خلاي 

 جٌغرد:   Transport security protocolذحٔٙح :  IP/secػحدز ٠ؼرش ػٓ 

 .  Networkلأْ جٌّغطخذَ ٚجٌططر١محش لا ٠ؾؼشْٚ ذٛؾٛد٘ح لأٔٙح فٟ ضؼًّ فٟ هرمس 

 . عش٠ؼخ٠ؼًّ فٟ جٌر١ثحش جٌطٟ ضىْٛ عشػس جلاضقحي ذٙح 

  ثشٚرٛوٛلادIP/Sec  :  

 ٠ٕمغُ ئٌٝ غلاظ ذشٚضٛوٛلاش ٟ٘: 

1- Authentication Header (AH)  : 

 ٠كحفع ػٍٝ ج٢ضٟ:  ق١ع ثزشف١ش٘ب ٚلا ٠مَٛ  رٛل١غ اٌشعبٌخ ٠غطخذَ فٟ 

 (  : ٌُ ضؼذي أغٕحء ئسعحٌٙحData integrityفكس جٌر١حٔحش ) -

( : أٔٙح جٌّغطخذَ ٔفغٗ ١ٌٚغص  Date Authenticationِٛغٛل١س جٌر١حٔحش ) -

 ِضٚسز . 

( ٟٚ٘ عشلس وٍّحش جٌّشٚس ٟٚ٘ ِؾفشز  Anti-replayػذَ ئػحدز جلإسعحي ) -

 ٚضشعً ٌٍغ١شفش ٚلص آخش .

( : ػٕذِح ٠كذد ِذ٠ش   Anti-spoofing protection) جٌكّح٠س مذ جٌخذجع -

جٌؾشوس ػٕح٠ٚٓ ِؼ١ٕس ٌٍذخٛي ٠ٚمَٛ جٌّغطخذَ ذطغ١١ش ػٕٛجٔٗ ٚ٘زج لا ٠ّىٓ فٟ  

 .  IP/Secجٌـــ 

2- Encapsulating Security Payload(ESP)  : 

 اٌزشف١ش ٚاٌزٛل١غ ٌٍج١بٔبد . ٠ٛفش ٘زج جٌرشٚضٛوٛي 

 أٚ ػٕذ ئسعحي جٌّؼٍِٛحش ػٓ هش٠ك جلأطشٔص. ٠ٚغطخذَ فٟ وْٛ جٌّؼٍِٛحش عش٠س  

 جٌّضج٠ح جٌطح١ٌس :  ٠ٚESPٛفش 

 ( .   source Authenticationِقذجل١س جٌّشعً )  -

 ( .   Data Encryptionضؾف١ش جٌر١حٔحش )  -

 ( Anti-replayػذَ ئػحدز جلإسعحي ) -

 (.   Anti-spoofing protectionجٌكّح٠س مذ جٌخذجع ) -

 

 

 



 

3- Internet Key Exchange (IKE)  : 

 جٌٛظ١فس جلأعحع١س ٟ٘ :

 .  IP/Secمّحْ و١ف١س ٚػ١ٍّس ِٚؾحسوس جٌّفحض١ف ذ١ٓ ِغطخذِٟ   -1

وّح أٔٗ ٠ؼًّ ػٍٝ ضأو١ذ  IP/secفٟ ٔظحَ   Negotiationفٙٛ ذشٚضٛوٛي ٔمحػ  -2

 هش٠مس جٌّٛغٛل١س ٚجٌّفحض١ف جٌٛجؾد جعطخذجِٙح ٚٔٛػٙح. 

 ٠غزخذَ اٌـIp/sec  3اٌزشف١ش ثخٛاسص١ِخ-DES   ػرحسز ػٓ صٚؼ ِٓ جٌّفحض١ف ٛ٘ٚ

رجضٙح ٠طٌٛذ ػؾٛجت١ح ذطشق ِؼمذز ٠ٚطُ فمو ئػطحءٖ ٌٍؿٙس جٌػح١ٔس ٠ّٕٚغ ِٓ ضٛص٠ؼٗ  ٚ٘ٛ 

 .   privateٔٛع ِٓ أٔٛجع جٌطؾف١ش جٌّطّحغً جٌطٟ ضغطخذَ ِفطحـ 

 ألغبَ اٌــIP/sec : 

 ( . Transport modeٔظحَ جٌٕمً )  -1

 (. Tunnel modeٔظحَ جٌٕفك ) -2

  ( ًٔظبَ إٌمTransport mode  : ) 

فّػلا  ٠IP/secغطخذَ دجخً ؽرىس ِك١ٍس ٠ٚمَٛ ذؼ١ٍّس جٌطؾف١ش ٌٍر١حٔحش قغد جٌـ  -

 .  Telnetجعطخذجَ 

 ٠طرك فٟ قحلاش ِٕٙح:  -

 جٌّكحدغس ذ١ٓ جلأؾٙضز فٟ ؽرىس دجخ١ٍس.  -1

 .  ٠NATؼًّ ػًّ firewallجٌّكحدغس ذ١ٓ ؾٙحص٠ٓ ٚلا ٠مطغ ذ١ٕٙح  -2

 ( ٔظبَ إٌفكTunnel mode .) 

 .  WANذؼ١ذز ؾغشجف١ح  ٠Two Routersغطخذَ ذ١ٓ ٔمطط١ٓ ضىْٛ ذحٌؼحدز ذ١ٓ  -

٠غطخذَ فٟ قحٌس ِشٚس جٌر١حٔحش أغٕحء ِشٚ٘ح ذطشق غ١ش إِٓس ِػً جلأطشٔص  -

 .  FTPٚوزٌه 

 



  ِخطظPacket   َفٟ  ألغبIP/sec  : 

 ( :  Transport modeٔظبَ إٌمً )  -

- Authentication    : 

                                               AU 

Data TCP AH IP 
 

- Encapsulating Security Payload(ESP)  : 

 

                                                 AU 

ESP 

trailer  

Data TCP ESP 

header 

IP 

                                            Encryption   

 

 (. Tunnel modeٔظبَ إٌفك ) -

- Authentication    : 

 

                                                  AU 

Data TCP IP AH IP 
 

- Encapsulating Security Payload(ESP)  : 

 

                                                      AU 

ESP 

trailer  

Data TCP IP ESP 

header 

IP 

                                            Encryption   

 

  فٛائذ اٌــIP/Sec  :  

 .  Networkأٔٗ ٠ٛفش قّح٠س وحٍِس ٌؿ١ّغ جٌرشٚضٛوٛلاش جٌطٟ ضؼًّ ػٍٝ هرمس 

  ١ِّضاد اٌــIP/Sec  : 

لارظبٌٗ ػجش لا ٠ؾزبط لأٞ إػذاداد "    IP packetفٟ دجخً قضِس  جٌـ  Built –inأٔٗ 

 " .  اٌشجىخ ٚلا ٠ؾزبط إٌٝ أٞ أعٙضح إضبف١خ

 



  و١ف ٠ؾّٟ اٌــIP/Sec  :اٌٙغَٛ ػٍٝ اٌشجىخ ِٓ 

 ( ِػً ِشجلرس جٌؾرىس. Passiveٕ٘حن ٘ؿَٛ غ١ش فؼحٌس ) -

 ( ضؼذ٠ً جٌر١حٔحش .Activeٕ٘حن ٘ؿَٛ فؼحي ) -

  : أٔٛاع اٌٙغّبد 

 ذطؾف١ش٘ح.  IP/Secجٌطمحه قضَ جٌر١حٔحش: ضىْٛ غ١ش ِغطمشز ٠مَٛ جٌــ -1

 ِغ جٌر١حٔحش غُ ضؾف١ش٘ح.  Hashضؼذ٠ً جٌر١حٔحش : جعطخذجَ  -2

+ جٌؾٙحدجش جلاٌىطش١ٔٚس+ ضؾف١ش وٍّس  Kerberosجٔطكحي جٌؾخق١س: ذحعطخذجَ    -3

 جٌّشٚس . 

 سفل جٌخذِس جٚ قؿرٙح: ػٓ هش٠ك ئغلالٗ ٚٚمغ لٛجػذ ٌٍّٕحفز جٌّفطٛقس.  -4

 جٌٛغٛل١س . ٘ؿَٛ جٌٛعو: ذحعطخذجَ هشق جٌطكمك ِٓ  -5

 جٌٙؿَٛ ػٍٝ هرمس جٌططر١محش : ٚؾٛد جٌفلاضش لإعمحه قضَ جٌر١حٔحش غ١ش جٌّططحذمس.  -6

   ٌّٟبرا ٠غزخذَ فESP   Padding field  : 

 ٌٍكذ جٌّطٍٛخ.  Plaintextضٛع١غ جٌـــ -1

 .   32bitئٌٝ قذ   Headerضشض١د هٛي ٚقمٛي جٌؼٕٛجْ  -2

   Payloadجٌفؼٍٟ ٌـ  ضض٠ٚذ عش٠س وغش جٌّشٚس جٌؿضت١س ذاخفحء جٌطٛي -3

 :ِفب١ُ٘ أعبع١خ 

 Security Association (SA)   : 

ػٓ و١ف١س قّح٠س جٌّؼٍِٛحش أغٕحء   deviseذ١ٓ    Argumentٟ٘ ػرحسز ػٓ 

 جلاضقحي. 

 security association database (SAD) : 

 عطىْٛ ِك١ّس +  و١ف١س قّح٠طٙح + ِٓ ع١ك١ّٙح.  ٠trafficؼشف ف١ٙح أٞ 

 the security policy database (SPD)  : 

 ضطّطغ ذحٌخقحتـ جٌطح١ٌس ٚضكطٛٞ ػٍٝ : 

1- Distention IP address   

2- IP/sec protocol  

3- Security parameter index(SPI) 

19.1 Give examples of applications of IPSec . 

 Secure branch office connectivity over the Internet 

 . Secure remote access over the Internet 

 . Establishing extranet and intranet connectivity with partners 

 . Enhancing electronic commerce security 

 

19.2 What services are provided by IPSec? 



19.2 Access control; connectionless integrity; data origin authentication; 

rejection of replayed packets (a form of partial sequence integrity); 

confidentiality (encryption); and limited traffic flow confidentiality 

19.4 What is the difference between transport mode and tunnel mode? 

19.4 Transport mode provides protection primarily for upper-layer 

protocols. That is, transport mode protection extends to the payload of an IP 

packet. Tunnel mode provides protection to the entire IP packet. 

 

19.5 What is a replay attack? 

19.5 A replay attack is one in which an attacker obtains a copy of an 

authenticated packet and later transmits it to the intended destination. The 

receipt of duplicate, authenticated IP packets may disrupt service in some way 

or may have some other undesired consequence. 

 

 

 

 

 

 

 

 

 

 

 

  



  

   



Chapter 22   

Firewalls 

 إٌبس٠خ ِب ٟ٘ عذس اٌؾّب٠خ  (Firewalls ) : 

ٟ٘ ػرحسز ػٓ ٔظحَ ِطىحًِ ذ١ٓ جٌرشِؿ١حش ٚجٌؼطحد ٌٍطكىُ فٟ ضذفك جٌر١حٔحش ِٓ خلاي 

ؽرىس إِٓس ئٌٝ  ؽرىس غ١ش إِٓس أٚ جٌؼىظ ق١ع جْ ٘زٖ جٌر١حٔحش لذ ذغّف ٌٙح جٌّشٚس أٚ 

 جٌشفل .

  ٌٝإٌبسٞ: اٌؾّب٠خ عذاسٌّبرا ٔؾزبط إ 

ِٕغ ٘ؿّحش ضؼط١ً جٌخذِس ق١ع ٠مَٛ جٌّٙحؾُ ذاغشجق جٌؾرىس ذؼذز جضقحلاش ِض٠فس    -1

 ذحٌكضَ . 

 ِٕغ ضؼذ٠ً أٚ جٌٛفٛي ٌٍّؼٍِٛحش جٌذجخ١ٍس فٟ جٌؾرىس.  -2

 جٌغّحـ ذحٌّقشـ ٌُٙ ذحٌذخٛي ئٌٝ جٌؾرىس جٌذجخ١ٍس فمو .  -3

 ِٕغ جٌّغطخذ١ِٓ دجخً جٌؾرىس ِٓ جٌٛفٛي ئٌٝ ِقحدس ع١ثس خحسؼ جٌؾرىس .  -4

   : ٍِّٗب اٌزٞ لا ٠غزط١غ عذاس اٌؾّب٠خ أْ ٠ؼ 

ِٕغ جٌف١شٚعحش ِٓ جٌذخٛي ئٌٝ جٌؿٙحص ئرج لذِص ِٓ ػٕٛجْ ١ٌظ ٌٗ فلاق١س فٟ  -1

% ِٓ جٌف١شٚعحش ضأضٟ ِٓ خلاي سعحتً جٌرش٠ذ جلاٌىطشٟٚٔ جٌكً : 95جٌذخٛي أْ 

 د ِنحد جٌف١شٚعحش . ضشو١

 جٌكّح٠س ِٓ جٌّخحهش دجخً جٌؾرىس ٔفغٙح .  -2

 جٌكّح٠س ِٓ جٌٙؿّحش جٌّؼطّذز ػٍٝ جٌرشٚضٛوٛلاش .  -3

   : أٔٛاع عذس اٌؾّب٠خ 

 ِٓ خلاي ٚمؼٙح دجخً جٌؿٙحص أٚ خحسؾٗ ئٌٝ لغ١ّٓ :  -

1- Hardware  ًِػ :router  . 

2- Software . ًِػً جٌرشجِؽ جٌّقٕؼس فٟ ٔظحَ جٌطؾغ١ : 

 لاي جٌطىٌٕٛٛؾ١ح جٌّغطخذِس ئٌٝ غلاغس أٔٛجع : ِٓ خ -

 ( :  packet filteringفٍطشز جٌشعحٌس ) -1

 ٠مَٛ ذفكـ ػٕٛجْ جٌّشعً ٚجٌّغطمرً جٌّٛؾٛد فٟ ذ١حٔحش جٌشعحٌس . 

 : ( proxy firewallهرمس جٌططر١محش ٠ٚؼشف ذـ  ) -2

٠ؼًّ ػٍٝ هش٠مس جٌخحدَ ٚجٌؼ١ًّ ٘زج ِف١ذ فٟ قحٌس ٠ش٠ذ ِذ٠ش جٌٕظحَ ِٕغ 

 ِٛظف١ٓ ِٓ جعطخذجَ ضطر١ك ِؼ١ٓ . 

 (:  Stateful Inspectionقحٌس جٌطفط١ؼ ) -3

 ٠مَٛ ذطفط١ؼ جٌشعحٌس ِٚؼشفس قحٌطٙح ًٚ٘ ضُ جعطمرحي سعحتً ِٓ ٘زج جٌّٛلغ أَ لا. 

   : ٕ٘بن اعزشار١غ١بد سئ١غ١خ ٌزٛف١ش اٌؾّب٠خ ِٓ خلاي عذاس اٌؾّب٠خ 

 ٠ؿد ِٕغ أٞ سعحٌس لا ٠ؼشفٙح ؾذجس جٌكّح٠س.   -1

( .Defense in deptلا ضؼطّذ ػٍٝ جٌؿذجس جٌٕحسٞ  فمو جعطخذَ جٌذفحع ذؼّك ) -2

 ٚمغ ػذز ِغط٠ٛحش قّح٠س. 

  جٌطأوذ ِٓ ِشٚس ؾ١ّغ ِٓ فٟ جٌؾرىس ِٓ خلاي جٌؿذجس جٌٕحسٞ. -3

 ػٕذ ضٛلف جٌؿذجس جٌٕحسٞ ٠ؿرش ضٛلف )لطغ( ؾ١ّغ جلاضقحلاش.  -4



  إٌّطمخ اٌّؾب٠ذحDMZ) demilitarized zone : ) 

جٌٙذف ِٕٙح : قّح٠س جٌؾرىس جٌغٍى١س عٛجء وحٔص ِك١ٍس أٚ ٚجعؼس ِٓ جٌٙؿّحش جٌطٟ  -

 ضطؼشك ٌٙح ِٓ جٌّخطشل١ٓ ِٓ ؽرىس جلأطشٔص. 

 جٌؾرىس جٌؼح١ٌّس 

 ِطقفكحش 

 DMZ  2ؾذجس جٌكّح٠س سلُ 

 خٛجدَ جٌؾرىس جٌؼحد٠س 

 خٛجدَ ضطر١محش 

 لٛجػذ ذ١حٔحش

 ؽرىس جٌّٕظّس جٌخحفس   1ؾذجس جٌكّح٠س سلُ 

 خٛجدَ جٌططر١محش 

 لٛجػذ جٌر١حٔحش

 ذ١حٔحش قغحعس  ذ١حٔحش غ١ش قغحعس 

    

                                                                             

 

 

 

 

 

   ُ2اٌٙذف ِٓ عذاس اٌؾّب٠خ سل  : 

 قّح٠س جٌخٛجدَ ) ِشت١س ٌٍؼحٌُ( ِٓ جٌٙؿّحش جٌمحدِس ِٓ جٌؾرىس جٌؼح١ٌّس. 

 ٚضىْٛ جٌكّح٠س ػٍٝ أعحط جٌفٍطشز )عّحـ / ِٕغ( ق١ع : 

  TELNET& FTPٚضّٕغ    HTTP&HTTPSضغّف ذّشٚس 

  ( ًٚلذ ظٙشد رم١ٕخ أٚػ١خ اٌؼغHoney pots  : ) 

ضغطخذَ فٟ جٌّٕطمس جٌّكح٠ذز لإذؼحد جلاخطشجلحش جٌّكطٍّس ػٍٝ ؽرىس جٌّٕظّس ٟٚ٘ ػرحسز 

ػٓ خٛجدَ ِضٚدز ذرشجِؽ ٚذ١حٔحش ضظٙش وأٔٙح ِٛغٛلس ٚفك١كس ٌطٛؾ١ٗ أٔظحس 

  ١س. جٌّخطشل١ٓ ئ١ٌٙح ٚفشفُٙ ػٓ جٌخٛجدَ جٌكم١م

 

20.2 List four techniques used by firewalls to control access and enforce a 

security policy. 

 Service control 

 . Direction control 

 . User control 

 . Behavior control 

 

20.3 What information is used by a typical packet-filtering router? 

 Source IP address 

 Destination IP address 

 Source and destination transport-level address 

 IP protocol field 

 . Interface 

 شبكة المنظمة 



20.5 What is the difference between a packet-filtering router and a stateful 

inspection firewall? 

20.5 A traditional packet filter makes filtering decisions on an individual 

packet basis and does not take into consideration any higher layer 

context. A stateful inspection packet filter tightens up the rules for TCP 

traffic by creating a directory of outbound TCP connections, as shown in 

Table 20.2. There is an entry for each currently established connection. 

The packet filter will now allow incoming traffic to high-numbered ports 

only for those packets that fit the profile of one of the entries in this 

directory 

 

 

20.6 What is an application-level gateway? 

20.6 An application-level gateway, also called a proxy server, acts as a relay 

of application-level traffic. 

 

20.7 What is a circuit-level gateway 

20.7 A circuit-level gateway does not permit an end-to-end TCP connection; 

rather, the gateway sets up two TCP connections, one between itself and 

a TCP user on an inner host and one between itself and a TCP user on an 

outside host. Once the two connections are established, the gateway 

typically relays TCP segments from one connection to the other without 

examining the contents. The security function consists of determining 

which connections will be allowed. 

 

20.9 In the context of access control, what is the difference between a 

subject and an object? 

20.9 A subject is an entity capable of accessing objects 

 An object is anything to which access is controlled 

 

20.10 What is the difference between an access control list and a capability 

ticket? 



20.10 For each object, an access control list lists users and their permitted 

access rights. A capability ticket specifies authorized objects and 

operations for a user. 

 

20.11 What are the two rules that a reference monitor enforces? 

20.11 No read up: A subject can only read an object of less or equal security 

level. No write down: A subject can only write into an object of greater 

or equal security level. 

 

20.12 What properties are required of a reference monitor? 

 Complete mediation 

 Isolation 

 Verifiability 

 

 

20.13 What are the common criteria? 

20.13 The Common Criteria (CC) for Information Technology and Security 

Evaluation is an international initiative by standards bodies in a number 

of countries to develop international standards for specifying security 

requirements and defining evaluation criteria. 

 
 

 

 

 


