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Static NAT >l.cl
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Router(config)# ip nat outside source static outside_global_destination_IP_address
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ulgi=ll _sJI outside_global_destination_IP_address J,9=i oi Outside dolSJl g0 L
outside_local_destination_IP_address
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Router(config)# interface type [slot_#/]port_#
Router(config-if)# ip nat inside|outside
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Web server Inside local Inside global
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network - )
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Router(config)# ip nat inside source static 192.168.1.1 200.200.200.1
Router(config)# interface ethernet 0

Router(config-if)# ip nat inside

Router(config-if)# exit

Router(config)# interface serial 0

Router(config-if)# ip nat outside

Router(config-if)# exit
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F[AVEIN Sl MNetwork translation example

Web server
|92 |68.].1

Internal
network

Jln

PC-A PC-B
192.168.1.10 192.168.1.11

Router> En

Router# Config t

sJoVI dglazll

Router(config)# ip nat inside source list 1 pool nat-pool
Router(config)# access-list 1 permit 192.168.1.10 0.0.0.0
Router(config)# access-list 1 permit 192.168.1.11 0.0.0.0
&l dglnzel]

Router(config)# ip nat pool nat-pool 200.200.200.2
netmask 255.255.255.0

&)l dglnzel]

Router(config)# interface ethernet 0

Router(config-if)# ip nat inside

Router(config-if)# exit

Router(config)# interface serial 0

Router(config-if)# ip nat outside

Router(config-if)# Ctrl + Z

Router#
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PAT >l.acl
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F[AVEIN Sl MNetwork translation example

Web server
|92 |68.].1

[nternal - i e H
network { {> o | i
&___ﬂ \%\ neer EE)
5 NS
PC-B
192.168.1.10 192.168.1.1 |

Router> En

Router# Config t

oVl dglazl

Router(config)# ip nat inside source list 1 pool nat-pool overload
Router(config)# access-list 1 permit 192.168.1.10 0.0.0.0
Router(config)# access-list 1 permit 192.168.1.11 0.0.0.0

&l sglazll

Router(config)# ip nat pool nat-pool 200.200.200.2 200.200.200.2
netmask 255.255.255.0

&l sglazll

Router(config)# interface ethernet 0

Router(config-if)# ip nat inside

Router(config-if)# exit

Router(config)# interface serial 0

Router(config-if)# ip nat outside

PC-A & PC-B ¢3lp=l go Jug=ill 200.200.200.2 b 1>y wlgic loasiwl s
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Jo=l &30

&Sl (28 cuslic sac (sl Jgxi sSJ ple aly Ulgie (sl il sl wldbll 84505 router 5lp> gl
aolzl

oSl i (sde 6s)lgdl ldla)l ouusi 359 Seixodl Guntis g uods Luad 1 Wied

151 By Ul Sow V rddSliw o) Sy ads 1l ugliell o0 Round robin adec S, WVgw NAT g0
Ledl Gl JLw,)l aie alled anazdl wols

rolglazll

Wloazl) adsudl ueliedl 3o -)

&>zl ugliedl 3o -Y

Aoz WMogll 3yaxs -Y

aJUl 5olgVU psy adslol Gugliadl 2= tJgV
Router(config)# ip nat pool pool name beginning_inside_local IP_address

ending_inside_local_IP_address  prefix-length subnet mask _bits  type rotary

WUl sac 3oz 0 wloasdl Lde sl 85p>W adslall aSidl (59 Ulgic 53lg Olgice Jgl s3>
round robin aJoc s SJ Type rotary aolsS oi g lsll

(aolel]) a> )l uoliedl aaxi @ Wb
Router(config)# ip nat inside destination list standard ACL_# pool pool_name

IP NAT Outside g IP NAT Inside : &Mogll g0 y0loVl paziws (LU

:Jlo

FIGURE 14-4 Lead distribution example

Web server
[92.168.1.1

P .

e
{ Internet
e

1\_--\‘,____/—__

|nternal
netwark

Web server
|92.168.1.2

soloVI
En
Config t
sJoVl bglnzll
Router(config)# ip nat pool /nside-hosts 192.168.1.1 192.168.1.2 prefix-length
24 type rotary
&l dglnzell
Router(config)# ip nat inside destination list 1 pool /nside-hosts
Router(config)# access-list 1 permit 200.200.200.1
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aJll sglasll

Router(config)# interface ethernet 0
Router(config-if)# ip nat inside
Router(config-if)# exit
Router(config)# interface serial 0
Router(config-if)# ip nat outside

Exit

Show Ip NAT translations Jie=dl wldoc yo,2) paswow JUI 0VI

Jlo
Router# show ip nat translations
Pro Inside global Insidelocal Outside local Outside global
---  200.200.200.1 192.168.1.1 --- _—
---  200.200.200.2 192.168.1.2 --- _—

Yoo, Yoo, Yoo AT VIAN ) Olgiedl Jgs u> NAT (s auosll ol hs\s La

Jlo
Router# show ip nat translations
Pro Inside global Inside local Outside local Outside global
tcp 200.200.200.1:1080 192.168.1.1:1080 201.1.1.1:23 201.1.1.1:23
tcp 200.200.200.1:1081 192.168.1.2:1080 201.1.1.1:23 201.1.1.1:23

Y100, Jl Jgogdl OVglss 1AY, 1 TIA, Y, Y 9 1AY, VIAN )Y ouslesdl Ol bW cus PAT 9o ol s
(YY dainll 08)) Telnet JgSgig,udl plaziwl

oVl Lass Lo )2 show ip nat statistics sJUJ| 0Vl
Total translations: 2 (0 static, 2 dynamic; 0 extended)
Outside interfaces: Serial0
Inside interfaces: Ethernet0

Hits: 98 Misses: 4
Expired translations: 1
lidl sae wlho sac Miss g gulbidl wlyo >ac Hits
Dynamic mappings:
-- Inside Source
access-list 1 pool nat-pool refcount 2
pool nat-pool: netmask 255.255.255.255
start 200.200.200.10 end 200.200.200.254
type generic, total addresses 12, allocated 1 (9%), misses 0
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Jolazd! 2o
Router# clear ip nat translation *
Router# clear ip nat translation inside  global_IP_address local_IP_address
Router# clear ip nat translation outside global_IP_address local_IP_address
Router# clear ip nat translation protocol inside global_IP_address global_port
local_IP_address local_port

Debug a.Joc

Router# debug ip nat
05:32:23: NAT: s=192.168.1.10->200.200.200.2, d=201.1.1.1 [70]
05:32:23: NAT*: s=201.1.1.1, d=200.200.200.2->192.168.1.10 [70]

Yoo Yoo, Yoo ¥ ool Olgisdl Jug=i pis 1T, 1A, + 98 Jowsodl O o JoVI sl
YN @lgic oVl osd 5lam sl Jowy Olgisll g

Il 05 o9 Yoo, Too, Yoo ¥ olssl To1,0,0,0 oo syl @doe o ol ol

YAy, YA Y
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DHCP oo
Router(config)# [no] service dhcp
Router(config)# ip dhcp pool pool name
Router(config-dhcp)# network network number [subnet_mask [ /prefix_length]
Router(config-dhcp)# domain-name domain_name
Router(config-dhcp)# dns-server [P _address [IP_address 2...IP_address_8]
Router(config-dhcp)# netbios-name-server I[P _address [IP_address 2...IP_address_8]
Router(config-dhcp)# netbios-node-type node_type

These types can be b (broadcast only), p (WINS only), m (broadcast, then WINS), or h (WINS, then broadcast)

Router(config-dhcp)# default-router /P_address [IP_address 2...IP_address_8]
Router(config-dhcp)# lease days [hours]/minutes] | infinite
Router(config-dhcp)# exit

Router(config)# ip dhcp ping timeout milliseconds

By default, this is 500 milliseconds. If the server doesn’t receive a reply in this time period, the server will assume the
address is not being used and offer this to the client.

Router(config)# ip dhcp excluded-address beginning IP_address [ending IP_address]

DHCP client ;lp> Router JI Jo= sJUJ| o)
Router(config)# interface type [slot_#/]port_#

Router(config-if)# ip address dhcp
e ol Gasliall Uyl paziuny SJUI LoV
gsidl Joa= aoued
DHCP Server ;o @3> sl vlgiell Jbo,2)

show ip dhcp binding [client_address]
clear ip dhcp binding client_address | *

show ip interface brief
show interfaces

Debug 5 ,<)
debug ip dhcp server events|packet|linkage

14 of 14 NAT and DHCP



