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HAJX‘UA;)”‘&‘?‘“
"Ll ‘";a)‘#ﬂjﬁj" rlas Jd

172.16.210.0/22 host I g 2a) siall 403l () e 58 L -]
172.16.64.0- A

172.16.32.0- B
255.255.252.0 9 isaall o) gis ¢ AND 4lee  172.16.208.0(%)- C
172.16.200.0- D

Wi SOLWK-E
172. 16.210.0 172. 16. 11010010.00000000 and
255.255.252.0 255.255. 11111100.00000000
172.16.208.0 172.16.11010000.00000000

:block size 46 44,k

block size=256-252=4------ 252
Al ol gis ) Jual a1 5 172.16.12.0 A5G Al 9 172.16.8.0 A Al Al §172.16.4.0 (& 4 Jgf gl
Ay AGAN B agase bl ol 5 subnet zero s Y U el 63= 2°-1 s cludd) s 61 172.16.252.0 5 A
172.16.208.0 i 52

172.16.5.68/27 host I L aal giall AW ) sie o8 e -2
172.16.5.32- A
172.16.5.16- B
255.255.255.224 5 ciaal) ol g ¢ AND Ailas 172.16.5.64(*)- C
172.16.5.0- D
i SSLWS-E
172.16 . 501000100 gy
255.255.255.11100000

172.16. 5.64
:(Host o)) sial 4nie (S ¥)172,16.0.0 Al i Y (g3 P ol sie 8 L -3
172.16.0.254- A

172.16.3.255- B
172.16.255.9- C

172.16.2.0- D

Uad 3L JS(H)- E

255.255.0.0 s» default subnet mask i

First host =172.16.0.1

Last host=172.16.255.254

host ¢l sixd 4xie Sy ¥ Broadcast =172.16.255.255

:sub netting s host J) 22= 8 L 172.16.5.68/19 Al o) siall Ll -4
e S8 hosts J <n 13 Ay 540l A8l (Glasd gyl 3 Ll 255.255.224.0 s mask Ll
7=2%-1 5 4 all Sl aae 5 8190 = 2 -2 s hosts

8= sub netting 1 s 254= host I 2=~ A

7= sub netting 41 5 254= host Jl 2x=- B
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7= sub netting 4 5 8190= host 4l 3.(*)- C
7= sub netting J 5 8192= host 4| 2=~ D
8= sub netting 41 5 8190= host I 2x=- E
Olsiall aai 5 4 3a 4S0h JS A host 100 Wl 5 sub netting 4 s 4505 500 (e ¢S5 480k Ll .5
A8l o3¢ canliall Mask W class network B s aaivall
255.255.0.0- A
255.255.255.128(*)- B
255.255.255.192- C
255.255.255.64- D
255.0.0.0- E
7 sin s A ) A8 45 s (laal s)cy 9 zUias 289=512>=500 4 s 4Sud 500 ) zlias Wil Lay
5255.255.0.0 s default net mask cs! J)sad) pai crva B Caall Lia Ll 5 host U (Jlaaal)eiy
255.255.255.128 zua: daleall o3a axy
255.255 [HEEEEEERI0000000
: 3 VLSM plasinly Mask 0S8 (0wl sinll (8 jm pae) [P il gie Jlaidl 4 5 -6
127- A
/28- B
129- C
/30(*)- D
/31- E
(s SYL S sl laa
You have a network that supports VLSM and you need to reduce IP address waste
in your point to point WAN links. Which of the masks below would you use?

A 127 255.255.255.224
B. /28 255.255.255.240
C. 129 255.255.255.248
D. /30 255.255.255.252
E. /31 255.255.255.254

il ) A Le A ) siall Wil 7
192.168.168.0
192.168.169.0
192.168.170.0
192.168.171.0
192.168.172.0
192.168.172.0
192.168.173.0
192.168.174.0
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192.168.168.0/24- A
192.168.168.0/20- B

Crgbisd) 03¢l 255.255.248.0 ¢ MASK 9 192.168.168.0ul grseay Abiladd) ¢y slial) (ha o jidkia <y 21 Jof 36 192.168.168.0/21(*) - C

192.168.168.0/19- D
192.168.168.0/23- E

192.168.168.0 192.168.10101000.0
192.168.169.0 192.168.10101001.0
192.168.170.0 192.168.10101010.0
192.168.171.0 192.168.10101011.0
192.168.172.0 192.168.10101100.0
192.168.172.0 192.168.10101100.0
192.168.173.0 192.168.10101100.0
192.168.174.0 192.168.10101110.0

255.255.248.0 s masks 192.168.168.0 A asilil) Aus ¢y g<id
-Aakalal) 5lell yid) -8
availability 4l dali) cuali MTBE <ala ) Lals(#)- A
Olae o Jaldl) e 3l Jaw s MTBF(Mean Time Between Failure)
availability 4Suill 4al) cuasi MTTR <)l WS- B
Jhall #3aY & 33 (e 3 s MTTR(Mean time To Repair)
Aall throw put 2120 WIS ST sl sae G WS- C
AB-D
ML E-E
: VAR BJL}’J\ )4;\ -9
ol e SMF- A
(Ll addiy SMFE o) zmawall) LED source addiws SME(*)- B
onS calll pld MMF- C
AL sk il aadiy SMF- D
ML K- E
+ 48 pla Adliny Jase addies Lld age ye Ao jull Jale OIS 5 Uadl 3 ga g (s cliball Jus i of B )i 13) 210
Cut and through - A

Buffering - B
Stored and forwarded(*) - C

CRC-D
i SSLKCE
:Congestion avoidanceiSudll e alas 3¥) quini o) apkains gl (ala S salaall (a3 )2 5k sae Jl&5 M) e 6f =11
Buffering(*) - A
Stop- B
Goup- C
RIP v2- D
RNMLEE
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Which of the following adds the trunking header for all VLANs except one -12
3aal o liiuly Al Y1 ddaall IS aead frame Gasa Vian @b s ss tag asday 4060 Y S 536 5l (e
IEEE 802.11- A

IEEE802.1W- B
IEEE802.1Q(*) - C

ISL- D
Both C and D- E

aakalaldl 5 kel g3l 213

:omldd S Router gy Al
LY Router Jhasd Jia 8 4S8 Jae 43184 A
Al dplalial dicliae B
(Sl 4al) ey 5 ddbuall (e ) Jac U da lie- C
Ausll J gkl dali) opals D
Through put(*) - E

VAR BJ\A.:J\ )3';\ -14
oLyl A 5 skl s Terminal/host - A
oVl A 55 symmetric b s Client/host- B
ol s 55 s LS 58 Server/server- C
bi-directional sls3¥1 45l 3 Asymmetric osSi Peer to peer- D
S () E

: oe ke sa switch -15
dliall 2a=ia Hub - A
(multi bridge) Ll 2223 Bridge - B
e JS) Jitie Jlse (- C
BsA-D
CsB(*)-E

aailad e bridge -16
collision number - A
collision domain 2= - B
oS Bandwidth 4es gase 8- C
CsB(*)-D
BsA-E

broadcast domain Jwads a g8 ¥ bridge : 4ala dada
AallAl 5 jladl A 17
ACL o Ay sulall clSusl) fal ainy- B
sl 73 saill (e izl e jell 3 saill- C
A8 Jand dprgadall J)sal) 3 4S8l ool uld s oy o iy D
Both Aand D(*) - E
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£ A jaal liad W Jlu M cpme S il late Lo Capad o g e Lexie 18
d\.u‘):ﬁ\ Glaas dae- A
frame J) Jue b J grdie Juyall 4 (58 63 e 3 - B
frame Ji Jluls LSt Jou yal) 4 &5 M) G 3M(¥) - C
zle Jus ¥ sy Lanie Al Jua ¥ sthall o3l D
DVSE Jaza 5 bl ¢ 55- E
NLE-F

Asasaall AlaY) pa) 219
collision domain J—i » & Y Bridge (*)- A
broadcast 2= Jli&s BRIDGE - B
collision «lelaill axe & % Bridge - C
two BROADCAST DOMAIN s HUB- D
dalide GlSuh sae Jaa ol p2d% Bridge - E

daaaalls jlall 3a§ 20
broadcast Domain ¢« 2 » Router - A
broadcast domain ¢~ J& Router - B
adiae Al ) segment A (e JEBYL e 4a gall- C
Both A AND C(*)- D
Both B and C- E
Al A e 50 50 AT segment ) segment broadcast a5 o e Y router :Aasdle
(broadcast _<: Y 43l i)

CESL (e 20ae 2ae o Jtiall 5 G yall G GEY) by G (380l aSati 4000 el e 6l 221
Gn Juapal) 4l G om0 uSUll 8 ) e Jai el 0 ACK (b 0 () 3380 53 5 Jui i A
Al g dxdy Juw yall L@Juﬁu\&_\;ggﬂ\ LS aae daay JM\@LLE

Buffering - A

Cutand through put - B

Store and forwarded- C

.Sliding window- D

i SSWUS-E
o Olsie () @bl el casal sall sl a8 5 Cal o Bae aile Jsa se sWitch Wl S 1) 222
:Gasy e switch = 4l (MAC address Table (o) Buffer (ea 252 e

Ju,Y) kel Jlu YL A8 A Caulall o i A

Y dalaiaie B

dgasa e Ol sl b ulall Al sale) s C

el sl ) Ui 0L switch 2= D

switch <l s o A pa sall 5 jea¥) paan () dus 0 393 50 Jsaall e () sindl (S A1 13(*)- E

byl Al 4 sl lae W (Flooding)
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Aaklall 4y pal) 23
Peer to Peer heill (e A VOIP Clanki A
Peer to peer il (0 4 Client/host <inli B
Peer to peer Leill (e (& bl adll Clapli C
Both Aand C- D
Both A and B- E
(broadcast domain G=3) ) b Broadcast domain ¢ Jaléill -24
STP- A
ISL- B
VTP-C
VLAN with switch(*) - D
WAN- E
padal) xa (pl ga 90 5 (half duplex) hub plasinls aadiue IS Juaiy) 44 Hha (peddiue 3 e Wal 225
de addiue JS egell Jaadl g8 e glladdl 5 10Mbps de w (i SWitch alasiuls server
: server s Juaiy!
1Mbps- A
2Mbps- B
10Mbps(*)- C
100Mbps- D
i SSLWE-E
s top/down & (e oy dspsaall sy sl 26
g sdall 2l 5l 2l el A
eitall Clillaia 5 & 5 piall Cilaal o e B
Calaa Yl Judas g ASE) 8 Lealiag Al cilinbaill 48 ma- C
lad) il ) 40 5l AGlal) (0 5 sl Aoty el D
CsB(*)-E
:0¥ Routers (e Juadl switches alasiul -27
Routers ¢ L lesi ¢ yul Switches- A
IP address e lalic) dga ol mas5 Router e 2i- B
MAC Address e e dga ol mas3 switches xe ai- C
Routers ¢ lai (=2 ) Switches - D
Both Aand D(*) - E
VLSM e Gl 4ua gill Y S35 50 08 L -28
Which of the following routing protocols support VLSM
RIP-1 not support VLSM- A
RIP-2- B
EIGRP- C
OSPF- D
S L JS(H)- E
-29

Which of the following fully encapsulates the original Ethernet frame in a trunking

12+ 6
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header rather than inserting another header inside the original Ethernet header

VTP- A

ISL(*)- B

IEEE802.1Q- C

BothBand C- D

s QLK E
de yu I3 network card A4Sl Adlay Jlea JS aadiyg 5 e 50 (e 4 58 4805 Lpal (IS 13) 230
rdalad Jail) AS s Aoy 3 3¢ Y1 (o GUlll 3l ) HUB alasial Jla 8 2% 100Mbps

100Mbps .a
200Mbps .
2Mbps(*)
50Mbps .
1Mbps .
lilall Jals 4e yw Jald switch ?‘M‘ Ja @ -31

100Mbps(*) .

200Mbps .b

2Mbps .c

50Mbps .d

1Mbps .e
::\;:\;.4}\ T;Jh.:d\ )3';\ -32

Alae 4805 (e ST e (i hub alaaiul e 3

uuasmu»}si e Jeasi switch aladiul xie b
Alae Al (e ST e diass firewall aladiul xe ¢
.d
.e

‘o oo o

dalae A0S e J.\S\ e Janirouter pladiul e

ds.c(*)
:W\Jpo‘}_}d\)& -33

router 4a sall 53 Firewall <=l o (Sar .2

firewall L2 router 4 sall caely 0 Sy b

Jpasll dda 545 S jall Akl G Jea gl Alia ga asell Z2salll 8 5l A ¢

3_mSl) A ae padin mlassal) Z3gaill

ds.af®) .e
GId G Glalae Yl sda Jali 5 VIAN Sl Slalac) 3 51a) e Y ssme S0 A J S 535 1) -34
:s» VLAN

ISL(Inter-Switch link) .a

IEEE802.1Q .b

VTP( VIAN Trunking protocol)(*) .c
VLAN with switch .d
G le man e
VLAN Management protocol s VTP :ddaa>k
w\ P a)Lud\ Al 235
dihia lgie ST 400 58 4335 & VLAN .a
das) Il dalaall 405N 8 broadcast ¢ %3 5 Bandwidth (= J& VLAN .b
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VLAN (e S8Y (i o e Jlead (Sa ¢
broadcast domain Il 4akaic 45 325 2 85 VL AN .d

P A& b e switch Jase a3 LE 28 53 5l) Liagd ¥ 5 e Ao ) dale (IS 13 -36
Buffering .a
CRC .b

Cut and forwarded(*) .c
Store and forwarded .d
s all BJQ:J\ Al -37
RIP JsSsis ol (e dddsis ST 58 5 RIP JsS 530 Ge dailil) JSLie Jay IGRP JsSsisoill .a

Bandwidth Caul dew L Lay a2l 4y il SLuldll acls 8 IGRP JsS 5501 b
RIP 4 15 Jilée 255 8 IGRP & hop count <l 3l a8y 22all ¢
daline IS Ha (e Gl hagat AR IS 8 Aaladinl (Sa YA Siuw 4Sl [GRPJ S 535 3 .
|E9A
G L JS(*) e
38 - Which of the following routing protocols are considered to use distance vector logic?
Adlal) glad Ghaia aladinY daeall apa gl Y S35 30 oo L
a. RIP-1
b. RIP-2
c. EIGRP
d. OSPF and BGP and Integrated IS-1S
e. (*)Botha,b
39- Which of the following routing protocols are considered to use link-state l0gic?alaiuy saeal) 4 sill &Y S 535 3 4 L
Lyl Al Bl
a. RIP-1
b. RIP-2
c. EIGRP
d.(x) OSPF , Integrated I1S-1S
e. BGP

40- Which of the following routing protocols use a metric that is, by default, at least

partially affected by link bandwidth? Jsall (i sl dlaa s Ji | jilia ol 38 JSGs 4 yiall bl o Al s sil) &Y Ssig 0 A L
a. RIP-1

b. RIP-2

c. (*)EIGRP, OSPF

d. BGP

41- Which of the following interior routing protocols support VLSM?VLSM ac 3 Gl 4dalall aga gl &Y S g p 0 L
a. RIP-1

b. RIP-2

c. EIGRP

d. OSPF, Integrated 1S-1S

e.(*) both b,c.d

42 - Which of the following IEEE 802.1d port states are stable states used when STP has

completed convergence? 4l Clalac Y5 jiiue ¢ & Laxic STRI S 55 0 aladinl die diiall Al o e

a. Blocking

b. Forwarding

. Listening

. Learning

.(*)both a,b

® Qo O

128
é_)ﬂ\ Al _aralac)



6

S\ et N> A v

khaledyassinkh@gmail.com

note: loop aiel i susll J (e 4000 daihall A 203y STP JsS5550

43- Which of the following are transitory IEEE 802.1d port states used only during the

process of STP convergence?iuli e eyl jiiue e (55 Laxie STRIS 535 aladiul die Midll s 8 L
a. Blocking

b. Forwarding

c. Listening

d. Learning

e.(*)both c,d

44- Which answer lists the name of the IEEE standard that improves the original STP
standard and lowers convergence time? STPJsS 5i sl a ) dsalill e & g5l & jlunall [EEE Y S 5551 4 L
a. STP
b. RSTP
c. Root Guard
d. 802.1w
e. both b,d

45- Which of the following RSTP port states have the same name as a similar port state in
traditional STP? RSTPaladiu) e ddiall Alla 8 L

a. Blocking

b. Forwarding

c. Listening

d. Learning

e. (*)both b,d

46- Which of the following routing protocols support manual route summarization2asl acxi 3 4 sl O S5y 5 A L
@l 4 sl
a. RIP-1
b. RIP-2
c. EIGRP
d. OSPF
e. (*)both b,d,c )
47- Which routing protocol(s) perform(s) autosummarization by default?Ssite si s¥) Gadlill ac i il aus il Y S 635 30 02 Lo
el i) IS
a. RIP-1
b. RIP-2
c. EIGRP
d. OSPF
e.(*) both a,b,c
el o LAN Alsal) 4S50 (o 25 -48
Al day ) A s siee S
2l 5 broadcast domain (seca 23] 1) A8
router ahaiul JMA e LAN (e S8 e Jsaall (80 ¢
Ol 3asl g group O Sy el users OsSe ) LAN ) g yei aie Lﬁ)ﬁ)*éj' b ol d
t._;)‘}:}é - , S‘ ~.S

G e S e
49- Which of the following affects the calculation of OSPF routes when all possible default
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values are used? 4iSaall Azl @Y ol JS vie OSPF 4 i s (A Ja 3 e 80 58 W
a.(*) Bandwidth

b. Delay

c. Load

d. Reliability

e. MTU

f. Hop count

50-0sPF runs an algorithm to calculate the currently best route. Which of the following
terms refer to that algorithm? Jai¥) OSPF <l 3 ) 53 (4 Le

a. SPF

b. DUAL

c. Feasible successor

d. Dijkstra

e. (*)both a,d

51- Which of the following affect the calculation of EIGRP metrics when all possible
default values are used?

a. Bandwidth

b. Delay

c. Load

d. Reliability

e.(*) both a,b

ten Gaohll 138 B T hiaa Gkl e Gllud UL 5 Gase a3yl )5S Ledie 4pa 53l Gl 153 (8 252
Static(*) .a
Dynamic .b
Default .c
Buffering .d
e SAS e
Daa] i b € 4Kl ) Al A8 i Cus dalall Cus 400 Ja A0S JS A0 e S Baad Leay )8 3y 53 4805 Lal 53
Al Gl S5 Aalall Ces AN 038 (o ST Baa) 5 4l 25 3 HOST (e S
VLSM(Variable Length Subnet Mask)(*) .a
sub netting olasisb b
WAN ¢ 55 (s lSulll alasinly ¢
Smleds d
s all EJL;.aJ\ sl 54
saal 4S5 8 two LAN segments ¢ b Hardware o= 3_ke 54 Bridge
(physical address) MAC Address g« J<l=3 Bridge
one broadcast domain e 3_)ke s Bridge
4aliaa two collision domain ¢e 3 ke Bridge
G Lo JS(%)
dAaasall 3 5lell (i) 5
one collision domain o= 3 ke s switch (& 3w JS(*) .a
A0 8 faul asliai Caasy Y switch alaaiul xie b
LAN 4idse 4805 o ST e Juani o golaiis switch B e .C
broadcast domain ~_» Switch .d
T D
dagaaall 5 el il _56
saal ol ddaall 4081 8 oSy Lo 8T Bandwidth s broadcast domain osS: VLAN ¢ .a
Security and Flexibility and segmentation LUsis VLAN .b
managed switches e &% -4 5 broadcast domain ! ikic Jads 2 85 VLAN .C
tag e 5480 D13 VLAN e bdasall o tag cea 128,00 <3 VLAN.
Aokl lae e S5 L J8(%).e

D0 T
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ALl 3 ) gl a0 ol sl e aliaY) el A 4] CalaaY) e 6l 57
Confidentiality .a
Integrity .b
Access control(*) .c
Authentication .d
.dsc .e
:Flow control (sl aSacii 408 cilysill o4e g1 -58
.Sliding window .a
Buffering and Congestion avoidance .b
CRC .c
Cut-through .d

bs.af*).e

59 -Which one of the following is the most commonly used layer 2 network device:
A 5 eal) (pe i) Aldall 8 ST andiion A1 Jleal) 2 L

a. Hub

b. Bridge

c. (*)Switch
d. Repeater

“aailad (e Hub -60
2Ll 2aea repeater ske 4 A
one broadcast domain s .b

one collision domain s .c
collisions wlealaill sae 3y 5 .d

Gl K e
A ) A8dall 8 Jasy LaaDIS 5 ST 3l aaay (KU repeater 4sdi 5o aanall iddasdle

61- With regard to bridges and switches, which of the following statements are true?
(Choose three.) Bridge 41 5 (i sully (3la% Lo damia 40 &l jlall (e ()
A. Switches are primarily software based while bridges are hardware based.
B. Both bridges and switches forward Layer 2 broadcasts.
C. Bridges are frequently faster than switches.
D. Switches typically have a higher number of ports than bridges.
E. Bridges define broadcast domain while switches define collision domains.
F. Both bridges and switches make forwarding decisions based on Layer 2 addresses.
Aaaaall 3 jlall 2 62
collision domain . router (*) .a
broadcast <llee (= 3% Router .b
broadcast domain J& Router .c
Sl llarall 45 a5 wkaivy Y Router  .d
L ilaa (4305 Gn Jaay Router e
(= s 5 broadcast domain J= s collision domainds f ikl 5 aslail) (@Wlaw) cililas J j router :idasle
broadcast < ¥ 43 | Broadcast <ildee
:STP 5 UTPEOUIS L o) iU daulluY) digda )l L -63
LSV LSl i
a8l e Gl JLEY) ()
ALl LYY pe A gl LY Qi 53
2oV oo LY Juad
G e S

® oo o
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1¢ 5 (e D3lay UTP padius Ethernet Al 5 -64
RG58 - A
RJ11 - B
Rj45 - C
RS232 - D
bl LS - E
10 Base T & Jae 5l pense aladiuly Jlea (sh O sl ddlin (bl 4 Lo -65
e 100(*) - A
> 200 -B
300 -C
%400 -D
500 -E
:5-4-3 sacldll a3 13 -66
Claane 3¢l K4 el e ssinicl nl 5 3
sieal o goinielal 3, K el ial 5(*) b
Glaae 3@l bl 45,5 ¢
Glaaa 3 ) a4 el nl5 d

e S[LE e
DA Ada cilaglas Jsn sl eliy o588 Al Aleal) L -67
Gl LAY el g
SIEY) s i b
L gll J a5y oS3l ¢
ULl calai(*) .
B ENL TR D
LA i dan sl Y S 55 5 (e 51 -68
BGP(*) .a
OSPF .b
EIGRP .c
IGRP .d
IS-IS .e
: standard tagging s |EEE <Y S si5 1 (e sl -69
802.11 .a
802.1Q(*) .b
802.1W .c
802.3 .d

Aaaaall Alay) sl 270
MAC address g= J<xi HUB .a

Mac address g« J<=iy Bridge .b
Jifiuall Gl sie Gk oo Macaddress Jsas adaish c
Juall Gl sie 325k = Mac address Jsis adei iy .d
dsb(*) .e
csb f
(4l ) Ad 57 La )
b 5Lkl 38 gl

";L:A/ua.rj Lid & gay Lag.é ',(;J'.IS//EJLMIA.J/

Al calda o) 5 Sl ol S
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