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 ،	
����������(ا��ّ�� أو ا�� :router ( ن�و$#" %&'()���, -("#�, أو أآ*�  .����ز &
 ا1("�، ه� 
�ت 2, ٣ا);"(�$�� 2, :9ف 72�6 2, ا����ات وا4�اد�%، �#"�ن 2, =)>  ?�#6# . )OSI(.���ذج ا

�ت ��;�� �GHىI���2 ,2 ل�K#�2�رات ا M�MK$ول وM��#M�MK ا ����و�;(MI PQم اO2 .�4 . �=�م ا
  ). أو أ٣S�I<(=� (و��ا�� ) ٢<(=� (K2�ل 

  

������ ��	
�� �����  

  
PPPOA , PPPOE, NAT, MTU , wireless , SSID , WEP , WPA, WPA2, IGMP  
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PPPOE  

>!��]if! supportLists[��<           >!��]endif[��<  

>!��]if! supportLists[��<�           �	 
���PPPOE ����	 �� ������	 ��� 

Frame Relay �	 ������ ���� � �	 Data   ��!Frames�"#�	 �$ %&��'� >!��

]endif[��<  

   

�           
(� �	 ���(Internet Engineering Task Force (IETF))  ��� *�+$

��+��,	 %�
�- ( �(+ /0�1�	� /
������RFC 2516 �	 +��+ �	
	
�	 �$ /
"� �� 	 -� 

Link sys>!��]endif[��<  

   

�           �	 ���+	 2
���� 3���Data %��+1� �4� �� �	 ���+,	 0��5	 /��� �6� 7
# ���	 

 ��
 %#�#4 �	 ���+	 ��	 %"�#�	data %�+� 2
��8 ��	 �
9� ��� �+'	 2+� �6�� 

���+,	>!��]endif[��<  

   

�           �	 8����Ethernet   �	 ���ATM :����� %����	 �"# /
��8 �6��	 �� ;�	 �$ 

�-+����	>!��]endif[��<  

   

�           ��� %4�'�	 286",	Ethernet'�	 286",	 �� %&��� �(	  ��� %4�ATM>!��

]endif[��<  
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�          %���� ���+� ��# :�1���>!��]endif[��<  

   

�           �
'���VCs �	� +��+�	 ��� /
#	� ISP �� �<	
�	 ��+���'	 �$ +6=� 	 -� VCI > 

?@   ��$ A 0B��	 :��" :�PPPOE ��	 C��#� , VCs   ��� %&��'�session>!��

]endif[��<  

   

�          � �<	
 ��4�	 +$��Bandwidth �	 ���� >���� ���� 7�#� 0B��	 :��"� D+��� 

Voice �	� Data �	 :�8�� *�+1 �� ��� 	 -� A +�'�� �	 ��
� Bandwidth ����	 

 :��" ���� �� %�
��	 �	�#,	 �$ ;�	 +����	 ��� �6�� E��� ���+����	 �=� ���

$ ��+��,	 ��� ��'
��� ���
'����	�(��	 E&� �>!��]endif[��<  

 �           �	 ��$ D� �PPPOE �	 �$ >�����	 ������+��	 �- LANs>!��]endif[��<  
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PPPOA  

>!��]if! supportLists[��<        >!��]endif[��<  

>!��]if! supportLists[��<�          >!��]endif[��<   �	 
���PPPOA   ����� ��� 

 �	ATM �	 ������ ���� ���	 Data ;���5 0	8"	 ��! )53 bytes( ���� �"#�	Cells  

   

�          >!��]endif[��<   �	 C��#�PPPOA   ��! Bandwidth       EF&� �F�#� ��� +��	 

   �	 +	
��Data     �	 ;��#� ���	 Network    �
'��� ���	 PPPOE     �	 �, A Data  ���� 

 �"#�	 %������ 0	8"	 ��! %����)53 bytes ( �	 �"#� %�+������ ����� +�G4 �"#�	 	 -�

Frame   �	 ;��# �$PPPOE  

   

�          >!��]endif[��< �	PPPOA ��	 C��#� PVCs � SVC �	 ���� �	 :�1��� ��# 

Data         �� +5�	 
�"�� 3��� �6�	 ��� A VC     �	 E&� ��� Line       ��G�F� :�1��F� �F�# 

 �	 %�
' �5� %&��#� �����1�IPTV�-+�H�   

   

�          >!��]endif[��<       �	 ��� �$ %����	 �6��+�� 8����Data      �F��	 ���+� +$�� ��� 

 �	 ��PPPOE ��! �4� 10 Gbps   

   

�          >!��]endif[��< �	 ��� �I�	 :�1���Data �	� Voice   �	�Video   

   

�          >!��]endif[��<     �6� ��� �I�	 8����QOS       
��� ���	 �����1��	 �$ %4�'� %���� 

 ��� 
��� �6�, D� � ��4�	� ��
�$ �	 �5� +�'J��	 ���#� ,� �(��	 ���Bandwidth 

 +���  

   

�          >!��]endif[��<  >�1��Authentication     �	 �5� PPPOE      �F��� ;F�	 �	 

 :I�Username and Password   

   



ROUTERROUTERROUTERROUTER  
ISSAM SERHAN DYIBISSAM SERHAN DYIBISSAM SERHAN DYIBISSAM SERHAN DYIB    

  

 
  

  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  



ROUTERROUTERROUTERROUTER  
ISSAM SERHAN DYIBISSAM SERHAN DYIBISSAM SERHAN DYIBISSAM SERHAN DYIB    

  

Bridging Mode  

 �	 :�8��� ���� � �	 +��+��� +�������	 286"	 ��4�� ��� %�
��	 ������	 �$IPs �	 ��� �$ ��#��	� 

data   ��+��,	 ��!� �� 

   

 �	 %�4�' ��&� >"�$ K��	 ��6I� :� ��+��+ ��4�� �� 	 	 �����bridge mode  

 �	 �	
'��	 ����bridge mode���&��'� �����+1�   

   

������� ��4���	 ;��# �$ :  

   

>!��]if! supportLists[��<�          >!��]endif[��< �	 �
'���Bridge mode :� 

 �	ATM �	 ����� 7�# Data �	 ����� �B' �� ATM   

   

>!��]if! supportLists[��<�          >!��]endif[��< %��# �- +��� ������	 / -

 �	� +��+�	 ��� �4��	ISP  

   

>!��]if! supportLists[��<�          >!��]endif[��< �� ����ISP ��� �� +��'� �	 

�1� �	  Static IP �	 Dynamic IP �� LAN  

   

>!��]if! supportLists[��<�          >!��]endif[��< �	 ��( 	 	�ISP 0�1��� 

Dynamic IP �� network �	 ��&� ;��� >"�$ DHCP server  

   

>!��]if! supportLists[��<�          >!��]endif[��< �	 �	
'��	 
���Bridging 

mode �	 %�4�' 0�G�	 ���$ NAT  
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 ��� ��4���	 %��# �$wireless  

   

>!��]if! supportLists[��<�          >!��]endif[��< �	 	 - �
'���mode ;��# �$ 

�	
'��	 ��
� +��+ �� +5�	 1�+ �$ %�H+�	 �8� ����  �	 �
� 2
�Wireless  

   

>!��]if! supportLists[��<�          >!��]endif[��< �	+��+�	 ���� �	 1+����

 �	 E&� �$ �6� ;�4���	 286",	�Subnet mask�6��� ��4�,	 ��� ��#   

   

>!��]if! supportLists[��<�          >!��]endif[��< �	 	 -�Mode �	 *BH�� ���� 

NAT��+�	 �"��  D ��� +DHCP Server1�$   

   

>!��]if! supportLists[��<�          >!��]endif[��< �	
	
�	 �	 D��- ���� ���

 ��� ;4�' %�$�I	Authentication ��&� 
�� M�	 M�	 �
'����	 ������+��	 ��� �	 

�	+��+�	 
#	 ��� %�4�'�	 / -  

   

>!��]if! supportLists[��<�          >!��]endif[��< �	 �I�	 D��- ���� ���

Troubleshooting   +��+�	 	 �6� /
�� �	 %�$�I	  

   

   

 �	 �	8���Bridging Mode  

   

>!��]if! supportLists[��<N�     >!��]endif[��< ��	 C��#� ,

configuration   /
��  

>!��]if! supportLists[��<O�     >!��]endif[��<    ��G���	 �6�  

>!��]if! supportLists[��<?�     >!��]endif[��< ��� �	
'��B� >����

�����	 +5�,	 ����,	 �$ �4'��	 ������	  
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 �	 >���Bridge mode   

   

>!��]if! supportLists[��<N�     >!��]endif[��< 

� 
	8 ���� ;�0�&� ���

���
'����	  

>!��]if! supportLists[��<O�     >!��]endif[��<�	 +$�� , �I&� D� � %���# 

1�$ �4'��	 ������	 ��� ;�	
'��	  

>!��]if! supportLists[��<?�     >!��]endif[��<1����	 �6��	 ��  IP �� 

��+��,	 ��� ��'
�	� %����	  

  
  
  
  
  

MER  

  

 �	 �	 %��# �$ %�����	 / - �
'���NSP (Network Service Provider) ��+��,	 ��
� , 

 �	 �	
'����IP�$  �	 ���MER ��� NATTING �	 �	
'���� MAC �	 �� ,
� IP �-� 

 ����	 +5�	 %�4�'more secure 

   

 �	 ���� 2
�� ;�	 ����DSLAM   ;��� �4�� +��+ �� 0�1��� ����WAN IP   ��'
�� P�'

 �	 %��# �$ ����� ��+��,	 ���NSP   P4'� �6$IP �� 1�$ 
#	� DSLAM �	 ����� 

subnetmask �- /32 �	 	 - +��� D� � IP   �	 �-WAN IP %�4���	 �	+��+�	 :��"� 

 �	 	 - ���DSLAM �	 ����� DSLAM �	 %$+�� data   �	 *�+1 �� +��+ ��� %4�'�	

MAC address �	 %�4�' ��$ D� � A +��+��� P�'�	 MER   ��� ����NATTING 

 �	 �	
'����MAC �	 �� ,
� IP   

   

" ��$ 1��	 2+�4�� �	 ��� ;�4���	 �	+��+�	 :��DSALM  ;�4��+������ 286"	 %��5�� +���

 ���SWITCH   
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 �	�NSP �	 ���
' �
�� ���	 %�+��	 �- Dial UP �� ISP ���� ;��� ��(+�� ����� 

 ��� ��4�,	 �� ���
'����	NSP     

   

 �	 +�
 3�4� ��-�ISP   �	 7�# A ��$ E��� �<��
� 1�$ ������ +�
 �- �	NSP ���	 �- 

 �� %��&�	 ������	 :��"� ����routing   �maintaining �	 ���� �	 ���� ���� ISP ��
��� 

 �	 ���
'web hosting   �	�e-mail  

   

 ��� 
���configuration   �	 �	
'���� +��+��MER :I� ��� �	 >"� WAN IP 

Address � WAN Subnet Mask �	� VPI �	 �  VCI  �	� encapsulation 

mode: LLC/SNAP or VC Multiplexin  �	�Enable NAPT and Enable 

DHCP  

   

  

 �	 ��� *+&�	 %=#B� >"� �:  

   

ISP (Internet Service Provider)  

   

 ��$ISP �	 *�+1 �� ��+��,	 ���
' ��
��� ���� IP �	 �� 08" �5�� +��+ �� �	 +��� �6�J�� 

WAN  

   

NSP (Network Service Provider)  

   

 �	 ��	NSP �	 *�+1 �� ��+��,	 ���
' ��
��� ���� �6$ MAC �	+��+�	 :��" �Q +��� �6�J�� 

�� 2+��� ;�4���	Local Network    
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IPOA  

  

>!��]if! supportLists[��<�          >!��]endif[��< �	 ���+	 %���� �-IP 

packets �	 %��� �	
'���� ATM�� D� �  �	 �	
'��VCI  

>!��]if! supportLists[��<�          >!��]endif[��< �	 C��#�IPOA 286"	 ��! 

 �	 ���+, %4�'Data �	 �� �� :� �����	 �� ����� ��# IP �	� ATM network 

 �	 �	 7�# AIP   �	 ��� ��� 
��� ,Connection �	 ����� ATM;��� 
���   

>!��]if! supportLists[��<�          >!��]endif[��< �	IPOA �	 %�4�' ��
� 

QOS  

>!��]if! supportLists[��<�          >!��]endif[��< �	 ����� ���� ���Traffic 

%����	 20�&� �� 
�8� ���  
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Dial on Demand  

>!��]if! supportLists[��<�          >!��]endif[��< �	Dial on Demand ��� 
 �	 �	 �	 A >�1�	 
�� ��4�,	Connection �	 ���� ��
�� ��� User ��'
�	 %���#�� 

��+��,	 ��� 

>!��]if! supportLists[��<�          >!��]endif[��< �
'����	 3&4� %�	
� 
��
:1( ��� ��+��,	 �	
'��	 �
� �� 2+�$ 
�� ��+��,	 ��� ��'
�	� ��4�,	 ��� ��+��B� 

 �-+��G� �����	 �� 2+�&�	 / -� A ��4�,	  

  
  
  

Dial on Demand  

>!��]if! supportLists[��<�          >!��]endif[��< �	Dial on Demand ��� 
 �	 �	 �	 A >�1�	 
�� ��4�,	Connection �	 ���� ��
�� ��� User ��'
�	 %���#�� 

��+��,	 ��� 

>!��]if! supportLists[��<�          >!��]endif[��< �
'����	 3&4� %�	
� 
��
 :1( ��� ��+��,	 �	
'��	 �
� �� 2+�$ 
�� ��+��,	 ��� ��'
�	� ��4�,	 ��� ��+��B�

 �-+��G� �����	 �� 2+�&�	 / -� A ��4�,	  
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NAT   

  

>!��]if! supportLists[��<�          >!��]endif[��< �	 %�4�'NAT >�� ��� 3��� 

��+��,	� ���
'����� %��'	
�	 %����	 ��� 1����	 +�
 +��+�	 

   

>!��]if! supportLists[��<�          >!��]endif[��< �	 ����NAT �	 ���#�� Real 

IP   ��!Private IPE��	�   

   

>!��]if! supportLists[��<�          >!��]endif[��< 
#	� 8�6" 
�"� %��# �$ 1�$

 �	 0�G�	 �����	 ��$ %��'	
 %��� 
�"� �
��NAT �	 ��� +�������	 �4#� 7�# Real 

IP address �	 ;��# �$ +6=� 	 -� A2+���� USB MODEM �	 �1� � �	 Real 

IP +�,	 	 - ;����� ���� �	 ���� D�  �� 
�J���� A 2+���� +�������	 8�6"�   ipconfig 

 �	 %��� �$DOS  

    

D��-� �� /
�
� ���	
'��	 NAT  

 >!��]if! supportLists[��<N�     >!��]endif[��< �	 

� �����Real IP A %�
'����	 

 ��� �4#� R�� 8�6" �� ��$ %�4�'�	 / - 
�"� �
� K+&� ;�	 7�#Real IP ��� ��'
�� 

 �	 �� +��� 

� +�$�� >�1�� ��� ��+��,	Real IP - �	
'��	 �� �H+�	 ���� A  ��$ %�4�'�	 /

 �	Real IP V4 �	 +��1� �� D� � ���
'����	 :��" �&�� 
� �� IP V4 ��	 IP V6 +$�� � �	 

 �	 �� +��	 

�Real IPs  

   

 %=#B� : �	 

�IP �-+$�� ���	 IPV4 �- 4,294,967,296 �	 �	
'��	 �� �H+�	 ���� 

NAT �	 �� 

�	 	 - �� ��$ IPs �$�� +�H   
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 �	 

�IP�	  �-+$�� ��IPV6 �- 

340,282,366,920,938,463,463,374,607,431,768,211,456  

   

>!��]if! supportLists[��<O�     >!��]endif[��< �	 �, %����� +5�	 ���	 +$��IP 

Private ��� ��� ��+��,	 ��� ������	 :��" ����� �&�'� ���� %����� Real IP  

   

>!��]if! supportLists[��<?�     >!��]endif[��<%����� ���	 2+	
	 +$��  

      

  

 �	 �� %&��'� �	��	 D��-�NAT  

Static NAT   

  �	 �� ����	 	 -�NAT  %��'	
�	 %����	 ��� 8�6" ��� P4'� REAL IP A;� P�' 
+$+�� ����	 �	 �	+$+�� 286"	 �� ����� %����	 �	 ;��# �$ %4�' �
'��� �-�  

    

 

Dynamic NAT  

 �	 �� ��� 

� ��� ���#�Real IP �� ;44'�� ;���5 network   �6�	
'���� ����� 1�$
��� ;�4���	 286",	 :��" �	 / - network 286",	 
#	 �
'��� �	 1+��� ,� A �6��� ��
���	� 

 �	 E&�IP �
'��� 
( ���	� 2+� �� �$ IP �	 �$ ��#����	 �� +'	 Pool of Ips;� ;44'��	  

 

PAR(Port address translation)/NAT overload   

 �	 ��
'��� ��� 2+6� +5�,	 �-�ADSL ��� +��+�	 �4#� 7�# Real IP 2+� �� �$ R��'� 
 �	 ��� 0���Real IP �	 �-+$�� ���	 ISP 
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MTU  

>!��]if! supportLists[��<�           ��MTU   �� ��	 ���� ��Packet   ���
���� ��>!��]endif[��< 

   
>!��]if! supportLists[��<�           !� �� ������ �data   "��� � ���� �� ���

 ��# $�� ��� %� ��� �&��&$� �
' ��������packets ��� packet   ��	 ��� ����) )�%�
 ���byte ( �� ��	 ��� �+�,packet �� � ���� Maximum ������ �, ��-�-	� ��� ���� 

 �� .&�/ �,MTU �� 0+� ��, packet ��� %� ���  �� �1� 2� �& 3��� ��	 !�/� 4�
>!��]endif[��<  

   
>!��]if! supportLists[��<�           �� 2�� �&�� �+�data   �� ��� 4���� 2
 ���

packet   �� �$� 2'�  � �
%� ��  �+�� !�/� 4� ��� %� ���, --	�� ��	�� � ����
 2��5�� �, 6�� 7� ��>!��]endif[��<  

   
>!��]if! supportLists[��<�           �� 8��� �Administrator �� �, ��	��� MTU 

9�5� �� �����:�� ��&' ��; �� 2��5��� .��/��>!��]endif[��<  
   

>!��]if! supportLists[��<�           �� 2�< ���:� ��� .&� 2=	1 7�� ����MTU � 
 ��OS�< ���:� �� �+� ���� > ��:5��� ��=& !�  �� � ���� 3��� ?�	� ���MAX �� ��, 

Data2��5�� 6�� ��� !-@� � -%A� ��  >!��]endif[��<  
   

>!��]if! supportLists[��<�           ��Default MTU �� �, WIN XP ���� BCDE>!�
�]endif[��<  
   

>!��]if! supportLists[��<�           ��Default MTU �� �, Dial UP ���� 576>!��
]endif[��<  
   

>!��]if! supportLists[��<�           ��Default MTU �� �, PPPOE ��� PPPOA 
 ����BCFG ������ �/�- 0-��� 2�%�� 0+� �� -�& H�+�� by default 8 �-/� � ��&$ 

�$��������� ��5�  
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 �� �
' ����
��MTU   �� �, ���I�� 2"1��� 2	�	���Configuration��%&  2A
�/ ��< ����/�� 
 ��MTU2� �&�� 2�%�� ��# ��& ��	 ��%�� 0+� ���/&�   

 �� ��# 7�+&DOS �$� 2����� ��%&�   

ping www.google.com -f -l xxxx  

 ��� �
��� 8XXXX �� 2�< �� MTU�����/& ��  ����   

 ���l �� �� Small Letter �� ��	� L  

 ��'� �+�,Reply   �� 2�< ��,MTU2� �& 2�< ����� 0���/��   

.�� � ��'� �+� ��  Packet needs to be fragmented but DF set ���� 2�%�� 0+� ��, 
�"1�� � ����   

  

 

3I�� 4����� 0+� ��/-�� ��< -< �-/� �� �� 2� �&�� 2�%�� � ���� 2�<  
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�� 2�%�� ���"�2� �&�� 2�%�� � ��   

 

2� �& 2�< �/-� -< �-/� �� �� �&� -�&  

  
  
  
  
  
  
  
  
  
  
  
  



ROUTERROUTERROUTERROUTER  
ISSAM SERHAN DYIBISSAM SERHAN DYIBISSAM SERHAN DYIBISSAM SERHAN DYIB    

  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  

PVC  

� ������ � �� �adsl 2	�� 2-/ �� GC �� �J � ��� .'�  dial up "��� ��� �+� ��	, > 
 �&��&$�� ����� �
' ���� ������ �K, L
: �������� 

   
 H�&� �� �+� �&��channel�&��&$�� ������ ��� �;�- 2	��A   (permanent) �� 0+�� 

channel   � �PVC 2��� ���� ��� Virtual� � ��� �1��Physical    
   
   

 �	 / -�channel   �����# �6�:  
   

B.  �� ���%� �� �� �� ���, ��� ���� �� ���$� 2��	��data � � ��� data transfer  
   

G.  �� ���%� �� �� �� ���, ��� $ ���� �� 2�&�J�� 2��	��data �� ����� channel   .��	 �,
active �� �%&� 4-�� � 2�5& ��&� !� data   � � .��	�� 0+�� �<� !� �,IDLE   

   
 �J : ��DNS server ����$�� PPP �� point to multipoint �� 7���$� �J online   

   
 �� 0+�, H�+�channel � � H�+� ��-/� � �� ��� ��	 0-	 �
' -�, ��� .��/� 2	��A �;�- 
Permanent �� 2��	 �, �� !O-� ����� ��� P��	� $� dial up  
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�� )�' �+�� ) SVC's (Switched Virtual Circuits �� .�, 3�A� !+�� channel   -&' �%,
 �� �� �� �, 2�Q���data   �%& 2�
�� ��%� �/� R/5 ��� 7�+�� �� �$� 9���&� -&' L
:��data 

 � � H�+�Switched  
   

 �� �Jemail server �� �J �&��&1� �;�- ��Q ����� !O� Dial up P��	� ���� ��-/�� S��� 
 �� � -�-��� ���VPI ��� VCI   

   
  

VPI/VCI (Virtual Path Identifier/Virtual Channel Identifier) 
  

  
>!��]if! supportLists[��<�           �� 4"���� ������ ��� L�����ISP � � channel 

 H�&��channels �� ���, �� � ��� 0-�-' Data   �/� ����� ���� � ����
�>!��
]endif[��< 
   

>!��]if! supportLists[��<�           �� -�-	� ���channels �� ���, �� � !+�� data �' 
 � � .&�� ��< L���VCs �� ������ ��%� ���� ��� data   ���channels �� ��  ���� 

 �� ��< L��� �' ������ ����
� ��� ��	 .�1/ �VPI >!��]endif[��<  
   

   
>!��]if! supportLists[��<�           �� 2'���channels   ��  � �Path .� ��  ��� 

 �� ��<�� �
�/�� > �<�paths   �� 2��-� 2��- �ISP to ISP ��� ISP 0+� --	� !+�� �� 
 �� 4"��$ ������ L��� �
' ����� ��� ������ �, 8I�� �� 7�� ���� ��%��ISP>!��

]endif[��<  
    

 �	 ��( K� / -�VPI �	� VCI ��
�	 K� �6�
'��� ���	  

  
Internet Service Provider 

VPI VCI Encapsulation 

Australia – Telstra 8 35 PPPoA LLC 

Brazil – Brasil Telcom 0 35 PPPoE LLC 

France  8 67 PPPoE LLC 

Germany 1 32 PPPoE LLC 

India- BSNL 0 35 LLC PPoA/PPoE 

Italy 8 35 PPPoA VC-MUX 

New Zealand – Slingshot 0 100 PPPoA VC-MUX 

Pakistan- PTCL 0 102 PPPoE LLC 

Portugal 0 35 PPPoE LLC 

Saudi Arabia (1) 0 33 PPPoE LLC 
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Saudi Arabia (2) 0 35 PPPoE LLC 

Spain – Albura, Tiscali 1 32 PPPoA VC-MUX 

Turkey  8 35 PPPoE LLC 

United Kingdom  0 38 PPPoA VC-MUX 

4DV.Net 0 32 PPPoA VC-MUX 

All Tel  0 35 PPPoE LLC 

August.net  8 35 1483 Bridged IP LLC 

BellSouth 8 35 PPPoE LLC 

 ���VCs ��
�� ��-/� �� ��A���� ���  :VPI ��� VCI  
  �� 2�
' -����Switching   �� ��%�&� ��Data �� �<� �
' Port ��� VPI ��� VCI  
   

 
  

  
  
  

QOS   

 �	 �� +�5��	 �6� ��+��	 %��� ���
� ��� 	 	data   �	 / - A %�������	� %��+��	data   ����

 ��� %���� ��=�� >"� D� � A ��5
�#�� �B���	� %���4 ������� D��-� ��
�$ D��6$ ����	 �$ %&��'�

 �	 / -data    

   

 �	 %��-	QOS���	 �$ ����  �	 / - ��� %�data)  �	data  ,�	 �6��� ��� ���	 �- �-,	 ( %�&���

 ,�	 �6��	 ���� �	 >"� ���	 P�'�,	 �-	� ����	  

   

 �	 �����QOS �	 %��# �$ 	
" ;��- VOIP �	� Online Games �	� IPTV �	 / - �, 

data   ����LIVE,�	 �6���+	 ��� D� � +�'J��	 ���#� ,�   

   

' D��-��	 %"+
 �6���	 ��� 

#�� ���	 ��&��4��	 �� �	��	 %��Quality  
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Unspecified Bit Rate (UBR)   

   

   

>!��]if! supportLists[��<�         > !��]endif[��< �	 ��"+
 �� %"+
 �(	 �-

Quality *��1�� %����	 D��- E��� %��-,	 �$ %�������	 �����1��	 %��# �$ �
'��� ���	� 

��+',	 �  

   

�         > !��]endif[��< �	 %�4�' ��� 
��� �-�best effort  

   

   

Available Bit Rate (ABR)  

   

>!��]if! supportLists[��<�         > !��]endif[��< +
( +���� %��- ��&�� ��� 
�+� ��
��

 ��4��	 �(� �6��	 +�H ��� /
�"�	 �� ) ���+,	 %�+� �$ +�'J� 7
#� 
( ( �� ����	 	 - ��$

 �	Quality /+���'	 >"	��	 �-   

   

�         > !��]endif[��< �	 ��"+
 �� %"+
 �-�Quality �	 ��4� ��I� ���	 Data 

 �	 �(�� ��4� ��I� , ���� J1' �(	� 2+�4 �I$�� %��6��	Data �
� :� 3�#4 ���� 

�(��	 ���� 2��	+�  

   

�         > !��]endif[��<
'��� �-� �	 �"# ��$ D� � ��&���	 ���� �data ���� ;������	 

 >�1�� , ;��$ ;���� +�G4Bandwidth+���   

   

   

Constant Bit Rate (CBR)  
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� ��
� �������� +���� *$
� ��	 C��#� ���$ ��+��,	 ��� %�<+� �	 %���4 ������ ��� 
�+� ��
�� 

 ��1��	  

 �	 �� ����	 	 - �	
'��	 >"� ��-�Quality  

   

� �	 �� ����	 	 - �	 7�# Quality   �	 �� ���5 �"# C��#� ���	 �����1��� �4�4' ��4

Bandwidth �	 :� :1��� ��
� 1�$ �- �-+�+�� P4'� Data %��-	 �(	 �+'	   ��� 7�# A

 �	 �����Bandwidth   �����1��� +'	 08"� %��6�	 �����1��� P4'� 08" A ��<8" ��	 ����	

 +�G�	;��-  

   

� ;�+� �4(�� �������	 ��� :�1���� (PCR) �6��# 1'�	 :�1���   

   

   

Variable Bit Rate - Non-Real Time (VBR-nrt)  

   

-    �	 �� ����	 	 - �
'���Quality ��4�	 >�1�� ,� �(��	 ��� 
��� , ���	 �����1��	 ;��# �$ 

 ��
�&�	 ;��# �$ ��� +����  

   

�� ��
�$ /
-��� �5� �	 
�$ ��� �� ���� ��
�&�	 �$ +���� ��1��	 7
#� 
�$ >������	 ��� �"

Data�+'	 2+� ��+� R�� �6�,   

   

Variable Bit Rate - Real Time (VBR-rt)  

   

 �	 �	��	 �-	 �-�Quality �(��	 ��� 
��� ���	 �����1��	 :� ����� �6�, %����# �-+5�	� 

	 ��
� +���� ��4�	 ��	 C��#��%��-	 �(,	 �������� �'	
� �	 ��1��  

 �	 �5�VOIP �	� Video Conference  

   

�	 �� R��'� �-�  CBR �	 �	 �$ CBR �	 �� ���5 08" �
'��� Bandwidth   
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 �	 �����VBR – rt �	  'J� 
( �6$ Bandwidth   �	 ��4� ��� +59� 
( 7�#� B���data 

	
�	 �4� , 
(� %��-	 �(	 �+'	  

  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  

LLC / SNAP  

 >!��]if! supportLists[��<�              >! ��]endif[ ��< �	 �
'���LLC �	 �	��	 R��'� ��� �$ data   

   

�               >!��]endif[��< �	 ����� ����data   �	 �� %���"� ��	packets �� ���+	 ��� packet 

P�' R+� �	
'����  

   

�               >!��]endif[��< �	 ���� �5SNAP ��� Multiplexing    �	 / 6�packets  

   

�               >!��]endif[��< �� /
�#��	 %&�=��	 ���� / - ����SNAP ��$ SNAP �	 ���+�� ���� data 

 %&��'� ���+��(transfer rate) �	 ��� �� +=��	 KG� Topology ��4���	 ��� �	 

Ethernet, or Token Ring   

   

�               >!��]endif[��< �	 S�
 ����LLC   �	�SNAP ���I �	 R�� �	 7�
" �
� �� 
����� ��6I� :� 

 ��data  %&��'��	 �,�����+��	� %�=�,	 ��� ����	 0��5	  
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>! ��]if! supportLists[��<�              >! ��]endif[ ��< �	 ��	VC-Mux �	��	 R��'� ��� �$ �
'��� �6$ 

 �	data   

   

�               >!��]endif[��< �	 ��� ;��# �$ �
'��� �-�data �	 ���� 7�# %&��'� �,�����+� �	
'���� VC-

MUX P�4'�� VC �� �6"�
� ���� �5 ������+� ��� (Multiplexing) ��+��	 ���� +�� �6���+	� 

1�$ 
#	�  

   

�               >!��]endif[��< �	 ���� ��5��	 ���� ��$VC-MUX P�4'�� VC1�  �data �6���+	 ��� ���	 

 �	 ������+� �	
'����IP P�4'�� VC2 �� data ������+� �	
'���� �6���+	 ��� ���	 IPX ... M�	  

  
  
  
  
  
  
  
  
  

PPP IP Extension   

>!��]if! supportLists[��<�          >!��]endif[��< �J ���  4-' ���DMZ, Public 

IP assignment, PPP Extension IP, 1:1 NAT  

>!��]if! supportLists[��<�          >!��]endif[��< �� R��/�� �-/� �WAN IP 

 �� ���� .&� L��� �' > 2��5�� �, �%, -	�� "����DHCP 8�"��� ��%� $ Private IPs 

9��'�� ��%� �&�� 2��5�� �, 0-����� 4"��$� �
'   ��WAN IP �� �<����� �%, -	�� "���� 

 ���  

>!��]if! supportLists[��<�          >!��]endif[��< ��%�� ��� !-@� ����/$� �+� ���A�

 �� 2���/NAT ��� Firewall  ��;�%
�  

  
  

PPP IP Extension  
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>!��]if! supportLists[��<�          >!��]endif[��< �J ���  4-' ���DMZ, Public 

IP assignment, PPP Extension IP, 1:1 NAT  

>!��]if! supportLists[��<�          >!��]endif[��< �� R��/�� �-/� �WAN IP 

 �� ���� .&� L��� �' > 2��5�� �, �%, -	�� "����DHCP 8�"��� ��%� $ Private IPs 

9��'�� ��%� �&�� 2��5�� �, 0-����� 4"��$� �
'   ��WAN IP �� �<����� �%, -	�� "���� 

 ���  

>!��]if! supportLists[��<�          >!��]endif[��< ��%�� ��� !-@� ����/$� �+� ���A�

 �� 2���/NAT ��� Firewall  ��;�%
�  

  
  
  
  
  
  
  
  
  
  
  
  
  

Wireless   

 ��5� .& 2���%��� �%� 2��	�� ����5�� 8�� ��%���� )������� �
' !��	� !+�� �������� "��� ��%�

 �;�%
� 

   

�< �
�/� -< ���� ��� ��� ���� 2�&%��� �1�/$ 2���& !�/$ 2��5 �� �/$ "��� � 4��5$� 4

�������� "��� �' ��� -��� ���� 2,� ��� ������  

���;��/� ������ ��� ��� ���� ���&%��� T�&� �
� ��,�  

802.11a  
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>!��]if! supportLists[��<�          >!��]endif[��<--�� ��� �, ��� 5 GHz  $�

--���� 1�/$ 2���& !�/� ������� 4"��� !� ���� ��&�� �/�-� ?-	�  

>!��]if! supportLists[��<�          >!��]endif[��<� �� �%& 2'� data ��� ���=& 

 ���54 Mb/s   ����	 2�%�%	�� ��&����� �%& 2'�  ��� �30 Mb/s   2��5 � �
�/��

U�/$  

>!��]if! supportLists[��<�          >!��]endif[��< ��� 2,�  �, �5�&� �� 8��� ��

 ���45.7 m�%,   

>!��]if! supportLists[��<�          >!��]endif[��< 2�&%��� 0+�� ��� ��� ���� 4"��$��

 2�&%�� ��� ���� 4"��$� 8 L,���� $Wireless-B, -G and –N --���� �1�/� 2���& 

��� .��	�� -&' H�+� ��I�� 8 ���
 $ ������ � 

<!--[if !supportLineBreakNewLine]--> 

<!--[endif]-->  

802.11b  

>!��]if! supportLists[��<�          >!��]endif[��<--�� ��� �, ��� 2.4 GHz   ��

 ��������� 4"��� �$ 2���& !�/� ������� 4"��� !� ���� ��&�� �/�-� ?-	� �� ����

' ���--���� )A& -&  

>!��]if! supportLists[��<�          >!��]endif[��<� �� �%& 2'� data��� ��� 11 

Mb/s    

>!��]if! supportLists[��<�          >!��]endif[��< ��� 2,�  �, �5�&� �� 8��� ��

 ���91 m�%,   2%
:�� ���$� �/�-  

>!��]if! supportLists[��<�          >!��]endif[��< 2�&%��� 0+�� ��� ��� ���� 4"��$��

 2�&%�� ��� ���� 4"��$� 8 L,����Wireless-G and –N -&' H�+� --���� .��5� 2���& 

 ��I�� 8 ���
 $ ������ ���� .��	�� 
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<!--[if !supportLineBreakNewLine]--> 

<!--[endif]-->  

802.11g 

<!--[if !supportLineBreakNewLine]--> 

<!--[endif]-->  

 V
' �� � ����� ��802.11 b  �I,� 2�&%� V�� ��A5��� 2�&%� ���:� ?�	�  �	��� ?�	�  

>!��]if! supportLists[��<�          >!��]endif[��< �� �%& 2'� data��� ���  

Mb/s WC   

>!��]if! supportLists[��<�          >!��]endif[��<--�� ��� �, ���� 2.4 GHz 

  4"��� �$ 2���& !�/� ������� 4"��� !� ���� ��&�� �/�-� ?-	� �� ���� ��

--���� )A& -&' ��� ���������  

>!��]if! supportLists[��<�          >!��]endif[��< ��� 2,�  �, �5�&� �� 8��� ��

 ���91 m 2%
:�� ���$� �/�- ��&�� ��� ��� -<�  

>!��]if !supportLists[��<�          >!��]endif[��< 2�&%��� 0+�� ��� ��� ���� 4"��$��

 2�&%�� ��� ���� 4"��$� 8 L,����Wireless-G and –N ���� .��	�� -&' H�+� --���� .��5� 2���& 

 ��I�� 8 ���
 $ ������<!--[if !supportLineBreakNewLine]-->  

   

802.11n 

<!--[if !supportLineBreakNewLine]--> 

<!--[endif]-->  

>!��]if! supportLists[��<�          >!��]endif[��< �� �%& 2'� data ��� ��� ���=& 

WCE MB/s��� ���, 2�
�A�� 2'� �� �� 70 Mb/s    
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>!��]if! supportLists[��<�          >!��]endif[��<--�� ��� �, ���� 2.4 GHz  �

5 GHz "����� !��	��  � �;��� � �J�� �
' -	���� ���;����� V
' ���%� $� � �� �$� ���

�<��� )A& �, MIMO �� Multi Input Multi Output ,   

>!��]if! supportLists[��<�          >!��]endif[��< 4"��$� 0+� 2���� 2�&%� �� 2,�I�

4-���� 4��5$� � 4-�A� $� 8��� � ?�	� 2��:
� 2��+ ������I,� ��5� 2 ��&�� �   

>!��]if! supportLists[��<�          >!��]endif[��< ��� 2,�  �, �5�&� �� 8��� ��

 ���250 m   

>!��]if! supportLists[��<�          >!��]endif[��< 8�� 8 ���� �, L,���� ���

2A
�/ ��--�� �, ��� ���� 4"��$������� ��5�� �, ��   

  

  

  

  

  

  

  

 
 

  
  
 
 
 
 
 
 



ROUTERROUTERROUTERROUTER  
ISSAM SERHAN DYIBISSAM SERHAN DYIBISSAM SERHAN DYIBISSAM SERHAN DYIB    

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

SSID 

What's New with My Site?  

Here I could tell visitors about new additions to my site so they'll be sure to see my most recent pictures and 
information.  

�-�-��� X��,�IY� �' ��Z�" [��/\O ]�Ô _�X�]_� �&O �& !�̀�� 2�@_�� ��-a�b� [��&�c�[�[  �� �+� �X�<� V�# X4
�X���
���� X?-	d� 

What's New with My Subject?  
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If I didn't include a news section about my site's topic on my home page, then I could include it here.  

]�ZI�\O ]�e� �&O �+ a  T̀�I� ��	 �̀��/O � <�&� .e&ZI�Ô ]�Ô _�X�]_� �&O Z�J >X2� �;��� ��	A� V
' �X�<�. 

 

  
 
  
  

WEP  

>!��]if! supportLists[��<�           ��WEP �� �� Wired Equivalent Privacy !� 

� ��&������� 0�,�� !+�� ��$� !��  )A&�� ��
 �� �����
� 2;,���� 2�&%��>!��]endif[��< 

>!��]if! supportLists[��<�           �� ���WEP �� ��A5�� 2��  -���� �� ��<�� ��-/� �� 

Data � � RC4 �� �J TKIP �� �, WPA>!��]endif[��<  

>!��]if! supportLists[��<�          	 �� ��%� ?�NIC��A5��   (Encryption) ��� Data 

 .&�� ��A5� .��- 2� ���)RC4 ( ���� ���>!��]endif[��<  

>!��]if! supportLists[��<�            �� ��%� �JReceiver ��A5��� HA� (Decryption) 

>!��]endif[��<  

>!��]if! supportLists[��<�           ;5B5 D��-�Modes �� WEP >!��]endif[��<  

>!��]if! supportLists[��<o       Off -��� �-' ��� Security >!��]endif[��

<  

>!��]if! supportLists[��<o       64-bit .��- ��-/� � 2���& ���I ��A5� ��� 

.A��I� 4��:� ��A5�>!��]endif[��<  

>!��]if! supportLists[��<o       128-bit, �&�� �
'$� ���  �� �+� �Mode 

4�< �J��� ��	 ���� ��A5� .��- ��-/� � 2���&>!��]endif[��<  
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>!��]if! supportLists[��<�           �� L���/� �� �� � ����WEP ��� !-@� .�-/� �� 

2��5�� 9�-� ��I>!��]endif[��<  

>!��]if! supportLists[��<�           �� �� ?�	WEP�� ��A5� -�� �-/� �  ��� �%, -	

 ��� ?�	� > 2��5�� )A& �
' 2
���� 4"��$� 8�� �, 8I�� -���� �+� >��I��� 4"��$�

 �� 8��� ���� �, H�+� > ��:�� $ ���J ��� .���-��� ��&����� 8 .�-Data P��/� �� 

��A5��� -�� �� ����, ��� .���5��� ��&�����   �� L���/� �� �� � 3��� �&� �� >

WEP>!��]endif[��<  

 
  

  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  

WPA  

>!��]if! supportLists[��<�         > !��]endif[��< ��WPA �� WiFi Protected 

Access �� � �&��� ����� �J�� 2�&%� ��� WEP����� �J�� ��A5� ���- ��-/� � 2���&  
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>!��]if! supportLists[��<�          >!��]endif[��<�� ��� ����� 2%
	 �WEP ��� 

WPA2   

>!��]if! supportLists[��<�         > !��]endif[��< ���WPA � � ��A5�� .��- �-/� � 

Temporal Key Integrity Protocol (TKIP)  -�� ���:�� ����/ 2� ��� 

 �� ���, �%�&� 4� �� �, ��A5���Data �� ��� Users �� 8��� � ?�	 > TKIP:� ��  -�� ��

 �� 8 .�- ��� !+�� ��A5���Data ��� ��� 2A
�/ -���� -����� 0-�-' ��� 500 trillion 

 > -��  

>!��]if! supportLists[��<�         > !��]endif[��< �� 8��� 7���� �, H�+�Data 

��& .���5� ��&��� !� R1/� ��  

   

 
  

  
  
  
  
  

WPA2  

>!��]if! supportLists[��<�           ��WPA2 �� � -�-��� ����� �� WPA �,�� ?�	 

 �
'� ��� !�� >!��]endif[��< 
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>!��]if! supportLists[��<�           �� �%, 3 � ?�	Users �
' ��/-��� ��� ��/�� 

 �� �J 4����� 0-�-� ��A5� ���- L��� �' H�+� 2��5��Temporal Key Integrity 

Protocol (TKIP) and Advanced Encryption Standard (AES)>!��]endif[��

<  

>!��]if! supportLists[��<�           ���WPA2 �� ��-/� � �'-� Radius T��&� � T�&� 

 ��Authorization ��� Control��-/� �� �
' ��%���� ��� ���� >!��]endif[��<  

>!��]if! supportLists[��<�           �� � ��'�& H�&��2WPA >!��]endif[��<  

>!��]if! supportLists[��<o       WPA2 Personal ���� ��/5�� ��-/� 1� ��� 

-�' -��� �� L��� �'!>!��]endif[��<  

>!��]if! supportLists[��<o       WPA2 Enterprise �� ���� ����5
� ��� 

Authentication �1/ � Server �� ��� Radius>!��]endif[��<  

 

  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  

IGMP   
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 2A
�/ L�� 8���� 2��5�� 4"��� �<��� ������ ��� ?-	��� ��� 

   

B.  ��$� 2%����� :unicast  

2��5�� �, �%, -	�� "���� ������ ��� �� �$� ���� �� ���  

   

G.  2�&�J�� 2%����� :multicast   

 ������ ��%� �� ����� �K�2��5�� �, 4"��� S��� .�� �   

   

f.  2J��J�� 2%����� :Broadcast  

 2��5�� �
' 4"��$� 8��� 2�'�� 2�� � �� ��� ������ ��%� �� ���  

   

C.  2������ 2%����� :anycast  

��� 7�� .�� ��� 0+�� ���� "��� !� �� �� ��& S�:�� ���� .�� � �� ��� ������ ��%� ��  .�
'
-��� 
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 ���IGMP��� R�/�� ���������� ��  multicast  

<!--[if !vml]--> 
<!--[endif]-->  

>!��]if! supportLists[��<�           �g�  Internet Group Multicast Protocol 

(IGMP) ��� ��%� !+�� multicasting  >!��]endif[��<  

   

�           �� �, .���� ��=��Video streem   ��Online games >!��]endif[��<  

   

�                       ��Ig�� 8 2���5�� 4"��$� -�-	�� ��I�� ���� ��&�� �;� � �� ��� �������� ��%��
 �,group  -	��>!��]endif[��<  

   

�              �� �g�� �1��g � �;�g � �� ��� ������ ��%�users (General Membership 

Queries )  !� �, 4"��$� !� 2,���group �� ��� �I&� �� -��� ���� 4"��$� �� group 
>!��]endif[��<  

   

�           �� ��%�,Users   g� ������ �
' -����(Membership Reports)   �g����� ��%�,
 �� �, 0-����� 4"��$�� 2;�< ���group>!��]endif[��<  

   

�          ��I&� �
' -��< !� -��� $�  �� 4"��� !� group>!��]endif[��<  

   

�                  2�� � � �� �� "��� !� -��� �-&'�Multicast      7 ����
� ��
 ��, !�/$� 4"��1� 
Destination Address �  224.0.0.0 to 239.255.255.255  

   

�          >!��]endif[��<            �� 2��5g�� 7���� 6�� � �&��&$� �-/�  -	� �&��� �-&' H�+�
 �� 2���/ ���A�� ��%& �� 7��, ��-�A
� T��%&�IGMP������ �,     
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PPP Debug Mode   

  

 �	 3���PPP Debug Mode ��� telnet  )+��+�	 �$ ��#��	 ( �	 0	+"	 ���� ��# 
� ��
 ��� �B�
�;� 7
#� ����� �	 UB4	 �	 +��+�	  

 

  

  

8�6" 
<	�$ +��	+�	:- 
1. �	 ������ �	 ��+� , �I	+�$,		 :I��	 �$ +��	+�	 8�6" ������. 
2. �(+ �
'��� +��	+�	 8�6" IP � �	� %����	 %��1 �$ ��� ��1�� �(+ �-�  � �	 +��	+�	 

#�

�������	 ;��	 ������. 
3. �
'��� +��	+�	 8�6" Access List  ���� , �	 �6� U����	 ��� V�# %����	 ������ %��
" �-�
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%����	 +�
� ��( �� �6<���	 C+�'��	 V�� 8"#�	� ���,	 W���� �$ ��#���. 
4. %��1�	 
�8� +��	+�	 8�6" C+�'��	 ��� ��4���� +�"�	 %&�=�� %���5�	 
 
 

��2�ت�)  ا�)Mات وا

� ه\ •;2�� P] 	�
�#�ق اP")1 ا;��4 ا آ*��ا 2� ��$(. O2 ا#���� أو ا*���ق ، [�e P, أن ا&��ة إ4IPv( S (٤ا*��ا
)16�ق)6IPv (٦"P ا;��4 ا��
�	 ه\ا ا�$ S�I ت�hا�  .  

•  P] S�ما����ات اHوI ة١٩٦٠�Ql2 د���I m�nا�e �>��)� o���د�� ��", أن M4#�$م ورp% أن اK�ا.  آ(m�n ا
 q=� q*2 �n��K�م ا&�#���O ا ��]�rات إM(2 q�1$ �2�I �6l� �*�MK2�ت�#����، [sن ا����ات ا�Kه\t ا����ات . ا

 O2 �=]ا�2# ��uدا o�� �ll4#�� )IPv6(ا�e P] P��u��درة w6e S�I اv(. اx �)�=#2 ��p ��Qy س��x ذاآ�ة ذات ،
�عh=�ت اvK  . �Gق 

�ت $�)m دورا 2��{G ,2 q|ل  •���);=q ا ���K�n%ا����ات ا=��l�تا ��6$�&  .  ا

P��>�;Q�  ه\ا ا;�ع 2, ا�)Mات m�h#� 9 ا#��4, ا

١ - ��n�") Cisco(  

٢- ,"�� )belkin(  

٣- �)���
 )Juniper(  

٤- ?$�$ M�)n )Speedtouch(  

���ان) chronos trendchip( -�و��س -٥$ P] O;y  

�م أآ(�&�  : وه;�ك أ��اع آ*��ة 

�ل إ-�رة )=#n9 ع��dsl .���. ا1(") دا�uة local loop) �=�Q2 أو -("�ت ا�� ا()���ع &'()��ت .  

	
��  $)��� ا

 	
ّ���ت ا��I�6 ا�Router �6�#4ا")1�. ا{;#�, أو أآ*� 2, ا���2�ت ��M4#م �)�د وا#(� ��2 ,2��I 2, ا�#� P")- ز�&
 ه� 
�hnا��  

��"�n|�رات ا��"�� وا-��ت ا�اq*2 �(n -("� ا��#��o. ا")1
	 [P <(=� اM4#�� .")1م [P ا�� q�(� �Network layer ا
��v;2 �&��I oK�hyا P#�ت ا=)h*� 2, ا�*  وهP اh(=� ا

OSI (Open System Interconnection(  

	
���ت q�I ا��#�2  

,���#�2 S�I 	
��  : �)�q ا

١ .%"K$ ى��2#  : ���> q']د أ���s��ل ا�hود t�)I إS ا��#=(q) أو أ['q وا
&�(��e �=�م nر�.  

�ره� [�2q=�  : P#�ى $���� و. ٢#Gا P#�ل اnر��ل �ا
&� ا)=#n9ا �&
��hود ا��#=(�� 2, وا P�(6��e �=�م �)���� ا;=q ا
�=���  .ا����e ا

 	�
�#
Mول ا S�I 	
���د أM�#(�Routing table��> �lx ا�����hد  �.  



ROUTERROUTERROUTERROUTER  
ISSAM SERHAN DYIBISSAM SERHAN DYIBISSAM SERHAN DYIBISSAM SERHAN DYIB    

  

�ت&
��  أ��اع ا

�2M=��ت MIة أ��اع ��e ,2 ا�K% وا�2M4 ا&
��� :  

١ . ���;��$m ا��Qlة واM4#n9ا2�ت ا"���ت &
�2Small Office Home Office) SOHO(  

�ت ا"(��ة. ٢�n7��ت ��ودات ا�2M4 وا&
�2.  

� -�آ� &�#;$ P#�ت $�� ا&
��� . CISCOإن أ-&� أ��اع ا&;"�ت &
�م 2��xأ M
�� P�� ���] ،�ً�)�� ,�*�ه�v ا�Cisco.  

�ت&
���م ا�xأ  

�ت &
�م 2��xأ �&��I ل�  .M;nCISCOرس آ�*

��e أم  ,2 	
��� ا�#�Mother board �2آ��� ���� وMeة 2)&��I Or�#$ CPUPى ه�Gأ ���Gدا Ohxوذاآ�ة و  :  

�=�اءة [=.ROMذاآ�ة •  .  

  .Flashذاآ�ة • 

  .RAMوy�ل 1I�ا��u ذاآ�ة • 

 • ��زا ����x ��p Puا�1I ل�yذاآ�ة وNVRAM.  

 • �&
  .Interfaceوا

  

  ROMا\اآ�ة 

��n�nHا �u�������n. ذاآ�ة �xاءة [=. $K�ي ا"�د ا�Mlري nت أ���"2 �(�� 2, أر�#$ :  

 •)power on self test) Post  :(�دهP أول 2� �#% $���K	 M;I ا�x|ع $=�م �K6#  ا#.  

 •Bootstrap  :ت�6���م � ���� q�Q1$��I, 2, اv� qم:  آ�ع {% $=|x�6�2�ت ا q��K$ %#� ا��M��م، v;6�2�ت ا�x|ع و6�2�ت ا  

�مv;6�2�ت ا q��K#�6�2�ت ا�x|ع  .Bootstrap ,2 ع|x�  .، وه� ���� �2�ر 6�2�ت ا�x|عcisco ه� q�K2 ا

 •Mini IOS  :2, ا �ً�u�=�$ q�K�ُ ـROM ـ  .��2 q*�� CISCO IOS���Qy �Iة 2, ا

 •ROM Monitor :�2واHام اM4#n�� �  .��";� اM4#nا2	 �x|ع �Mو�ً

  Flashا\اآ�ة 

�م v� ت�6�2 ,2 �>�Q'2 �4�� ,��4$ P] مM4#�$ واآ�\� CISCO IOS��2و هP ��. 2, ا&�] Or�#� دة�I،   

M�eو . ,��
	 وهP $#�اوح �� �BootStrap=�م q�K2 ا�x|ع اـ . KB ٦٤-�e ��#4�٨% ه\t ا\اآ�ة m�e ا����� و��ع ا
�م �#q��K اv;IOS اآ�ة\ [�I Pض 2)��2�ت ه\t ا\اآ�ة M4#��show flashم اI P]  . �2H���� ا�x|ع اFlash��(�)h 2, ا

�&$���#K2و.  
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 Puا�1(  RAMذاآ�ة ا�y�ل ا

�� �
	، آ�� $�ود���� ���K�ت �q"1 داu% $#'�, ا�MIادات ا���)� ��n)� ا�وال w6K$ 9 ا&;" Puا�1I ل�yذاآ�ة و Pو ه �&
ا
 qQ1���م [�&� Q'2 ��p�<� و$)�ف v;
	، و$"�ن 6�2�ت ا���-� S�I أداء ا)2 q"1� �&
�O2 q2 ا��M4#م، $7{� ه\t ا�ا(#�

  ا�MIادات

.  

 �2Hم اM4#��show running-configurationاآ�ة\� ه\t ا�e ,I �1"  . [P ا

 [ ��زا ����=  NVRAMذاآ�ة ا�y�ل ا)1�ا��p Pu ا

��ا
&� و هP ذ �
	، آ�� $�ود���� ���K�ت �q"1 داu% $#'�, ا�MIادات ا���)� ��n)� ا�وال w6K$ 9 ا&;" Puا�1I ل�yاآ�ة و
 qQ1���م [�&� Q'2 ��p�<� و$)�ف v;
	، و$"�ن 6�2�ت ا���-� S�I أداء ا)2 q"1� �&
�O2 q2 ا��M4#م، $7{� ه\t ا�ا(#�

  ا�MIادات

.  

 �2Hم اM4#��show startup-configurationاآ�ة\� ه\t ا�e ,I �1"  . [P ا

 �&
  Interfaceا�ا

 ,���رة ��ت ا���)�;=q ا 	
���ت M(#2دة، $#ql آq وا
&� O2 -("� 42#��6، و�=�م ا&
�ل ذات واl$ا �h=� ,I رة�)I �ه 	
��ا
�ت&
�ت I(� ا�ا")1  ه\t ا

 .�&��ص G ان�;I �& �&
� ا)M�M 2. آq وا�
	 q*2 وا
&� آ(q اـ ه;���S�I �e ا#��ت ا&
�ت ا�Ethernet ���K, ا�ا")1� 
LANا2;� و�#��ت ا&
   و����n 2, ا�ا

 �(nا��ت ا")1�
	 و��I	��pWAN ا�#�ا2;� �������n m�K ا �&I�ت و��&

	 S�I اMI ��#4� ، . qxHد ه\t ا�ا���K#�ي ا
 \6;2 S�IEthernet \6;2و Meوا WANوا  Me) ن�دة �"�IISDN BRI (q*2 ت�&
�ا���ت أوا�2 $#)�� &
��  : $)�ض �)� ا

 • �2Hاshow interface	
���ت [P ا&
���O ا�ا ��2�"� ا�K  . ا\ي �)�ض ا

 • �2HاShow interface serial 0�;�(2 �&
�ا ��2�"� ا�K  . ا\ي �)�ض ا

 • �2HاShow ip interface briefي �)�ض\� آ�[�� q*2 ا&;"2�ت ��lxة و�l#42ة و�2)�   

IPaddresses	
���� �&
� آq وا�eو ،.  

  

  

                                      ROUTER CISCO     

������	 +��	+                                               

�ت &
�2 P] ع|x�  q���$cisco ا

١ . P$ا\  .q�Q1$POST اK6  ا

٢ .�K$ د�آ q�Q1$و q�bootstrap.  
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�م. ٣v;��2�ت ا�� ,I �K)  .ا

�م. ٤v;��2�ت ا�� q��K$.  

  .ا(I �K, ا�MIادات. ٥

  .$q��K ا�MIادات. ٦

٧ .q�Q1#  .ا

  

�م v;  cisco IOSإ���د ا

�)q��K$ M اـ bootstrap م�v;� ا�x|ع اCISCO IOS�K)$ P(�)h، �#% ا(I �K, ا�e P] ،ا��M�   

�م [P ا\اآ�ة v;�4 6�2�ت ا�� ,IFlash�")1�ول ا�x|ع 2, اK$ M
�$ % أي P] ��"12 -("� ا�x|ع M;Iه� �)�q إذا و
M.  وإن 
 OrوRXBOOT ـ�4�ر ا��GH وOr ا� ا;2��ت ا(ROMMON .�K، وإن % �;�° �(=S أ2���I m�$�$ :  

١ .q��  .K6$  إMIادت ا

  .K6$NVRAM  إMIادت اـ . ٢

  .P] �K)�Flash ا\اآ�ة . ٣

٤ .�")1�ول ا�x|ع 2, اK�.  

٥ . Or�  .RXBOOTا���ء 

٦ .��  .ROMMON�ء �Or ا

�ve|2  : ,و��;I ف�(� أن m�� �")1�و� ا�x|ع 2, اK�IPs ةMI��ورة وه\ا G ,2 ,"�2|ل �2���ت ا&
�� CDP ا
(CISCO Discovery Protocol ( ـ�4�ص 1�ف ا"#n9ل ا�آ�و$��CISCO.  

  

  

 
��6"���	 C���	� ����� %�+� 

8�+� CISCO ��6"���	 C���! V�� Routers  ���	�$ �
'���  K��	 �6I�� %��� �� +5�Q 1�+
 A��G�� ��=�� 2
�8� ��6"���	 / - Operating System �	 �5�� Software  � �
'����	

��	 ;��� *�1� IOS %���� X	+�4�'	 Interconnecting Operating System .  
�,
���	 X�I�Q %�+��	 S��� ��� Switches �� +�5��	 �  %44'���	 286"Y	 ) ���$ X�4�4' �

������ ��
� *��� VOIP  2
�
"�	 (�Q
� ���	 � X����� %$�+��	 �,�4�,	 ������ ���� �#� .  
V�! *+1��	 %��"�	 / - �$ ���#�� ;"���	 ��� %�����	 ��-�&��	 K� Router  ��� �� �" �

V�� ;1���! ���� ��- ;���1� �,
���	 ��� Q
�� Switches ��	 K� :� � >����� ��� �B�

%���� �� ��� %��1 .  
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;"���	 ������ Router : 
 
 
*  ������	 ��� 1�+�� �
'��� 8�6" �- ;"���	 A%����Y	 ;�&�=�  %������	 �������	 /�"�	 +��� 
�
#�

 �6��� 1�+� ���	 ������	 / - ��� A;�Q V��� 6"Q +�� �������	 / - �����, �I$Y	 +���',	 *�#� 28
 1�+�	 A%&�=��	 / - ���� � %����Y	 %&�=��	 �6��� 2
�#��	 �- .  

 
* �$ %<	+�	 28���	 Cisco Router ,  E&� D���� ;�Z$ ;"���	 �"# �Q ��� R��'	 ��6� ;�Q

�Q �$ 2
�"���	 %��'	
�	 �������	  +'[ ;"�� A :� D� � X�6����� �B(\	 %���� E&�� X�I�Q ���� �
��G�� %�=�Q %���� �$ ;����� � 
�#� :��1� 8���� �6$ �6�	+	
4! �&��'	 ��6� ���	 �$���+���� 

��6"��� P�'�	 ��G���	 ��=� �5��� �� �- � >��#�	 ��I �B(\	 Cisco S6�� ���	 �  %��+1�	
��G���	 %�=�Q �	+	
4! � �6�+	
4! � ��6"���	 �	��Q RB�'	 :� �6�	  IOS �6� %4�'�	 .  

 
 �4�	 �$ %�����	 %#&%�+�� %4�'�	 ��6"���	 �� %���"�  CISCO RB�'��  RB�'	 � �6�	+	
4!

����1���	 � >����� ��� �6��"#Q � �6�	��Q . 

 
 
* �$ +��	+�	;������ � R �
��	 +�������	 8�6" ;��� ;���+�   %��'	
�	 A;�
� �6$ Processor  �

%�(9� 2+�	  X�I�Q ;�
� RAM , �$ 2+�	 �	 ���  V�! ����� ;"���	] ;"���	 ������ �-Q �5�� 0	8"Q 
 A������ �B���	 �	 - ���� � %��'	
�	 ;"���	 .  



ROUTERROUTERROUTERROUTER  
ISSAM SERHAN DYIBISSAM SERHAN DYIBISSAM SERHAN DYIBISSAM SERHAN DYIB    

 
 

 
  

 
�������	 :  

 
1 – RAM : 	
�\	 ��#� %�(9� 2+�	 �� ���	 �	
  
� =&#� �� ���	 � ;"���� �6��'
! A ;��� �- �

8�6"�	 �$ 2+�	 �	 8�6"�	 ���  
( �-	��#� �$ ��� �� �Z$ ��=��	 *BH! %��# �$ ;�Q V��� �
��	
=&#� �� 	 ! ��I +'[ ���� �$ .  

 
2- ROM : �6�'	
 �$ ��#� Boot Strap �$ ��#� ���	 � :��� ;��# �� +5�Q �6�'	
 �6�� 

;"���	A%��# �,�#�	 / - 
#Q �� � Password Recovery  �� ;"���� ��'
�� �
'��� ���	
;��5� ���� �! � V�# +� %��� ��'
! ��
 ;���. 

 
3- Flash Memory : >�4�	 P+��	 ��� �6��� �$ ;��� ���	 � Hard Disk  >���#�	 �$

 �
��	 A ��=� �� +5�Q �Q %'�� ��#� 2+�	 �	 / - �
	
�\	 IOS  �
'��� � �	 � ;"����� P�'�	
�	
'��B� /
	
�\ ;"���	 V�! �������	 ��'
\ . 

 
4- NVRam : %���� +�4�'	 �- � Non Volatile Ram +�G�	 2+�	 �	 �Q  2+��1�� ) %���5�	 (

=&# ��� �6�$ � Startup Configuration Fie �
'����	 R���	 �Q  ;"���	 �B(\ A 	 - �
���	� +�	�Y	 �	
'���� ;"���	 
	
�! 
� ,! 
"	��� , R  
	
�\	 
� �6=&# A , R���	 	 - �Q �Q

�6=&# �5 
	
�\	 %���� 
� ,! 
"	��� .  
 

> P�'�	 ��'	
�	 >��+��	 �����	 ����	 ���� � Cisco Router  %<$ ��O^__ Series . 
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�5�� ���	 � ;"���	 �$ 2+�	 �� :�+Y	 �������	 �- / - �  *+1��	 ��� R�� � ;� %���<+�	 �������	
R�� � ;"���	 	 - �B(! %�&�� U+� V�! V�# ;"���� 3"�� �B(! *��#�� �������	 / - ������ ��� 

%#"�� %<�� �$ ���� ;�<�6� .  
 

�B(\	 %���� : ( Boot Process )  
 

�#	+� �� �$ �B(\	 %���� P�'�� ����  
1- %�#+� �- � > V��� �� ��� Q
�� � ;"���	 ��G�� POST ( Power On Self Test )  �6�$ �

�+"� " %��#� �-+�H � %(�1�	� 2+�	 �	 �Q �� 
�J��� +���'	 ;"���	�� �Q �� 
�J�� V�# 2
�  0��
%#�#4 %�&�=� 2+�4� ��� . 

2- �6��� :���� ���	 %��#�	 
�
#� %�#+� �- � �B(\	 �	8# �B' �� ;"���	 Boot Strap  �- �
V�� 
��� 2
�
� �	+���'	 �6�$ %�8#  , �Q �B(\	 %���� �$ �
'����	 �'
� 	 ! �� A U+� ���� �

X��#, �,�#�	 / - .  
3- 
	
�\	 ��=� �� %'�� �� 7#��	 �6�$ ��� IOS  %#�#4 2+�4� ��� A2+��� �- �  R�� ��

 ��� �� :�� ;�#��� +�G4` � NO��6"���	 �� %&��'� �	��Q �$ 
�8� 
( �Q �G��  .  
4- 2+�	 �	 �� %#"���	 %'���	 ���#� ��� Flash %�(9��	 2+�	 �	 V�! RAM . 
5- R�� �� 7#��	 ��� Startup Config 2+�	 �	 �� �B(a� 8-�" � 3�#4 NVRam , �  D��-

 , �Q R���	 	 - 
"	��� �Q ��! �����# A%�����	 %�#+��	 V�! ������ 	 - � .  
6- V�� ���� X����� 
� � 86"� R�� �� 2+��� �- � �	 � R���	 	 - 
"	�� 	 !  ;"���	 	 - A ;�Z$

�� �B(\	 %���� ���� � ;��G�� ��� %#" A
"	��� �� 	 ! ��Q  2+� ��Y ;�<�6� ��� ;"���	 �Q D�  V��$
%1�	�� /9�G�! �� 
( R���	 	 - �Q �Q  �
'����	 A%<�6��	 %��# V�! ��'
�	 ��� %��#�	 / - �$ � 

Setup Mode %"�+� ��� ��� ���� 3��4 ���� V�# +��	+�	 .  
 

 �<�� �J�� 
( ��- � A��4�,	 ������ R�� ���� ��4�,	 �� ����� V�# /+$	�� >��1��	 �- �� � ;"�
 ;� A2�1'�	 V�! ������ 	 - �  %�����	 A � �6����Q � ��4�,	 *+1 � �<��� V�! *+1��	 ��� R�� 7�#

�6�	��Q .  
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;�"�+� *+1  
:��" %�����	 �<����	 *�+1 �� �6�"�+� ��� %��� %&4� +��	+�	: 
- �	 *�+1 �� Menu 7�# �- �����6��� �����	 ���� b� ��� 1��� D�  
- �	 *�+1 �� Command Line %��+1 �Q +�	�Y�� %"�+� 
- %��+1 Setup Express *�+1 �� ��� %�+� %"�+� %��+1 +��� �-�  +���'Y	 ���� %���	

B5� ��� 0	�� ����"Y	 ��� 
�	 %��+1 +���Command Line :��"� ��#��	 ���� �6�B' ��$ %�
���+��	+�	 �'	
 R<�=��	  

 

 
 

����2 ا�او$� %#� ���#�qu اn��� 	��I ل�GM I, <��� ا
 

- Telnet ���> ,I ��2�) ا#�;��e o �#% اGM�ل ��او$� وا(Mأ [P ا
�-�ة  I Consol Port or Data Serial, <��� ال -)2 �$��)�"��, ا�او$� وا q�y�#��e �#% ا

��2�)  I Hyper Terminal, <��� ال و�#% ا
�دي I Browser S�I, <��� ال -(ا"�(��$� ��e  ���> ,I �#% اGM�ل ��او$� 6l#2 ���> ,I° ا

���  Http IP Address//: آ#
 
  
  

������	 +��	+ 
	
�	  

  

 ��� ����+��	+ ���
� Router � Router1 F� Q
���� Router: 
 
- 	 ��'
��+�������	 :� XB4�� ���� �Q >"� ;�� F�	 %1�	�� ;��� �'
��Telnet F�	 �Q 

Command K+�&� A X	 +��	+�	 :� ���4�� ���Q �c	 Router  
������� :I��	 �����:  

 


�� PHP: 
Router>   

 
- �� 2+��� %���"� ���1�� d ��6&��\	 %�B� %$�IZ� ���( 	 	 �c	  

+�	�Y	  


�� PHP: 
Router> ?   

 
- +�Y	 R�I� �	 >"� +��	+�	 
	
�Z� 0
��� enable �-
��  

 %�B� +6=�� #��� 	 -� �c	 +��	+�	 �'	
 ���	 
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�� PHP: 
Router> enable  
 
Router#   

 
 
- ������ ���	 +�	�Y	 W+�� ���	 ��� 	 6$ d ��6&��\	 %�B� X�I�	 ��&I	 	 !�  

�6�	
'��	 
 


�� PHP: 
Router# ?   

 
- +�Q >��� +��	+�	 �� C�+'�� Disable  
 


�� PHP: 
Router# disable  
Router>   

 
- +�Q �	
'���� D� � /
	
�Z� Q
��� �f�	 Configure terminal  

	 - V�� +�Y	 ����� ����	  
 


�� PHP: 
Router> enable  
 
Router# configure terminal  
 
Router(config)#   

 
-  �c	 
�+�;����� Router1 +�Y	 	 - >��� 

hostname router1 �$ W+� ��� ����	 
 


�� PHP: 
Router(config)# hostname router1  
 
router1(config)#   

 
 
- �J� ���	 :� ����	 	 6� +�	�Y	 >��� +� %���� +�+� %��� :I� 
�+� ccnalab �-  

� +�+��	 %��� cisco +��	 %��� 


�� PHP: 
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router1(config)# enable ?  
 
router1(config)# enable password ccnalab  
 
router1(config)# enable secret cisco   

 
 
- �c	 +��	+�	 �1I�� IP ����� 	 	  

int +�Q V�� ��1GI �-
�� tab +�����	 V�� +6=��  
X��<���� ����	 	 6� interface X��1 A 

ethernet0 %����	 �+� C+'� �- $R�I� W+� ��� A +��	+�	 �  
���c	 ip �5 subnet V��  

g	+$ ��6��� ��	���	 +�Q A
#	� no shutdown ;�4&� ,� ��4�	 V�� %����	 �+� ����: 


�� PHP: 
router1(config)# int  
 
router1(config)# interface ethernet0  
 
router1(config-if)# ip address 160.10.1.1 255.255.255.0  
 
router1(config-if)# no shutdown   

 
 
- C+'� �
'���� �c	 serial0 V�� ���+���	 C+'� �-�  

+�	�Y	 E&� >���� +��	+�	 ;�1�� %�����	 ip  


�� PHP: 
router1(config-if)# int s0  
 
router1(config-if)# ip address 175.10.1.1 255.255.255.0  
 
router1(config-if)# no shut   

 
 
- V�� ��1GI 	 	 Ctrl R+# V�� ��1GI �5 
z ��� A���� ���� �	
	
�,	 �� ��"+'��$ ������ W+�: 
 


�� PHP: 
router1(config-if)# ctrl-z  
 
router1#   
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- +�Y	 >��� X��<�6� +��	+�	 �� C�+'�� logout : 
 


�� PHP: 
router1# logout   

 
 
- >+"�� +��	+�	 �'	
 
��� �c	
+�����	 >�1 2+��	 / - =#, A2
�
" +�	�Q : 


�� PHP: 
router1> enable  
 
password: cisco  
 
router1#   

 
- %����	 ������ �� P'�� ���1� +�Y	 	 -: 


�� PHP: 
router1# show ip interface brief   

 
- C+'� ��� XB�4&� ���1� +�Y	 	 - 

Interface W
# V��: 


�� PHP: 
router1# show interfaces   
 
17. Display the active configuration in DRAM by typing:  
 
router1# show running-config   

 
 
- �$ ;=&# �� �� P'�� +�Y	 	 - ���1� NVRAM +��	+��� P�'�	: 
 


�� PHP: 
router1# show startup-config   

 
- �$ %��&�	 �	
	
�\	 +�Y	 	 - =&#� NVRAM : 


�� PHP: 
router1# copy running-config startup-config   
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- �$ �6=&# �� ���	 %��&�	 �	
	
�\	 W+�� NVRAM : 
 


�� PHP: 
router1# show startup-config   

 
 
- +��	+�	 ��G�� ��=�� %'���	 �(+ W+��: 


�� PHP: 
router1# show version   

 
- &�	 �,�����+��	 
-����+��	+�	 �$ %��: 
 


�� PHP: 
router1# show protocols   

 
-  �(+ +��	+�	 
	
�Z� Q
��� �c	O: 
 


�� PHP: 
Router> enable  
 
Router# configure terminal  
 
Router(config)#   

 
 
 
- ;������ ����� router2: 


�� PHP: 
Router(config)# hostname router2  
 
router2(config)# enable secret cisco   

 
-  �- ;�(+ ;�'��� � �	 +��	+�	 7�# A2
�
" 2�1'�	 / -O^__�� %��� C+'� ;� 
"���   

��� Fast Ethernet V���� Fa 0/0  
;�1�� 	 � IP +�Y	 	 - �$ ���: 


�� PHP: 
router2(config)# interface Fa 0/0  
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router2(config-if)# ip address 160.10.1.2 255.255.255.0  
 
router2(config-if)# no shut   

 
 
- +�	 �	
'���� �� X	+�+�� W+� �Q >�1�� 	
	
�\	 :I� �� C+'�� show ip interface  

brief: 
 


�� PHP: 
router2(config-if)# ctrl-z  
 
router2# show ip interface brief   

 
- +�Q �
'��� Ping U�"�� ��$+1�	 ��4�	 �� 
�J���: 
 


�� PHP: 
router2# ping 160.10.1.1   

 
 
 

  
��2�)��ل *2  

Specify the level to execute the following commands ? 
�؟ِ�  2ّ3دْ ا�.-!,ى �َ!()�' ا&وا$ِ# ا�! �

� Copy    Privileged 
� Show Run   Privileged 
� Show Flash   User & Privileged 
� Hostname   Global 
� Interface S0/0/0  Global 
� Enable Secret   Global 

  



ROUTERROUTERROUTERROUTER  
ISSAM SERHAN DYIBISSAM SERHAN DYIBISSAM SERHAN DYIBISSAM SERHAN DYIB    

 
  

Router > enable  
Router # conf t 
Router (config) # hostname Waleed 
Waleed (config) # line console 0 
Waleed (config – line) # password cisco 
Waleed (config – line) # login 
Waleed (config – line) # exit 
Waleed (config) # line VTY 0 4 
Waleed (config – line) # password cisco 
Waleed (config – line) # login 
Waleed (config – line) # exit 
Waleed (config) # enable password cisco    ! From user – privil. 
Waleed (config) # exit 
Waleed # disable 
Waleed > enable 
 
 
 
 
 
 
Password : cisco 
Waleed # 
Waleed # conf t 
Waleed (config) # enable secret class   ! From user – privil. 
Waleed (config) # exit 
Waleed # disable 
Waleed > enable 
Password : cisco 
Password : cisco 
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Password : cisco 
Bad secrets  
Waleed > enable 
Password : class 
Waleed # 
 

  
  
  

 
Ahmed # conf terminal 
Ahmed (config) # Int S0/0 
Ahmed (config – if) # IP Address 192.168.15.1  255.255.255.0 
Ahmed (config – if) # Clock rate 56000           ! It is DCE (Female) 
Ahmed (config – if) # no shut down 
Ahmed (config – if) # exit 
Ahmed (config) # exit 
Ahmed # show int S0/0 
Ahmed # show run-conf 
 
Huda # conf terminal 
Huda (config) # Int S0/0 
Huda (config – if) # IP Address 192.168.15.2  255.255.255.0 
Huda (config – if) # no shut down 
Huda (config – if) # exit 



ROUTERROUTERROUTERROUTER  
ISSAM SERHAN DYIBISSAM SERHAN DYIBISSAM SERHAN DYIBISSAM SERHAN DYIB    

Huda (config) # exit 
Huda # show int S0/0 
Huda # show run-conf 
Huda # copy run start                         ! To save the current configuration  
 
Huda # ping 192.168.15.1                    ! should  work  
Ahmed # ping 192.168.15.2                 ! Should  work 
 

 
  

Huda # conf terminal 
Huda (config) # Int Fa0/0 
Huda (config – if) # IP Address 192.168.14.1  255.255.255.0 
Huda (config – if) # no shut down 
Huda (config – if) # exit 
Huda (config) # exit 
Huda # show int Fa0/0 
Huda # show run-conf        ! Remember this does not work from user 
 
 

  
  
  

%����	 � +��	+�	 �	
	
�	 ��� %�&�� 

 
 
 

 ���
� �	 K+�&�� ^�
'��� 286"	  1 , 8�6" R�I� 
 
 

1- > 286",	 ��4��� �( switch/hub �5 R�I���� ;�4�	 
 

2- �	 ��1�� �( 286",	 :��"� dhcp �4#��V��  static ip  
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3- �	 K+�$�� ��1 �- D�
� ��=��	 windows D� � protocol �- ip/tcp 

�I	+�$	 ��5� 
 

4-  �
'����	 8�6" V�� �'
	 ) �	^ 286"	  (+��G�� �(� 8�6" ��� �	
	
�,	  
 

B5� 8�6"�	 ;� ���� ��,	 ip B5� 

#� : 192.168.1.2 
8�6"�	 ���� ���5�	  B5� R��'� :NhO,N^j,N,? 

:��"�� 	 �-� 
 

�	 1�I	 �,	 Gateway 
����� B5� ���� 2
#	�  

Gateway: 192.168.1.1 
 

	+�'	� DNS 
�8�� V�� 	 - D�
� %�
'�	 

 
 

5- �	 %�+���� �(%��1 Printer / �<�I�	 3����	  
 

 
  
  
  
  
  
  

 
  

+��	+��� �
���	 %(B�  
�
���	 8�6" �- ��"�
�	 2+��! ������\(DSL)  %�+� �� ����� ��	 %�<��+6��	 ��"���	 ��#�

�,�4�,	 � ��&�����+�������	 %G�� %��6&� ��"�� DATA Signal. 2+��	  'J� +��	+�	 �����  ��	
�	
 �=��� ���� 286"Y	 V�� ��8���) 8�6" ���N 8�6"� �-�� :(�� >�1 O:(�� >�1   �����- ..

�(+ �� >�1��- �	 �"��� ����1�	 ������ +��	+�	 IP 10.0.0.1 U�+� B5�  �� �������	 ������
+�� ��+��,	�(+� �6��#� :" IP %����� �B' �� �6��1 ��	 8�6"�	 %��'	
�	)  
1��� ����..  

 
 �
���	 =2+��,	 ������	.  
 +��	+�	 =:�8���	.  

 

 
�دي وا�او$� ا\ي 2)	 2�دم ا�6ق ��, ا�او$�( ا
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�),ن او الC!�ا DE F�G,H I)J.K دم,$ MN$ 'ي�ا #Hاو#� P ه, ان ISDN او Leased Line  MP ,م ه,TKو
 UCآ �JWX�ود اYK Z[ \$و ]^#!^_� ل,E2�وا `Ca�ا F.NP  U�Cb cCaK Mbا^,ا dNPو ]^#!^& P IPSharer 

eه f'.,دم ه�ن اgآ F.N�ا eه MH#Jhو Interface &ت ا JWX� P  U!JWj DP#P م,T�hى#E.  
  
  
  

� �Ul,.C ت�N�Wa�ا F.N�ا ��  ا�
  

 V�	 ����� ��(+1�� �	 �- +��	+�	 ��� 2+�$V�� %��� �� ��4�� �� Interface 
( b� �	 ��� 

��� +��	+�	 ���� �5 ��� +��	+�	 �'	
 D+�����	 �+�� ;��� Routing ��� �� 1�+ �Q  ������	 / -

V��� %��� �,�����+� *�+1 �� Routing Protocols ��4�� �6�&�=� �	Packets  ��
W+'Y %��� 

 
  
  
  
  

��6"���	 �� ����� 
"��: 

 
1- �

#�� R+� ;"� +'Q,	 R+1�� ��4��� �- '�� R�� ���	 �	+����	. 

2- V�! �8#�	 ���+Z� ���� ;"�� �I$Q +��� 
�
#� ��
� 2+���� �
���	 +����	 

 

 
�-

#� R��� +',	 �� �I$	 +��� 
"�� R��� �	+����	 �-�� ���� dd+��	+�	 

 
�� �I$	 �	+��� D��- :�1���  W+',	)+$�� �	 +4(	 �	X��(�  ( %��
 ���� ����� D��- �	 ���( 	 Z$

 ���+$@_+��	+   +',	 ��� ���4	� XB�)%���#�	 �$ 7
#� �� 	 -� (�$ 
�"�� ��6"���	 / - �� XB� 
 
�	 �6��� >+(	 �6�� 2
� �
��;��� � �	 +��	+�	 :� 7
#���� ���
� +��	+�	 ����   ��+� ��������
+(	 

#� V�# 	 �-� ;��� � �� *�+1 >)*+1 2
� �� 2
#	� %��+1 / -�)  +��� �	 

#� 	 6��

+��� *�+1 �� ;��"�� �	 ���� ��G�� +��� D��- ��� 	 	� �I$	 +'	. 
 

 

%�
'�	 7�# �� ��6"���	 �� �	��	 2
� 
"�� �"#�	�: 
 

 

ReXf g  وcdJ ه-واMa ^QJاهK[] ^_ KزWXQY Z K[Jى RST KDUST آKQب آGHIJKL ADSL Modem  MNH اCDEة
 [KDEoت WXQYى KDUST اkElmJ؟ ان ه]Kك

 

 :WrQsuJام اJC[UJ^ واWrQstام اWJاKDEo] ^epت -1

 

�KIa �eق ��XUL MN]� اWrf KDaم وg~Ks اaMQaZ{ وWYW|f اUJ}Kرات اKyJد[gUXf  k هvw اKDEoUJت
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WXL KD[dJي وwJر اK{UJKL ظK�QTtKL مoyf Z k]C|Jا gsMf ان �Q]WrQsا. 

 

c] Kً�Yت اناKDEoUJا vwب هoN�   ^JKQJKLو ke]Kآ KDeYo|f GNIQ{f Z ةMNHم آCT KDe�f نKNTZا �XL ^_
vwه Wy�f مC|Jا. 

 

2- �fKdUeJ مWrQ{f تKDEo] ةMN��Jا: 
 

�yJ قlإ� RQY Gateway ^وه KDNe�  MHXUJا ^[Xf- }aMQaZا gm] KD[] MHت اآKHd�L �JK�Y�L مoyfو 
gXSf KDaا KDfاCNU] c]ة ا وW�}aMQaZا kdH� �e� �y_ WTز واKDSآ MD�f ن�L KDNe� gUXf MfoNHUة آCDE 

Residental Gatewar 
 

3- �e� مWrQ{f تKDEo] ىMHdJت اK{s�UJق اKIa: 
 

vwه RST نodY }aMQaZا k]Wp WYوCf CاآM]ت وKX]KSJا ^_ KدهoEو cdUYو Rr� ةCDEZا ISPs  MHQXf
c] ة اWXJت اK]WreJ ًاM�a تKDEoUJا g�_ا�eI�] KU~دا KDNe� �eIYو KDL مoyf ^QJ Level 3 Model 
  
  
  
  
  
  
  
  
  
  
  
  

��"�n|�ت ا")1  ا9
&�ة ا��P] �2M4# ا
������� 286"Y	 / - �
'��� %����B�	 ������� %������ 

N�) Router 8�6" �-� �
��� 1��+� �J� �-	
#Y �=��� ���� ������ ��� 1��+� dsl  %6" ��
%�+J�� �	+������ %����, 286"Y %$�=\�� ����� W+'Y	 %6"�	 �� )�����, ��
� ��� 	 !)  ����

%����	 :� %��'	
�	 %����	 1�+� �6$ �������� �	+�������	 ��� l����	 ��� %�"+�'�	 ( dsl )  
"���
E�� ���� +��	+�	 :� S�
� �
���	 ���� 286"Q 2+�+I��� 

 
 Access point2) �� 1��+� 8�6" �-�286"Y %� � �	 ��4�\ +��	+�  �� 2
�� *1��� �$ %�$+1

 +��	+�	 ),� ����� 286"Q ;� 1��+� +��	+ D
�� ���� �J�  , %� � �	 ���� �I+Y	 +�
�	 �$ �����
�$ ����� E��Q :I� D����$ ���5�	 +�
�� �4�  �I+Y	 +�
��� +��	+��� ����� 1��+� ���5�	 +�
�	

%� � �	 7�� ��������+�
�	 �����  �����, ���5�	) 
 

 Bridge(3)  �����, ������ ��� 1�+� �-� )�$ +��	+ ���� �J�  R��'� +�
 �$ +'[ +��	+� +�

��61�+� %��� ��� C
+� 8�6" C��#�$(  
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=>? @ABCD CEــ راوJاSpeedTouch 
 
 

 
 
 

CEاوCJدي ا MN OPQRSJ  
 
TU اااااااVWه 
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@>YWJVZ @P[P\J اد]^إ CEراو ]P>YJا `EVE 
 

V>JVa bع وهb>dU efز رVhiJا jU ]kbB نb\B 
 

192.168.0.1 
 

10.0.0.138 
 

efأو اي ر 
 

op^ qrsE لbSubآ wxsE ey z[{SQJا+VrU CSuإ Control+Enter CEاوCJا @R[} zS[PJ 
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 �VZ^[ادات E]B]k @R[} VWrU zS[ة u M\J<[أ
 
 
 

  �Cx{U رةb{Jض.. ه�� اCrJ wBC�Jه�ا ا op^ �CAu سVAQJVZ ر�b{Jا MAPARJا .  
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 Bridge راوCE ؛ هZ �]BCu O[ون اEVE ]P>YJ` راوCE هB]RE VWPp^ VW[ إ�SN[ام
 

OQrB M\J أو CEراو Router 
 

CEاوCJا ا�hZ @rة را��PU وه�� 
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eأه VWة هbd� 
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 (ا��V{Eت VS�Eر� ?<\@(وهV>^ bرة ^T إeN ا�SYQJ[م  User Name : اVP�Jر ا�ول
 

MuV�Jر اVP�Jا : Password ود�QJوا =P� صV�Jي اCYJا efCJا qP� jsE @آC�Jا O>f TU =J 
 

�JV�Jر اVP�Jا : Confirm Password efCJا ]Pآ�SZ صV� bوه Vه]rZي وCYJا Next 
 
 

 
 
 

M\J =Z صV� وردbNVZو ePu زرbB jو� jPdSYE VWأي ه ]B]RE م]^ jPdSYEورد ؛ وbNVZو ePu زرbPZ إ� CEاوCJا op^ لb�]Jا�[ ا jPdSYB �  ءM?
 VhآCEدةوV^إ ]W^ لb�]Jا zBC{Eو eNا� =WU �pdB � ا�hZإ^[اد و CEاوCJا 
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%����	 � *+�'��	 +��	+�	 :� �����	 
 


"�� �# A 
+&��	 ��+��,	 1' �$ %�+����� � ��4#�� >���Q �Q %��+1 ��
�	 K� �$�4#� 7 
1' �$ %�+����	 %�����! V�� %�+���� ���� 2
� ADSL �B' �� A 
#	� ADSL Router A  ���

 �4�j ���� )�(Y	 V�� >�	�# (�����	 11'��	 >�# :- 
 

Users ----> ADSL Router (Firewall) ---> Internet 
 

��+��,	 �4� �6�$ ��� %��� �Y 7�#  %���Q +�1'! ;"	�� �6�J$)'	
 ���6"+�' � %����	 �). 
 

��+��,	 %�+��� %��+1  �6I� +�  ���#Q R�� ��Y	 %�#�� �� 2
�
� ����� ;"	�� %��+1�	 / 6�
�� ����� :� �����	 V�! %$�I! ��4&��	 +��	+�	. 

 
�- �6� �����	� ����-,	 >"� %���<+ 1��� %����5 D��-:� 

1- +��	+�	 V�� 2+1���	 %�����! 
2-%<�� 0�1'Q� ��$+���	 W
�  0	+
��	 
3-�+���	 +	
"�	 :� �����	 
4-������+� :� �����	 DHCP :<	+�	 
5-��� Listening ;� 2+���	 �8#�� ;�&� +��	+�	 V�� 
6-V�� ��4#�	 2+�1'�	 � %��-,	 V6��� �$ ������ 
7- %1#� / �'�	 GateWay 
8- ��=#B� %�6� 
 

1- V�� 2+1���	 %�����! +��	+�	: 
 
!��+��,	 :�8��� ���� � �	 +��	+�	 V�� 2+1���	 +��6�	 ��1��	 	   � - �&$ %����	 0�I�	 V��

����� *+�'� +��6�	 	 - V��� %��#�	 Networks Hacker A  ��
 %����	 / 6� b� +�� , 7�#
�6�� +� ����� �	 %�
+
 ��" A ��6� �	 �1��� A ;��� $ A ��+��,	 V�	 %����	 �B' �� +�� ��( ��

� 
�
" +�
�� 2
�
" %��I� 0����� +��6�	  %����	 +�
� �	 ����	 ������$ A��4,	 +�
��	 ;�� ��� ��
;���� :�
�� ;���� ��4,	  ���� %��#�	 / - �$ �, A ;�"�+� 2
��	 � +��	+�	 3��� ;���( 
�� ,	

�����	 +��6�� 2+��� ����� V�	 �
9� 
( 2+�1' ��$J�. 
 
 
2- 0�1'Q� ��$+���	 W
� %<�� 0	+
��	: 
 

>#�4 � %����	 +�
� ���� ��
�� �- ���+����	 8+��6�	 D#I� ��  � %�6� +� %��� :I�� +��	+�	
%��4,	 %����	 +��G� V��� ����#	 Default , ����#	 �  �
� 
�$ A +��	+�	 V�� %�+� %��� :I�

V�� >"� , A +��	+�	 V�� %�+� %��� :I� ,	 +��6�	 &�� �	 *�+1 �� +��	+��� ��4�,	  Port 
 &�� ���� ��(�,	 �=� � U��&� Telnet  A +��	+�	 ��1��I� �$ ��
���� +�
��	 ���� ��� �#��&�

����� W+� ����#	 �  2	
	 %1�	�� +��	+��� ��4�,	 ,	 D��� ��$ %�6� %�+�) A E���� �	 8�
�� 0	��
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E����  �I$	 ( >�+"� %���� ����%���� *�+1 �� 0	�� %��+1 �J� %�+� ����� Dictionary �Q 
BruteForce D����J� �6��5 � %�+��	 %����	 V�� �4#� R�� ���	 V�	 ����� ��IH �&$  �����	

%��4,	 �6�&� %�+��	 %����	 ���� ����#Q � A ��=��� 
�
" +�
� 0���J� Default  ���� ����#	 �
+�
��	 ��Y %6���� Username . 

 
 
3-:� �����	 �+���	 +	
"�	: 
 

 �+���	 +	
"�� D�$+� 
��)��� P�'�	Servers +	
"�	 E�� � �
��	 �+���	 ( ;� �����	 %$+� �
+��1�� ��	 ��( A %�����	 D����# ��I� D�J$  � �6��
'��	 
�� � %���,	 ������	 �� ����#� 2+�$

�- � A 
�#�	 m � %��+1�	 �#"� �� ��
�� ��� � A %�4 �	 %�6� ���� 0	�� %�+�- %���� ��
� %�#B��	 �� V�'� � R�'� V4���	 Trace  �� �8# �	 ������	 �
� V�� +��	+�	 1��I�� ����

R�� A 

#��	 �	���	  �$ �(��	 3�� 	 	 m	 0�� �	 �
�( ��I�� �$ ��4&���� %����	 U+�� ��(	
A �������	 ��� �+���	 +	
"��� 7�# ���
' >"# �	 A ��+��,	 %��� ��'
 �� P�'�,	 :�� D�

%4�' �5� �6��� KaZaA %�����	 D� 3�4� �I�	 � A���� 	 &�� �
'��� 2	
	 �	 S���+� �	 �	 
�	 %����	 C+�' �� �,�4�Y ;#��� 7�# �� +��	+��� ��#��	 �6�'	
. 

 
 
4-������+� :� �����	 DHCP : 
 

DHCP +�4�'	 �- %��"� Dynamic Host Control Protocol  ������+��	 	 - ���� 7�#
������ :�8��� IP  �B' �� D�  � A %����	 �$ %��I� �6<�1�	 ;��� D�  � A %����	 �$ P�'�n�

��4�,	  %����	 �� 2
�&��,	 �� ;��'� %��I� �4#� %������ �4�� �� ��$ A %������)��+��	 - 
 
+	��� +��$	 ���&��  (� � A
�&���� D�  � �6� �����	 +��6�	 :�1��� ��# D��- ��  � %����	 ��

 1�$ /
#�� �-
+	��)��"+�' ��4�	 E�� � �'	
�	 �� �6� B4�� ��� ��) A  +��6� 
"�� B5�$) ��1��	
��� +��	+ *	+�'	 (�- 
�+� � A %������ �B4�� �����#  /
#�� %����	 �� 2
�&��,	 � ��4#�	

 %��� 2+�&���8��� ���� 2+�&�	 / - �$ B5�$  ��+��,	 J1� %���� ;"	�� �- � �6� 	
" +��� R��
%4�'� � +��	+�	 ��
�� ����$ ��1��I� DHCP ���	��� 0�1��� +��	+�	 � %����	 ���� 7�#� IP 

/����# �4#� ��� 1�$ 

#� �	 �I�	 ���� � A %����	 �$ %��I� D��� � �	 
�#��	 �- � �6��� 
MAC Adress P�'  V�� +
���	 
�#��	 �- 	 	 A %����	 �$ %��I� V�� ��4#�	 V�� +
�(

�� 2
�&��,	  �$ %��I� V�� �4#� , ;�J$ %����	 V�� +'	 P'� �	 �'
� ��
�� � A %����	
� A %����	 ;�	��� 1��I�� ��( � +',	 P'��	 	 - ���# ��6� IP �	��� V�	 IP  %����	)���
� (��$ 
�� �4#�%��I� V. 

 
 
5-��� Listening 2+���	 �8#�� ;�&� +��	+�	 V�� ;�: 
 

�$ 

#� �	��� V�	 �6��+1 *�� ������ �6� %�8# �	 A %��+1�	 / - %1�	��  +�� %�������	 %����	

	��	 �	 +	+I	 V�� �6<	��#	 �
� � �64#&� � �	 � +��	+���  +��	+�	 ����$ A 2+I�) �� +�J�

+��6�	 ( ��8'��
#	� R�� V�	 ;� 2+���	 �8#�	 :��"  V���� A +��6�	 

#� �� >�# ��&�� 2
� �	
�6�&� %����	 Sniffing �� �6�#+� 
( �  +
4� P#&� D���� �-
� A *��� ��I�� �$ ��(



ROUTERROUTERROUTERROUTER  
ISSAM SERHAN DYIBISSAM SERHAN DYIBISSAM SERHAN DYIBISSAM SERHAN DYIB    

V�	 �6���#� � ���8#�	 ASCII D����� �� ,
� �6�<	+( Hex �+��	 ��=��	 �	 . 
  

6-��� �$ ������ V�� ��4#�	V6 2+�1'�	 � %��-,	: 
 

%$+� D���� +��	+ V�� %����	 D�+1�� 
�$ User & Pass :� %����	 / 6� ISP  �� A �6� :����	
������+� ��1��I� ��&�� P#$ �B' PPP : Point to Point Protocol  ��4�	 ��J� � �	

:� ISP V�	 %$�I,�� A R��- 1' *�+1 �� ������ ��4#�	 V�� D�+
( DNS  � %������ %4�'�	
��4#�	 D����J� A 
�,	 V�	 ;�B��	  �� ������ V�� ��4#�	 A ���+���,	 
�+��	 ������ V��
������ �5� %����	 V�� P'� PC ID - MAC Adress - Time Taken  V�	 %$�I,��
�	 D���� 2+�1'�	 %G��� ������ +���,	 /
�+� A %����	 >#�4 R��- �(+ �5� �6$+�����#	 � ��� 

;�	���. 
 

7- %1#� / �'�	 GateWay : 
 

+��	+�	 V�� +1��� �	 �+
( �� ��� V�� / �'�	 D����J� ;�J$ Server  %�+�- ������ �$ ;�
'����
%�����( +�H ����#	 �  �4�� �5 U��&� �+�� %1�	�� ������+� �	 *�+1 �� ;� �4�� D�J$ A

 %�#I���)�	 +� � �- %�#I�	 Server �	 GateWay �	 �	+�+� %�#I >��# ���� � 
Trojan) �� D<�6��	 D
�� � 3�� D����J� %����	 Logs  �<,
�	 �� :1��� �-
�$ A +��	+�	 ��

V�	 %$�I,�� A D�� ��� %�����	 Ping +��	+�	 �� . 
 

Hacker ----> Internet ----> Hacked Router(GateWay) ---> Internet ----> 
Victim 

 
V���%����	 / -  Bouncing V4����� %�#I�	 ��( 	 J$ A Tracing %��+1 V�� Passive 

Trace :1��� R��$ �� ��	 �"�� �-
�� � A *+�'��	 +��	+�	 �� ;����� D��$. 
 

8- %�6� ��=#B�:- 
 
- ��� %����	 C+�' V�	 �'	
 �� �,�4�,�� ��#��	 �- 
�
#���� ���+��&�	 OutBound � A  �I�	

��%����	 �'	
 V�	 C+�' �� ��4�	 �	  InBound. 
 
- +��	+�	 ��G�� 
�� ���	��� V�� �4#� ;�J$ IP ( ����#Q 	 �- ��'	
�	 A �"+�' � ��'	


NhO,N^j,N,N�Q  10.0.0.1 	 �6$ �"+�'�	 ��	 A jO,Nh].XXX.XXX ����#Q ) 
 
- +��	+ ���� ��
�� �#� � �	 8�6"�	 D	  
�
#���� 
4�� , ���J$1'� 
#	� A %�<��8�$  $��� 2
� � 

ADSL � �"Q �� ���+',	 RJ45�$ >��G�	 � +��	+�	 ��� ���� >��# ���� �	 ���� ����#	 A  
��=� 
�"� �	��,	 / - Linux ������	 :� W�(	 ;�Y. 
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TBزVhk TU Cاآ� TPZ qdPYZ qP\pN� q\>? ا^[اد CEاوCJام ا]�SNVZ  

 
 

 
 

jU OUVrSJا qPpQ^ OriE qP\pN¡Jت اV\>�Jا VPkbJbW\E لVQrSNان  ان ا jPdSYE �P� quوCU Cاآ� =ZbNV�
 و اM� OAWSE ¢u اVRuء ZVrJVZ opYSE= اz[{SE qPp^ qps[QJ ا�uCSu¢ و V�Eه[ ا�¡U= اq}V�J و �oS ان

 .J�WU ¡{SU= و ذu� =J= دا�b\E VQن
TU q^bQiU j>Su =Z صV�Jب اbNVRJز اVhiJ qP\pN� q\>? q�Vات ان ا�bd�Jا 

 routers ا�VPSر ا�دوات و اjdAJ و اCJاوCEات-1
  ا�دوات bAuم OP}bSZ اjdAJ و-2
  �<w ا^[ادات اjdAJ و ا�دوات-3
4-=Z صV�Jب اbNVRJا OP}bEoJا  q\>�Jا 
 routers ا�VPSر ا�دوات و اjdAJ و اCJاوCEات-1

Mه oJا�و �bd�Jأ ا TP¥P? oJج اVSRu VWو ه qUز¡Jر ا�دوات اVPS�VZ (M\pN� CEراو wireless Router 
 و M� �C�bSU VhrPQk اbYJق Wireless network adapter آCت ?<\M\pN� q) وب
ا�op^ qP\pN  هb اVhiJز او ا�داة اbAE MSJم bSZزqB ا�?Vرة Wirelss Router اCJاوCE اM\pN¡J ان

jBزbE و ¢uCSu�VZ لV{Eا� qPpQrZ مbAB VsBو ا qPWrQJا ��hkرة  ا�V?ا� C>^ qPWrQJا ��hkا� oJل اV{Eا�
 qP\pN¡Jا .�Vuر� ادb{Jا C¨uا  

 
M\pNا�ا q\>�Jت اCآ VUا wireless network adapter بbNVRJا op^ آ�CP�  مbAB و =Z صV�Jا

M\pNا� CEاوCJا jU بbNVRJزك اVhk O}و qPpQrZ Wireless Router . �Vuرة ادb{Jا C¨uا 
Pic2 

 
 OP}bE اjdAJ و ا�دوات-2

 اqP\pYJ اTPZ qJb}bQJ اbNVRJب و اbQJدeB او اي راوbAu eB]f CEم VZزاqJ اZV\J¡ت اq\>�JVZ q}V�J)أ
qJ RJ45  �PRZ راسCJVZاوCE ا�bZ M\pNاpN qdN= اq\>�J اVrJدي ا�Jي  DSLال bAuم bU OP}bSZدeB)ب

q�CD نb\B ¢uCSu¡J ª{�QJرت اb>Jا M� M\pNا� CEاوCJا M� MuV�Jو ا eBدbQJا M� ا�ول Wireless 
Router Internet port ر�b{Jا VQآ  

Pic3 
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 qPp^ ¢uCSu�VZ آVQ اb{Jر� bAuم OPx�SZ اbQJدeB و اCJاوCE و u¡�» ا�q�V اb>Jرت اV�Jص
Pic4 

 

 
3-w>�M\pNا� CEاوCpJ ا�^[ادات Configure the wireless router  

q\>�Jت اC\Z qrU MEVB ي�Jا =pYJVZ qpP}bSZ مbAu M\pN¡Jا CEاوCJا OPx�E ]rZ  =Jب و ذbNVRJا M� ديVrJا
qP\pN¡Jا q\>�Jا ¬BCrE و qEا^[ادا w>� و qSiUC>Z مbAWJ qPp^ .ا�زرق =pYJر� و ��» اb{Jا oJا C¨uا 

Pic5 
 

 
pic 6 

 

 
VZ^[ادات اCJاوCE و اMSJ  و u[�op^ O اJ}]qR اu Internet Explorer q}V�J]zS اuCSWJ¢ اآbp>Yر

T^ ر�V>^ نb\E IP address TU qPp^ لb{RJا T\QB و qZ صV� ام]�SNا� OPJد manual  MEVB ي�Jا
qrU  

Pic7  
 

 
M\pNا� CEاوCJVZ نVS}V�Jور اCQJا qQpم و آ]�SYQJا eNا O�]u  

Pic8  
 

 
ة و ا�آ�E C[او� �M اbh�QJر TU q^bQiQJ اCJاوCEات ip address هVW اeN ا�SYQJ[م و آqQp اCYJ و ال

 اbYJق



ROUTERROUTERROUTERROUTER  
ISSAM SERHAN DYIBISSAM SERHAN DYIBISSAM SERHAN DYIBISSAM SERHAN DYIB    

RouterAddress Username Password 
Com 3192.168.1.1://http admin Admin 
Link -D192.168.0.1://http)leave blank( admin  

Linksys 192.168.1.1://http admin Admin 
Netgear 192.168.0.1://http admin password 

qR[} zS[E فbN ا�ن M\pN� �Bb>SJا T^ �R>u VhWU ادات و]^ا� Wireless Tab رةb{Jا VQآ 
w>sZ مbAu  ل�^[ادات q\>�Jع اbWJMixed qPSJV� M� CEاوCJل اVQrSNا op^ TBدرVf نb\u oS� =Jوذ 

qP\pN¡Jو ا qP\pYJا 
. T\QB ان b\Bن اي ?Mء VS�Eر� و jsuSSID or naming your network اquV� M� q\>�pJ VQN و

  Ru ey save sittings]» ا�^[ادات op^ wx�VZ ا�Jر u Enable]Or اVP�Jر
Pic9  

 

 
qBVQRJا^[ادات ا oJا�ن ا SSID or naming your network 

oJه� ا�u qP\pNا� q\>�Jا qBVQ� و TUVZ صV�Jا �Bb>SJا wireless security  
Pic10  

 

 
CP[�SJع اbu ر او�VS�u web encryption  VW١٢٨و هjZCU M� jsu ey ¢Z  phrases  ءM? اي

 key1 , key2 , key3 و TU q^bQiU VWJ Ch¨E ا�رVfم �BCu Generate M[� و op^ wxsu ا�Jر
,key4  موbAE او ان Vh>S\E ان �iB وه�� CP[�SJا zPEV[U Mف  هbN =u� ]WSYU M� Vh¨[� و Vh�YWZ

]rZ VQP� VhkVSRE 
  V{E¡Jل q\>�JVZ اqP\pN¡J ا^[اد Vhkز اbNVRJب-4

TPZ O{SQJا�زرق ا =pYJا O{[E ان jPdSYE ا�ن  q\>�Jت اCآ ¬Psu ey M\pNا� CEاوCJب و اbNVRJا
  ا�M\pN اoJ اbNVRJب

P 
 

 
ic12 qrdf T^ ر�V>^ bه VWوه USB oJا q[BCrSZ مbAu ش و¡[Jا q>�E  q}V�J² اUاC>Jا ¢P>�E ب وbNVRJا
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  هu V¡�» ا�qubAB ا�uViZ Ch¨E MSJ اW^q^VYJ[ qZ و اBCrSJ]Vت TU اCAJص اVk z>{B oS� ³�CQJه�ا و
Pic13 

 

 
TQBر ا��JVZ VhPp^ ر�V[JVZ wxsJVZ مbAu و  

Pic14 
 

 
  view available wireless network و VS�uر

q?V�Jا VWJ Ch¨E و oprJ� M� ا�^[ادات M� qr�bZ VWQf ي�Jا q\>�Jا eNا op^ يbSRE Vhuا «�¡u و qPJVSJو  ا
qWUا q\>N Vhuا op^ ل]B ي�Jا O[AJا �Uر «�� 

Pic15  
 

 
VS[Uح اq\>�J و هVWQf VU b  و ^W[هjZCU Ch¨B V اbRJار ا�Jي VZ �JVdBد�Vل op^ wxsu connect ا�Jر

 bd� M� V>uVk qSZVS\Zة ا�^[ادات ا
 

 
  
  
  
  
  
  
  
  
  
 
  


