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Abstract:

Since the concept "smart city” was coined, the Internet of Things (10T) has been regarded as critical
infrastructure for smart cities. A remote well-being monitoring system based on 10T technique is an
important focus of research. 10T is the Internet of physical objects integrated with software or sensors
for the collection and sending of information between the objects and the central servers. This word
will help reduce medicine and healthcare system constraints, reduce insurance costs and improve
health care. 10T is used in many medical fields in the contemporary health care environment, including
real-time tracking, patient data processing, emergency medical management, and blood data
management. Over the years, several modern loT-based applications for patients, physicians, and
healthcare professionals have been proposed in the medical sector. So, this research explains the
modern applications of medicine and healthcare 10T technologies. Also, it stresses the enormous
possibility for further study in this process and future.

Keywords: Smart Home, Internet of things, Smart City, Modern Technology in 10T, Healthcare, 10T-
based applications.
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1. Introduction

The population of the world increases exponentially in the 21st century. Cities with more inhabitants
face enormous urban pressure [1]. Although there are daily expansions of medical resources and
facilities in the city, the level of adequacy is still not achieved. Massive pressure on the management
of health services in cities has led to advances in technology to deliver solutions that can quickly grow
the issues. Post-accident rehabilitation services for the elderly, for example, are novel obstacles that
necessitate long-term medical and human resource involvement [2].

Therapy rehabilitation is a comparatively new concept that plays an important role in maintaining
health services for individuals, especially the elderly and those who are afflicted with recurrent
infections, to enhance their standard of living. However, there are several roadblocks in the way of
expanding the scope of medical rehabilitation. To begin with, most rehabilitation therapies need deep
and intensive treatment. Second, more aid facilities are required to make rehabilitation services more
accessible to patients. Third, due to the rising population in the community, rehabilitation resources
are limited, especially among the elderly [3].

The 10T is a term that refers to a fully connected world that provides improved technology to advance
health care [4]. “Objects” in the IoT can range from vehicles with built-in sensing to people with heart
rate monitors, as long as they are given an IP address and can gather and transmit files without human
involvement [5, 6]. Previous loT efforts in healthcare began with wireless sensor networks (WSNs)-
based research and development projects [7]. This process guarantees that devices are accessible, low-
cost, dependable, and easy to transport or assemble with patients, allowing for a clear network among
doctors, patients, and medical equipment [2].

This paper aims to illustrate the use of the 10T technique in the healthcare and medical fields, as well
as to demonstrate a variety of activities and things in the environment that can be linked to collaborate
and undertake in future command for additional study "anytime, anywhere, with everything and
everyone.

2. Concepts of smart healthcare

Smart healthcare is a healthcare administration framework that makes use of cutting-edge innovation
such as wearable devices, the internet of things, and the mobile web to gather data, connect people,
components, and foundations associated with the healthcare field, and then efficiently monitor and
respond to treatment environment requests promptly. Smart healthcare should improve communication
among all stakeholders in the healthcare industry, ensuring that members receive the managements
and service they require, assisting stakeholders in making informed decisions, and encouraging the
prudent allocation of resources. To put it another way, intelligent healthcare is the next step of the
clinical data growth process [8]. Individuals in remote locations must be included in a smart healthcare
services environment, as well as a tracking system that can contain a constant stream of data for better
decisions, depending on the requirements [9]. A services system of Smart healthcare will be used in
the homes, within a network, or even around the globe [3].
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2.1 Personal healthcare requirements

The specifics requirements for the architectural component are as follows: Integrated subsystem for
data generation from which physical parameters are extracted, a complete architecture system involves
storage and distribution subsystems, the storage and distribution subsystem, irrespective of
communications technology, must be able to access the data collection sub-system [10]. The
architecture includes a consumer sub-system, and the consumer sub-system must support the detection
of resources to find machine-to-machine (M2M) devices presented on the data collection sub-system.
The current digital revolution is a communication from M2M and mobile technology. This is the first
phase of the loT process [11].

2.2 Internet of Things layer in healthcare

The middleware layer is critical for processing information in IoT apps. Smart medicine, smart city,
smart agriculture, smart house, smart transportation, and other 10T apps are examples. Below is a
diagram of the basic Internet of Things layer in figure (1), [5, 12].

Application Layer

Network Layer

Perception Layer

Business Layer

Transport Layer

Processing Layer

Fig. 1. The architecture of healthcare IoT.

Perception, network, and application layers are the three layers that make up the early stages of 10T
architecture. A perception layer identifies sensors and physical things to recognize other intelligent
things in the environment and senses physical factors such as temperature, orientation, motion,
humidity, accelerating, location, and so on. As a first step toward intelligent and customized
healthcare, this layer is made up of the subsystems for the generation and actuation. Actuators and
sensors are used in smart homes to gain a better understanding of a person's environment and enable
home automation [10].

Perception layer innovations are classified as active, passive, and semi-passive in [13]. The connection
to other smart things, network equipment, and the server is the responsibility of the network layer. It's
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most commonly used for sending and process sensor data. The app layer plays an important role in
delivering app-oriented services to end-users. It recognizes several 10T apps, including smart houses,
smart health, and smart city [12], [14].

The transport layer, which transferring sensor data from the perception layer to the processing layer
and conversely by the networks like wireless, infrared, Radio Frequency Identification (RFID), LAN,
Zig-Bee, WiFi, Bluetooth, and 3G, is the outline function of the other layers. The processing layer,
also known as the middleware layer, can store and analyze massive amounts of data. It can handle and
deliver a varied set of services to the lowest layers, as well as communicate to cloud computing, big
data, and databases for data processing. The business layer is in charge of all aspects of 10T systems,
including apps, enterprise models, privacy concerns, and profit models [12].

2.3 Problems in the health care system

In recent decades, the growing trend of the elderly population in society has resulted in complex
health issues, including an increase in the number of recurrent diseases and the cost of clinical and
hospital care. Health monitoring is important in maintaining people's health, especially for the elderly
with chronic diseases, because it reduces the need for hospitalization and improves life quality [15],
[16]. Below is a list of some topics and limits that trauma clinic-based interventions [17] are looking
at:
e Availability and limited time: as the population of people with illnesses and disabilities grows,
doctors are unable to plan for their patients' daily routines, such as physical activity, rest, diet, and
general activity; these characteristics are equally important when diagnosis, operating, and
therapy.
Adherence-monitoring physicians are less equipped to verify whether their patients are adhering
to recommended therapy, which may include medications, recovery activities, and certain
prevention exercises, such as abstaining from some eating regimens.
An aging population: As the population ages, more offices will be sought for therapeutic
purposes.
Urbanization: big urban populations are likely to request more healthcare foundations to meet the
needs of an ever-increasing population.
A shortage of medical healthcare workers fuels interest in healthcare workers such as surgeons,
clinicians, dental professionals, nursing teams, nurture colleagues, skilled guardians, and lab
teams who could improve the biological systems of healthcare in both urban and rural areas.

¢ Rising medical costs: the costs of medicine are rising, as is the cost of health insurance.

3. 10T Infrastructure in healthcare

Cloud, gadget (also known as a "base station"), therapeutic or healthcare vendors, and channels of
communication are the constituents sections of the healthcare 10T foundations (between gadget
and cloud). Customer objects for health monitoring, wearable, inside embedded medicinal
equipment, and stationary medicinal equipment are all examples of healthcare and therapy gadgets
[18]. These devices detect electrical, thermal, chemical, and other signals from the client's body.
They simply discover and collect biomedical signals, which are data about a person's physical and
mental well-being. The framework for the proposed Parkinson's disease detection system includes
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various components, including a smart house with sensors, the cloud, a smart city, physicians, and
customers. We're interested in sensors that can collect voice signals, such as mobiles, tablets, and
voice recorders because the client lives in a smart home with many of them. The client first
completed a web application to register with the service provider. Second, following successful
registration, the customer records an audio signal and uploads it to the cloud for processing.
Following processing, the results are forwarded to the doctors, who use the cloud to prescribe
drugs to the client. Smart cities manage traffic and cars to ensure that the client receives service as
quickly and seamlessly as possible [19]. External gadgets, referred to as peruses, are often used by
gadgets to communicate with the Cloud (for example mobile phones, computers, etc.). In this
manner, data can be sent directly to the Cloud or indirectly to the Cloud (through the peruse). Wi-
Fi, Zig Bee, Bluetooth, and 2-G/3-G/4-G cellular are all well-known and used by it. Figure (2)
shows the 10T infrastructure for components of healthcare [6].

T

Infrastructure of
Healthcare loT
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Device Communication Healthcare

Fig. 2. The loT infrastructure for components of healthcare.

4. Internet of things components in healthcare

The 10T in healthcare services is made up of five sections that work together to get smart medicinal
utilities to make up around the system. Then the sensor collects data at the start of the device. The
collected data is sent to the next level, witch's the intelligent network that allows this system to
interact. The third aspect of the healthcare system is cloud computing, which stores the data sent on
this network.

In the 4th part of big data analysis, after the data has been kept, it must be examined and analyzed to
make the best decision. Following the selection of the most suitable knowledge decision, refined data
would be transmitted to a smart medical clinic to advise medical services experts about the outcome.

The smart clinic records events to provide accurate diagnoses and care. Spite this reality that even the
intelligent clinic will be a final component of its 10T health services structure; it continues to gather
data and ensure that the analysis and treatment are consistent. The system returns to the 1st component
[9] to maintain the circularity of the system illustrated in figure (3).
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Fig. 3. 10T healthcare component [9].

The 10T is a modern healthcare model in which equipment and clinical data are transmitted to even the
most remote locations. 10T technologies include sensor systems to control washing hands and RFID to
track habits and interactions, as well as monitoring of patients, tracking health monitoring and remote
health care. It allows for more accurate assessment, diagnosis, and treatment of patients. Kumar [20]
uses 10T to collect data for a health monitoring system that contains customized warnings for patients
and health service providers.

Smart Healthcare increases consciousness and medical education about one's state of health by
disseminating information regularly. loT-enabled healthcare techniques are more important for
processing healthcare data for providers, medical research & innovation, government, service
population, and targeted groups. With the use of wearable and other technologies at home and in the
hospital, in hospitals and, nursing houses 10T ensures surveillance, participation, and behaviors of
older people, as well as monitoring wandering patients to control chronic problems and predictive
analysis of patients.

According to [21], other techniques which may be implemented to loT-based healthcare systems
include cloud computing, which provides facility with universal accessibility to the a sharing resource
base, offers services on demand across the internet, as well as executes processes to achieve diverse
requirements; grid-computing, which includes Sensing for non-invasive and less power wireless
communication techniques, such as Small Area Networks, and grid computing, which includes non-
invasive sensing and Wireless communication technologies low-power, such as Small Area Networks,
Low-power wireless communication systems include wearable apparatuses that can continuously track
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vitals such as blood pressure, temperatures, electrocardiograms electromyogram, and saturation
oxygen; Big data must be detected by healthcare medical sensors for Short Term communications,
such as W-PANs, W-BANSs, W - LANs, 6LeWPANSs, and W - SNs, as a critical component of the
effectiveness of healthcare diagnostics and monitoring methods; and for long-term communication and
surroundings intelligence and knowledge, such as WPANs, WBANs, WLANSs, 6LeWPANSs, and
WSNSs. Physical infrastructure networks based on the Internet of Things.

5. Health-care system Management

The systematic and effective application of resources such as individuals, materials and equipment,
and financial resources to accomplish a particular goal is referred to as good management. It contains
deciding what to do, preparing how to do things, inspiring people to do the work, and ensuring that the
work progresses successfully [22]. Figure (4) illustrates the healthcare services management process.

Management

Process in Heath
Services

Socio - Political
Conditions

INFORMATION
‘ BUDGET General Policies S?JPPOR'I?

Programming /
Reprogramming

¥

Execution

Fig. 4. Healthcare Service Management Process [22].

Different economic sectors have used performance improvement [23]. The definition is based on three
primary goals: improved health increased population responsiveness and equitable financial sharing.
The broad heading of performance management, proper communication action on progress made, and
performing management tools may all be viewed as a way to measure progress toward predefined
goals. [23, 24].
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6. Collection and transmission of data

Table (1) shows the basic function for collecting information from smart sensors [9].

Table (1): The function basic

The Function The Description

The Accepting device sensor Accept the new sensor device into the Internet

(device) of Things (10T) healthcare system.

The Device that senses drops IoT Healthcare cancels the device's use.

(device)

The Device Reset (device) To clear any Stocked data, Re-Set a device.

The Device Enabled (device) Enable a device after it has been accepted.

The Device disabled (device) To terminate using, disable the device.

The Obtain Information (device) Get the device's signals

The Data is put (device, Net ID) Send signal data for network ID from the device.

The signal is Check (device, Net ID) Investigate the signal coming from the device
that is linked to the network ID

Signal skipping (device, Net ID) The signal from the devices going on network
ID is skipped/ignored.

An environment in which a health care system already benefits from loT-based medical services [25]
would have been the perfect case for study. In [9], the data collection includes 10T driver sensors
gather continuous tracking through smart sensing invention, such as Dynamic optical sensors, Sensors
biometric, heart bit rate sensor for Monitor blood pressure, Monitor for virus infection, tracking
glucose, and health care monitoring. Then the E.G.C servicing links nodes in the network (that the
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patients can access directly), other medical instruments [26], as well as the internet (to which
necessary servers and customers have direct access).

An loT-based Electrocardiogram tracking system consists of a wireless transmitter portable and a
wireless reception processor. As an invention by [27], the device uses the searching automated
approach to detect irregular information, allowing real-time cardiac activity to be detected. Patients
will be given a wearable sensor that can monitor muscle function, electromyography, Temperature,
Respiration rate, sweating, and glucose levels in the blood. The sensor may be placed in many
different body parts as well to obtain accurate measures and diagnose diseases like an irregular
heartbeat (arrhythmia), febrile disease, disorders neuromuscular, (BP) the level of blood pressure, the
fatness, as well as dialysis. Compact sensors embedded in the body of the patient collect physiological
data, which includes several required physiological variables. Small parts of the hardware then
reprocess the data, and communication tools are used to transmit it. There the sensor must be small,
light, and unobtrusive to the patient's- mobility. Thin, energy-efficient batteries are required to power
the sensors. The battery can last for a long time without having to be recharged or replaced [2]. Figure
5 illustrates the component systems.

@ 0
DATA COLLECTION / A Zighee |
3, \ L J

AND :
TRANSMISSION SENSORS 1 TRANSMISSION

HUMAN BODY

CLOUDLET |
PROCESSING | CLOUDLETS “

CONCENTRATOR

ANALYTICS\
AND

PREDICTION

S - 9

ANALYTICS PHYSICIAN

Fig. 5. The component Systems [2].

The components of the data transmission system must be capable of converting patient records from
any location to the health center reliably and safely. Transmission can be accomplished using ZigBee
or Bluetooth short-range low-power digital radios. Additionally, the data collected may be sent to a
health center for storage via the Internet. The condenser, which can also be a smartphone, will use the
Internet to monitor the sensors in the 10T device.
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7. Application in the area of medicine and healthcare

Major applications of the 10T within the field of medicine and health care include the following [28]:

7.1. Controlling medical equipment and medications

To ensure the safety of public medical, monitor the entire process of medical equipment and
prescription manufacture, distribution, anti-counterfeiting, and tracing. The following are some of the
features:

e The use of RFID tags attached to therapeutic equipment and medicine to prevent counterfeiting is
unique and impossible to replicate. Patients or emergency clinics should compare labels to
database records to effectively identify fake drugs if medicine data is stored in an open database.

e Real-time monitoring ensures that drugs are delivered and stored safely.

e Medical refuse data management can track medical waste from hospitals to waste treatment plants,
eliminating illegal medical waste disposal.

7.2. Medical information management

The following are a few points to consider when it comes to medical information management:

According to Patient data Management and Status Monitor [29], Electronic Patient Health Profile
contains treatment history, corrective evaluations, treatment records, and medications.

Due to sensitivities, some consultants and nurses may be required to monitor the patient's vital signs,
perform testing, and prescribe therapies to prevent using inappropriate drugs or injecting the patient.
Various parts of information about the patient's condition may be needed depending on the pathology.
It must be regularly accessible on medical or nursing teams (movement features, breath, heartbeat,
proximity to other patients, and so on.) [30].

» Patient tracking and location is a valuable asset because it allows for quick response if immediate
help is needed. Pathologies such as perceptual disorders, epilepsy, Down's syndrome, and
neurodegenerative diseases such as Parkinson's and Alzheimer's disease are all addressed [30].

« Patients' Long-Term Care Patients' vital signs are constantly monitored, which aids in preventing Re-
treatment in the hospital by detecting abnormalities early and allowing for timely and appropriate
interventions [31]. The 10T is critical for linking medical equipment with video-oculography to study
the organizational structures and activity of the brain. Thanks to an integrated process involving an
intelligent machine, the presence of oculomotor changes in the disease of Parkinson's is well
understood [32].

* Management of Medical Emergency can help with RFID innovation by storing and reviewing data
reliably and efficiently [33].

10
Mahdi & Ali & Jafer & Jaber & Mohammed
“The Modern Technologies in Managing Smart Homes and Healthcare Remotely Based on lo: Survey”




A IJSSP ksl Ly ) &9l Aol

#2021 - Joki —15 (18 - 1:ue) JgVI Camedl — I sudall — olall Aol

www.ijssp.com ISSN: 2707-5184 International Journal of Scientific Studies Publishing

» Management of Medication Storage, RFID can be used in the storage, use, and medicine review,
making drug review more useful and avoiding the confusion of similar prescription names and dosage
forms, as well as strengthening drug management and protecting convenient medicine supplies [34].

* Blood data management can effectively avoid the small limit disadvantage of bar tags and
recognizable proof of acknowledging non-contact to reduce blood pollution, achieve multi-target ID,
and increase data collection effectiveness [35].

* Mechanisms for preventing errors in pharmaceutical preparations[36], by developing error
prevention mechanisms for buying and prescribing medications, as well as pharmaceutical data
management for prescriptions, doses, medication distribution.

* Information Sharing: Using this system, authorized specialists can access patients' medical records
[37].

* The Neonatal Anti-theft System: providing newborn babies with workable and robust protection
[38].

* An alarm system: that continuously tracks and monitors clinic therapeutic equipment and patients
[39].

7.3. Telemedicine and ambulatory medical care

Telemedicine is a form of advanced medical aid that integrates computers, multimedia,
communication, and medical technologies [40]. The aim is to enhance the level of analysis and
therapy, reduce the cost of medical services, and meet people's health needs [41], advances in remote
communication systems for effective communication within a patient's Body Sensor Network [42].
Furthermore, telemedicine is gradually supplying life-saving information and facilitating the exchange
of medical programs. Figure (6) illustrates the telemedicine architecture [43, 44].
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Fig. 6. Telemedicine architecture.

8. Strategies and methodologies for implementing 10T healthcare

WiFi and RFID-based short-range radio communication techniques, G.P.S-based location technique,
unique identifier (UID)-based identification technique, and service-oriented architecture (S.0.A)-
based architecture technique all help to enable 10T of rehabilitation systems [45, 46]. In an loT-based
healthcare services system, viable approaches and methods play a key role in improving the system's
capability and viability. The center concerns include the ability to respond quickly and the risk of
retaining a strategic distance from insight, which is strongly linked to recovery quality [3]. Figure 7
illustrates the semantic relationships between the main techniques of 1.0. T-based rehabilitation
systems [47].
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Fig. 7. The semantic relationships between the main techniques of loT-based rehabilitation system

Conclusions

Medical recovery may be a moderately new field that plays an important role in maintaining people's
health, especially for the elderly with chronic diseases who want to enhance their life quality. The loT
is expanding at a breakneck speed, resulting in cultural and technical shifts for institutions, enterprises,
and industries as they transform a smarter model that prioritizes environmental stewardship and social
responsibility. Implementing 10T in clinical safety systems such as medical devices and opioid
surveillance, telemedicine, medical records management, and virtual patient treatment, and delivery
processes and methodologies, like the recovery system, has important and beneficial benefits.
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