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.Cert 52 Recover J—ass |og_n.| ail

.Member of Domain Admin Group La.nl User_ll laa )< Ol wsd e

. Cert Template_/ aiaig CA_ll xiay agdli e

i e Manage - R.click
| Revoked Certificates
| Issued Certificates
| Pending Requests
~| Failed Requests
8 Certificate Templates

Manage

Mew L4
Wiew »
Refresh

Export List...
Help

.] OCSP Respunse Slgnlng | Duplicate Template | 101.0 OCSP Slgnln
7] RAS and 1AS Server Reenroll All Certificate Holders 1} 1510 Client Authe
5 Root Certification Authority All Tasks > |
E Router (Offfine request) 4.1
E Smartcard Logon Properties 6.1
% Sm:arbi..ardLU5er RNl Help iljl
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Properties of New Template x|

Issuance Requirements | Superseded Templates I Exdensions I Securty

General | Reguest Handling I Cryptography I Subject Name
Template display name:
[KRA

Minimum Supported CAs: Windows Server 2008

After you apply changes to this tab. you can no longer change the template
Name.

Template name:
[KRA

Validity period: Renewal period:

I 2 Iyears j I & Iweeks j

[ Publish cerificate in Active Directony
[T D ot attomatically reenrallif & duplicate cetificate exists in Sctive
[irecton

For automatic renewal of smart card cerfficates, use the existing key
if @ mew key cannot be created

ok | cance | oy | Hep |

Security_/ )lixy

Full Controll Siliada al cauiaig oclii] @5 (sl User—ll dsla| @iy e

Properties of New Template X

General I Request Handling I Cryptography I Subject Mame |
lssuance Requirements I Superseded Templates I Bxensions  Security

GI'OIJD Or User names:

2, Mutherticated Users

;, Administrator

.“33_, Domain Admins {CISCAW Y \Domain Admins)

?;?J. Enterprise Admins (CISCAWY\Enterprise Admins)
1 kra (kra@Ciscawy.com)

Add... | Remove |
Pemissions for kra Deny
Full Cantrol O
Read O
Write D
Enroll O
Autoenrol O

For special pemissions or advanced settings, click el |
Advanced.

Leam about access control and pemissions

ok || Cancel rey | Hep |
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Authenticated /! Full Control dslials agii Liaslg
OK > OK

User_IL olawsa Il Template| Duplicate Jas Lagi (9
lalasig Request Handling I/ Lliss

Loy yalal Private Keyl daday agis Cert sl yalill Private Key_l ()i aingae 9a Las

Properties of New Template x|

I lssuance Reguirements | Superseded Templates | BExtensions | Security |

General Regquest Handling | Cryptography | Subject Name

Purpose: ISignature and encryption j

= Delete revaked or expired certificates (do mot archive]
V¥ Include symmetric algorithms allowed by the subject
¥ Archive subject’s encryption private key

u Use advanced Symmetric algorthm to send the key
to the CA.

= £dd Bread permizsions to W etwork Service on the private key [enable
for machine templates o]

¥ AMlow private key to be exported

Do the following when the subject is enrolled and when the private key
associated with this certificate is used:

+ Enroll subject without requiring any user input

" Prompt the user during enroliment

Prompt the user during enrollment and reguire user input when the
private key is used

ok |[ cancel | Aoy | Hep

Subject Name
Include Jig E-mailIL aald ] I 8day @gilig

Jaia UPN Iguu lavic Jgduuall User—ll (o< of dayidsy ¥

Properties of New Template 5'

lzsuance Requirements | Superseded Templates I Extensions I Semntyl
General | Request Handling I Cryptography

¢~ Supply in the request

Select this option to allow a vanety of subject name formats or if you do
not have access to the domain of which the subject is @ member.
Autoenroliment is not allowed if you choose this option.

" Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate administration.

Subject name format:
I Fully distinguished name j

™ Include e-mai name in subject name

Include this information in altemate subject name:
[~ E-mail name

[~ DNS name

¥ User prinicipal name (PN}

[ Service principal name (SPN)

0k [ Cancel | ooy Help
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Enroll & Autoenroll ZLiada Authenticated U sauas
|
" General I Request Handling I Cryptography I Subject Name |

lssuance Requirements I Superseded Templates I Extensions

Security

Group or user names:

T A ithenticated Users
3, Administrator

3!_ Domain Admins {C1SCAWYDomain Admins)

‘;?J Domain Users {CISCAWY \Domain Users)

53._ Enterprise Admins {CISCAWY \Enterprise Admins)

Add... | Remove |
Pemissions for Authenticated Users Allow Demy
Full Control ] O
Read O
Write a a
Enroll a
Autoenroll a

For special pemmissions or advanced settings, click
Advanced.

Advanced |

Leam sbout access cortrol and pemissions

ok | cancel | Moy | Hep |

. Templates_1l (paal Issued Jasy pgds LA asy .
. Server Machine_l ,lc KRA_Il siluay Jgaally agés .
I JiE )n dubigligas ga Jalidl o iy -is 4z duald JICert U Request Jazl MMC_I aisy ag-iiig

. Server

Server Rootl ga (o KRAI La4)2iy ogds (,<1 RoOt L duals |l Cert Il guuiy @gds

i,;l Certification Authority {Local)
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& R All Tasks
I T8y Refresh
| Pe
| Fail Properties
il Cer
- Help
H s o
View Cert )Liss
- p——
Extensions I Storage y I Cerificate Managers
Enrollment Agents I Audting | Recovery Agents | Security
General Policy Module | Bxit Module
—Certification authority ({CA)
Mame: Ciscawy-CA
CA cerificates:
r Cryptographic settings
Provider: Microsoft Software Key Storage Provider
Hash algorithm: shal
ok |[ cancel Al Help
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Details - Copy to File

| Generall Certification Path I

I

Shaow:
Field | Value -
Bversion V3
BSerial number 43 cd 68 c7 a4 245083 4c 86 ...
BSignab.lre algarithm shalRSA
BIssuer Ciscawy-CA, Ciscawy, com
Bh‘alid from Monday, July 30, 2012 3:05:2...
B‘.-'alidto Sunday, July 30, 2017 3:15:2...
BSubject Ciscawy-CA, Ciscawy, com
|l |Public key RSA (2048 Bits) |

ertificate Export Wizard x|

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification authority, is Edit Properties. | Copy to File. . |

a confirmation of your identity and contains information 5 7
used to protect data or to establish secure network it certificate details
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Bach I Next = I Cancel

Next - Next
dasa |l l<a HlEAS

ertificate Export Wizard x|

File to Export
Specify the name of the file you want to expart

File name:

Ci\Users\Administrator\Desktoproot. cer | Browse... I

ertificate Export W

The export was successful,

< Back I Mext = I Cancel

Ok

11 | Network Set Magazine / Issue 38 - July 2013 Back To



Shared Folder ,i Lasing. agii @

KRA User—IL Win-741 cilus (e Jodall agii ¢l asy e
iiSa |l alaws e Certll guig Shared Folder.! L Joan Il pgiig

= Run

== Typethe name of a program, felder, document, or Internet

— resource, and Windows will open it for you.

Open: W192.168.2.1

& ] Intermes :
Mew Window from Here

i [] Active D

> ] Trusted Refrech
&[] Untruste

> (] Third-Pa Help

» [ ] Trusted People

» || Smart Card Trusted Roots

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to &
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

12 | Network Set Magazine / Issue 38 - July 2013

< Back [ Next = ] [ Cancel

[ Ok ] ’ Cancel ] l Browse...
Start > Run - MMC aiay qgdi
File > Add\Remove Snap-in
R.click on Trusted Root - All Tasks > Import
E Consolel - [Console Root\ Certificates - Current User\Trusted Root Certification Authorities]
E File Action View Favorites Window Help
es 1B olck= BE
| (_:orlsole Root Object Type Actions
4.1 Ceminin Gk | Certificates Trusted Root Certificatio... &
i+ || Personal "
4 || Trusted Root Certification Authorities More Actions 4
| Certificates
| Ent.erp.ri-s All Tasks Import...

Back To



Certd/ jLias

Certificate Import Wizard

File to Import

Spedify the file you want to import.

File name:

C:\Usersikra‘\Desktoproot. cer

Browse...

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (P7E)

Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats

Request New Cert )Lidig R.click (Ja=s pgdi Personaldl ,lce

[ < Back H Mext = ][ Cancel

Next — Next

Certificate Import Wizard

:I The import was successful,

| Console Root

4 C:h] Certificates - Current User

>

‘..

13 | Network Set Magazine / Issue 38 - July 2013

Object Type

There are no items to show ini

| Per
9 Tr

|
[ Ent
B Ink
E ad
= Tru
& Un
Bl Th
B Tn

71 S

Find Certificates...

All Tasks

View

MNew Window from Here
Mew Taskpad Yiew...

Refresh
Export List...

Help

Find Certificates...

Request Mew Certificate...

Import...

Advanced Operations k

Back To



| Certificate Enrollment

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks.

Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right to obtain the certificate

Learn more about digital certificates

[ Mext ][ Cancel ]

===n o)

— Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrollment for certificates based on predefined certificate templates.
Certificate enrollment policy may already be configured for you.

Configured by your administrator
Active Directory Enrollment Policy 5

Configured by you Add New

Learn more about certificate enrollment policy

[ Mesxt J’ Cancel ‘

KRAI jiss
(=] & ]
| Certificate Enrollment
Request Certificates

You can request the following types of certificates, Select the certificates you want to request, and then

click Enroll,

T TBasic EFS LT STATUS: Available Details ¥
[ cert- policy A1) STATUS: Available Details v
[ EFS Recovery Agent 1) STATUS: Available Details +
[F]KRA 1) STATUS: Available Details v |
[T User j)STATUS:AvaiIahIe Details 5
[T User lab 1) STATUS: Available Details » |

[] Show all templates
Learn more about certificates

[ Enrall J[ Cancel
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Next - Finish
Az lavisla) @iy ol @il daadlia

&

lal Root CAI ,Lc (e Issued (Jazs Administratord) agis Of cias idl saungll ,a Certdl oia i dua
Aaiiany Iyasy p i

.53 630 Serverdl Ll Joaull agii e
KRAI Laiag Issued Certdl jlinig CA zisy agdig

L5l Certification Autherity (Local) ReguestID | Reguester Name |
E @i Ciscawy-CA iz CISCAWY\CAS
_ Revoked Certificates [_'H]3 CISCAWY\CAS
| Issued Certificates El4 CISCAWY \Admin...
| Pending Requests s CISCAWY\ahmed
M Felcgl st 5 CISCAWY fora

Details )Lliaig laule D.Click dagia 1Ly g8

x
General | Certification Path I
<All>

Show:
Field | value -
B".I'Ersion V3
BSErial number 11 5d f1b100 00 00 00 00 06
BSignature algorithm sha1R5A =
Blssuer Ciscawy-CA, Ciscawy, com
E|\.-'alid from Tuesday, July 31, 2012 3:11:...
[=]valid to Thursday, July 31, 2014 3:11:...
BSubjEv:t kra, Ciscawy, com
|- |Public key RSA {2048 Bits) =l

Edit Properties, .. || Copy to File... I

Learn more about certificate details

Copy to File laiag

15 | Network Set Magazine / Issue 38 - July 2013 Back To



ertificate Export Wizard x|

Welcome to the Certificate Export
Wizard

fl‘/ i This wizard helps you copy certificates, certificate trust
i g_[ lists and certificate revocation lists from a certificate
- store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

Cryptographic Message.l jliAig ot [ tews | concd
X

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
" DER encoded binary X.509 {.CER)
" Base-64 encoded X.509 {.CER)

* Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7B)
¥ Indude all certificates in the certification path if possible

" Personal Information Exchange - PRES #12 (BERLY

= Iniclude all certificates in the cerbification path i possible
™| Delete the private key if the export is successful
= | Export allextended properties

= Mictosoft Serislized Certificate Store (55T

Learn more about certificate file formats

< Back I Mext = I Cancel |
Certificate Export Wizard x|

File to Export
Spedfy the name of the file you want to export

File name:

C:\sers\Administrator \Desktop{New Folder\CA.p7b Browse... |

Certificate Export Wiz: |

The export was successful.

E < Back I Next = I Cancel |

16 | Network Set Magazine / Issue 38 - July 2013 Back To



Gabudl Shared! uii 8 lasas of Shared Folder (b lasing, @gii ol

Certll 2....i9 Shared Folder—l| Aa Il o839 Win-7_1 uliua Aa Il @985 Elld aRie
=119 g2l ag-a19 - g2l pgan 3
i<a Il alaw

= Run

e Typethe name of a program, folder, document, or Internet
- resource, and Windows will open it for you,

Dpen: Y192.168.2.1 -

| ok || cancd || Browse.

Start > Run - MMC ais, agds
File > Add\Remove Snap-in
R.click on Personal - All Tasks - Import

E Consolel - [Console Root'\ Certificates - Current User\Personal]
E File Action View Favorites Window Help

e xBols=H
| Console Root

Certificates - Current User

Object Type

s [5] Per il There are no items to show in this view,
aal
4 [ Tru Find Certificates... I
% All Tasks » Find Certificates...
>
> View 4 Request Mew Certificate...
’ New Windos rom Here
b
> New Taskpad View... Advanced Operations 3
>
> Refresh
s Export List... Certificate Import Wizard @
Help .
Welcome to the Certificate Import
Wizard
P Thiz wizard helps you copy certificates, certificate trust
o lists, and certificate revocation lists from your disk to 3
o certificate store.
A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
uzed to protect data or to establish secure network.
connections. A certificate store is the system area where
certificates are kept.
To continue, dick Next.
Certificate Import Wizard [
File to Import
Spedify the file you want to import.
File name:
C:\Usersikra\Desktop\CA.p7h

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats

< Back ][ MNext > ][ Cancel
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Lo paladl aluiadl ) Of gakaiud i All Files LAy

Open B
—~
Ol\../l |- Desktop + - | 5 | | Search Desktop pel |
Organize = MNew folder DEn ey | @
W Favorites — = = N B
B Desktop -h._l:J_lI- Systemn Folder
& Downloads
5l Recent Places kra
% Systern Folder
4 Libraries
d,j “ | Computer =
L&l Documents o ,,' System Folder
J‘r Music
=] Pictures e . Network
B8 videos ‘-' System Folder
- CA
1M Computer |4 PKCS #7 Certificates il
= ﬁ 254 KB
eﬂ Metwork X, root il
File name: +  |aiFiles ) ~|
Certificate Import Wizard @ [ Open ]v] ’ Cancel ]

e 3
[al The import was successful,
- 4

Two Certifications dala) @i ail aaiuw e
Root L sl ya¥lg KRA U Laalas)

KRAL &aladl Certdl e D.Click dasia Il agii o
Details - Copy to File

Certificate

| General | Details |Certiﬁatior| Path

LX)

Issuer
Bh‘alid from

[=]valid to
m Suhisrt

Show: [<AII> -
Field Value i
B\-‘ersion V3 [ =
BSeriaI number 11 5d f1b1 00 0000 00 00 OB |
BSignature algorithm shalRSA
Signature hash algorithm shal

Ciscawy-CA, Ciscawy, com

Tuesday, July 31, 2012 3:11:...
Thursday, July 31, 2014 3:11:...

kra Ciersww com

Lertiticate Export Wizard

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust

=

T

lists and certificate revocation lists from a certificate
store to your disk.

Edit Properties... ] I Copy to File... |

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network

bout certificate details

connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back
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Certificate Export Wizard

Export Private Key

laa Private Key.l dala) @iy ()l jLids
Loy Galadl Keydl b jusi &asy Cert (s Export g Import (Jass agili Laaic aif dua

3=

‘fou can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

@) Yes, export the private key

() No, do not export the private key

Learn mare about exporting private keys

. « e
)90 dals Lol aund
Certificate Export Wizard

Password

To maintain security, you must protect the private key by using a password.

Type and confirm a password.
Password:

Type and confirm password {mandatory):
"

< Back l[ Mext > J[ Cancel l

&g 9a las Jyasilly @gdi

Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use;
DER encoded binary X.509 (.CER)

Base-64 encoded X, 509 {.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)

Indude all certificates in the certification path if possible

= (@) Personal Information Exchange - PKCS #12 ((PFX)
Indude all certificates in the certification path if possible

[| Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store ((55T)

irn more about certificate file formats

()

<Back || Next> | |

Cancel

[ < Back ][ Next > ][ Cancel
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Certificate Export Wizard &3]

File to Export
Spedify the name of the file you want to export

File name:

Ci\Users'fra|Desktop\KRA.pfi [ Browse... |

[ < Badk ][ Next > ][ Cancel

daaall Gl<a HLisls @gds
Next > Next

Certificate Export Wizard  [méidm]

The export was successful.

Loadad ¥ Lia fua ala OlSa 8 labhdsy gl LU asig.

o 1 cayyels agiiROOL CA cllias i KRA las dasa 3ghad g
R.Click on Domain -> Properties )

15l Certification Authority (Local)
] .. gl
| Revok
| Issueq  Refresh
| Pendir )
| Faled| Properties
| Certifi Help

Archive the Key )lisig Recovery Agentdl jlids
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iscawy-CA Properties i

Extensions I Storage I Cerdificate Managers
General | Palicy Module | Exit Module I
Enolment Agents | Audting | _Recovery Agerts || Security

Do the following when a cerfficate request includes key archival:
" Do not archive the key
¥ Archive the key

Mumber of recovery agents to use:

I.l_

Key recovery agent certificates:
Subject | lssuer | Expiration Date | Status |
Add. . Eemove il

ok [ cancel | Aty | Heb

Add o davia Il agiig
OK _,Lc dnsinig ugaga il aaiw

Key Recovery Agent Selection x|

Please select a Key Recovery Agent certificate

7/31/2014 KRA

1] |+
oK I Cancel View Certificate |

Service L Jusiii sule] Jazs agia Of callas
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iscawy-CA Properties

BExensions I Storage
General I Policy Madule
Enrolment Agerts | Auditing

Do the following when a certfficate request includes key archival:

" Do not anchive the key
% Archive the key

Mumber of recovery agents to use;

=

21X

Certificate Managers I
| Exit Module |

Recovery Agents | Securty

| Expiration Date | Status |

Key recovery agent certificates:
Subject | lesuer
Belkra Ciscawy-LCA

Certification Authority

773172014 3., Not loaded

I

¢ Youmust restart Active Directory Certificate Services for the
__L changes to take effect, Do you want to restart the service now?

Yes Na

oK Cancel |

Stopping Active Directory Certficate Services

&3l 8y lalinis Sulely agii Error i

o~

=t

2

AT padiue aibua b Jodadl agas Win-741 jlaa e
Start > Run - MMC ais, agds
File > Add\Remove Snap-in

R.click on Personal &> All Tasks - Request New Cert

i Consolel - [Consale Root]

I3lg Valid fiaval Lavil daaMi

File Action View Favorites Window Help
=B =]
| Console Reot Mame

4 E;}‘ Certificates - Current User

Z:}‘ Certificates - Current User

| | Personal!
b [ Tru Find Certificates...
1+ [] Entg
& oo All Tasks ,
p [ Inte
» 3 il New Window from Here
B[] Tru
& [ Unt Refresh
p 5 Thin
p B True Liclp

Find Certificates...

Request New Certificate...

Import...

Advanced Operations 3

| §

J18 O lddaad @i S‘,.'iJl UserdL awalall Certdl Lidig
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—| Certificate Enrollment

Request Certificates

You can request the following types of certificates, Select the certificates you want to request, and then

click Enrall.
[CTAhmed-crt LI STATUS: Available Details v
[ Basic j)STATUS:AvaiIabIe Details v
[ Basic EFS j,‘ STATUS: Available Details v
[ cert- policy j,‘ STATUS: Available Details v |z
[ User j)STATUS:AvaiIabIe Details v
User lab j,‘ STATUS: Available Details v L—

[] Show all templates

Learn more about certificates

[ Enrall ][ Cancel

Enroll &> Next = Finish

CA.
The certificate 3 ;
manager finds
The private key is the serial number |
lost or corrupted. of the certificate.

(6]

'The certificate

The user imports [
the private key.

Serial #: 00ADO26 @The certificate
= manager extracts

) the number
PKCS#7 from the

- —~ ; manager transfers
The KRA recovers the number PKCS

the private key. #7 to the KRA.

1M¢ Certdl oda u8a @ 13 Siaag lake §<Ig o

daadll oia casls (53t yopuull 5] CAIL awalatl Machined! lc KRAL ciluay Joaa L @gil
a1 pald was Profile sLiuil @i ail daadiu dllatl oda b <Ig

s

623l 530 ay &uala Il KRA Cert ) dilinls agili (i Lisle cingiy 1l

laiag Personal lc dasinig CAl 2iay @gdlh
All Tasks - Import
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| Console Root Object Type

= 5 Certificates - Current User
_ﬁt] : There al
| Truste Find Certificates. ..
- Enter Find Certificates...
| Intern
| Activg  View ¥ Reguest New Certificate. ..
| Trustd  Mew Window from Here I Import... I
| Untru I
B Third | Mew Taskpad View... Advanced Qperations. .. 4
o Trusty  pefresh
J Smartt  Eynort List. ..

Help
X

Welcome to the Certificate Import

Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back I MNext = I

Cancel

Lisan dalag ;0 ng}ll Slalacl Lo a8 (e lads oF il Certd] da

Certificate Import Wizard

File to Import
Specify the file you want to import.

X

File name:

C:\Wsers\Administrator\DesktopWRA. pfx

l Browse... I

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (\PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates {.P7B)

Microsoft Serialized Certificate Store {.55T)

Learn more about certificate file formats
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Certdl oial lasing lo.n" ol y9radl dalS e Jluw

Certificate Import Wizard |

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[™ Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[T Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

¥ Indude all extended properties,

Learn more about protecting private keys

Certificate Import Wizard x|

< Back I Next = I Cancel

| The import was successful,

Issuedl ;s laaaiug Userdl Jis (e laada o5 ill Certdl le D.click dasua ILy agd

__ﬂ] Certification Authority {Local) RequestID | Requester Name |
B g Ciscawy-CA 2 CISCAWY\CAS
d Revoked Certificates _aj 3 CISCAWY\CAS
| Issued Certificates Gl4 CISCAWY\Admin...
N Benclu Heaue sty Gls CISCAWIY\ahmed
'_.J- Failed Requests Els CISCAWY ra
| Certificate Templates

;

General Details |Cerh’ﬁ&:h’or1 Path I

Show: |<AII> j
Field | Value -
Bl-'ersion V3
Serial number 11 7c 7b ee 00 00 00 00 00 OF
BSignab.lrE algorithm shalR5A s
Blssuer Ciscawy-CA, Ciscawy, com
Bl-'alid fram Tuesday, July 31, 2012 3:45:...
B\-‘alid to Wednesday, July 31, 2013 3:...
BSubject basem, Ciscawy, com
|- |Public key RSA (2048 Bits) ~|

c 7b o ee 00 00 00 00 00 07

Edit Broperties. .. Copy to File...

Learn more about certificate details
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Serial Number laiag Details )Liss
Recovery.ll dulac ;8 aaudiii ;i Ctrl+C aiuuiy gdig
lay ol Private Keydl iy Lias Certdl oial Import (Jass Liad Laua LY
 LalianY fiags ol akasill

laule dasnig RUN aiay @gii e
R.Click > Run as Administrator

ol emd 0

1"/ Run as administrator
Fin to Start Menu
Add to Quick Launch
Restore previous versions

Send To 2

Cut
Copy

Dielete

Cpen file location

Properties

i< pgdi
Certutil —getkey " Serial Numer For Cert that Copied" file name
Certutil —getkey
Certdl oamy jala Il @8y 1l 2ing @1y
Certd oaal il ging aiig

oo <l asy

C:Windows dcertutil —getkey 11 Yc 7h ee B0 B0 BA BB B A7 basem

e . Y . e
T LY LY - o LS LAWY . LU W LE LW Y el

"CA.Ciscawy.com~Ciscawy—CA"

Serial NHumbher: 117c7heefdBBRBBRAAAAT

Subject: CMW=hazem, DC=Ciscawy, DC=com

UPN:bazemP@Ciscawy.com

MotBefore: V-31-2812 3:45 PM

MotAfter: ?-31-2813 3:45 FH

Template- Uzerlab, User lab

Uersion:

Cert Haﬁh( hal»: 45 %a 4c 88 B6 91 b6 5d 22 62 66 b? 6c 76 fB 1d 64 58 Bf hd

Recipient InfolB1:
CMSG_KEY_TRAWS _RECIPIENT 1>
CERT_ID_ISSUER_SERIAL_WUMBERC1 »
Serial Number: 115d4f1hiBEEBEEEABOEG
Issuer: CHN=Ciscawy—-CA, DC=Ciszcawy. DC=com
Subject: CH=kra, DC=Ciscawy, DC=com
CertUtil: —GetKey command completed successfully.

a3l laa dlisy @oii o]

:sWindows >certutil —recoverkey basem basem.pfx
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Certutil —recoverkey
@bt @uud uins
CertdL Galall alaiadl pfX.uwdl bunh LA asy
811 )93 &alS osliacly g (f callasu

Enter new password:
Confirm new password:

CertlUtil: —RecoverKey command completed successfully.

C:\ I le ladads gl
Shared Folder (,5 lasings a9

Silghd 1l oia (pa claiidl sy e
ds dwali ) Certd) aga il Userd) ciladiay Win-74 cilua le Jodalls agis
iSa |l alaw e Certll iy agiig Shared Folderdl jLua aiss @gds
Start > Run > MMC gziay agi
File > Add\Remove Snap-in
R.click on Personal - All Tasks - Import

E Consolel - [Console Root\Certificates - Current User\Personal\Certificates] EI

E File Action WView Favorites Window Help = &=
s 2@ olc= HE
1 Console Root * ||/ Issued To Actions
PR C.ertificates - Current User ? - o —
4 7] Personal There are no items to show in this
=er—— £ | : view, Maore ... »
4 All Tasks 3 Request New Certificate...
View v Import.. |
= MNew Window from Here Advanced Operations 4
1) Mew Taskpad View...
: Refresh
1| Export List...
= Help
Certificate Import Wizard X

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

Mext = ][ Cancel
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a dlaganall GlSall JLAL agis

Certificate Import Wizard .

File to Import
Spedfy the file you want to import.

File name:

C:\Users'basem. CISCAWY \Desktop\basem. pfx

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (,PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7E)

Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

< Back ” Next > ]’ Cancel ]

Buagsadl jgpall 4l gingy pail

Certificate Impeort Wizard @

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

B O @ |:|Enable strong private key protection. You will be prompted every time the

s private key is used by an application if you enable this option.

Certificate stores are system areas where certificates are kept.
[ Mark this key as exportable. This will allow you to back up or transport your

keys at a later time.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate. k il iy [¥]Indude &ll extended properties.

() Automatically select the certificate store based on the type of certificate
(@ Place all certificates in the following store n more about protecting private keys
Certificate store:

Personal Brow:

< Back ][ MNext > ]I Cancel

Learn more about certificate stores

< Back ][ Mext = ][ Cancel ]

Next - Next - Finish
Ji (a0 J2ia OIS LaS lasludiul aiSaig pudiwall plaiy laibla) @f ail asiw
Loy Gola Il SN Guds il daadliug

Zlais Recoverydl ailac (o Luaiil ag ((9<i clligg
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Pe o0 e

e — Computer (=T
Computer View Manage ~ @
[ 3 o m;.jp '..Y i ’P—% Uninstall or change a program
A*j Hl:'—b]' 5 = a S L B4 System properties
Properties Open Rename  Access Map network Adda network Open Control
media~  drive - location Panel & Manage
Location Metwork System
T |;l; » Computer - c,| [ search Computer F)
i Fawvorites 4 Hard Disk Drives (2)
Bl Desktop wem Local Disk (C:) Mew Volume (E:)
- -
& Downloads —-— ———— = ]
2
S Recent places 62.6 GB free of 145 GB Open
4 Devices with Removable Storag Open in new window
= Libraries Pin to Start
[ Documents :—;;y Floppy Disk Drive (4:) ShaE Ak i
&' Music =
= Configure Shadow Copies...
[&=] Pictures - MNetwork Location (1) 9 5
Restore previous versions
DC 2012 Backup (\W192.168.1. Eormat...
(£
7% Computer Copy
= Local Disk (C) Create shortcut
= Mew Volume (E:) A
a% DC 2012 Backup (W1 =
Properties
€ Network
Sitems 1 item selected B =

.Enable ,lc dasially as dualill Jaedi aiys il Gajill JLia) ke iy daadls

| General I Tools I Hardware I Sharing I Security |
Shadow Copies | Brenons Verions | Quota | [V ) | | Search Computer L

Shadow copies allow users to view the contents of shared folders
as the contents existed at previous poirts in time. For information on
Shadow Copies, click here.
Select a wolume:

Volume MNesd Run Time Shares Used

=0 Vol Disabled o O bytes aon *.

=N Disabled 2 0 bytes on E:

Shadow copies of selected volume

Create Mow
[ Delete i'éc-w |
Rewvert...
g= =

Windows Server 2012

1 ) yg-mlag Lanluns'i o a<Lillg oliunn il Gayill J< i padii daads Jramdill oy Jandill L] Jal Ga

®e 00 s

.

ee 0o

Disable

Settings (,lc datuni @ cilalacy Gasy Juasil

seoe e u

s ee e

e o0

.
.
.
.
.

cese e
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Local Disk (C:) Properties

— {'.J

General | Tools I Hardware I Sharing I Security |
Shadow Copies | Previous Versions I Quota |

Shadow copies allow users to view the contents of shared folders
as the contents existed at prewvious points in time. For information on
Shadow Copies, click here.

Select a volume:

Volume Mext Run Time Shares Used

=W\ MWol... Disabled o 32Z0MEB o

[ Y 782013 700 AM 4 6.10 GB o1

<] m >
Enable Disable | | Settings... |

Shadow copies of selected volume

7/14/2013 8:00 AM =
7/14/2013 7:45 AM ||
7/14/2013 7:30 AM

7/14/2013 7:15 AM -
<] n

= Windows Server2012

dugagall dlalall (s daang a_u.l.l O30 alyall @ aall g ingl (IS 0 ugag daadls Al Slalac) dadun (-0
8agana 1t Lawing cLilSaly gf cilaluse (s cllaile e Loy @ Sl gulai i Ling oy &l
.Schedule )j ,Lc dasually Liagl Li<aig dualill oia Jasl saaaa bl HLIsY

Local Disk (C:) Properties =

Tools ! Hardware | Sharing | Security |
Settings

Wolume:
|C:‘\

Storage area

Maimum size: ) Mo limit .
(@ Use limit: 173722 MB

Mote: You need at least 300MB free space to create a shadow copy.

Schedule

MNote: The default schedule creates two shadow copies per day. Avaid
creating shadow copies more frequently than once per hour.

mm VWindows Server 2012

Oglagiu (g-dlhagall Ling « alyla e (i JSg dajdlll SilalacHl gungg dsalill Jundl (o Lialil HY
« y=1a LalS jgadlg aSu il Suls

dialus @lal 3 Gylis ag-21 Ol lia callng 0yl of Mie dialaall @l (-8 Silball G ila -0 Lad Biaa Slad

F ol Jomid dlaluiig de puusag 1)g-a ¢
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——-‘l( =] -';’ - B4 System properties
Properties Open Rename Map network Add a network  Open Control
drive = location Panel & Manage
Ly |j‘.i » Computer w C,| | Search Computer o
7t Favorites “| 4 Hard Disk Drives (1)
B Desktop | Local Disk (C
Downloads | — =
anf | 0 135 G5 fre of 16 Open
= Recent places L
4 Devices with Removg Open in new window
4 Libraries Pin to Start
3 Documents =i é Floppy Disk Drivi Share with » 2D
'3[? Music Configure Shadow Copies...
[E] Pictures Restore previous versions
B videos
Format...
8 Computer Copy
1 Create shortcut
“ﬂ Metwork v Rename
3items 1 item selected Properties
Windows Server 2012
LR S oo DO T o * . o oo BITERS .
Open da.ns e Lladl au gajiad Of L calls Al 2o)lill sass dullill 6)gall (50
=8 Local Disk (C:) Properties -
General Tools Hardware Shari 5 u
 General | Tools | ore | Sharng | Secuity |
Shadow Copies | Previous Versions | Quota
Y. 1_ Previous versions come from shadow copies, which ] | Search Computer pe)
e are saved automatically to your computer’s hard disk.
How do | use previous versions ?
Folder wersions:
Tl
Mame Date modified =
“ Local Disk (C) 7 7:00 AM
4 Last week (35) =
5 Local Disk (C3) 13 12:00 PM
¥4 Local Disk (C:) AM
& Local Disk (C3) 5 &M
#5 Local Disk (C3)
5 Local Disk (C2)
#1 Local Disk (C2)
#5 Local Disk (C:) 7/11/2013 12:00 PM
L Local Disk I{_(_::] TA11/2013 8:00 £ hd
& . . . . . e & & . . o oo .
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.#}! Updates Create Computer Group
Endpaoint Protection Updates
g View a Report
¥4 Endpoint Protection &3 Mot protected: 1 Computer A\ New updates to approve: 7 Updates
o Learn About
‘9«' Alerts Agent Health Policy indo iR
=1 P Agents that are not 1 Computer & Noissues
W) Software reporting:
=gl L Software
: @ Noissues
Policy
{5 Reports Alerts by Type @1 A
E{ﬁ Rtaten & Investigate Endpoint Protection Errars 1:45:34 PM
A\ Security Updates Need to be Approved 9:14:56 PM
© 2012 Microsoft. All rights reserved  Privacy  Legal  Feedback 0 Remote Tasks

el Guaineg dSud paa JSI Suckuas Hlgal Sasy galijll 1ia agé
galijall liay dlaiag du il u_n ag-agall 8)aadl J<I Inventory Hardware and Software (Jasi @981 - 1

windows Intune Agent I Laule ()9-<ug iyl Guudaill (aag Laviu ()9 ol p-aall LailSe ¢ yaill Gy
Same (SCCM)

JAA O Al (-6 8ugagall jaadl Lo (e galipd ulac) Jac a9 Auto Deploy Software (Jac - 2
Same (SCCM) " Push Software J cigluly yéyaall

Same (WSUS) Jlaall ,le 8ugagall alyllg Update Windows (Jac - 3
soysall Gy e &g &yl @iig Hjgull 3aal Lle Jasy Malware paliys Jujili Gayl (e dulaall - 4
Same (Forefront)

2ol 83ma¥l e uiles Jac - 5

Laus ag-agall jugajlall o Sl agleall o<y Laidiiagag yjg—ull 5paal su sy dLalS j)lii Lo Jgaall - 6
Same (SCCM) Laule Jasi -ill a—alyllg

Same (SCOM) Al lghual Lalluylg 8jaadl Lo agagall JSLill Ge Alert Jac - 7



oia JS o dlaada &= o<1 Windows intune Il Lay ag-84 U.lJ')lg..\}" LW
ol CLuA}" Lo 94 gl datua (a ddiyla) @-Tig aalg @_u.ln.n JAA e -1y
Lo yaég Suanlig dalang dudlypa (a Ylgudl oda JS @81 il pdpaun Linic (o<
.Cloud Saa$S JI Siliulnil lelatig aali Jlia odag

/
: galy laganiig (5)a1 aaly G (e Cilgall oia < @gél )i iSa &l Jgia O O<as pasall

System Center Configuration manager
System Center operation Manager
Forefront for malware

WSus

Windows Intune JI daas Loy @gdli il Jlacl Gudiy ol O LiSay zalpull ods dauilgs usua @3S Jaa

Jasll &l yé pwll Lanliai -ill Hardware and software ,-& & uJISill - galiall §y-all didandNa ga (<1
i Laység Laiiluag

plasll d Lyl (89w s3Il ug-dallg o1 21l jla Sala @ &dy bg 2alpll ol o g o Jaloill @ al 1w yalg
.windows intune Il Lasas, il deadll uaiy

dl..a.ﬂUJLmdlu_Lcme)Hgdm_uuu_lgumau_nlol_:dS_uu)lA_:loLhdl |..\.d>u|L5H|L|a.n.|9
L dnlAl A Sl (L ATag (9 Ol Uayds walg Syl

U—" K. TN gl gliag (16 S8 wggySias dalAdl it Liladl (J Ak jlai Loy Siqaalill Sl pbjwllg dluall
Lajnc 9l U_InLuaﬂl gl 9l idluall

:alaill 1as Wilga aingag aaladiuil @acg windows intune pladiul Gu &i)lie Jas gaasal dayly lamg

http://www.youtube.com/watch?v-bzzjriGxYKM

Windows Intune deai (Jac 6)<s

e Alandll oda S clins Sials S18guig)<ila ol 29 ailyran Ia_ml Gubill 1aial dalu (Jasll 6)<so
9=t LAT 1 Elaal U..\.ll o).an}" LW} EN u_n)_.n..u ul web interface JIAA Oa 2l aailig Laval Slyay
windows intune agent Il alacly @lasll N doladl LaaY anings g lAag deadll oda -0 &yl i

.windows intune o0 hlaaa (g Sli<y & (J Al 29! 83_m9i O Jn_.n).:l: DG (A




Microzcft Online
Service Subscription
Portal

Wb Servions Laver

Secure Communications Charmel
fouthentioarion, odimin katend, reponts)

-ﬂ [ [——

Mabware [Cmwwrneer J[_roser | [ _vworos || memoos uswmran |
Encyclopedia

\HH

Siverlight Admdinkstrator l J1 l. ]
Console \\- e 1 Client Cou :

:Windows intune I b I yididl duaas LG

N7 JERY] U.n.ll O)Aaﬂl ..\..\.c._n.unulcg)m.m UJLn JlSay daaill o..\.d:@.u‘_mg.mg)s.\.n
..\_n.chm.nJ_l..\.lI_un.ln.mJuLLQ)_l.chS.lglog_n304_u“)a.|oA_AJ4_n..\aJ|oA_m4_|)m.||o9_mu|.J_|Sn.|u£J
Saaiall cladgll L,.md.mha.nulg.n&g_.agn._l_‘nula.ll Jraadl (99 G daadll ol a -6 Janwwilly plasll
Asilians 9-09 Tg-sul s it Jalita 1300 <1 2sna 138 . Jalai Lanpuing O O-Say Gasall sye &lga i usly
G Sl y Gl abie Sl eadll 24795 (-0 dapaisll Gydill

http://www.microsoft.com/en-us/windows/windowsintune/pc-management.aspx

|.A_u9u_|91|um4d)|au_n‘_hhuaa_m._|_ﬁﬁuguLun‘J_lUgS.n.ng_md_n.\aJlu_m_l DL clalis sy
Llaal S50 33aadl o Le windows intune Agent _I| J=ii ailaaldl 6)la)

:d0adll oo Liands Ll

=yl e il il Lavg dadun i Lila claal (j9-<u U' g cdm_u.ug dalacg '..\A ol u}" - d.n..\aJl
elaad da il o il 0).&;}" u_n..\a.lg dailyag 6)lad Sl yayallg
uu.ﬁim._u_ng.J_’ni‘o_cia)Jaa.n._n)Jn.ngJuﬁJgg)m_udlgaLnJlehln.nU_ALAJ.IS_.mulg)_nua_mJl
hardware server and software daiia g ILia ] LEAT cogww LI 0 AT (6ga a_n|9.|| ua)yl e Slaadlloda
Lavig iy agau Gl (sdlagally doygull dalually Suiyiidlg

chgosus ca oyl T susall by oty JS g A lISEIN Y51 ASu il gy O gy Oad Jal Joa @il Gy LA
cJlaall 1aa J A g (il SISl (s Gudliill dauis dondldl oda dalsh ()85

) 6)A| Slsulab e 0y21) a9 (Jalsall U-° «ll L o) Microsoft online aylidie Sldulal Jgl oda
: J~ia Microsoft online sl duu

Office 365

Live meeting

Windows azure



EhiJI ol o
dgl &0 johill ddlgo g

daauniio duyce dlao

aj.ol-.j..l u" e 8_].'..'9 l oo oool

Staliall gras cuulil dalide disle oja

igpislall sypll le Lililyo @diliol,

magazine@networkset.net



laclgsl g Datacenters I & daliaiud) l

e A A A

galaan audiyi (p—cg « cloud systems I (¢ ali¥ oo Ejuall p i<
Saval G & Sgll 5 Lnaladt wl b y1dgillg Sl agleall Linglgi<s
Gl Eainllg 8ysaniall Sl gainall JS Gulul o Silagleall Liaglgi<i

T Laule woaisi il

Slaad Igagia @aild @a doliai sl Al el lgagis OIS a4 S 89 (-0
Jlaall 1ia b Jasil dadin Sl )y ol gl o bgll o) oy

Laclgil ,a La g dalai wdl o Lad (Jiiwa g gold J< i
s pa iy fun oGSy il Ay alas galipy e dapy JLia 3 AL Tyl
Jaedl jladY dwlaall pid (5 Yg-Lasy Gl G—silagall a—aliyul

A pdall Sy aal L 2alipll 1ia dslai wl @g-ii Of Gtaaall Ga
a<u dilly Juaie aleail Sleadll d6IS o aadi g Datacenter I & ugagall
Ge ool slypas) JLiall Jarw e Silasill od ag i wa g @il J< i
Lalaiag .. ..8palwa Sliiany (§Hidd (o ailas « IP osliac) A<y &l
0l gad 5)lu¥ Ll aglrall LiaglgiSiy yaaiia Gpb 4929 Lo Lilay

R IPREN |

g_ﬁumaﬁ'n@A“)égHg‘oa_cdlAg_ég_munJlnglg_anQﬁg
Gl e g Alaadll od o gias 6)lal ¢ Jggmuall o (Cilaglrall Linglgiss

$)ilin g paiaue J S0 oyl 1A o (Jac jlpal il (aing
29 Oa LLia’ (il g cdan)lall daliat ol Slaad Saag dalalloda s
a.é)ﬂl..m_‘nngu‘noJ!dg..ag.llU.Lca)A.'ﬂlg.iIKS)_(}ag)IA'QlS.nu.ﬁ)ﬁH_udl lia

‘ Magazine / -July 2013



Aelaall jlaa Lo p Sl Ea3T dlilaad gaas 3yl Gyd agag ga Ll §yglaall
duauadin Sl y i Laaaii daud Lails dalalwdl wayes LiiSay darwll daaiall ois asy
g O Lal] 29191l @ ial Lavelgil Lo Slaglrall Liaglgi<i ajlg-a daliaiw

51210 19290 Jaytau 0 leja chuai wall 2 ia Gapla (¢ ddlail .l @ 15 gg-ill l.:\.mu_b
uJLJLLQt&EJQ[)J&kJ_Jg)JﬁiL” &8ga) aale Silagloa ()a cliu La g8) p-iul uJLJLLlJ')—SJHQ‘J_B
‘_aLnLunJlu_nu_u.n..\..\_cmm_oumlé ")halo_mnnug&).n)a_udll.\.mg)l._ua(
=0g—sus L;..\_Il 9 asll Jualgdl Ciay ¥l da Al g ydpaall 1A a u)lgas (oS)luily (il g aule
u.cyLnd.mmp.ud«JLanlmLunu_umdS}ny_udluJHme)hu_ccngJllo_u
ad yawaidall guadll (Lo

Lol 23 (0 yipmsal] 1l Jomaagll Gy all (pa s gasll Alias G 11 By s Lang
a<u 31l Gyl (< gl Dyndns Gyl ¢ g &9y i A< A o real IP Gy
Lyl ) godedl I daladl (Hga (S¥lalidl Sluuwuge Gopla (=€) alull o ddalall

6y uylga clialy buail wall IS JLa U-° ail (daliat I (s Cg_l." laia U-" A.adig
galydl odan | 29-dglls ()g4agis cagsu um..\a.a.m.n." O yuS aac ol gl u.nl).n Ju il
Banalgll duilill sgia le
d_.anglﬁa_‘n)ﬁﬂldaA'u_ch)b)g‘_u.\.llU_Lca_ﬁ:!..bg_m‘H.!Sd_Aadl_imQIg_ia,ﬂ;\_m
JS jsgil dedicated hosting I ddladl oda (-6 Juaddl HLiddl (H9-<u ILIL g (po sl
Jaa caling Jiac JSI 5 9yEi da A g JalS ipe i Gawaldd riss i s g Alabiadl ol a
Syl da A dey Suly) duil<al ga sl SOl QAI).;M dalai il (s gg-ill
oyl laal (Jualgll

U jali dliag 09-<u 9 Jpasll yopiall pa by O g0 SLilull 3<pa £g-ill 1ia -5
.dslal ) 6)1a

0913 <9 @alpll JS g yaprsull OgSLiny Gall sdazll @ £g-ill laa plisg a
& aapill g duibya<tl LSlall delus 24 1 jlaa Lo paia g gal OIS a b Lasiag
aadaals Ig-agisl {,alaall & 8gill MdLa - jap el 138 Le by Sia i85 Gapd 9929
“ “ 3y-dilsa

)8y diliai il g-ag Co-location hosting Il g-a zasuall jLAdl §9-<i ddlall o a U_a
JAu 6l 9a 9o Las il S - Jsasll

dailug JS oalaal g asingl cililull 3 <pal jipll @ads (e g0 Jasll o-ill laa o
.dalaallg o=l g Suiyiidl g dslinl)

Index



How to Use

Hyper-V 2012 Replica

s S I Illllllllf m

alaidill o Sl jlasa) o~ Windows Server 2012 g« U_nLn ! Hyper-V Ol pLsa g I
U_n)g..\_nln Lasla Jg—us 2l <19 MS Hyper-V 3.0 u.ng_u.ng)S.\.n O—A d—aadall A_ual).m!l
MS Hyper-V (< fiaais O Liag fpiiall ga U_.L. il agaall 23 saall sale 9o i Lilgac
u—‘“ .Hyper-V replica o Lulaa sy 0)_|.n.|| o=<lg il ysaall u_n)_uS.U dlia 2_3.‘.3; 3.0
l..\.mu_n ddaugiall ) o)_n.s..aJl Al Sl daalia 29 DR &ijlg<Il (32 U.anu.lJ l..\au.m.ng_m
0aaall 8)aall 0da (s axbgii ol u&n.nLn 2=l mg...u JLsall

Hyper-V replica 6)sall oia -lc f189-u9)Sun (<] (o Lailhad 0 u_|.|l el e aalg
Ol Ayl 1A ] Lag § J=4’i 1aLag Hyper-V replica Jg—a diblall |o_|.a:|.n.n.|| O—a i<l Sl ia
iunall) pingil dlglan - Lo fal

ua-ii -l 6..\9.. Ol <an (Jasii ()i oo server virtualization U_n 8yl JSLisall Gy aaig
J108g4 gp)a_udl Sl e Sals U.IJ' J—asdl 9|_I.C| uLn Datacenter Sl < ya el U.n)_uS
(S 3yl Zlia 09GO P)’Sl e 09 glejl jauan (H9Siwm d_n.nJl O

&= Ja=l clustering @luiil g i‘ngAA.U O=e JSLisall (n £g-ill 1ia gial asngll ddsyhall
A< Siay U—° ._|_|..4| 9| Sl ya il aal Jda Ola J—aszll U—° )l yaiwdl padgil Gasull Lauas,
jolats o uﬁ.n.n diyall o aug d_u.m.ﬂ)gl;.l cluster (pan ()a pAl ).9).\—u.l.| O—Sau Lo didl
Silya ) glal Gl dalaall 6)9)-4 yal g-a Failover clustering < yayswll o a¥ duillig . Jodiall
Eladiwl o Hyper-V L Jo¥I el dia £1899)Sia Sials (Aleadll @ adi U_n)l).n.uuﬂlg
e aalgia JIjle Failover clustering 2008 .. joaiig 2 failover clustering & 8)—1n
Syl adg Dl Bae ade Lol ayal Joi iia dagale J< iy fiyg la () <lg 2012 yipaau jgiig
U_n 4_L..n_~.JI)9_n>ll O 0=<lg Hyper -V 3.0 U_n dagale J< 2y )25 failover clustering

Ln.ne\.n]S.\.llu_n l)_uS d_l.n.n)_nﬂl liag .J).\.u.m u_nw)a.n P KEN| g | th.n}hJ_ﬂ Hyper-V 3.0
LnAA)_suaﬂl Silalhiallg SISy dall Joliia U-° auny

63 e g ol clustering iag.ug)<ia Laioad U_nJl TS =S Dl anill aal |_|A.l|9
dcjga clusterlng —1 <& &.Ia.n....u Lia u_ng .J).\.u.m O35 @ladt il I.Ia)_..u A alg jope
U.u.\.u).")S).n.ll O< Samy <Lal U_n aalgii Of <aall (e cluster nodes Al 5)lusig Ludlyoa
U_nl Ol e U-" aalgia Gilalull SLiad dasaaball Siylg<I aal U_n U_uu.n)Jl)S)AJl)_n.\.l o -a

Al il oy i

Cilailall aaf Jiin dla -5 o Hyper-V replica gladiuwd olowdl aal L3l £S5 Lasg
u—m $9tll JAnill h._l.lm.. ‘_I_I..u pladll (<o Jat il aud (845 Ol <au Ja=ll ;¢ Servers
AIEL Sl O3

¢ Tl pling 1l 3

eaid dudlyaall doluall : dlasdla

| ——

42 Network Set Issue 38 Back To



Windows Firewall () ds

File  Action View Help

4= o | =] 8 o]
D s ==
ER Inbownd Fules | Marme Browp - Profile | Enabled  Action O~ || inbound Rules
$ SM““'::::::‘ o 10 Fie and Printer Sharing over SMBDicect (WARD. ln) File e Prinker Shasing dner... AN Mo st W | pow Rule
B Mow = D HymerV - WAL (Rsyre-An) FhyperAr am Ye: Allgar M
L tenng B Hyger-V - WAL DCOM-1n) Hyperas an Yes Ao N || P by Profae L4
S Hypar- v - WML TCR-Ir) Hypery an Yo Allcrer ™ T Filter by State »
S Hypar (MIG-TCR e} Hyper am Ye Allerar M T OFiter by Growg 3
I Hypar W (REMOTE_DESTOR_TCR 1) Hyperid An Vs Allorar L] WVhow »
8 Hypar- W RPCY Hyperf am Yei Adlerar M
R Hyper- W RPC-EPNRLARY Hypara m Far Adborer ] G Refresh
I Hper-Y Banagement Clients - Wil (S dnd Hyper ¥ Managesmest Clients A8 Vs Adborer M | % ExpartLisnt
5 Hyper-V Management Clients - Wil (DCOM-In) Hyper-¥ Managesment Clients A8 ] B e
Hiyper-W Management Clients - Hyper ¥ Management Clients AN N
] k Selected Items
= ] b © Enable Rule
W iSCH Senice (TOPIe) 509 Serice An M I oo
@ Koy Banagernen Sendce (TCR-In) Ky Mpnagernent Senace an No Adberw LU
@ Nesogon Servce (NE-In Nethogon Service on Mo Adiwe M || 53 Copy
B Nezogon Service Autha (RPC) MNetiogan Service an Me Allorer M K Detere
0 Network Diacoveny (LLMNR-UDP-In) Metwork Discoveny am No Adlorwr L] B e
8 Hetwork Discoveny (NB-Datagram-in} Metwork Discoveny an Mo Al M
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E1) " Configuration
[ Enable this computer as a Replca server.

Authentication and ports

Specify the authentication types to aliow for incoming replication traffic. Ensure
that the parts you spedfy are open in the firewal.

[} Use Kerberos (HTTP):
Data sent over the network will not be encrypted.

S —

I

I

[ use Authentication (HTTPS): |
Data sent. the network will be encrypted,
Enabled as a Rephca server e pork: gy

& User Specfy the certificate: =

Use on the virtual machine |

3 Mouse Release Key | I

CTRL+ALT #LEFT ARROW

T2 Reset Check Boxes

Reset check bowes

Authonzabon and storage
Specify the servers that are alowed to replicate wirtual machines to this
computer.

(@ ABow repiication from any authenticated server
Specfy the default location to store Repica files:
s Ysers \Pubhe Documents ryper -V Wrtual Hard Disks |

) ABaw reglication from the specified servers:
PPrimary Server

Stor age Location

Trust Groug

[ o ][ cnt [[ummy, |
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File Action View Help
+ = | = m| 8 [ml
33 Hyper-V Manager

s wiN-302E20RCE29
Ha vvo | CPUUsage. | Assigned Memory | Uptime

The selected virtual machne has no snapshots.

Before You Begin Spedify the Replica server name to use to replicate this virtual machine. If the Replica server ison a
x = = S fadlower duster, specfy the name of the Hyper-¥ Replica Broker as the Replica server. Uise the
- S Fadover Custer Manager on the Replica server to find the name of the Replica Broker.
|| orowse... |

Reches server: |
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Before You Begn Mrﬂt!uhmmhmhrﬂﬂcahmmmch‘z If the Replica server isona
P T Sy e fadover duster, speofy the name of the Hyper-¥ Replica Broker as the Rephca server. Lise the
et i el Fadowver Custer Manager on the Replca server to find the name of the Rieplica Broker.

Specfy Cormecton
Farameters Repiica server: |H'-'111. | | Browse...
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Eig Spedify Connection Parameters

Authentication Type
%) Use Karberos authentcation (HTTF)
Data will not be encrypted while being ransmitted over the network.

¥ Compress the data that s tr over the

I
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Clear the chedk boxes of any virtual hard disks (VHDs) that you do not want bo neplicate (for example,
& VHD used for a dedcated pagmg fle).

Mot repicating certain WHDs, such as the operatng systesn VHD, coulid result in the Rephca virtusl
imachine Not startng wup property.

Wirtuial Hard Desles:
[ C: users Public Documents FHyvper -V ivirtual Hard Deskes WWindiowes, P vy

_'s__. L Lu“)a.n Ay 6'-‘J| alayiwdl dalss sac agan’ dlin cling (agaag auJLle 99-0 ).ii.li

8 Al dlags ) o..\g_ﬂ.ll J=adl g_da A Lo 8yaill Elaias alayiwdl laLds Iol
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ST dalua ) ciaial dalEill sac o) LalS :daada

You can choose to store only the latest recovery point of the primary virtual machine on the Repiica
server of o add addibonal recovery ponts, alowing you o recover o an earker point in tme.,
Addibonal recovery ponis reguane more storage and proOESSng resouroes.

Specfy the number of recovery ponts to save.,
() Only the |atest recovery pont
% Addinonal recowery points

Humber of addibonal recovery pomnts to be stored: 2B

Additonal recovery snapshots are created every hour. Estmated addional space required on the
Rephca server for stonng these recovery snapshots:

238 MB

To replicate an incremental snapshot using the Volume Shadow Copy Service (WS5), select the
following check box, and then use the slider o specify the freguency these snapshots are taken,
Usng application-consstent copees wil impact the performance of apphcations nunning in the:
primnary vir iual machine when thess snapshots are taken.

[+ Replicate incemental VSS copy every:

1 howr [
4 hour{s)
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ail’ Choose Initial Replication Method

Before You Begin Before replication can start, an initial copy of all virtual hard disks that you selected must be
# mansferred to the Replica server,
Specify Cornechan Sze of the nitial copy of selected virtual hard disks: 1.16 GB
Irvbal Repbcaton Method
Choose Replication WHDs - hﬂiﬁ%ﬂnmﬂ!m
Configure Recovery History ) Send initial copy using extermal media
Speafy the location to export inital copy.
Surmmarny

) use an existing wirtusl machine on the Replica server as the iritial copy.
Choase this option if you have restored a copy of this virtual madhne on the Replica server.
Schedule Initisl Replicaton
@ Start rephcaton mmedately
(Z) Start replication on:
T 42013 = S:00 AM =

<previous | | mext> || Fnsh

Oc 8)luc g LayLidls cual il gSill Silylud Juadh ddild aal i cag

You have successfuly completed the Enable Replication wirard. You are about to enable replication for
“Windowes_XP" with the following setbngs:

Desanpion:
[ Rephca serser;

Store scdmonal recovery points:

To enable repication and dose the wizard, didc Firesh,
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Collaboration

Optical Networking

Phwsical Security
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Security

Servers - Unified Computing
Service Exchange

Storage Networking
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Drownloads Home > Products > Routers > Small Business Routers > Cisco 800 Series Routers

Find: |Product Name e.g. 2811
Products Cizco 2800 Series Integrated Services Routers Cizco 892 Integrated Services Router =
Recently Used Products Cizco 1900 Series Integrated Services Routers Cizco 892F-CUBE Integrated Services Router
My Added Devices Cisco 800 Series Routers Cisco 892V Integrated Services Router £
Add Device Cizco SB 100 Series Smal-Business Routers Cizco 891 Integrated Services Router

Cisco SOHO 90 Series Secure Broadband
Routers
Cisco SOHO 70 Series Routers

Cisco 891W Integrated Services Router
Cizco 888 Integrated Services Router
Cizco 888-CUBE Integrated Services Router

Cisco SR 500 Series Secure Routers

Cisco Smal Business RV Series Routers
Cizco Small Business SRPS00 Series Services
Ready Platforms

Cisco 83E Integrated Services Router

Cizco 8B8E-CUBE Integrated Services Router
Cisco 88BEG 3G Integrated Services Router
Cisco 883SRST Integrated Services Router
Cisco 8BBSRSTW Integrated Services Router
Cisco 888W Integrated Services Router
Cizco 887 Integrated Services Router

Cizco 887V Integrated Services Router
Cisco 887WA Integrated Services Router
Cizco 887WA M Integrated Services Router
Cisco 887\A-CUBE Integrated Services
Router

Cizco 887VA-W Integrated Services Router ™
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Download Software

Cownloads Home * Products > Routers 2

Select a Software Type:

103 ROMMON Software

02 Software

License Manager Software
Very High Bitrate D3SL (WVDSL) Firmware

Small Business Routers > Cisco 800 Series Routers * Cisco 887V
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Cisco 887V Integrated Services Router
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Release 15.3.2TED

File Information

UNIVERSAL [
cB00-universalks-mz. SPA.153-2.T.bin

UNIVERSAL - NO PAYLOAD ENCRYPTION [g
c800-universalkd_npe-mz.SPA 153-2 T.bin

Release Date

29-MAR-2013

28-MAR-2013

Release MNotes for 15.3(2

DRAMIFlash
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512 4 256

Download

Add to cart

Download

Add to cart
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Cisco BB87V Integrated Services Router

Release 15.3.2TED

File Information

UNIWVERSAL [g
c800-universalki-mz SPA 153-2 T bin

UNIWERSAL - NHO PAYLOAD ENCRYPTION [g
cB800-universalkd_npe-mz.SPA.153-2.T.bin

Description: UNIWVERSAL - NO PAYLOAD ENCRYPTION
Release: 15.3.2T
Release Date: 29/Mar/2013

File Mame: c800-universalk9_npe-mz.SPA.153-2.T.bin
Min Memoary: DRAM 512 MB Flash 256 MB
Size: 50.86 MB (53331476 bytes)

MD5 Checksum: 11af563c151fc1a350b4151b1dfGac43

Release MNotes for 15.3(2)T | Security Advisory | Field Motices

Release Date

Z20-MAR-2013

28-MAR-2013
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. Ubuntu 12.04 & doajgi Linux Jasis |aL|a.| O Gulaills log.m.u.n
: dauleill JYA (jae ng..\.t Honeyd dojall dslialy @giieu Yol

sudo apt-get install honeyd

. Honeyd dajall (e Siaullg Synaptic Package Jda (o LA.-LBL“- gl

:Lsls
adlg honeyd.conf . Lall g-a Laaal Sl ala 8ac Elia aniw /etc/honeyd/ jLusall ] caadi
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The 10.1.00/16
MNebmork
Virtual Virtual
Honeypoi2 Honeypotd

10.1.0{51 MG

0.0.100 /24

10.0.0.14 /24

The 10.0.1.0 24

e (] Desktop 8}aai 4 (p—c §)lic dialwull &S0 Sl
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route entry 10.0.0.100 network 10.0.0.016/

JI  o3mse JAniw il Glgiall galag e dall J3ua J—iay sadl yilgyll oy i dialaall dauleill
16/10.0.0.0 (ylg-ill b A Eall 1] 30 g0 dagall Iiag JS &l (ain pungs g-a La< 10.0.0.100

“&A&”JmlQQOAJhALxAJLAA-Lhﬂug)dgb"hLLlUJQLhMLuJGAJ“}&dhﬂlﬁLkULﬂdﬂUuﬁgnLuluxl
hLUSduﬂ‘qhdn‘5h4LnAaJhﬂSL;n441Ackgg¢uunu_dh4thdh<ng&494aicLLuuduc,dlK)S‘ﬂ

create router

set router personality «Cisco IOS 11.3 - 12.0(11)»

set router default tcp action reset

set router default udp action reset

add router tcp port 23 «perl /usr/share/telnet/router-telnet.pl»
set router uid 32767 gid 32767

set router uptime 1327650
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route 10.0.0.100 link 10.0.1.024/
route 10.0.0.100 link 10.0.0.10032/

24/10.0.1.0 d<uiall ] Juags 10.0.0.100 Hlgisdl caalia yiglyll ol Ju JodI slaall
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create windows

set windows personality «Microsoft Windows NT 4.0 SP5-SP6»
add windows tcp port 139 open

add windows tcp port 137 open

add windows udp port 137 open

add windows udp port 135 open

set windows default tcp action reset

set windows default udp action reset
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bind 10.0.1.51 windows
bind 10.0.2.52 windows

: JSl) LS Mals Eudll pragh e Jasiu I

Desktop1

10.0. 24

Deskiop4

10.0.0.14 /24

16/10.1.0.0 dSsiall | Juags ! 10.0.1.100 Hlgisll 93 R2 yiglyll dbLialy Liad
: dadia (agliall yuaki daado go lis alel sk Loy liad Lill davall Slayles

route 10.0.1.100 link 10.1.0.016/
route 10.0.1.100 link 10.0.1.10032/
bind 10.1.0.51 windows

bind 10.1.0.52 windows

bind 10.0.1.100 router
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route 10.0.0.100 add net 10.1.0.010.0.1.100 16/ latency 100ms loss 20

ddayall Slya)ldl S| Lia )Ll juaig auagill (Jg—Sgig s byl daulel au il dialanll daulsill
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route 10.1.0.100 link 10.1.1.024/

route 10.1.0.100 link 10.1.0.10032/

bind 10.1.1.51 windows

bind 10.1.1.52 windows

bind 10.1.0.100 router

route 10.0.1.100 add net 10.1.1.010.1.0.100 24/ latency 50ms loss 1

bandwidth 1Mbps
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Root@Mhdpc:~$/etc/init.d/honeyd start

:daul2ill JMA o Honeypot diu (paun Lavilis Liad il dadll (Judis - 2

Root@Mhdpc:~$ honeyd -f /etc/honeyd/ honeyd.conf -d
-p /etx/honeyd/nmap.prints
-x /etc/honeyd/xprobe2.conf >
-a </etc/honeyd/nmap.assoc>
-1 </etc/honeyd/logs.log>
-i eth0 10.0.0.08/
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Root@mhdpc:~$/farpd -i eth0 10.0.0.08/ -d
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