STRUCTURE OF
COMPLEX SYSTEMS

3.1 SYSTEM BUILDING BLOCKS AND INTERFACES

The need for a systems engineer to attain a broad knowledge of the several interacting
disciplines involved in the development of a complex system raises the question of how
deep that understanding needs to be. Clearly, it cannot be as deep as the knowledge
possessed by the specialists in these areas. Yet it must be sufficient to recognize such
factors as program risks, technological performance limits, and interfacing require-
ments, and to make trade-off analyses among design alternatives.

Obviously, the answers depend on specific cases. However, it is possible to provide
an important insight by examining the structural hierarchy of modern systems. Such an
examination reveals the existence of identifiable types of the building blocks that make
up the large majority of systems and represent the lower working level of technical
understanding that the systems engineer must have in order to do the job. This is the
level at which technical trade-offs affecting system capabilities must be worked out and
at which interface conflicts must be resolved in order to achieve a balanced design
across the entire system. The nature of these building blocks in their context as funda-
mental system elements and their interfaces and interactions are discussed in the
ensuing sections.
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3.2 HIERARCHY OF COMPLEX SYSTEMS

In order to understand the scope of systems engineering and what a systems engineer
must learn to carry out the responsibilities involved in guiding the engineering of a
complex system, it is necessary to define the general scope and structure of that system.
Yet, the definition of a “system” is inherently applicable to different levels of aggrega-
tion of complex interacting elements. For example, a telephone substation, with its
distributed lines to the area that it serves, can be properly called a system. Hotel and
office building switchboards, with their local lines, may be called “subsystems,” and
the telephone instruments may be called “components” of the system. At the same time,
the substation may be regarded as a subsystem of the city telephone system and that,
in turn, to be a subsystem of the national telephone system.

In another example, a commercial airliner certainly qualifies to be called a system,
with its airframe, engines, controls, and so on, being subsystems. The airliner may also
be called a subsystem of the air transportation system, which consists of the air terminal,
air traffic control, and other elements of the infrastructure in which the airliner operates.
Thus, it is often said that every system is a subsystem of a higher-level system, and
every subsystem may itself be regarded as a system.

The above relationships have given rise to terms such as “supersystems” to refer
to overarching systems like the wide-area telephone system and the air transportation
system. In networked military systems, the term “system of systems” (SoS) has been
coined to describe integrated distributed sensor and weapon systems. This nomenclature
has migrated to the commercial world as well; however, the use and definition of the
term varies by area and specialty.

Model of a Complex System

While learning the fundamentals of systems engineering, this ambiguity of the scope
of a system may be confusing to some students. Therefore, for the purpose of illustrat-
ing the typical scope of a systems engineer’s responsibilities, it is useful to create a
more specific model of a typical system. As will be described later, the technique of
modeling is one of the basic tools of systems engineering, especially in circumstances
where unambiguous and quantitative facts are not readily available. In the present
instance, this technique will be used to construct a model of a typical complex system
in terms of its constituent parts. The purpose of this model is to define a relatively
simple and readily understood system architecture, which can serve as a point of refer-
ence for discussing the process of developing a new system and the role of systems
engineering throughout the process. While the scope of this model does not extend to
that of supersystems or an SoS, it is representative of the majority of systems that are
developed by an integrated acquisition process, such as a new aircraft or a terminal air
traffic control system.

By their nature, complex systems have a hierarchical structure in that they consist
of a number of major interacting elements, generally called subsystems, which them-
selves are composed of more simple functional entities, and so on down to primitive
elements such as gears, transformers, or light bulbs, usually referred to as parts.
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TABLE 3.1. System Design Hierarchy

Systems

Communications Information Material processing Aerospace systems
systems systems systems

Subsystems

Signal networks Databases Material preparation Engines

Components

Signal Data displays Database Power transfer Material Thrust
receivers programs reactors generators

Subcomponents

Signal Cathode ray Library Gear trains Reactive Rocket
amplifiers tubes utilities valves nozzles

Parts

Transformer LED Algorithms Gears Couplings  Seals

Commonly used terminology for the various architectural levels in the structure of
systems is confined to the generic system and subsystem designation for the uppermost
levels and parts for the lowest.

For reasons that will become evident later in this section, the system model as
defined in this book will utilize two additional intermediate levels, which will be called
components and subcomponents. While some models use one or two more intermediate
levels in their representation of systems, these five have proven to be sufficient for the
intended purpose.

Definition of System Levels. Table 3.1 illustrates the above characterization
of the hierarchical structure of the system model. In this table, four representative
system types employing advanced technology are listed horizontally, and successive
levels of subdivisions within each system are arranged vertically.

In describing the various levels in the system hierarchy depicted in the figure, it
was noted previously that the term system as commonly used does not correspond to a
specific level of aggregation or complexity, it being understood that systems may serve
as parts of more complex aggregates or supersystems, and subsystems may themselves
be thought of as systems. For the purpose of the ensuing discussion, this ambiguity will
be avoided by limiting the use of the term system to those entities that

1. possess the properties of an engineered system and

2. perform a significant useful service with only the aid of human operators
and standard infrastructures (e.g., power grid, highways, fueling stations, and
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communication lines). According to the above conditions, a passenger aircraft
would fit the definition of a system, as would a personal computer with its
normal peripherals of input and output keyboard, display, and so on.

The first subordinate level in the system hierarchy defined in Table 3.1 is appro-
priately called a subsystem and has the conventional connotation of being a major
portion of the system that performs a closely related subset of the overall system func-
tions. Each subsystem may in itself be quite complex, having many of the properties
of a system except the ability to perform a useful function in the absence of its com-
panion subsystems. Each subsystem typically involves several technical disciplines
(e.g., electronic and mechanical).

The term component is commonly used to refer to a range of mostly lower-level
entities, but in this book, the term component will be reserved to refer to the middle
level of system elements described above. Components will often be found to corre-
spond to configuration items (CIs) in government system acquisition notation.

The level below the component building blocks is composed of entities, referred
to as subcomponents, which perform elementary functions and are composed of several
parts. The lowest level, composed of parts, represents elements that perform no signifi-
cant function except in combination with other parts. The great majority of parts come
in standard sizes and types and can usually be obtained commercially.

Domains of the Systems Engineer and Design Specialist

From the above discussion, the hierarchical structure of engineered systems can be used
to define the respective knowledge domains of both the systems engineer and the design
specialist. The intermediate system components occupy a central position in the system
development process, representing elements that are, for the most part, products fitting
within the domain of industrial design specialists, who can adapt them to a particular
application based on a given set of specifications. The proper specification of compo-
nents, especially to define performance and to ensure compatible interfaces, is the
particular task of systems engineering. This means that the systems engineer’s knowl-
edge must extend to the understanding of the key characteristics of components from
which the system may be constituted, largely through dialogue and interaction with the
design specialists, so that he or she may select the most appropriate types and specify
their performance and interfaces with other components.

The respective knowledge domains of the systems engineer and the design special-
ist are shown in Figure 3.1 using the system hierarchy defined above. It shows that the
systems engineer’s knowledge needs to extend from the highest level, the system and
its environment, down through the middle level of primary system building blocks or
components. At the same time, the design specialist’s knowledge needs to extend from
the lowest level of parts up through the components level, at which point their two
knowledge domains “overlap.” This is the level at which the systems engineer and the
design specialist must communicate effectively, identify and discuss technical prob-
lems, and negotiate workable solutions that will not jeopardize either the system design
process or the capabilities of the system as a whole.
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Figure 3.1. Knowledge domains of the systems engineer and the design specialist.

The horizontal boundaries of these domains are deliberately shown as continuity
lines in the figure to indicate that they should be extended as necessary to reflect the
composition of the particular system. When a subcomponent or part happens to be
critical to the system’s operation (e.g., the ill-fated seal in the space shuttle Challenger’s
booster rocket), the systems engineer should be prepared to learn enough about its
behavior to identify its potential impact on the system as a whole. This is frequently
the case in high-performance mechanical and thermomechanical devices, such as tur-
bines and compressors. Conversely, when the specified function of a particular compo-
nent imposes unusual demands on its design, the design specialist should call on the
systems engineer to reexamine the system-level assumptions underlying this particular
requirement.

3.3 SYSTEM BUILDING BLOCKS

Using this system model provides systems engineers with a simple method of partition-
ing a system along a functional and physical dimension: understanding the functional
aspects of the system, then partitioning the system into a physical hierarchy. Each
dimensional description of the system can then be decomposed into elements. Below
is the description of these two categories of building blocks and a recommended set of
elements used in defining the components of each.
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Functional Building Blocks: Functional Elements

The three basic entities that constitute the media on which systems operate are

1. Information: the content of all knowledge and communication,
2. Material: the substance of all physical objects, and

3. Energy: energizes the operation and movement of all active system
components.

Because all system functions involve a purposeful alteration in some characteristic
of one or more of these entities, the latter constitutes a natural basis for classifying the
principal system functional units. Since information elements are more than twice as
populous as the material and energy entities among system functions, it is convenient
to subdivide them into two classes: (1) elements dealing with propagating information
(e.g., radio signals), to be referred to as signal elements, and (2) those dealing with
stationary information (e.g., computer programs), to be referred to as data elements.
The former class is primarily associated with sensing and communications and the latter
with analysis and decision processes. This results in a total of four classes of system
functional elements:

1. Signal Elements, which sense and communicate information;
2. Data Elements, which interpret, organize, and manipulate information;

3. Material Elements, which provide structure and transformation of materials;
and

4. Energy Elements, which provide energy and motive power.

To provide a context for acquainting the student with significant design knowledge
peculiar to each of the four broad classes of functional elements, a set of generic func-
tional elements has been defined that represents the majority of important types for
each class.

To make the selected elements self-consistent and representative, three criteria may
be used to ensure that each element is neither trivially simple nor inordinately complex
and has wide application:

1. Significance. Each functional element must perform a distinct and significant
function, typically involving several elementary functions.

2. Singularity. Each functional element should fall largely within the technical
scope of a single engineering discipline.

3. Commonality. The function performed by each element can be found in a wide
variety of system types.

In configuring the individual functional elements, it is noted that regardless of their
primary function and classification, their physical embodiments are necessarily built of
material usually controlled by external information and powered by electricity or some
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TABLE 3.2. System Functional Elements
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Class function

Element function

Applications

Signal—generate, transmit,
distribute, and receive signals used
in passive or active sensing and in
communications

Data—analyze, interpret, organize,
query, and/or convert data and
information into forms desired by
the user or other systems

Material—provide system structural
support or enclosure, or transform
the shape, composition, or location
of material substances

Energy—provide and convert energy
or propulsive power to the system

Input signal
Transmit signal
Transduce signal
Receive signal
Process signal
Output signal
Input data

Process data
Control data
Control processing
Store data

Output data
Display data
Support material
Store material
React material
Form material
Join material
Control position
Generate thrust
Generate torque
Generate electricity
Control temperature
Control motion

TV camera

FM radio transmitter
Radar antenna
Radio receiver
Image processor

Keyboard
Computer CPU
Operating system
Word processor
Printer

Airframe

Shipping container
Autoclave

Milling machine
Welding machine
Servo actuator
Turbojet engine
Reciprocating engine
Solar cell array
Refrigerator

Auto transmission

other source of energy. Thus, a television set, whose main function is to process infor-
mation in the form of a radio frequency signal into information in the form of a TV
picture and sound, is built of materials, powered by electricity, and controlled by user-
generated information inputs. Accordingly, it should be expected that most elements in
all classes would have information and energy inputs in addition to their principal
processing inputs and outputs.

The above process converges on a set of 23 functional elements, five or six in each
class. These are listed in the middle column of Table 3.2. The function of the class as
a whole is shown in the left column, and typical applications that might embody the
individual elements are listed in the right column. It should be noted that the above
classification is not meant to be absolute, but is established solely to provide a system-
atic and logical framework for discussing the properties of systems at the levels of
importance to systems engineers.

Fundamentally, the functional design of any system may be defined by conceptu-
ally combining and interconnecting the identified functional elements along with
perhaps one or two very specialized elements that might perform a unique function in
certain system applications so as to logically derive the desired system capabilities from
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the available system inputs. In effect, the system inputs are transformed and processed
through the interconnected functions to provide the desired system outputs.

Physical Building Blocks: Components

System physical building blocks are the physical embodiments of the functional ele-
ments consisting of hardware and software. Consequently, they have the same distin-
guishing characteristics of significance, singularity, and commonality and are at the
same level in the system hierarchy, generally one level below a typical subsystem and
two levels above a part. They will be referred to as component elements or simply as
components.

The classes into which the component building blocks have been categorized are
based on the different design disciplines and technologies that they represent. In total,
31 different component types were identified and grouped into six categories, as shown
in Table 3.3. The table lists the category, component name, and the functional element(s)
with which it is associated. As in the case of functional elements, the component names
are indicative of their primary function but, in this case, represent things rather than
processes. Many of these represent devices that are in widespread use.

The systems engineer’s concern with the implementation of the functional elements
within components is related to a different set of factors than those associated with the
initial functional design itself. Here, the predominant issues are reliability, form and fit,
compatibility with the operational environment, maintainability, producibility, testabil-
ity, safety, and cost, along with the requirement that product design does not violate
the integrity of the functional design. The depth of the systems engineer’s understanding
of the design of individual components needs to extend to the place where the system-
level significance of these factors may be understood, and any risks, conflicts, and other
potential problems addressed.

The required extent and nature of such knowledge varies widely according to the
type of system and its constitution. A systems engineer dealing with an information
system can expect to concentrate largely on the details of the software and user aspects
of the system while considering mainly the external aspects of the hardware compo-
nents, which are usually standard (always paying special attention to component inter-
faces). At another extreme, an aerospace system such as an airplane consists of a
complex and typically nonstandard assemblage of hardware and software operating in
a highly dynamic and often adverse environment. Accordingly, an aerospace systems
engineer needs to be knowledgeable about the design of system components to a con-
siderably more detailed level so as to be aware of the potentially critical design features
before they create reliability, producibility, or other problems during the product engi-
neering, test, and operational stages.

Common Building Blocks

An important and generally unrecognized observation resulting from an examination
of the hierarchical structure of a large variety of systems is the existence of an inter-
mediate level of elements of types that recur in a variety of systems. Devices such as
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Category Component Functional element(s)
Electronic Receiver Receive signal
Transmitter Transmit signal

Electro-optical

Electromechanical

Mechanical

Thermomechanical

Software

Data processor

Signal processor
Communications processors
Special electronic equipment
Optical sensing device
Optical storage device
Display device
High-energy optics device
Optical power generator
Inertial instrument

Electric generator

Data storage device
Transducer

Data input/output device
Framework

Container

Material processing machine
Material reactor

Power transfer device
Rotary engine

Jet engine

Heating unit

Cooling unit

Special energy source
Operating system
Application

Support software

Firmware

Process data
Process signal
Process signal/data
Various

Input signal

Store data

Output signal/data
Form material
Generate electricity
Input data
Generate electricity
Store data
Transduce signal
Input/output data
Support material
Store material
Form/join material
React material
Control motion
Generate torque
Generate thrust
Control temperature
Control temperature
Generate electricity
Control system
Control processing
Control processing
Control system

signal receivers, data displays, torque generators, containers, and numerous others
perform significant functions used in many systems. Such elements typically constitute
product lines of commercial organizations, which may configure them for the open
market or customize them to specifications to fit a complex system. In Table 3.1, the
above elements are situated at the third or middle level and are referred to by the generic
name component.

The existence of a distinctive set of middle-level system building blocks can be
seen as a natural result of the conditions discussed in Chapter 1 for the origin of
complex systems, namely, (1) advancing technology, (2) competition, and (3) special-
ization. Technological advances are generally made at basic levels, such as the develop-
ment of semiconductors, composite materials, light-emitting devices, graphic user
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interfaces, and so on. The fact of specialization tends to apply such advances primarily
to devices that can be designed and manufactured by people and organizations special-
ized in certain types of products. Competition, which drives technology advances, also
favors specialization in a variety of specific product lines. A predictable result is the
proliferation of advanced and versatile products that can find a large market (and hence
achieve a low cost) in a variety of system applications. The current emphasis in defense
system development on adapting commercial off-the-shelf (COTS) components, wher-
ever practicable, attempts to capitalize on economies of scale found in the commercial
component market.

Referring back to Table 3.1, it is noted that as one moves up through the hierarchy
of system element levels, the functions performed by those in the middle or component
level are the first that provide a significant functional capability, as well as being found
in a variety of different systems. For this reason, the types of elements identified as
components in the figure were identified as basic system building blocks. Effective
systems engineering therefore requires a fundamental understanding of both the func-
tional and physical attributes of these ubiquitous system constituents. To provide a
framework for gaining an elementary knowledge base of system building blocks, a set
of models has been defined to represent commonly occurring system components. This
section is devoted to the derivation, classification, interrelationships, and common
examples of the defined system building blocks.

Applications of System Building Blocks

The system building block model described above may be useful in several ways:

1. The categorization of functional elements into the four classes of signal, data,
material, and energy elements can help suggest what kind of actions may be
appropriate to achieve required operational outcomes.

2. Identifying the classes of functions that need to be performed by the system
may help group the appropriate functional elements into subsystems and thus
may facilitate functional partitioning and definition.

3. Identifying the individual functional building blocks may help define the nature
of the interfaces within and between subsystems.

4. The interrelation between the functional elements and the corresponding one or
more physical implementations can help visualize the physical architecture of
the system.

5. The commonly occurring examples of the system building blocks may suggest
the kinds of technology appropriate to their implementation, including possible
alternatives.

6. For those specialized in software and unfamiliar with hardware technology, the
relatively simple framework of four classes of functional elements and six
classes of physical components should provide an easily understood organiza-
tion of hardware domain knowledge.
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3.4 THE SYSTEM ENVIRONMENT

The system environment may be broadly defined as everything outside of the system
that interacts with the system. The interactions of the system with its environment form
the main substance of system requirements. Accordingly, it is important at the outset
of system development to identify and specify in detail all of the ways in which the
system and its environment interact. It is the particular responsibility of the systems
engineer to understand not only what these interactions are but also their physical basis,
to make sure that the system requirements accurately reflect the full range of operating
conditions.

System Boundaries

To identify the environment in which a new system operates, it is necessary to identify
the system’s boundaries precisely, that is, to define what is inside the system and what
is outside. Since we are treating systems engineering in the context of a system devel-
opment project, the totality of the system will be taken as that of the product to be
developed.

Although defining the system boundary seems almost trivial at first glance, in
practice, it is very difficult to identify what is part of the system and what is part of the
environment. Many systems have failed due to miscalculations and assumptions about
what is internal and what is external. Moreover, different organizations tend to define
boundaries differently, even with similar systems.

Fortunately, several criteria are available to assist in determining whether an entity
should be defined as part of a system:

* Developmental Control. Does the system developer have control over the enti-
ty’s development? Can the developer influence the requirements of the entity,
or are requirements defined outside of the developer’s sphere of influence?
Is funding part of the developer’s budget, or is it controlled by another
organization?

* Operational Control. Once fielded, will the entity be under the operational
control of the organization that controls the system? Will the tasks and missions
performed by the entity be directed by the owner of the system? Will another
organization have operational control at times?

* Functional Allocation. In the functional definition of the system, is the systems
engineer “allowed” to allocate functions to the entity?

* Unity of Purpose. Is the entity dedicated to the system’s success? Once fielded,
can the entity be removed without objection by another entity?

Systems engineers have made mistakes by defining entities as part of the system
when, in fact, the span of control (as understood by the above criteria) was indeed
small. And typically, either during development or operations, the entity was not avail-
able to perform its assigned functions or tasks.



52 STRUCTURE OF COMPLEX SYSTEMS

One of the basic choices required early is to determine whether human users or
operators of a system are considered part of the system or are external entities. In a
majority of cases, the user or operator should be considered external to the system. The
system developer and owner rarely have sufficient control over operators to justify their
inclusion in the system. When operators are considered external to the system, the
systems engineer and the developer will focus on the operator interface, which is critical
to complex systems.

From another perspective, most systems cannot operate without the active partici-
pation of human operators exercising decision and control functions. In a functional
sense, the operators may well be considered to be integral parts of the system. However,
to the systems engineer, the operators constitute elements of the system environment
and impose interface requirements that the system must be engineered to accommodate.
Accordingly, in our definition, the operators will be considered to be external to the
system.

As noted earlier, many, if not most, complex systems can be considered as parts
of larger systems. An automobile operates on a network of roads and is supported by
an infrastructure of service stations. However, these are not changed to suit a new
automobile. A spacecraft must be launched from a complex gantry, which performs the
fueling and flight preparation functions. The gantry, however, is usually a part of the
launch complex and not a part of the spacecraft’s development. In the same manner,
the electrical power grid is a standard source of electricity, which a data processing
system may utilize. Thus, the supersystems identified in the above examples need not
be considered in the engineering process as part of the system being developed but as
an essential element in its operational environment, and to the extent required to assure
that all interfacing requirements are correctly and adequately defined.

Systems engineers must also become involved in interface decisions affecting
designs both of their own and of an interfacing system. In the example of a spacecraft
launched from a gantry, some changes to the information handling and perhaps other
functions of the gantry may well be required. In such instances, the definition of
common interfaces and any associated design issues would need to be worked out with
engineers responsible for the launch complex.

System Boundaries: The Context Diagram

An important communications tool available to the systems engineer is the context
diagram. This tool effectively displays the external entities and their interactions with
the system and instantly allows the reader to identify those external entities. Figure 3.2
shows a generic context diagram. This type of diagram is known as a black box diagram
in that the system is represented by a single geographic figure in the center, without
any detail. Internal composition or functionality is hidden from the reader. The diagram
consists of three components:

1. External Entities. These constitute all entities in which the system will interact.
Many of these entities can be considered as sources for inputs into the system
and destinations of outputs from the system.
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Figure 3.2. Context diagram.
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2. Interactions. These represent the interactions between the external entities and
the system and are represented by arrows. Arrowheads represent the direction
or flow of a particular interaction. While double-headed arrows are allowed,
single-headed arrows communicate clearer information to the reader. Thus, the
engineer should be careful when using two-directional interactions—make sure
the meanings of your interactions are clear. Regardless, each interaction (arrow)
is labeled to identify what is being passed across the interface.

The diagram depicts the common types of interactions that a context diagram typi-
cally contains. In an actual context diagram, these interactions would be labeled with
the specific interactions, not the notional words used above. The labels need to be suf-
ficiently detailed to communicate meaning, but abstract enough to fit into the diagram.
Thus, words such as ‘“data” or “communications” are to be avoided in the actual

diagram since they convey little meaning.

3. The System. This is the single geographic figure mentioned already. Typically,
this is an oval, circle, or rectangle in the middle of the figure with only the name
of the system within. No other information should be present.

We can categorize what can be passed across these external interfaces by utilizing
our definitions of the four basic elements above. Using these elements and adding one

additional element, we can form five categories:

+ data,

* signals,

* materials,
* energy, and
* activities.



54 STRUCTURE OF COMPLEX SYSTEMS
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Figure 3.3. Context diagram for an automobile.

Thus, a system interacts with its environment (and specifically, the external enti-
ties) by accepting and providing either one of the first four elements or by performing
an activity that influences the system or the environment in some manner.

Constructing a diagram such as the system context diagram can be invaluable in
communicating the boundary of the system. The picture clearly and easily identifies
the external interfaces needed and provides a short description of what is being passed
into and out of the system—providing a good pictorial of the system’s inputs and
outputs.

Figure 3.3 provides a simple example using a typical automobile as the system.
Although the system is rather simple, it nicely illustrates all five types of interfaces.
Four external entities are identified: users (to include the driver and passengers), the
maintainer (which could be a user, but, because of his specialized interactions with the
system, is listed separately), an energy source, and the environment. Most systems will
interact with these four external entity types. Of course, many other entities may interact
with a system as well.

The user provides a multitude of inputs to the system, including various commands
and controls as well as actions, such as steering and braking. Materials are also passed
to the system: cargo. In return, several outputs are passed from the automobile back to
the user, including various status indications on the state of the system. Additionally,
an activity is performed: entertainment, representing the various forms of entertainment
available in today’s automobile. Finally, cargo is returned to the users when desired.

Other entities also interact with the system. The maintainer must provide a request
for diagnostics data, typically in the form of signals passed to the auto via an interface.
Diagnostics data are returned along with the exchange of parts.
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The last two external entities represent somewhat specialized entities: an energy
source and the ubiquitous environment. In the automobile case, the energy source
provides gasoline to the automobile. This energy source can be one of many types: a
gasoline pump at a station or a small container with a simple nozzle. The environment
requires some special consideration, if for no other reason than it includes everything
not specifically contained in the other external entities. So, in some respects, the envi-
ronment entity represents “other.” In our example, the automobile will generate heat
and exhaust in its typical operation. Additionally, a siren and light from various light
bulbs, horns, and signals will also radiate from the auto. The environment is also a
source of many inputs, such as physical support, air resistance, and weather.

It takes some thought to identify the inputs, outputs, and activities that are part of
the system—environment interaction. The creator of this diagram could have really gone
“overboard” and specified temperature, pressure, light, humidity, and a number of other
factors in this interaction. This brings up an interesting question: what do we include
in listing the interactions between the system and the external entity? For that matter,
how do we know whether an external entity should be included in our diagram?
Fortunately, there is a simple answer to this: if the interaction is important for the design
of the system, then it should be included.

In our automobile case, physical support is important for our design and will influ-
ence the type of transmission, steering, and tires. So we include “support” in our
diagram. Temperature, humidity, pressure, and so on, will be a factor, but we are not
sure about their importance to design, so we group these characteristics under “weather.”
This does not mean that the automobile will be designed for all environmental condi-
tions, only that we are not considering all conditions in our design. We should have an
idea of the environmental conditions from the requirements, and therefore, we can
determine whether they should be in our context diagram.

Output from the system to the environment also depends on whether it will influ-
ence the design. The automobile will in fact output many things into the environment:
heat, smells, texture, colors ... and especially carbon dioxide as part of the exhaust!
But which of these influence our design? Four will be major influences: heat, noise
from the siren, exhaust, and light. Therefore, we include only those for now and omit
the others. We can always go back and update the context diagram (in fact, we should,
as we progress through both the systems engineering process and the system develop-
ment life cycle).

The system context diagram is a very simple yet powerful tool to identify, evaluate,
and communicate the boundaries of our system. Therefore, it becomes the first tool we
introduce in this book. More will follow that will eventually provide the systems engi-
neer with the collection needed to adequately develop his system.

Types of Environmental Interactions

To understand the nature of the interactions of a system with its surroundings, it is
convenient to distinguish between primary and secondary interactions. The former
involves elements that interact with the system’s primary functions, that is, represent
functional inputs, outputs, and controls; the latter relates to elements that interact with
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the system in an indirect nonfunctional manner, such as physical supports, ambient
temperature, and so on. Thus, the functional interactions of a system with its environ-
ment include its inputs and outputs and human control interfaces. Operational mainte-
nance may be considered a quasi-functional interface. Threats to the system are those
entities that deny or disrupt the system’s ability to perform its activities. The physical
environment includes support systems, system housing, and shipping, handling, and
storage. Each of these is briefly described below.

Inputs and Outputs. The primary purpose of most systems is to operate on
external stimuli and/or materials in such a manner as to process these inputs in a useful
way. For a passenger aircraft, the materials are the passengers, their luggage, and fuel,
and the aircraft’s function is to transport the passengers and their belongings to a distant
destination rapidly, safely, and comfortably. Figure 3.4 illustrates some of the large
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variety of interactions that a complex system has with its operating environment for
the case of a passenger aircraft.

System Operators. As noted previously, virtually all systems, including auto-
mated systems, do not operate autonomously but are controlled to some degree by
human operators in performing their function. For the purposes of defining the systems
engineer’s task, the operator is part of the system’s environment. The interface between
the operator and the system (human—machine interface) is one of the most critical of all
because of the intimate relationship between the control exercised by the operator and
the performance of the system. It is also one of the most complex to define and test.

Operational Maintenance. The requirements for system readiness and opera-
tional reliability relate directly to the manner in which it is to be maintained during its
operating life. This requires that the system be designed to provide access for monitor-
ing, testing, and repair requirements that are frequently not obvious at the outset, but
nevertheless must be addressed early in the development process. Thus, it is necessary
to recognize and explicitly provide for the maintenance environment.

Threats. This class of external entities can be man-made or natural. Clearly,
weather could be considered a threat to a system exposed to the elements. For example,
when engineering naval systems, the salt water environment becomes a corrosive
element that must be taken into consideration. Threats can also be man-made. For
example, a major threat to an automatic teller machine (ATM) would be the thief, whose
goal might be access to the stored cash. System threats need to be identified early to
design countermeasures into the system.

Support Systems. Support systems are that part of the infrastructure on which
the system depends for carrying out its mission. As illustrated in Figure 3.4, the airport,
the air traffic control system, and their associated facilities constitute the infrastructure
in which an individual aircraft operates, but which is also available to other aircraft.
These are parts of the SoS represented by the air transportation system, but for an
airplane, they represent standard available resources with which it rousts interface
harmoniously.

Two examples of common support systems that have been mentioned previously
are the electric power grids, which distribute usable electric power throughout the civi-
lized world, and the network of automobile filling stations and their suppliers. In build-
ing a new airplane, automobile, or other systems, it is necessary to provide interfaces
that are compatible with and capable of utilizing these support facilities.

System Housing. Most stationary systems are installed in an operating site,
which itself imposes compatibility constraints on the system. In some cases, the instal-
lation site provides protection for the system from the elements, such as variations in
temperature, humidity, and other external factors. In other cases, such as installations
on board ship, these platforms provide the system’s mechanical mounting but, other-
wise, may expose the system to the elements, as well as subject it to shock, vibration,
and other rigors.
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Shipping and Handling Environment. Many systems require transport from
the manufacturing site to the operating site, which imposes special conditions for which
the system must be designed. Typical of these are extreme temperatures, humidity,
shock, and vibration, which are sometimes more stressful than those characteristic of
the operating environment. It may be noted that the impact of the latter categories of
environmental interactions is addressed mainly in the engineering development stage.

3.5 INTERFACES AND INTERACTIONS

Interfaces: External and Internal

The previous section described the different ways in which a system interacts with its
environment, including other systems. These interactions all occur at various boundar-
ies of the system. Such boundaries are called the system’s external interfaces. Their
definition and control are a particular responsibility of the systems engineer because
they require knowledge of both the system and its environment. Proper interface control
is crucial for successful system operation.

A major theme of systems engineering is accordingly the management of inter-
faces. This involves

1. identification and description of interfaces as part of system concept definition
and

2. coordination and control of interfaces to maintain system integrity during engi-
neering development, production, and subsequent system enhancements.

Inside the system, the boundaries between individual components constitute the
system’s internal interfaces. Here, again, the definition of internal interfaces is the
concern of the systems engineer because they fall between the responsibility boundaries
of engineers concerned with the individual components. Accordingly, their definition
and implementation must often include consideration of design trade-offs that impact
on the design of both components.

Interactions

Interactions between two individual elements of the system are effected through the
interface connecting the two. Thus, the interface between a car driver’s hands and the
steering wheel enables the driver to guide (interact with) the car by transmitting a force
that turns the steering wheel and thereby the car’s wheels. The interfaces between the
tires of the car and the road both propel and steer the car by transmitting driving trac-
tion to the road, and also help cushion the car body from the roughness of the road
surface.

The above examples illustrate how functional interactions (guiding or propelling
the car) are effected by physical interactions (turning the steering wheel or the drive
wheels) that flow across (physical) interfaces. Figure 3.5 illustrates the similar relations
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between physical interfaces involved in steering an air vehicle and the resulting func-
tional interactions.

An important and sometimes less than adequately addressed external system inter-
action occurs during system maintenance. This activity necessarily requires access to
a number of vital system functions for testing purposes. Such access calls for the provi-
sion of special test points of the system, which can be sampled externally with a
minimum of manipulation. In some complex systems, an extensive set of built-in tests
(BITs) is incorporated, which may be exercised while the system is in its operational
status. The definition of such interfaces is also the concern of the systems engineer.

Interface Elements

To systematize the identification of external and internal interfaces, it is convenient to
distinguish three different types:

1. connectors, which facilitate the transmission of electricity, fluid, force, and so
on, between components;

2. isolators, which inhibit such interactions; and

3. converters, which alter the form of the interaction medium. These interfaces are
embodied in component parts or subcomponents, which can be thought of as
interface elements.

Table 3.4 lists a number of common examples of interface elements of each of the
three types, for each of four interaction media: electrical, mechanical, hydraulic, and
human. The table brings out several points worthy of note:
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TABLE 3.4. Examples of Interface Elements

Type Electrical Mechanical Hydraulic Human-machine
Interaction Current Force Fluid Information
medium
Connectors Cable switch Joint coupling Pipe valve Display control panel
Isolator RF shield Shock mount Seal Cover window
insulator bearing
Converter Antenna A/D Gear train Reducing Keyboard
converter piston valve pump

1. The function of making or breaking a connection between two components (i.e.,
enabling or disabling an interaction between them) must be considered as an
important design feature, often involved in system control.

2. The function of connecting nonadjacent system components by cables, pipes,
levers, and so on, is often not part of a particular system component. Despite
their inactive nature, such conducting elements must be given special attention
at the system level to ensure that their interfaces are correctly configured.

3. The relative simplicity of interface elements belies their critical role in ensuring
system performance and reliability. Experience has shown that a large fraction
of system failures occurs at interfaces. Assuring interface compatibility and
reliability is a particular responsibility of the systems engineer.

3.6 COMPLEXITY IN MODERN SYSTEMS

Earlier in the chapter, we described the system hierarchy—how systems are subdivided
into subsystems, then components, subcomponents, and finally, parts (see Table 3.1).
And as modern systems grow in complexity, the number, diversity, and complexity of
these lower-level subsystems, components, and parts increase. Furthermore, the interac-
tions between these entities also increase in complexity. Systems engineering princi-
ples, and their applied practices, are designed to deal with this complexity.

Increasingly, a single system may be, or become, a part of a larger entity. While
there are many terms currently in use today to describe this supersystem concept, the
term SoS seems to be accepted by a wide variety of organizations. Other terms are
found in the literature—some meaning the same thing, some having different
connotations.

This section provides a basic introduction to the engineering of entities that are
considered “above,” or more complex, than single systems: SoSs and enterprises.

SoS

For our purposes, we will use two definitions to describe what is meant by an SoS.
Both come from the U.S. Department of Defense (DoD). The first is the simplest:
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A set or arrangement of systems that results when independent and useful systems are
integrated into a larger system that delivers unique capabilities

In essence, anytime a set of independently useful systems is integrated together to
provide an enhanced capability beyond that of the sum of the individual systems’ capa-
bilities, we have an SoS. Of course, the level of integration could vary significantly. At
one end of the spectrum, an SoS could be completely integrated from the earliest
development phases, where the individual systems, while able to operate independently,
are almost exclusively designed for the SoS. At the other end of the spectrum, multiple
systems could be loosely joined for a limited purpose and time span to perform a needed
mission, with no more than an agreement of the owners of each system. Thus, a method
to capture this range of integration is necessary to fully describe the different nuances
of SoSs.

The U.S. DoD produced a systems engineering guide in 2008 specifically for SoS
environments and captured this spectrum using four categories. The categories are
presented in the order of how tightly coupled the component systems are—from loosely
to tightly.

* Virtual. Virtual SoSs lack a central management authority and a centrally agreed-
upon purpose for the SoS. Large-scale behavior emerges—and may be desirable—
but this type of SoS must rely upon relatively invisible mechanisms to maintain
it.

* Collaborative. In collaborative SoSs, the component systems interact more or
less voluntarily to fulfill agreed-upon central purposes. Standards are adopted,
but there is no central authority to enforce them. The central players collectively
decide how to provide or deny service, thereby providing some means of enforc-
ing and maintaining standards.

* Acknowledged. Acknowledged SoSs have recognized objectives, a designated
manager, and resources for an SoS; however, the constituent systems retain
their independent ownership, objectives, funding, development and sustainment
approaches. Changes in the systems are based on collaboration between the SoS
and the system.

* Directed. Directed SoSs are those in which the integrated SoS is built and
managed to fulfill specific purposes. It is centrally managed during long-term
operation to continue to fulfill those purposes as well as any new ones the system
owners might wish to address. The component systems maintain an ability to
operate independently, but their normal operational mode is subordinated to the
central managed purpose.

Although one could argue that the last category, the directed SoS, is closer to a
single, complex system than an SoS, the definitions capture the range of situations that
exist today when systems are integrated together to perform a function, or exhibit a
capability, that is greater than any one system.

As the reader might surmise, engineering and architecting an SoS can be different
than engineering and architecting a single system, especially for the two middle
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categories. System of systems engineering (SoSE) can be different because of the
unique attributes of an SoS.

Maier first introduced a formal discussion of SoSs by identifying their character-
istics in 1998. Since then, several publications have refined these characteristics;
however, they have remained remarkably stable over time. Sage and Cuppan summa-
rized these characteristics:

1. Operational Independence of the Individual System. An SoS is composed of
systems that are independent and useful in their own right. If an SoS is disas-
sembled into its associated component systems, these component systems are
capable of independently performing useful operations independently of one
another.

2. Managerial Independence of the Individual System. The component systems in
an SoS not only can operate independently, but they also generally do operate
independently to achieve an intended purpose. Often, they are individually
acquired and integrated, and they maintain a continuing operational existence
and serve purposes that may be independent of those served by the SoS.

3. Geographic Distribution. The geographic dispersion of component systems is
often large. Often, these systems can readily exchange only information and
knowledge with one another.

4. Emergent Behavior. The SoS performs functions and carries out purposes that
are not necessarily associated with any component system. These behaviors are
emergent properties of the entire SoS and not the behavior of any component
system.

5. Evolutionary Development. The development of an SoS is generally evolution-
ary over time. Components of structure, function, and purpose are added,
removed, and modified as experience with the system grows and evolves over
time. Thus, an SoS is usually never fully formed or complete.

These characteristics have since been refined to include additional characteristics.
Although these refinements have not changed the basic characteristics, they did add
two important features:

6. Self-organization. An SoS will have a dynamic organizational structure that is
able to respond to changes in the environment and to changes in goals and
objectives for the SoS.

7. Adaptation. Similar to a dynamic organization, the very structure of the SoS
will be dynamic and respond to external changes and perceptions of the
environment.

Engineering an SoS that falls into either the collaborative or acknowledged cate-
gory must deal with the seven core attributes of SoS. Therefore, the basic tools that we
have in systems engineering may not be sufficient. Additional methods, tools, and
practices have been developed (and are continuing to be developed) to enable the
engineer to develop these complex structures.
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Some of these tools come from other branches of mathematics and engineering, such
as complexity theory. Attributes such as emergent behavior, self-organization, and adap-
tation have been examined within this field, and various tools and methods have been
developed to represent the inherent uncertainty these attributes bring. The challenge is
to keep the mathematics simple enough for application to systems engineering.

Other areas that are being examined to support SoSE include social engineering,
human behavior dynamics, and chaotic systems (chaos theory). These areas continue
to be appropriate for further research.

Enterprise Systems Engineering

SoSE, by its nature, increases the complexity of developing single systems. However,
it does not represent the highest level of complexity. In fact, just as Table 3.1 presented
a hierarchy with the system at the apex, we can expand this hierarchy, and go beyond
SoSs, to an enterprise. Figure 3.6 depicts this hierarchy.

Above an SoS lies the enterprise, which typically consists of multiple SoSs within
its structure. Furthermore, an enterprise may consist of a varied collection of system
types, not all of which are physical. For instance, an enterprise includes human or social
systems that must be integrated with physical systems.

Formally, an enterprise is “anything that consists of people, processes, technology,
systems, and other resources across organizations and locations interacting with each
other and their environment to achieve a common mission or goal.” The level of inter-
action between these entities varies, just as component systems within an SoS. And
many entities fit into this definition. Almost all midsize to large organizations would
satisfy this definition. In fact, suborganizations of some large corporations would them-
selves be defined as an enterprise.

Government agencies and departments would also fit into this definition. And
finally, large social and physical structures, such as cities or nations, satisfy the
definition.

Systems

Components

Figure 3.6. Pyramid of system hierarchy.
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The source of complexity in enterprise systems engineering is primarily the inte-
gration of a diversity of systems and processes. The enterprise typically includes the
following components that must be integrated together under the inherent uncertainty
of today’s enterprise:

* business strategy and strategic planning,
* business processes,

* enterprise services,

* governance,

* technical processes,

* people management and interactions,

+ knowledge management,

+ information technology infrastructure and investment,
+ facility and equipment management,
 supplies management, and

* data and information management.

Enterprise systems engineering refers to the application of systems engineering
principles and practices to engineering systems that are part of an enterprise. Developing
the individual component systems of the enterprise is known by this term. Another
broader term has also emerged: enterprise engineering. This term, with the “systems”
omitted, typically refers to the architecting, development, implementation, and opera-
tion of the enterprise as a whole. Some have used the terms interchangeably; however,
the two terms refer to different levels of abstraction.

The reason that enterprise systems engineering is deemed more complex than SoSE
is that many of the components of an enterprise involve one or more SoSs. Therefore,
the enterprise could be considered an integration of multiple SoSs.

Just as new tools and techniques are being developed for SoSE applications,
so too are tools, methods, and techniques being developed for this relatively young
field.

3.7 SUMMARY

System Building Blocks and Interfaces

The need for a systems engineer to attain a broad knowledge of the several interacting
disciplines involved in the development of a complex system raises the question of how
deep that understanding needs to be.

Hierarchy of Complex Systems

Complex systems may be represented by a hierarchical structure in that they are com-
posed of subsystems, components, subcomponents, and parts.
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The domain of the systems engineer extends down through the component level
and extends across several categories. In contrast, the domain of the design specialist
extends from the part level up through the component level, but typically within a single
technology area or discipline.

System Building Blocks

System building blocks are at the level of components and are the basic building blocks
of all engineered systems characterized by both functional and physical attributes.
These building blocks are characterized by performing a distinct and significant func-
tion and are singular—they are within the scope of a single engineering discipline.

Functional elements are functional equivalents of components and are categorized
into four classes by operating medium:

+ signal elements, which sense and communicate information;

+ data elements, which interpret, organize, and manipulate information;
* material elements, which provide structure and process material; and
* energy elements, which provide energy or power.

Components are the physical embodiment of functional elements, which are cat-
egorized into six classes by materials of construction:

* electronic,

* electro-optical,

« electromechanical,

* mechanical,

» thermomechanical, and
+ software.

System building block models can be useful in identifying actions capable of
achieving operational outcomes, facilitating functional partitioning and definition, iden-
tifying subsystem and component interfaces, and visualizing the physical architecture
of the system.

The System Environment

The system environment, that is, everything outside the system that interacts with it,
includes (1) system operators (part of system function but outside the delivered system);
(2) maintenance, housing, and support systems; (3) shipping, storage, and handling; (4)
weather and other physical environments; and (5) threats.

Interfaces and Interactions

Interfaces are a critical systems engineering concern, which effect interactions between
components and can be classified into three categories: connect, isolate, or convert
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interactions. They require identification, specification, coordination, and control.
Moreover, test interfaces typically are provided for integration and maintenance.

Complexity in Modern Systems

Each system is always part of a larger entity. At times, this larger entity can be classi-
fied as a separate system in itself (beyond simply an environment, or “nature”). These
situations are referred to as “SoSs.” They tend to exhibit seven distinct characteristics:
operational independence of the individual system, managerial independence of the
individual system, geographic distribution, emergent behavior, evolutionary develop-
ment, self-organization, and adaptation.

Enterprise systems engineering is similar in complexity but focuses on an organi-
zational entity. Since an enterprise involves social systems as well as technical systems,
the complexity tends to become unpredictable.

PROBLEMS

3.1

3.2

3.3

34

3.5

3.6

Referring to Table 3.1, list a similar hierarchy consisting of a typical subsys-
tem, component, subcomponent, and part for (1) a terminal air traffic control
system, (2) a personal computer system, (3) an automobile, and (4) an electric
power plant. For each system, you need only to name one example at each
level.

Give three key activities of a systems engineer that require technical knowl-
edge down to the component level. Under what circumstances should the
systems engineer need to probe into the subcomponent level for a particular
system component?

Referring to Figure 3.1, describe in terms of levels in the system hierarchy
the knowledge domain of a design specialist. In designing or adapting a
component for a new system, what typical characteristics of the overall
system and of other components must the design specialist understand?
[lustrate by an example.

The last column of Table 3.2 lists examples of the applications of the 23
functional elements. List one other example of an application than the one
listed for three elements in each of the four classes of elements.

Referring to Figure 3.4, for each of the environments and interfaces illus-
trated, (1) list the principal interactions between the environment and the
aircraft, (2) the nature of each interaction, and (3) describe how each affects
the system design.

For a passenger automobile, partition the principal parts into four subsystems
and their components. (Do not include auxiliary functions such as environ-
mental or entertainment.) For the subsystems, group together components
concerned with each primary function. For defining the components, use the
principles of significance (performs an important function), singularity
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(largely falls within a simple discipline), and commonality (found in a variety
of system types). Indicate where you may have doubts. Draw a block diagram
relating the subsystems and components to the system and to each other.

3.7 In the cases selected in answering Problem 3.5, list the specific component
interfaces that are involved in the above interactions.

3.8 Draw a context diagram for a standard coffeemaker. Make sure to identify
all of the external entities and label all of the interactions.

3.9 Draw a context diagram for a standard washing machine. Make sure to iden-
tify all of the external entities and label all of the interactions.

3.10 In a context diagram, “maintainer” is typically an external entity, providing
both activities (i.e., “maintenance”) and materials (e.g., spare parts) to the
system, and the system providing diagnostic data back to the maintainer.
Describe the nature of the maintainer interfaces and what interactions could
be done by the user.

3.11 List the test interfaces and BIT indicators in your automobile that are avail-
able to the user (do not include those only available to a mechanic).
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