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Originally, the Internet was designed as a decentralized packet switching network that is mul-
tiply redundant, fault‐tolerant and with mostly peripheral computational components. Today, 
the Internet has usurped the majority of all information and communications technology (ICT) 
functions in society, spanning the range of media access services such as television, music and 
video streaming, Web access, and interactive telecommunications (voice and video tele-
phony), as well as supporting a diverse range of applications that connect machine devices in 
various environments to each other and to the network. In parallel, the relentless reduction in 
price, power consumption, and device size driven by Moore’s law has led to computation, 
storage, and networking becoming so inexpensive that intelligence can be incorporated into 
almost all manufactured goods. Enterprise IT systems are also rapidly being centralized with 
cloud technologies, creating huge efficiencies in the way computation, networking, and 
storage are provisioned and deployed. The broad impact that the Internet and inexpensive 
computation are having on life is leading to a networked society, in which anything that would 
benefit from being connected, will be connected.

Central among the supporting technologies for a networked society are mobile networks 
which provide connectivity both for the devices that constitute the Internet of Things, as well 
as for devices used for communication by people. Mobile networks face increasing challenges 
going forward as the characteristics of the data transported over them will vary widely, from 
large volumes of small and periodic sensor readings to large high‐definition video streams. 
New services such as vehicular communications and critical infrastructure for industrial appli-
cations of the Internet pose exacting requirements on security, latency, and reliability. Mobile 
operators must build and provision their networks to accommodate this flood of data, and 
simplify the way new services are defined and provisioned in accordance with their customers’ 
needs. Vendors must in turn provide operators with systems that solve the posed challenges in 
a cost‐effective manner.

Fortunately, new technologies in the pipeline will help the ICT industry rise to the challenge. 
Cloud computing and software defined networking (SDN), originally developed in enterprise 
networks, are now moving into operator networks, including mobile networks, through the 
European Telecommunication Standards Institute (ETSI) Network Function Virtualization 

Foreword
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(NFV) effort. The articles in this book address important research questions in software 
defined mobile networking (SDMN), and represent the fruits of academic and industrial 
research over the recent years. Research in SDMN, such as that described in this volume, will 
play a critical role in defining NFV and in the 5G mobile network.

Ulf Ewaldsson
Senior Vice President, Chief Technology Officer

Ericsson



Foreword

Mobile networking is entering an exciting era of development, driven both by user needs and 
new technologies. Key new technologies are network function virtualization (NFV) and soft-
ware defined networking (SDN). They are often considered together or even confused with 
each other. Simplified, NFV separates the network functions from the underlying hardware 
and software platforms, whereas SDN separates network control from the user data routing. 
They bring benefits in capacity scaling, cost reduction, and flexibility and speed in the intro-
duction of new services. NFV concepts are already rather broadly agreed, for example, via the 
ETSI specification work and NFV‐based products are entering into commercial service. 
Similar broad agreement on how to utilize SDN in mobile networks is missing, so this book is 
a timely contribution to that discussion. To get the full benefit of NFV and SDN in mobile 
networks, we need to take a new look at the network architecture as it now stands.

This book takes that look, both broad and deep. It introduces current state of the art and 
probes potential ways to evolve mobile networks to take better advantage of SDN and NFV. It 
discusses system wide and product architectures and key issues like network management, 
quality of service, and security. The technologies exposed in this book are central to the evo-
lution of mobile networking and future definition of the 5G architecture. While there are no 
final answers, yet the book provides a good update on the leading edge of research in SDN and 
NFV for mobile networks.

Lauri Oksanen
VP, Research and Technology

Nokia Networks



Preface

The main objective of this book is to provide the cutting‐edge knowledge about software 
defined mobile network (SDMN) architecture. SDMN is one of the promising technologies 
that are expected to solve the existing limitations in current mobile networks. SDMN 
architecture provides the required improvements in flexibility, scalability, and performance to 
adapt the mobile network to keep up with the expected future mobile traffic growth.

This book gives an insight into the feasibility of SDMN concept and its opportunities. 
It  also evaluates the limits of performance and scalability of the SDMN architecture. The 
book discusses theoretical principles of beyond long‐term evolution (LTE) mobile network 
 architectures and their implementation aspects.

The SDMN architecture is based on software defined networking (SDN) and network 
 virtualization principles. The book aims at evaluation, specification, and validation of SDN 
and network function virtualization (NFV) relevant to future SDMNs. The SDMN concept 
will change the network architecture of the current LTE mobile networks. It is foreseen that 
SDMN architecture will offer new opportunities for traffic, resource, and mobility management. 
Moreover, it will introduce new challenges on network security and impact on the cost of the 
network, value chain, business models, and the investments on mobile networks. This book 
presents a well‐structured, readable, and complete reference of all these aspects of SDMN 
architecture. It contains both introductory level text as well as more advanced reference to 
meet the expectation of readers from various backgrounds and levels.

The Need for SDMN

The first mobile telecommunication network was introduced in the 1980s. During past four 
decades, the mobile communication technologies have achieved a significant development. 
The evolving mobile services, rapidly increasing broadband speed and inherent mobility 
support attract many subscribers. Thus, mobile communication is becoming the primary or 
even sole access method for more and more people. The present mobile networks support 
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sophisticated network services such as Voice over IP (VoIP), high‐density video streaming, 
high‐speed broadband connectivity, and mobile cloud services. As a result, the mobile traffic 
volume is drastically increasing in each year. It is foreseen that the mobile data traffic usage 
is growing faster than the fixed Internet for the coming years. Thus, mobile networks must 
upgrade to keep up with the traffic growth and support rapidly evolving mobile services 
market. However, it is always challenging to increase the mobile network bandwidth due to 
the limited radio bandwidth resources and remarkably complex and inflexible backhaul 
devices.

On the other hand, the present business environment of telecommunication is changing 
 rapidly. Usually, the telecommunication market is highly competitive. However, today’s 
 mobile operators must compete with a new class of competitors such as over‐the‐top (OTT) 
players, cloud operators, and established Internet service provider (ISP) giants. Thus, it is 
required to minimize CapEx of the network by reducing the cost of hardware and minimize 
OpEx by maximizing the utilization from hardware assets. In order to overcome these chal-
lenges, mobile networks have not only to go through architecture processes to optimize the 
current resources but also to add new components/technologies which increase the capacity.

On these grounds, SDN and NFV are promising technologies which are expected to solve 
these limitations in current mobile networks. SDN provides the required improvements in 
flexibility, scalability, and performance to adapt the mobile network to keep up with the 
expected growth. NFV offers a new way to design, deploy, and manage networking services. 
NFC allows decoupling the network functions from proprietary hardware appliances, so they 
can run in software. SDMN architecture is based on both SDN and NFV principles.

The adaptation of SDN concepts is expected to solve many limitations in current mobile 
networks. In SDN enables telecom networks, each operator has the flexibility to develop new 
networking concepts, optimize their network, and address specific needs of subscribers. 
Furthermore, software‐programmable network switches in SDMN use modern agile program-
ming methodologies. These software methodologies can be developed, enhanced, and 
upgraded at much shorter cycles than the development of today’s state‐of‐the‐art mobile 
 backhaul network devices.

SDN and NFV Development

During the past few decades, many similar initiatives such as Telecommunications Information 
Networking Architecture (TINA), intelligent networks, and active networks which were 
 proposed to solve the flexibility, scalability, and performance issues in telecommunication 
networks. These architectures were not finally realized due to failures at the implementation 
stage and the lack of support from industrial giants. However, the adaptation of SDN and NFV 
concept has extended up to commercial production level already. Almost all the device 
 manufactures are working on the designing of devices to support SDMNs. Some telecommu-
nication device manufactures already started to ship SDMN products for mobile network 
operators.1

1 Josh Taylor, Telstra taps Ericsson for software defined networking, Technical report, 2014, URL http://www.zdnet.com/
au/telstra‐taps‐ericsson‐for‐software defined‐networking‐7000032689/.
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On the one hand, we have seen plenty of innovation in devices we use to access the network, 
the applications, and services. However, the network infrastructure has always consisted of 
remarkably complex and inflexible devices. The rapid traffic growth has demanded a 
significant change in these devices. The SDMN architecture changes the underlying 
 infrastructure of telecommunication networks. Both SDN and NFV concepts are offering new 
ways to design, build, and operate the telecommunication networks.

The adaptation of SDN concepts propose to decouple the control plane from the data plane 
and make the control plane remotely accessible and remotely modifiable via third‐party 
 software clients. Thus, it is directing the current mobile network toward a flow‐centric model 
that employs inexpensive hardware and a logically centralized controller. NFV concepts 
enable ubiquitous, convenient, on‐demand network access to a shared pool of configurable 
network resources.

Thus, SDN and NFV concepts create a new telecommunication network environment which 
can support rapid service innovation and expansion. It also scales and optimizes the utilization 
of network resources more efficiently and cost effectively without compromising customer’s 
experience.

SDMN Standardization

Many standardization bodies already started standardization efforts on SDMN concepts. 
Standardization is the first step toward the wide adoption of a new technology. Thus, the 
 benefits of such standardization efforts are very significant for all stakeholders of the telecom-
munication field.

European Telecommunications Standards Institute (ETSI) is an industry‐led standards 
development organization. It is the biggest telecommunication community which is working 
on the adaptation of NFV concepts for future mobile networks since 2012. Initially, seven of 
the world’s leading telecoms network operators started Industry Specification Group for NFV 
(ISG NFV) at ETSI. During the past 2 years, this group has grown significantly. ISG NFV is 
now consisting of over 220 individual companies including 37 of the world’s major service 
providers. This large community of experts are working intensely to develop the required 
 standards for NFV as well as sharing their experiences of NFV development and early 
implementation.

On the other hand, Open Networking Foundation (ONF) is a non‐profit organization 
 dedicated to accelerating the adoption of open SDN, and it is the leading standardization 
o rganization in SDN domain. ONF was founded in 2011, and the membership of ONF as 
grown to over 100 company‐members including telecom operators, network service providers, 
equipment vendors, and virtualization software suppliers. In 2014, ONF has formally launched 
one working group called Wireless & Mobile Working Group (WMWG). WMWG analyzes 
architectural and protocol requirements for extending SDN technologies to wireless and 
 mobile domains include wireless backhaul networks and cellular Evolved Packet Core (EPC).

These two communities have started to share their standardization works since 2014. ETSI 
signed a strategic partnership agreement with ONF to further the development of NFV 
 specifications by utilizing SDN concepts.

Furthermore, several Study Groups (SGs) of ITU (International Telecommunication 
Union)’s Telecommunication Standardization Sector (ITU‐T) are already working on the 
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adaptation of SDN concepts for public telecommunication networks. For instance, SG13 
(Future networks) is focusing on functional requirements and architecture development for 
SDN enabled mobile networks. SG11 (signaling) works aligns with SG13 to develop  signaling 
requirements and protocols for their SDN architectures.

Moreover, various other research communities such as Software Defined Networking 
Research Group (SDNRG) in Internet Engineering Task Force (IETF), Optical Internet Forum 
(OIF), Broadband Forum (BBF), and the Metro Ethernet Forum (MEF) are also working of 
the SDN and NFV deployment in various network scenarios.

It is always tricky to predict what will be the future of telecommunication networks beyond 
the LTE architecture. However, the benefits of applying the SDMN principles and the tremen-
dous support by both the research community and the industry giants make SDMN a very 
promising candidate for future mobile networks.

Intended Audience

The book will be interesting for Industry/SMEs to design new telecommunication devices, net-
work engineers implementing new technologies in the operator network, researchers working 
in the area of next‐generation mobile network, and students working on master or doctoral 
theses in the areas of network security, mobility management, and Techno‐economics.

This book provides a cutting‐edge knowledge in areas such as network virtualization and 
SDN concepts relevant to next‐generation mobile networks. This helps Industry/SMEs to 
 create innovative solutions based on the research results in this book. It can be transferred to 
their products enabling the company to maintain its competitiveness in the challenging 
 telecommunication market. Network operators can gain knowledge on latest network con-
cepts such as SDN and virtualization. Also they can foresee the advantages of SDMN in terms 
of cost savings, scalability, flexibility, and security. The new possibilities of SDMN concept 
can help operators to cope with the increased cost pressure and competition.

Finally, this book facilitates the transfer of up‐to‐date telecommunication knowledge to 
 university students and young scientists in research institutes and universities. Furthermore, 
the book will provide a complete introduction of SDMN concept for fresh researchers in the 
field. On the other hand, the book includes an overview of several related research areas such 
as virtualized transport/network management, traffic, resource and mobility management, 
mobile network security, and techno‐economic modeling.

Organization of the Book

The book is organized into five parts: (I) Introduction, (II) SDMN architectures and network 
implementation, (III) Traffic transport and network management, (IV) Resource and mobility 
management, and (V) Security and techno‐economic aspects.

The first part includes a general overview and background on SDN and present mobile 
 network architectures. It presents the brief history and evolution of both SDN concepts and 
mobile network architectures. In the overview (Chapter 1), we present the SDMN architecture. 
Initially, we discuss the limitations of present‐day mobile architectures. Then, we explain the 
advance features and key benefits of SDMN architecture. Chapter 2 presents the evolution of 
mobile networks. It analyzes the market trends and traffic projections of mobile  communication. 
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Based on that, this chapter also explains requirements in future mobile networks. Chapter 3 
explains the general SDN concepts. The chapter presents the history, the evolution and various 
application domains of SDN. It also provides a short summary of some of the prominent SDN 
related activities in industry and standardization bodies. Chapter 4 examines how the SDN 
concept and technologies could be applied in the wireless world. This chapter reviews oppor-
tunities and challenges which will happen during the adaptation of SDN concepts to wireless 
networks. Chapter 5 presents the role of SDN in the design of future 5G wireless networks. It 
also contains a survey on the emerging trends, prospects and challenges of SDN based 5G 
mobile systems.

The second part covers the basic of SDMN architectures and various implementation 
 scenarios. It provides the state of the art in SDMN and describes changes to the current LTE 
architecture which is useful for wider SDMN deployment. Part II starts with Chapter 6 which 
provides an overview of LTE network architecture and its migration towards SDN based 
 mobile network. This chapter describes how SDN based mobile networks benefit both mobile 
operators and end users. Chapter 7 presents a deployment model of the evolved packet core 
(EPC) where the EPC functions are deployed as services on a virtualized platform in a cloud 
computing infrastructure. It also explains the advantages of SDN which offers the potential to 
integrate the EPC services into the broader operator network using cross‐domain orchestra-
tion. Chapter  8 discusses important aspects of the controller placement problem (CPP) in 
software defined mobile networks (SDMN). It presents the available solution methodologies 
and analyzes relevant algorithms in terms of performance metrics. Chapter 9 analyzes the 
factors influencing the future evolution of telecommunication clouds controlled by open‐
source platform software.

The third part discusses the impact of SDN concepts on traffic transport and network 
management functions of future mobile networks. It also explains the scalability of SDMNs 
and optimization of traffic transportation in SDMNs. Chapter  10 describes the European 
Telecommunications Standards Institute (ETSI) Network Function Virtualization (NFV ) 
architecture and underlying support provided by SDN in the mobile network context. 
Chapter 11 introduces the main building blocks of traffic management in mobile networks, 
and provides an overview of quality of Servic (QoS) provisioning and dynamic policy control 
in 3G/4G networks. Then, it discusses the QoS enforcement features of OpenFlow switches 
and presents a future technology for improved resource selection using the application‐layer 
traffic optimization protocol integrated into software defined networks. Chapter 12 describes 
the applicability of SDN to mobile applications by allowing dynamic service chaining inside 
the packet core, radio access networks and between user equipment (UE) for direct device‐to‐
device communication. Chapter  13 provides platforms and technologies used for load 
balancing in software defined mobile networks. It also discusses the main challenges existing 
in current load balancing technologies and explains the requirements of novel load balancing 
technologies for software defined mobile networks.

The fourth part explains the various challenges on resource and mobility management of 
future mobile networks while adapting the SDN concepts. Chapter  14 presents the SDN 
enabled QoE monitoring and enforcement framework for Internet services. This framework 
augments existing quality‐of‐service functions in mobile as well as software defined networks 
by flow based network centric quality of experience monitoring and enforcement functions. 
Chapter 15 discusses SDN‐based mobility management in the Internet. It reviews existing 
Internet mobility protocols and explains why SDN is beneficial to solve current Internet 
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mobility problems. Chapter  16 reviews the existing MVNO architectures and explains the 
limitation in current architectures. Moreover, it explains SDN perspective of MVNOs which 
adds the reconfigurable mobile network parameters to the existing MVNO and enhances the 
features of the mobile network.

The fifth part covers the security and techno‐economic aspects. It includes comprehensive 
literature review in security challenges in future mobile architectures and security management 
aspects in SDMNs. Moreover, it discusses the business cases in virtualized mobile network 
environments and presents both evolutionary and revolutionary industry architectures for 
SDMNs. Chapter 17 explains the limitation on traditional security models and presents the 
requirement to develop an inclusive and intrinsic security model across the SDMN. Chapter 18 
presents the security issues introduced by SDN, NFV and future mobile networks that  integrate 
these technologies to become software defined mobile networks (SDMNs). Finally, Chapter 19 
defines the key business roles and presents both evolutionary and revolutionary industry archi-
tectures for SDMN, as well as discusses the perspectives of different stakeholders in the 
 mobile network industry.
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