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BIND 9, feature of, 243
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BIND 9.6.0 distribution, 271

BIND implementations, 255

BIND methods, 268
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Configuration management database (CMDB)
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251, 257
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server, design considerations, 122–125
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Device fail authentication, 131
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DHCP-based approach, 132
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DHCP D-O-R-A process, 117
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DHCP information, 127
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hardware, 120

map to pool definitions on, 131–132
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software, 119

DHCP solutions, 128
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DHCPv6 device, 114, 128

DHCP vendor, 120
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DHCPv6 protocol, 366
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deployment, 3
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attack, 258
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DLV registry, 296, 297

benefit, 296

identification, 297
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validation, trust anchor zone and, 302
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DNSKEY resource records, 273, 274, 287
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signature of, 288
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key transactions communicated using, 300
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strategy, 299
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DNSSEC signature validation, 332
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DNS security, 264
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external, 225
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mitigating attacks, 258–259
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(DHCP), 67–68

DHCPDISCOVER packet, 69, 70,
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DHCPRENEW message, 72

“DORA” process, 69, 129, 131

IP address allocation, types of, 68

means of dynamic address assignment, 89

options, 78–89

overview, 68–75

DHCP message types, 70–73

DHCP packet format, 73–75

packet fields, 74

pools, definition, 320

relay, 70

packet format, 96

servers and address assignment, 75–78

device identification by class, 76–78

state transitions, 73

Dynamic host configuration protocol for IPv6
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device unique identifiers, 97–99
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DUID-LL, 98–99
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identity associations, 99

IPv4 vs. IPv6, 91
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relay, 93

support of address

autoconfiguration, 94–96
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to authentication server, 134
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Email/antispam management
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MB record, 204

MG resource record, 204
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MR resource record, 204
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sender policy framework (SPF), 195–196

macros, 199–200

mechanisms, 196–198
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SPF record, 196

white/black listing, 195
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EUI-64 algorithm, 31, 33

Experimental name–address lookup records

APL record, 217

IPv6 address chaining, 217

A6 record, 217

Iterative derivation, of IPv6
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Extensible authentication protocol (EAP)

connection, 89

over 802.1X, 134, 135

External DNS building block, 227

External DNS servers
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security of, 230

Extranet DNS deployment, 231

FCAPS model, 306, 343

practice of network management:, 306

forward only, statement, 242, 243

FQDN column, 322

sample inventory table with, 323, 324

Fully qualified domain name (FQDN), 145,

154, 158, 178, 179, 187, 215, 322, 360

Global DNS data hierarchy, 145

Global domain name system, 144, 145

Global unicast address format, 23

Glue records, 149, 186, 227, 228, 255

Graphical user interface (GUI), 78

Hash algorithms, 187, 202, 203, 208,
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Hostname portal, 244

Hostnames, 243
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ICMPv6 packet, 18, 361, 362

Identified by an IA identifier (IAID), 99
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ID guessing, 256, 258, 265

IEEE 802.1X, 134

IETF, 11, 12, 15
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IETF RFC process, 177

Incident management, 344
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(IPAM) worldwide, 35
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IPv6 allocations, 53–57
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broadband and wireless service, 348
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Internet Assigned Numbers Authority

(IANA), 21, 24, 25, 57, 98

Internet caching servers, 242

Internet DNS queries, 239

Internet hosts, growth of, 4

Internet protocol (IP), 3

addressing, 7–13

class-based addressing, 7–9

Internet growing pains, 9–11
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and fragmentation, 4–5

highlights of history, 3–7
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IPv4 address, 14
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Internet-reachable resolution data, 224

INDEX 413
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Internet Systems Consortium (ISC), 4, 76,
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Intrasite automatic tunneling addressing
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space, 63
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KSK DNSKEY resource record, 289

KSK matches, 297
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LDAP server, 130
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Multicast scope field interpretation, 28

Multihoming architecture, 62
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PTR—pointer record, 179–180

host/textual information lookup, 183

HINFO resource record, 183
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“Pixie”) clients, 115

Prefix delegation process, 93, 94

Problem management, 344

Production network 1, 131
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field, 26

Request for comments (RFC), 4

RFC 791, 5, 7, 9

classes of addresses, 7

RFC 1715, 61

RFC 1918, 12, 37
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RFC 4578, 116

RFC 4620, 29

RFC 5011, 300

REQUEST message, 92

Reserved subnet anycast address format,

33, 34

Resolver configuration, 159–161

configuration of MicrosoftWindows

resolver, 159, 160

DNS domain, 160–161

on Unix or Linux-based systems, 159

Resolver configuration attack, 257

Resource Record Set (RRSet), 176

Resource record signature (RRSIG)

records, 275

Reverse domains, 151–155. See also Zones

rndc freeze command, 301

rndc thaw command, 301

Root zone signing, 267

Router, 249, 358

Router-to-host configuration, 354

Router-to-router tunnel, 368

Routing protocol, 252

RRSIG RData, 293

RRSIG record, 291–293

RRSIG resource record, 209, 210, 213,

275–277, 279, 280, 282–287,

290–295, 302

RData fields, 291

Secure shell (SSH)

Protocol, 213

use of, 257

Securing DHCP, 137

DHCP authentication, 138–139

DHCP threats, 137–138

mitigation, 138

Security applications

non-DNSSEC security-oriented DNS

resource record types

CERT record, 210–211

IPSECKEY resource record,

211–212

KEY record, 212

KX record, 212

Secure Shell (SSH) Protocol, 213

SIG resource record, 213

SSHFP resource record, 213–214

TA resource record, 210

securing name resolution, record

types, 205

DLV resource record, 206–207

DNSKEY resource

record, 205–206

DS resource record, 206

NSEC3PARAM record, 209

NSEC3 record, 207–208

NSEC resource record, 207

RRSIG resource record, 209–210

Service level agreement (SLA), 306

Service level management, 342

Shared Whois Process (SWIP), 59

SIIT algorithm, 369

SIIT stack, 370

Slave servers, configuration of, 255

Slave servers view configuration, 248

Slaves transfer zone information, 255

Slow-start allocation scheme, 59

SMTP either, 164

SNMP-based network management

systems, 325

SOCKS IPv6/IPv4 gateway, 373

SOLICIT message, 92

SOLICIT packet, 325

Solicit packet, 110

Sparse allocation method, 50–53

Special case multicast addresses, 28–29

node information query address, 29

solicited node multicast address, 28

Statement of Health (SoH), 136

Static IP address, 132

Suballocation window (SAW), 60

Subnet allocation, 310

Subnetting, 9, 10

System Health Validators (SHVs),

136

418 INDEX



TCP/IP protocol, 5, 57

TCP/IP stack, 145, 257

TCP/IPv4 module, 370

TCP/IPv4 stack, 377

Teredo clients communication

via IPv4 internet, 365

Teredo initialization process, 364

Teredo prefix, 365

Three-tiered internal server structure, 238

TLD zone signing, 267

Transaction Key (TKEY) meta-resource

record

RData fields, 262

Transaction signature (TSIG), 230

definition, 259

Translation techniques, 368

Transmission Control Protocol/Internet

Protocol (TCP/IP), 3–4

Transport relay translator (TRT), 373

configuration, with DNS-ALG, 374

Trust anchor (SEP) state, 300

TSIG key, 329

TSIG meta-resource record, 260, 261

Tunnel setup protocol (TSP), 360

Type of service (ToS), 6

UDP port numbers, 239

UDP query, 330

ULA IPv6 address allocations, 55, 56, 64

Uniform allocation strategy, 308

Unique local address (ULA)

allocation, 54

format, 23

network, 53

space concept, 53

Valid Digest Type values, 289

Variable length subnet masking (VLSM), 11,

14

Vendor-specific DHCP options, 128

Virtual machine DHCP, 119

Virtual machine (VM) platform, 118

Virtual private network (VPN), 37, 136,

151, 231

VLAN enables IP communications, 129

VLAN segments, 130

Voice over IP (VoIP) devices, 110

VoIP application configuration, 110

VoIP devices, 76, 78

VoIP phones, 128, 232

VoIP phone vendors, 77

VPN server, 137

Wide area network (WAN), 37, 44

access device, 325

Windows Domain Controller, 130

802.1X, 136

802.1X access flow, 136

802.1X authentication, 135

Zone information propagation, 298

Zones, 148

AAAA records, 149

additional, 158

localhost zones, 159

root hints, 158–159

as delegated domains, 149–150

dissemination of information, 150–151

DNSservers, configuration

information, 150

dynamic zones, 151

IXFR mechanisms, 151

NS records, 149

process

of delegation, 150

of zone transfers, 150, 151

Zone signature process, 275

Zone signing key (ZSK), 267

ZSK 14522, 298

ZSK 28004, 298

ZSK DNSKEY resource record, 287

ZSK private key, 301

ZSK rollover, 298, 299
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