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DYNAMIC HOST
CONFIGURATION PROTOCOL

4.1 INTRODUCTION*

In the early days of the Internet’s existence, when hosts numbered in the hundreds,

assigning an IP address to a device was fairly trivial. It was simply one of the

configuration parameters entered manually on each host. This “once and done” or

static address assignment process using a hard-coded IP address certainly was simple,

but it inhibited the host’s mobility among different networks or subnets. Enabling

mobility required the cumbersome task of reconfiguring the host with a new IP address

based on the present location or network to which connection was desired.

Nonetheless, you will likely have a set of static addresses for devices on your

network that do not require mobility, such as routers, servers, IP PBXs, and so on. It’s

imperative to keep track of which IP addresses on allocated subnets are statically

assigned, which are assigned to address pools for dynamic assignment, and which are

free or reserved for future use. Maintaining a subnet IP inventory is a recommended

practice to maintain a record of addresses assigned on each subnet to minimize duplicate

or otherwise erroneous IP address assignments. Just make sure the inventory of static
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addresses matches what’s actually been provisioned on the router, server, or statically

addressed device. Performing periodic baselines of address assignments through various

forms of discovery or ping sweeps can help identify any mismatch as we’ll discuss in

Chapter 14.

4.2 DHCP OVERVIEW

The Dynamic Host Configuration Protocol (DHCP) is a client–server protocol for

devices connecting to an IP network to automatically obtain an IP address. DHCP has

been a tremendous time saver for IP network administrators. It enables a device to

broadcast its request for an IP address, and have one or more DHCP servers within the

IP network service the request without user intervention. For most end user devices

such as laptops, VoIP phones, PDAs, and others, the DHCP process transpires “behind

the scenes” upon device boot-up or connection to awire line or wireless network without

user intervention. DHCP also enables efficient use of IP addresses by allowing an IP

address to be reused among devices within dynamically allocated address pools. A given

IP address may be used by one device one day and a different device the next.

DHCP is supported as part of both IPv4 and IPv6. We’ll discuss the IPv4 version in

this chapter and the IPv6 version in the next. When we use the term “DHCP” in this

chapter, we’re referring to the IPv4 version. Defined in RFCs 2131 (32) and 2132 (33)

with many additions in subsequent RFCs�, DHCP is built on the foundation of an older

protocol, the Bootstrap Protocol, referred to as BOOTP. BOOTP, initially specified in

RFC 951 (34), provides automation of address assignment but is restricted to preassign-

ing a given IP address to a particular device, identified by its network interface

(MAC) address. Thus, a BOOTP server is configured with a list of MAC addresses

and corresponding IP addresses. DHCP incorporates this functionality with the added

capability of assigning IP addresses to clients without requiring a priori knowledge of

each client’s hardware address. In effect, DHCP supersedes BOOTP, enabling backward

compatibility with BOOTP clients.

DHCP supports three types of IP address allocation:

1. Automatic Allocation. The DHCP server assigns a permanent IP address to the

client.

2. Manual Allocation. Like BOOTP, the DHCP server assigns a “fixed” IP address

based on the particular device’s hardware address.

3. Dynamic Allocation. The DHCP server assigns an IP address for a limited time

period, after which it can be reassigned, perhaps, to a different device.

Automatic allocation may be useful for a particular set of users or devices requiring

a permanent IP address assignment via DHCP, where there’s no requirement for a

particular user or device to have a particular IP address. In other words, you may want to

set aside a number of “permanent” addresseswithout directly associating each IP address

� Please refer to the RFC Index at the back of this book for a complete list.

68 DYNAMIC HOST CONFIGURATION PROTOCOL



with a particular hardware address. This is in contrast toManual DHCP,which associates

a particular hardware address with a corresponding IP address.

Dynamic allocation is commonly used to set up address pools in DHCP servers in

order to “reuse” IP addresses. Under dynamic allocation, the DHCP server leases its IP

addresses to clients for a fixed period of time. In this way, the DHCP server can assign an

IP address to a particular client for a given time period referred to as the lease time, and

when the IP address becomes available due to the expiration of the lease or the client

relinquishing the address, reassign the same address to a different client. The lease time is

a configurable parameter within the DHCP server implementation.

Regardless of the DHCP address allocation type, the process by which a DHCP

client obtains a lease is the same. The basic process begins with a DHCP client

broadcasting a DHCPDISCOVER packet. Since the client has neither an IP address

nor generally any information about the IP network, it inserts the all-zeroes address as the

source address and the broadcast (all-ones) address as the destination address within the

IP header. Let’s assume that a DHCP server has been deployed on the same subnet to

which the DHCP client is connected. Upon receiving the DHCPDISCOVER packet, the

DHCP server will determine if it has an address available on this subnet on which the

DHCPDISCOVER was received.

If an address is available in the pool, the DHCP server will send a DHCPOFFER

packet to the client, offering an IP address and associated configuration parameters,

called options. The DHCP client may receive more than one DHCPOFFER if multiple

DHCP servers are servicing this subnet. The client will select one configuration set and

broadcast a DHCPREQUESTpacket, specifying the selectedDHCP serverwhose offer

it has accepted. The selected DHCP server will acknowledge the DHCPREQUEST

with a DHCPACK once it has recorded the lease information in nonvolatile storage,

thereby binding the IP address to the DHCP client. This basic message flow, illustrated

in Figure 4.1 is sometimes referred to as the “DORA” process – Discover, Offer,

Request, and Ack.

In this simple example, the DHCP server resides in the same subnet as the DHCP

client. The client broadcasts the DHCPDISCOVER packet on the network. Since the

DHCP server resides in the same network, it receives the broadcast and processes the

packet. Knowing the network from which the broadcast originated, the DHCP server

can assign an available IP address on the network. But do you have to deploy a DHCP

server on every subnet? Fortunately, no; the DHCP server simply must be reachable

from the subnet via the IP routing infrastructure. The router(s) receiving the DHCPDIS-

COVER broadcast packet will not propagate the broadcast, as this would create

Figure 4.1. DHCP “DORA” process.
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excessive and needless IP traffic. Instead, the router will forward or relay the packet to

the intended DHCP server(s). Each router configured to perform this relay function is

referred to as a relay agent. Each relay agent must be configured with the IP addresses

of each DHCP server serving the subnet. This configuration parameter, commonly

referred to as the DHCP Relay address, enables the router to accept the DHCPDIS-

COVER broadcast, look up the DHCP server(s) configured for DHCP Relay, and then

route the DHCPDISCOVER packet via unicast directly to each DHCP server as

illustrated in Figure 4.2.

In the process, the router modifies the DHCPDISCOVER packet to insert the IP

address of the interface onwhich theDHCPDISCOVERwas received into the relay agent

(gateway) interface address field. This parameter enables theDHCP server to identify the

subnet on which an address assignment has been requested. Note that when the gateway

interface address (GIAddr) field is zero, the DHCP server assumes the subnet on which

to assign the IP address is the same as that on which the DHCPDISCOVERwas received

(via direct broadcast).

In addition to the four-packet exchange outlined above, the IETF has adopted RFC

4039 that defines a rapid commit option, option 80. This option is modeled after the

DHCPv6 equivalent defined in the next chapter, and halves themessaging requirements

by enabling the server to simply send a DHCPACK in response to a DHCPDISCOVER

message. The client would include the rapid commit option in its DHCPDISCOVER

message. Servers responding with an address assignment would directly issue an ACK

packet, also including the rapid commit option. Rapid commit functionality is

desirable particularly for mobility applications such as cell phones that have limited

bandwidth available. Note that each server responding will assume the address it

assigned is leased, so rapid commit should be used with either short lease times or for

support by a limited number of servers if normally there are many serving the same

subnet.

4.2.1 DHCP message types

We’ve introduced the four basic DHCPmessage types, so let’s expand on this and review

the complete set of DHCP messages and their respective meanings. We often omit the

“DHCP” prefix on these messages and just capitalize the first letter, but here’s how

they’re officially defined:

Figure 4.2. DHCP Relay (11).
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. DHCPDISCOVER. Issued from the client to the server to solicit DHCP address

assignment; the DHCPDISCOVER may include parameters or options required

by the client

. DHCPOFFER. Issued from the server to the client indicating an IP address offer

including its corresponding lease time (and other configuration parameters) to the

client in response to a DHCPDISCOVER.

. DHCPREQUEST. Issued from the client to a server in response to a DHCPOF-

FER to accept or reject the offered IP address, along with desired or additional

parameter settings. TheDHCPREQUESTis also used by clients desiring to extend

or renew their existing IP address lease.

. DHCPACK. Issued from the server to the client to positively acknowledge the

grant of the IP address lease and associated parameter settings. The client may

now begin using the IP address and parameter values.

. DHCPNAK. Issued from the server to the client to negatively acknowledge the

DHCP transaction. The client must cease the use of the IP address and reinitiate

the process if necessary.

. DHCPDECLINE. Issued from the client to the server, to indicate that the IP

address offered by the server is already in use by another client. The DHCP server

will then typically mark the IP address as unavailable.

. DHCPRELEASE. Issued from the client to the server to inform the server that the

client is relinquishing the IP address. The client must cease the use of the IP

address thereafter.

. DHCPINFORM. Issued from the client to the server to request non-IP address

configuration parameters from the server. The server will formulate a DHCPACK

reply with the associated values as appropriate.

. DHCPFORCERENEW. Issued from the server to the client to force a client into

the INIT state� in order to obtain a new (different) IP address. Few clients have

implemented support of this message.

. DHCPLEASEQUERY. Issued from a relay agent or other device to a server to

determine if a given MAC address, IP address, or client-identifier value has an

active lease and its associated lease parameter values according to the DHCP

server (used primarily by broadband access concentrators or edge devices).

. DHCPLEASEUNASSIGNED. Issued from a server to a relay agent in response to

a DHCPLEASEQUERY informing the relay agent that this server supports that

address but there is no active lease.

. DHCPLEASEUNKNOWN. Issued from a server to a relay agent in response to a

DHCPLEASEQUERYinforming the relay agent that the server has no knowledge

of the client specified in the query.

. DHCPLEASEACTIVE. Issued from a server to a relay agent in response to a

DHCPLEASEQUERY with the endpoint location and remaining lease time.

�We’ll discuss DHCP states next.
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RFC 2131 defines a number of states in which the client may exist with respect to its IP

address configuration using DHCP. The following states are defined:

. INIT. Initialization, meaning the client has neither an IP address nor any prior

configuration information.

. INIT-REBOOT. The client initializes, though it has prior IP address information,

and desires to confirm its settings.

. BOUND. The client and server are bound to their IP lease agreement.

. RENEWING. The client is attempting to renew the lease.

. REBINDING. The client is approaching lease expiration and is attempting to

renew the lease.

. SELECTING. Intermediate state where the client is awaiting and evaluating

DHCPOFFERs from DHCP server(s).

. REQUESTING. Intermediate state where the client has selected an Offer and

wishes to accept it or has identified an Offer for an IP address that is already in use,

in which case it sends a DHCPDECLINE to the server.

. REBOOTING. Client is attempting to rebind after a reboot.

The distinction between renewing and rebinding boils down to the urgency of the renewal

request, with rebinding being of higher urgency, and to transport mode, with renewals

being unicast and rebinding being broadcast.When a lease is initially obtained, the client

sets two timers:

. T1¼ 50% of the lease time by default.

. T2¼ 87.5% of the lease time by default.

These timer values may be modified upon agreement between the DHCP client and

the server by specifying values within corresponding options within the DHCP packet

exchange. Upon expiration of the T1 timer, the client enters the renewing state and

attempts to renew the lease by unicasting a DHCPRENEW message to the DHCP

server from which it obtained the lease. If a DHCPACK is received, the client

re-enters the bound state. If a DHCPNAK is received, the client ceases the use of the

IP address and enters the INIT state. Otherwise, having not received a response, the

client awaits the expiration of the T2 timer, then broadcasts a DHCPRENEW in an

attempt to renew the lease. The broadcast is issued in case the original server from

which the lease was obtained is down and a failover DHCP server is available to

renew the lease.

Figure 4.3 depicts the state transition diagram among these DHCP client states and

the respective state transition mechanisms. Note that the DHCPINFORM message is

not included in the figure as this relates to non-IP address parameters. A client already

configured with an IP address issues the DHCPINFORM to request additional

parameter settings and the server replies with a DHCPACK indicating the requested

values.
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4.2.2 DHCP Packet Format

Let’s examine the fields in the DHCP packet� and how they relate to the overall DHCP

process. Figure 4.4 displays the field layout, and we’ll describe each field following the

figure.

DHCP packet field descriptions:

. Operation Code. Leveraging the BootP predecessor, the values for this field are

T 1¼BootRequest

T 2¼BootReply

Note that the type of DHCP message (Discover, Offer, Request, etc.) is actually defined

in the options field with option number 53, DHCPmessage type, with the following valid

values:

T 1¼DHCPDISCOVER

T 2¼DHCPOFFER

T 3¼DHCPREQUEST

INIT-REBOOT

REBINDING

INIT

Rebooting

Requesting

DHCPREQUEST

Rec DHCPACK

Rec DHCPACK
with autocommit

T2 expires
Send DHCPREQUEST

(Broadcast)T1 expires
Send DHCPREQUEST

(Unicast)

DHCPOFFER,
DHCPACK,

DHCPNAK/Discard

Receive
DHCPOFFER(s)

Send DHCPREQUEST

BOUND

RENEWING

Selecting

Rec DHCPACK

Rec DHCPACK

Rec DHCPACK

Send Rec DHCPNAK
or send

DHCPDECLINE

Rec DHCPNAK

Rec DHCPNAK

Send
DHCPDISCOVER

Rec DHCPNAK
or lease expires

Figure 4.3. DHCP state transitions (32).

�A “DHCP packet” is transported over IP within an IP packet. The DHCP “application” uses the packet header

format described in this chapter.
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T 4¼DHCPDECLINE

T 5¼DHCPACK

T 6¼DHCPNAK

T 7¼DHCPRELEASE

T 8¼DHCPINFORM

T 9¼DHCPFORCERENEW

T 10¼DHCPLEASEQUERY

T 11¼DHCPLEASEUNASSIGNED

T 12¼DHCPLEASEUNKNOWN

T 13¼DHCPLEASEACTIVE

. Hardware Address Type. The type of hardware or MAC address, such as

Ethernet, 802, and so on.

. Hardware Address Length. Defines the length of the MAC address in octets.

Figure 4.4. DHCP packet fields (32).
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. Hops. Set to zero by clients, this field can be incremented by each router between

the client and the server.

. Transaction ID (xid). A random number chosen by the client to correlate

messages and responses between the client and the server.

. Seconds (secs). The number of seconds that have elapsed since the client began

the process of obtaining an IP address or renewal.

. Flags. This field is used by DHCP clients that cannot receive unicast IP packets

until its IP protocol software has been configured. For such cases, the client sets the

first bit in this field to 1, and sets the remaining bits to 0. When set to 1, the server,

if locally connected, or the relay agent will broadcast the Offer and Ack messages

to the client; otherwise, the server or relay agent will send them to the unicast

address specified in the yiaddr field. This bit is sometimes referred to as the

broadcast bit within the Flags field.

. Client IP Address (ciaddr). The IP address of the client used when known by

the client, for example, when in the BOUND, RENEWING, or REBINDING

state.

. Your IP Address (yiaddr). The IP address assigned by the DHCP server for use by

the client.

. Server IP Address (siaddr). The IP address of the “next” server to use for

bootstrapping as provided by the DHCP server.

. Gateway Interface Address (giaddr). IP address of the interface on which the

DHCP broadcast was received as populated by the relay agent.

. Client Hardware Address (chaddr). The link layer or hardware address of the

client provided by the client.

. Server name (sname). DHCP server host name.

. File. Boot file name, null or fully qualified directory pathname.

. Options. Additional IP parameters such as lease time, domain name, default

gateway, and subnet mask (see next section for a complete list). The first four

octets of the options field are always the magic cookies of value (in hex):

63825363. This is a carryover from the original BootP specification in RFC

951 that was intended to provide a means to interpret the options, for example, for

vendor-specific purposes.

4.3 DHCP SERVERS AND ADDRESS ASSIGNMENT

Each DHCP server can be configured with multiple address pools serving several

different subnets in various locations. In fact, for some DHCP server implementations,

the same address pool can be configured onmultiple DHCP servers for redundancy. This

will be discussed inmore detail in Chapter 7. TheDHCP server keeps track of the state of

all IP addresses across all of its configured address pools. When an address is leased to

a client, the server generally tracks not only the lease time for the IP address but also

an identifier for the client leasing the IP address. This identifier is typically the layer 2

4.3 DHCP SERVERS AND ADDRESS ASSIGNMENT 75



(MAC) address of the client, as obtained via the chaddr field, though the client identifier

field, option 60, may also be used.

The use of the client identifier (client ID) option over the chaddr field was suggested

to maintain an identifier for the device even if the link hardware is moved to another

device. But in practice, most devices either do not provide a client ID or copy the value of

the chaddr field into the client ID option.

The basic decision process typically used by DHCP servers in offering an address is

based on the following:

. If the client has a leased address as recorded in the DHCP server, the server will

assign this address.

. If the client previously had an address that is now expired or released but is still

available, the server will assign this address.

. If the client includes an address in the Requested IP Address option, option 50,

and the address is available, the server will assign this address.

. The server will assign an available address from a pool on the same subnet on

which theDHCPDISCOVERbroadcastwas received if theGIAddr field is zero, or

on the subnet indicated by the GIAddr value if nonzero. Additional criteria based

on parameters within the DHCPDISCOVER packet may dictate from which pool

the address gets assigned if there aremultiple pools serving the subnet in question.

These parameters are generically referred to as client class parameters and are

discussed next.

4.3.1 Device Identification by Class

Client class parameters provide a means both for the DHCP client to provide additional

information to the DHCP server and for the DHCP server to recognize clients requiring

unique IP address or parameter assignments. For example, youmaywant to dedicate one

address pool forVoIP devices and a separate pool for data devices. Thismay bemotivated

by administrative concerns or by source routing policies for voice versus data packets

from the respective devices. Most DHCP servers, including those available from the

Internet Systems Consortium (ISC) and Microsoft, enable specification of vendor class

or user class values to match on to provide such categorization. The DHCP server can be

configured to associate a particular vendor class or user class value or set of values as

criteria in assigning an address from an address pool.

Let’s consider an example. Recall in Chapter 3, in allocating address space for

IPAM Worldwide, we allocated the subnet 10.16.128.0/23 for VoIP devices in

San Francisco. Many organizations allocate a single subnet in a location and define

two separate address pools for different VoIP device vendors due to differences in

initialization and configuration requirements. In IPAMWorldwide’s case, we’ll need to

define one address pool within the 10.16.128.0/23 subnet for VoIP devices for “vendor

X” and a different pool within the same subnet for “vendor Y” VoIP devices. We then

define two pools on IPAMWorldwide’s DHCP server for each address pool, for example,

the 10.16.128.20–10.16.128.250 address range and the 10.16.129.20–10.16.129.250
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address range. We’ve shown them to be of equivalent size for simplicity, but there’s no

requirement that this be the case. In our IP subnet inventory, whether in a spreadsheet,

database, or IP address management system, we can record these pools within these

respective subnets. We should have also recorded static address assignments, for

example, 10.16.128.1 for a router, 10.16.128.6 for a server, and so on.

In Figure 4.5a, we’d like to configure our DHCP server to discriminate between the

VoIP phone vendors and assign addresses from different address pools. The first step is to

determine what information in the DHCP packet can be used to uniquely identify each

class of devices asVoIP phone or laptop. Typically, yourVoIP phone providerwill inform

you that there is a particular string in the vendor class identifier option (option 60); let’s

say, originally enough this string is “vendorX” for vendorX and “vendorY” for vendorY.

Figure 4.5. (a) Client classing example using DHCP configuration pseudocode based on

Ref. [35]. (b) Specifying additional configuration information for DHCP clients by class based

on Ref. [35].
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We can define a class in the DHCP server for each vendor per the example in Figure 4.5a,

though the syntax will depend on your DHCP server vendor (or IPAM tool). In this

example, we configure the DHCP server to categorize devices sending DHCP packets

with option 60¼ “vendorX” as devices of the vendor-x class. Likewise, we define a class

to discriminate vendor Y devices by defining the vendor class identifier option having a

value of “vendorY” per the match-if clause in Figure 4.5a. In addition, a third pool could

be set up as the “default” pool for clients not matching other defined client classes.

Now that we’ve defined our two classes, enabling the DHCP server to identify

packets as originating from devices belonging to one class or the other, we can now

instruct the server how to handle these requests. We can define two address pools within

the respective subnet declaration, as we’d like to separate the address assignments for

these two classes of devices. Within our 10.16.128.0/23 subnet, we define one address

pool for vendor-x class devices as containing addresses 10.16.128.20–10.16.128.250

and a second address pool on the subnet for vendor-y class devices as containing

10.16.129.20–10.16.129.250, shaded to map to the class definition in the figure.

When configured per Figure 4.5a, the DHCP server will now examine each

DHCPDISCOVER packet from devices on the 10.16.128.0/23 subnet to discern

the class of device, then assign vendor X devices an address from the 10.16.128.20–

10.16.128.250 pool, and assign vendor Y devices from the 10.16.129.20– 10.16.129.250

pool. Note that there may be additional parameters or option settings you may wish to

define within each of these pool statements to provide configuration information

according to each class of device, as we’ll discuss a bit later.

Depending on the vendor of the DHCP server you deploy, there are various menu

interfaces or text file editors that can be used for managing the configuration of address

pools and server behavior aswell as criteria you can specify to dictate address assignment

logic. For example, Microsoft DHCP servers can be configured through a Windows

graphical user interface (GUI),while ISCDHCP servers can be configured via text editor.

However, the ISC DHCP provides more flexibility in defining client classes beyond user

class and vendor class; any parameter in the packet can be examined and filtered upon for

client class processing, including the chaddr field forMAC address filtering, or any other

parameter present. For mixed ISC and Microsoft environments, the use of a centralized

IPAM system could help abstract the individual vendor interfaces and enable config-

uration of both with a single interface.

4.4 DHCP OPTIONS

Clients can request settings for particular options, and servers can assign these and other

parameters based on the DHCP server configuration. DHCP administrators can define

groupings of options to be assigned to all or certain DHCP clients based on the client’s

hardware address, client class value, or other DHCP packet parameter.

As discussed in the previous section, we set up two client classes for IPAM

Worldwide’s San Francisco office corresponding to VoIP devices by vendor. Devices

of these types will likely require different configuration parameters. For example, Cisco

VoIP devices typically require option code 66 or 150, while Avaya VoIP devices require
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option 172. We’ve already described how client classes can be used to configure the

DHCP server to distinguish different DHCP clients. We can now associate options for

each pool, which will be provided to clients receiving addresses in the corresponding

pool.An example of this is depicted in the high-level sample configuration in Figure 4.5b,

which includes option declarations with the class and address pool statements to define

additional parameters to be provided to clients. Alternatively, Manual DHCP address

reservations enable mapping of a hardware address to a specific IP address, and

associated DHCP options can also be defined for the device.

Table 4.1 lists the current set of definedDHCP options. The “code” column indicates

the option code or number and the “name” column lists the corresponding option name.

Note that the “Len” (length) column indicates the value of the length field within the

option. The total option length is this value plus two bytes, one byte for the code and one

for the length field itself.

4.5 OTHER MEANS OF DYNAMIC ADDRESS ASSIGNMENT

While DHCP provides a means for network administrators to preallocate dynamic

address pools on a number of subnets and provide a mechanism to discern different

device types for discriminatory assignment of an IP address and configuration para-

meters, there are other methods, albeit less popular, for dynamic address assignment. A

common alternative method besides address autoconfiguration is the use of a Radius

server to assign an IP address. Radius, or its successor protocol, Diameter, provides an

authentication, authorization, and accounting (AAA) service for IP hosts attempting to

access a network. The connection from a client to a Radius server is commonly

performed via a Point-to-Point (PPP) or Extensible Authentication Protocol (EAP)

connection, for example, when the client is attempting to access a network edge device or

dial pool. The Radius server challenges the client to enter a user name and password,

authenticates the entered information against its internal or external database, and finally

provides access to the network by providing an IP address to the client.

While vastly simplifying the Radius protocol, the relevant concept here is that some

Radius servers, or even edge router devices, can be configured with address pools from

which individual IP address assignments can be made to authorized clients. In some

cases, Radius servers can be configured to actually utilize theDHCPprotocol to obtain an

address from a DHCP server. In this case, the Radius server acts as a DHCP proxy client

to obtain an IP address on behalf of, and for assignment to, the requesting client. We’ll

discuss some alternative DHCP server deployment strategies in Chapter 7, where we’ll

compare DHCP deployment on edge devices with DHCP deployment on discrete DHCP

servers.
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