Chapter 6

RFID Deployment for Location and
Mobility Management on the Internet

6.1. Introduction

Although RFID has a history of more than 50 years in the field of
wireless communications, it is only the last decade that it has received
considerable attention for becoming a useful general purpose
technology in different applications. Actually, RFID was initially used
as an automatic identification (ID) system consisting of two basic
components: a reader and a tag [WAN 06]. The reader is able to read
the IDs of tags in its vicinity by running a simple link-layer protocol
over the wireless channel. RFID tags can be either active or passive,
depending on whether they are powered by battery or not. Passive tags
are prevalent in supply chain management as they do not need a
battery to operate. They are cheaper than active tags. This makes their
lifetime long and cost-negligible. The low cost of passive tags, the
non-line-of-sight requirement, simultaneous reading of multiple tags
and reduced sensitivity regarding user orientation has motivated the
academia and industry to explore its potentials in more intelligent
applications [BAU 05].
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As described in Chapter 5, RFID technology is mainly used for
identification and tracking applications. In this chapter we study
whether RFID technology can be used to enhance network
functionalities by combining this technology with existing ones, such
as WiFi or any other connecting technology. We investigate RFID
deployment for the purpose of two popular and significant network
functionalities that are conventionally performed by network-layer
protocols, as in IP networks. More precisely, we investigate how this
technology can be applied and combined with existing technologies to
support localization and mobility management tasks. This is originally
from the RFID point of view, since RFID technology was mainly used
for identification and tracking applications.

The significance of location awareness and the requirement for fast
adaptation to frequent location changes due to mobility are critical
issues that need to be addressed for the success of future ubiquitous
and mobile networks. Location information is important for enabling
location-based services (LBS) in commercial, healthcare, public
safety, and military domains. Furthermore, location awareness can be
utilized for improving or enhancing network functionalities, such as
mobility management for quality of service provisioning.

Localization and mobility management are two concepts that are
tightly inter-connected. The need to determine the unknown location
of an entity stems from the mobility capability of this entity. On the
other hand, managing the issues raised due to mobility can be
alleviated by the provision of location-related information.

While determining the location of objects in outdoor environments
has been extensively studied and addressed with technologies such as
GPS (global positioning system) [KAP 05], the localization problem
for indoor radio propagation environments is recognized to be very
challenging. This is mainly due to the presence of severe multipath
and shadow fading [PAH 05]. Similarly, for mobility support over IP
networks, mobile [P (MIP) [PER 96] is the most well-known protocol
proposed by the Internet Engineering Task Force (IETF). However,
latency delays and losses in IP traffic due to the time needed to
perform the handover process are its main limitations. Detecting the
movement of the mobile node has been proposed for reducing the
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handover latency. However, these solutions either introduce an
additional message overhead or only apply to specific wireless
networks.

Exploring whether and how the RFID can be applied to help both
localization and mobility management operations is the main topic
discussed in this chapter. In section 6.2, we provide substantial
background and literature related to both of these network tasks. In
section 6.3 we suggest a conceptual framework for performing them
by taking advantage of the key features of the RFID. In addition, in
section 6.4 we discuss the main technological issues of RFID that
might cause trouble and therefore should be taken into consideration
before the design and implementation of an RFID-assisted localization
or mobility management mechanism. In section 6.5 simulation-based
numerical results provide an indication of the performance of both
systems under different configurations. Finally, in section 6.6 we
summarize the main points and conclusions of this chapter.

6.2. Background and related work

In this section we provide some background and literature related
to the localization and mobility management problems in an indoor
environment.

6.2.1. Localization

The localization problem is defined as the process of determining
the current position of a mobile node or an object within a specific
region, indoor or outdoor. The position can be expressed in several
ways, depending on the application requirements or the positioning
system specifications. For instance, absolute coordinates, relative or
symbolic locations are possible formats. Location information is
important for enabling LBS in commercial, healthcare, public safety
and military domains. Furthermore, location awareness can be utilized
for improving or enhancing network functionalities, such as mobility
management for quality of service provisioning.
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Localization using radio signals has attracted considerable
attention in the fields of telecommunications and navigation. The most
well-known positioning system is the GPS [KAP 05], which is
satellite-based and is successful for tracking users in outdoor
environments. However, the inability of satellite signals to penetrate
buildings can cause the complete failure of GPS in indoor
environments. For indoor location sensing, a number of wireless
technologies have been proposed, such as infrared [WAN 92],
ultrasound [PRI 00], WiFi [BAH 00] and ultra-wide band [ING 04].
However, the indoor radio propagation channel is characterized as site
specific, exhibiting severe multipath effects and low probability of
line-of-sight signal propagation between the transmitter and receiver
[PAH 05], making accurate indoor positioning very challenging.

Localization techniques, in general, utilize metrics of the received
radio signals (RRS). The most traditional received signal metrics are
based on angle of arrival (AOA), time of arrival (TOA), time
difference of arrival (TDOA) measurements or RSS measurements
from several reference points.
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Figure 6.1. General framework of RRS-based positioning

The general framework of an RSS-based positioning system is
illustrated in Figure 6.1. Radio signals transmitted by the fixed
reference points (such as access points or base stations) and
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sensed/measured by the RRS-sensing devices of the receiver. They are
converted into location-related signal metrics, such as TOA, TDOA,
AOA and RSS. The reported signal metrics are then processed by the
positioning algorithm for estimating the unknown location of the
receiver, which is finally utilized by the application. The accuracy of
the signal metrics and the complexity of the positioning algorithm
define the accuracy of the estimated location.

Depending on how the signal metrics are utilized by the
positioning algorithm, we can identify three major families of
localization techniques [HIG O01], namely triangulation, scene
analysis and proximity.

6.2.1.1. Triangulation

Triangulation methods are based on the geometric properties of a
triangle to estimate the receiver’s location. Depending on the type of
radio signal measurements, they can be further subdivided into multi-
lateration and angulation methods, illustrated in Figures 6.2 and
Figure 6.3, respectively.
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Figure 6.2. Multilateration positioning technique
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Figure 6.3. Angulation positioning technique

In multilateration techniques, TOA, TDOA or RSS measurements
from multiple reference points are converted into distance estimations
with the help of a radio propagation model. Examples of such
positioning systems include GPS [KAP 05], the cricket location
system [PRI 00], and the SpotON ad hoc location [HIG 00]. Models
for indoor localization applications must, however, account for the
effects of harsh indoor wireless channel behavior on the characteristics
of the metrics at the receiving side. These characteristics affect indoor
localization applications in ways that are very different from how they
affect indoor telecommunication applications.

In angulation techniques, AOA measurements with the help of
specific antenna designs or hardware equipment are used for inferring
the receiver’s position. The Ubisense [UBI] is an example of an AOA-
based location sensing system. The increased complexity and the
hardware requirement are the main hindrances of such systems.

6.2.1.2. Scene analysis

Scene analysis or fingerprinting methods require an offline phase
for learning the radio characteristics in a specific area under study.
This signal information is then stored in a database called Radio Map.
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During the online localization phase, the receiver’s unknown location
is inferred based on the similarity between the Radio Map entries and
real-time signal measurements. The similarity in signal space can be
based either on pattern-matching techniques (deterministic schemes)
or on probability distributions (probabilistic schemes).

Figure 6.4 depicts the general mechanism of scene analysis
localization. RADAR [BAH 00], HORUS [YOU 05], COMPASS
[KIN 06] and WIFE [PAP 09] are fingerprinting localization
approaches. The main limitation and weakness of scene analysis
methods is due to the frequent environmental changes that cause
inconsistency of signal behavior between the training phase and time
of the actual location determination phase.
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Figure 6.4. Scene analysis positioning technique
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6.2.1.3. Proximity

Proximity methods are based on the detection of objects with a
known location, as shown in Figure 6.5. This can be done with the aid
of sensors, such as Touch MOUSE [KEN 99], or based on topology
and connectivity information, such as in the active badge location
system [WAN 92], or finally with the aid of an automatic
identification system, such as the credit card point of cell terminals.
Such techniques are simple but usually suffer from limited accuracy.
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Figure 6.5. Proximity positioning technique

6.2.2. Mobility management

The second network functionality we are interested in improving
with RFID technology is mobility. Over recent years, we have
witnessed an increasing demand for wireless access to Internet
applications. This is due the remarkable success of wireless
networking, mobile computing and the growing popularity of the
Internet. Mobility is a requirement not appropriately addressed by the
Internet Protocol (IP), however, which was originally designed for
static, wired networks.

According to the IP, an IP address has two major functionalities: to
uniquely identify a particular terminal in the entire network and for
routing the traffic between two endpoints. The IP address is indicative
of the IP subnetwork in which the terminal resides. Apparently, the
problem arises when the terminal changes subnetworks due to the
mobile node’s mobility. Based on this observation, we can conclude
that a mobile terminal needs to have a stable IP address in order to be
stably identifiable to other network nodes. It also needs a temporary IP
address for routing purposes.

IP mobility management has widely been recognized as one of the
most important and challenging problems for supporting seamless
access to mobile services via wireless networking. The MIP protocol
extends IP by allowing a mobile node to effectively utilize two IP
addresses, one for identification and the other for routing. While the
mobile node changes its access point to the network, handover (or
handoff) management enables the network to maintain a mobile
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node’s connection. However, the latency delay during handover
causes interruption of the IP traffic, which may be prohibitive for real-
time applications. In the following, a more detailed description of both
MIP and handover process is provided.

6.2.2.1. MIP

The standardized mobility support in IP networks is MIP [PER 96],
an IETF communication protocol that is designed to let mobile nodes
move from one network to another while maintaining a permanent [P
address. This is done through the interaction of a home agent and a
foreign agent.

A mobile node is identified by its home address, regardless of its
current point of attachment to the network. While situated away from
its home, the data packets flowing from a corresponding node are
transparently routed via the home agent to a care of address that
represents its current location. The main issue when transmitting real-
time traffic is non-synchronization of the handover process at the link
and network layers.

6.2.2.2. Link-layer handover

A Layer 2 (L2) handover occurs because the mobile node must
establish a physical connection to a new access point. This is because,
due to mobility, the RSS from the mobile node’s current access point
may decrease, causing degradation of their communication. Even
though several protocols have been proposed for different wireless
access technologies, we focus on the IEEE 802.11 standard [IEE 99]
for its popularity and the availability of numerical results regarding its
latency analysis; it is also the vector of wireless Internet today.

According to its specifications, the handover process follows three
phases; the handover initiation, the handover decision and the
handover execution. It includes three main steps: discovery,
authentication and association, as illustrated in Figure 6.6. During the
discovery phase, the mobile node searches for an access point with a
stronger RSS to associate with. This is accomplished through a
medium access control (MAC) layer function, called scan. There are
two modes of scanning: active and passive.
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Figure 6.6. Link layer handover process

In the passive mode the mobile node listens for beacon messages
(sent periodically by the access points), on assigned channels. In the
active mode, the mobile node sends in additional PROBE broadcast
packets on each channel and receives probe responses from access
points.

After scanning all channels, the mobile node selects a target access
point and enters the authentication step, which includes the
transmission of the mobile node’s identity to the access point and the
access point’s AUTHENTICATION RESPONSE. The L2 handover
terminates upon the reception of an ASSOCIATION RESPONSE message.

The L2 handover latency is mainly due to the time needed for the
discovery phase, since the mobile node has to wait for PROBE
RESPONSE messages even if no access points are operating on specific
channels. According to the results in [MIS 03] the L2 handover
latency is between 58.74 ms and 396.76 ms
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6.2.2.3. Network-layer handover

If a mobile node roams between two access points of the same
subnetwork, no routing issues occur and its session is not interrupted,
since the mobile node keeps the same IP address and is already
authenticated. However, if the access points belong to different IP
subnetworks, the routing subnetwork prefix changes and thus the IP
(L3) handover follows the L2 handover. Figure 6.7 illustrates the
handover process as described in MIP [PER 96]. It includes three
stages: movement detection, address configuration and binding
update. The movement detection stage starts after a mobile node has
attached itself to the new network at the physical and link layer (L2
handover). In this stage a mobile node detects that it has moved to a
new network, based on messages broadcasted by the access routers-
access routes (ARs) in either a passive or active mode.

In the passive case, the ARs are regularly sending broadcast
ROUTER ADVERTISEMENT messages that contain their identity and
their IP addresses. In the ACTIVE mode, the mobile node is sending in
addition ROUTER SOLICITATION requests to the ARs regularly in order
to discover new point of attachment to the network. The mobile node
receives relevant information from the network that will allow it to
configure its new temporary address, the care of address and other
network settings. Finally, it sends a BINDING UPDATE to the home
agent (HA) in order to register its care of address with its permanent
address.

The L3 handover latency is mainly due to the time needed for the
movement detection phase, which depends on the frequency of the
ROUTER ADVERTISEMENT or ROUTER SOLICITATION messages.
Statistically, the longer the time between two consecutive messages,
the longer it takes the movement detection to be completed.
According to results found in [LEE 04] movement detection is on
average 36 ms to 58 ms when ROUTER ADVERTISEMENTS are
broadcasted every 0.05 s to 1.5 s. Note that the frequent advertisement
of AR is also posing the problem of traffic overhead on the wireless
link.
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Figure 6.7. Network layer handover process

6.2.2.4. Movement detection process

Reviewing the current literature, several protocols are proposed for
optimizing the movement detection process in order to provide
seamless handover, i.e. handoff with minimum delay and

consequently less packet loss.

Movement detection mechanisms may be broadly divided into
advertisement based and hint based [FIK 01]. The first rely on the
periodic broadcasting of AR advertisements that include mobility-
related information. CARD (candidate access router discovery) [CAR
03] is an IETF proposal where an AR announces its capabilities in
broadcast messages. In such schemes, there is an inherent trade-off
between the bandwidth wasted by advertisements and the movement
detection performance. The higher the rate that periodic
advertisements are broadcasted; the more bandwidth is wasted by

these messages.
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Hint-based mechanisms attempt to deal with this bandwidth
wastage by relaying on hints or triggers from lower layers. In fast MIP
[KOO 05], it is assumed that at the mobile node’s terminal link layer
triggers are sent to the network layer so that the delay between the L2
handover and L3 handover are better synchronized.

By minimizing the L3 movement detection delay, the mobile node
can proactively proceed with its mobility registration at the network
level. This, however, implies that terminals can exchange triggers
between the two layers, which is not always supported by all
technologies; this is more cross-layer design, which is different from
the classical seven layers open system interconnection and simplified
five layer transmission control protocol (TCP)/IP where layers are not
exchanging any information. Moreover, next generation networks are
anticipated to be heterogeneous, making hint-based mechanisms
necessary but difficult to implement.

6.3. Localization and handover management relying on RFID

Radio frequency identification (RFID) is an attractive technology
for a wide range of applications. In this section we suggest employing
it for achieving accurate localization and time-efficient movement
detection, both of which are critical for the success of mobile and
wireless communications. After providing a brief technology
overview regarding key features of RFID (for further details see
Chapter 2), we describe the concept and mechanism for both RFID-
assisted operations; location and mobility.

6.3.1. A technology overview of RFID

RFID is an automatic ID system that consists of two basic
hardware components: a fag and a reader. A tag has an ID stored in its
memory that is represented by a bit string. The reader, which is
typically a powerful device with memory and computational
resources, is able to read the IDs of tags located within its vicinity by
running a simple link-layer protocol over the wireless channel.
Various types of tags exist that differ significantly, mainly in their
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power supply and computational capabilities. They range from dump
passive tags, which operate without battery but respond simply to
reader’s queries, to smart active tags that contain radio transceiver,
memory and a power supply. Thus, passive tags compared to active
tags are less expensive and have unlimited lifetime but have reduced
read range capability. Due to their low cost, passive tags are
anticipated to be a popular choice, especially for large-scale
deployment, as in the Internet of Things (IoT).

Communication between a reader and a passive tag is done using
either magnetic or electromagnetic coupling. Coupling is the transfer
of energy from one medium to another medium, and tags use it to
obtain power from the reader to transfer data. There are two main
types of coupling — inductive and backscatter — depending on whether
the tags are operating in the near-field or far-field of the interrogator,
respectively. A key difference between them is that far-field
communication has a longer read range compared to near-field
communication. RFID systems operate in the industry, scientific and
medical frequency band that ranges from 100 KHz to 5.8 GHz, but
they are further subdivided into four categories according to their
operating frequency: low frequency (LF), high frequency (HF), ultra-
high frequency (UHF) and microwave.

Tags operating at UHF and microwave frequencies use far-field
and couple with the interrogator using backscatter. Recently, UHF-
band passive RFID systems have received a great deal of attention
and, thus, we focus our research interest on these tag types.

6.3.2. How RFID can help localization and mobility management

The low cost of passive tags, the non-line-of-site requirement, the
fast reading of multiple tags, and the relatively reduced sensitivity to
user orientation motivated to explore the potential of RFID in solving
both problems of indoor localization and mobility management
improvement. In the following, we describe the general concept of
RFID-enabled schemes.
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6.3.2.1. RFID-enabled localization

Positioning schemes relying on RFID can follow two basic
procedures, depending on the type of the RFID component supported
by the target’s device, i.e. tag or reader. In fact, in the context of loT
service, mobile devices might be tagged with an RFID tag (e.g.
passive); or might carry RFID reader as with the near-field
communication technology. We know that a mobile node carrying an
RFID reader will be more expensive than a tag. We also considered
depending on the IoT service scenario as being either a massive
deployment of RFID tags or RFID readers surrounding the mobile
device. Again, deploying RFID readers will be more expensive than
deploying RFID tags (passive).

Regarding the RFID-enabled localization, if the mobile nodes
device is equipped with a tag, a number of reference readers are
placed in the area, any of the general positioning techniques, i.e.
triangulation, scene analysis or proximity can be employed to estimate
the location of the mobile node. [NI 04, BEK 07] are indicative
positioning systems following this approach.

If the user’s terminal is equipped with an RFID reader, passive tags
with known coordinates are deployed in the area as reference tags and
their IDs are associated with their location information. For estimating
the mobile node’s location, a proximity technique is followed based
on the location information corresponding to the reference tags
detected by the reader embedded in the mobile node’s device. [WAN
07] and [YAM 04] rely on the deployment of tags in the area and try
to locate a single user who is equipped with an RFID reader. [PAP 09]
studies the problem of simultaneous tracking of multiple users
equipped with RFID readers.

We focus on the second type of positioning schemes because they
are easier to implement, since low-cost passive tags can be deployed
in a large extent in most indoor environments; such as a smart floor
tagged with RFIDs. Additionally, it is anticipated that future mobile
terminals will have a reader extension capability for gaining access to
a wide range of innovative applications and services supported by
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RFID systems. There are already cell phones on the market that are
RFID tag reader enabled.

6.3.2.2. RFID-enabled movement detection

For the same reason presented earlier, we believe there will be a
massive deployment of reference passive tags for the purpose of
movement detection of a mobile node whose terminal is reader-
enabled [PAP 10]. One possible way for accomplishing this is by
associating the reference tag IDs with network topology information.
For instance, each tag ID can be matched to its best point of access
according to certain criteria. Then, during the mobile node’s mobility,
such topology-related information corresponding to the reference tags
ID retrieved by its reader, can be used for detecting its movement
faster. This is because the tags are informing the mobile node about
the access points covering the area, and thus the mobile node can also
anticipate the handover and at the same time select its next best point
of access.

6.3.3. Conceptual framework

From an architectural point of view, location determination or
movement detection schemes can either be user-based, network-based
or a combination. In the first case, each mobile node is responsible for
collecting and processing the information necessary for determining
its location or detecting its movement. In the second case, a dedicated
server is responsible for gathering all required data and taking the
relevant decisions that are finally forwarded to the mobile nodes.
Processing capabilities, privacy and scalability issues are usually the
main factors for selecting the appropriate approach. Here we present a
mobile node-assisted architecture as a compromise between the
schemes. Each mobile network is responsible for collecting the
appropriate information and sending it to the RFID-server, which is in
charge of determining the location and the next best point of access of
all mobile nodes.

The main network is divided into a set of subnetworks, each of
which is served by one AR. Each AR is in charge of a number of
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access points that are responsible for providing wireless access to the
Internet. Additionally, RFID-passive tags are deployed within the
floor of the entire area so that a grid of reference tags is formed. This
is totally feasible in the context of emerging IoT services where
ubiquity will take advantage of RFID technology to better consider the
environment in computing services. The terminal of any mobile node
located within this area, apart from a wireless interface, is also
equipped with a RFID reader. Finally, a dedicated server within the
network domain, called RFID-server maintains a database for storing
information regarding the reference tags and the network. The
information stored in the RFID-server is such that it can be utilized for
the purpose of both the localization and movement detection
procedures during the roaming of a mobile node.

6.3.3.1. Training phase

As aforementioned, the RFID-server maintains a database for
storing location and topology information related to the reference
tags. This database is built during an offline training phase.
As location information, the location coordinates are associated
with the corresponding tag IDs. As topology information, several
characteristics can be considered as the most appropriate to be stored
depending on the requirements of the network and preferences of the
users or network provider. We consider a simple scenario according to
which each tag ID is associated with its best point of access. Best
point of access covering a specific tag is considered as the AR that is
in charge of the access point from which the RSS at that tag’s position
is stronger, similar to the RSS-based L2 handover. Other decision
functions are also possible considering more parameters than signal
strength; this is more plausible in the case of handover between
different technologies.

6.3.3.2. Real-time phase

Figure 6.8 illustrates the message exchange diagram of the
proposed mechanism for both localization and handover management,
during the real-time movement of a mobile node. Initially, the RFID
reader of its device queries periodically (or on demand) for tags within
its coverage in order to retrieve their IDs. A list of the retrieved IDs is
then forwarded to the RFID-server in a TAG LIST message. The time
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interval between consecutive tag readings and the frequency of the
TAG LIST updates are system design parameters. Based on the TAG
LIST updates received and the database that correlates the IDs of the
reference tag with their location coordinates and best point of access,
the RFID-server estimates the location of that mobile node. It predicts
the most suitable point of access the mobile node should associate
with, based on a positioning algorithm and a decision function,
respectively. Then it sends the estimated /ocation estimation back to
the mobile node; the location information can be used by a LBS but
also in our case by the improved movement detection process. If the
selected next point of access is different from the current one of the
mobile network, the RFID-server sends a HANDOVER NEEDED
message to the mobile node, which contains information required for
the new care of address acquisition. Hence, movement detection does
not rely on ROUTER ADVERTISEMENTS or ROUTER SOLICITATIONS
messages that add to the handover delay and consume valuable
bandwidth. Upon successful association with the target point of access
(if different from the current one), the mobile node can configure a
new care of address using the IP prefix included in the HANDOVER
NEEDED message and immediately send a BINDING UPDATE message
to its home agent.
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Note that, the L2 handover process is not explicitly modified and
can be assumed to be the one described in the IEEE 802.11 standard
[IEE 99]. However the movement detection stage in the above
proposal can be initiated in parallel with it or even trigger its
initiation. In this case, this proposal helps L3 handover to better
synchronize with L2 handover. After the reception of a successful
BINDING ACKNOWLEDGEMENT message, the handover is completed
and the mobile node can continue its ongoing communication. In the
case of movement between APs within the same subnetwork (same
AR), no L3 registration is needed since the care of address has not
changed. In this case, our proposal triggers the L2 handover to
proactively start the scanning phase for discovering the best AP’s RSS
before losing the signal from the current AP. This proposal works both
in horizontal and vertical handover, where tags are covered by
different wireless technologies’ access points.

6.3.3.3. Positioning algorithm

A positioning algorithm defines the way the location information
from the detected tags is utilized for estimating the mobile node’s
location. Let D, denote the set of reference tags successfully detected

from a mobile node’s reader 7,. We select a simple positioning

algorithm, according to which the mobile node’s location is estimated
as the simple average of the coordinates (x,,y,) of all tags te D,, i.e.

o o )= (ZtepyXt Ltepy
(%u9,)= (Foun Zepet) [6.1]

6.3.3.4. Decision function

Similar to the information selected for constructing the database
during the training phase, defining the decision function for selecting
the next point of access can also be flexible and based on the
particular preferences of the network designer. We define a simple
decision function here in order to focus our attention on the precision
achieved by RFID technology in predicting the next point of access.
Thus, given the set of detected tag IDs D, (information contained in

the TAG LIST message) and the set of their best point of access
{(x;.»,), Po4;},¥te D, (information obtained by looking up the
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database), each unique AR AR; is assigned a frequency fj equal to

the number of tags in D, assigned to this AR as their best point of
access. Then, the AR;, which appears most frequently (AR;is

maximum), is selected as the next PoA, of the mobile nodeu, i.e.:

POAu = ARj arg max fj [6.2]

6.4. Technology considerations

Even though RFID is a promising technology for both localization
and mobility management, it has some limitations that should be
considered before applying it. In this section, we present and model
the communication properties among RFID components by
considering technology specifications and main sources of error,
especially in the presence of multiple tags and multiple readers.

6.4.1. Path loss model

The communication link between the main RFID components is
half duplex: reader to tag and then tag to reader. In the forward link,
the reader sends a modulated carrier to tags to power them up. In the
return link, each tag receives the carrier for power supply and
backscatters by changing the reflection coefficients of the antenna. In
such a way, its ID is sent to the reader. The path loss of this two-way
link may be expressed as:

PL(d)=PIL, +10anog[di]+Xa [6.3]

o

where d is the distance between the reader and a tag, PL, the path loss
at reference distance and d, given by:

ﬂ, 4
PLo = GtGngtgr [WJ
0
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where G,,g, and G,,g, are the gains of the reader and tag

transmission and receiving antennas, respectively. /77 is a reflection
coefficient of the tag and A the wavelength. Nn =2, where n is the
path loss component of the one way link and X, is a zero-mean

Gaussian random variable in dB, having a standard deviation of
O'(dB) . The variable X, is called the shadow fading and is used to

model the random nature of indoor signal propagation due to the
effect of various environmental factors, such as multipath, obstruction,
orientation, etc. The path loss model defines the power received at

the receiver P, given the transmission power F, i..

P,(d)=F ~PL(d) . In the absence of interference, the maximum read

range a reader receiver can decode the backscattered signal from is
such that:

R

m

o =max P, (d)<TH
max (4) [6.4]

where TH represents a threshold value for successful decoding.

6.4.2. Antenna radiation pattern

It is assumed that the signal transmission from each reader forms a
circle with a radius depending on its transmission power. In practice
this is not real, due to different signal gains at different directions. To
quantify this problem a degree of irregularity (DOI) has been
proposed in [WAN 07]. According to this, if R, and R, are the
maximum and minimum values of a reader transmission range, then
the DOI is the maximum variation of the reader’s transmission range
per unit degree change.

6.4.3. Multiple tags-to-reader collisions

When multiple tags are simultaneously energized by the same
reader, they reflect their respective signals back to the reader
simultaneously. Due to a mixture of scattered waves, the reader cannot
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differentiate individual IDs from the tags. This type of interference is
known as multiple tags-to-reader collisions.

6.4.3.1. Anti-collision algorithms

For resolving multiple tag responses, an anti-collision mechanism
is essential. Reviewing the literature, several anti-collision protocols
have been proposed, such as time-division multiple or binary tree-
based schemes [JOH 08]. For instance, EPCglobal [EPC] (the
organization that recognized the potential of RFID early on) proposed
a bit-based binary tree algorithm (deterministic) and an aloha-based
algorithm (probabilistic). The International Standards Organization
(ISO) as part of the ISO 18000 family proposed the adaptive protocol,
which is similar to the aloha-based algorithm proposed by EPCglobal,
and binary tree search algorithm [ISO 03]. These protocols mainly
differ in the number of tags that can be read per second, their power
and processing requirements, as described in Chapter 5.

6.4.4. Multiple readers-to-tag collisions

A multiple readers-to-tag collision occurs when a tag is located at
the intersection of two or more readers’ interrogation ranges and the
readers attempt to communicate with this tag simultaneously. Let R;
and R; denote the read ranges of readers 7 and r; with dj their
distance. Apparently, if:

R +R; >d [6.5]

and r; and 7; communicate at the same time, they will collide and the
tags in the common area will not be detected. Figure 6.9 depicts two
readers, 5 and r,, which simultaneously transmit query messages to a
tag ¢ situated within their overlapping region. 7 might not be able to
read the query messages from 5 and r», due to interference.
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Overlapping Region

Figure 6.9. Multiple-readers-to-tag collision

6.4.4.1. Reader collision probability

The probability F; of such collision type between readers 7 and

1

r;, if equation [6.5] is satisfied, depends on the probabilities that 7
and 7; are simultaneously trying to communicate with their common

tag. For characterizing the probability of simultaneous reader
communication, we assume that each reader is in a scanning mode
with probability P**“". Thus, F; depends on the probabilities that 7;

and r; are in a scanning mode, "“'and P;", respectively, i.e.:

IJUC — PiSClln XP];can [66]

6.4.5. Reader-to-reader interference

Reader-to-reader interference is induced when a signal from one
reader reaches other readers. This can happen even if there is no
intersection among reader interrogation ranges but because a neighbor
reader’s strong signal interferes with the weak reflected signal from a
tag. Figure 6.10 demonstrates an example of collision from reader »,
to reader 1; when the latter tries to retrieve data from tag ¢ . Generally,
the signal strength of a reader is superior to that of a tag and therefore
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if the frequency channel occupied by r, is the same as that between ¢
and 5, 5 is no longer able to listen to # ’s response.

-
-

.
T

Figure 6.10. Reader-to-reader interference

6.4.5.1. Read range reduction

Reader-to-reader interference affects the read range parameter. In
equation [6.4], this factor was neglected. However, when interfering
readers exist, the actual interrogation range of the desired reader

decreases to a circular region with radius R max T , which can be

represented by:
RimaxTI =a,, Maxy (de [O,Ri max})[(S]R(d) > TH)J [6.7]
where:

SIR(d) =

P, (d)

Zil

and /; is the interference from reader 7.

The Class 1 Gen 2 UHF standard ratified by EPCglobal [EPC 05]
separates the readers’ from tags’ transmissions spectrally so that tags
only collide with tags and readers only collide with readers.
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6.4.6. Interference from specific materials

Radio waves propagate from their source and reach the receiver.
During travel, they pass through different materials, encounter
interference from their own reflection and from other signals. They
may be absorbed or blocked by various objects in their path. The
material of the object to which the tag is attached may change the
property of the tag, even to the point that it is not detected by its
reader.

6.5. Performance evaluation

This section evaluates the performance of both RFID-assisted
location and mobility schemes for the simulation environment
described in section 6.5.1 and for the performance metrics defined in
section 6.5.2.

6.5.1. Simulation setup

0 r r r r T —

S0+

0k x Reference tag

0r

Figure 6.11. Simulation environment
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Figure 6.11 depicts the simulation environment. It corresponds to a
rectangular area 50 x 50 m’ divided into nine subnetworks, each of
which is served by a single AP.

Note that APs can also be considered as ARs. All APs are identical
and follow the 802.11b (WiFi) standard with operating frequency at
2.4 GHz. Their placement is selected symmetrically in order to avoid
any bias in the decision function. Heterogeneous and alternative radio
technologies could have been assumed, since the proposed mechanism
does not rely on triggers from lower layers. The indoor log-distance
path-loss model, described in [RAP 02], has been selected to model
the communication at the 802.11b channel:

PL(d)=PL(d,)+10n log[a’iJ+X(7 [6.8]

o

where d is the distance between transmitter (AP) and receiver (mobile
node), PL(dO) the free-space path-loss at reference distance d,, n the

path loss exponent whose value depends on the frequency used, the
surroundings and building type, and X, is a zero-mean Gaussian

random variable in dB with a standard deviation of O'(dB). The
variable X, is called the shadow fading and is used to model the

random nature of indoor signal propagation due to the effect of
various environmental factors such as multipath, obstruction,
orientation, etc. This path-loss model is used for calculating the RSS
from each AP, based on its transmission power F, i.e.

RSS(d)=P,—PL(d).

Within this region, mobile nodes whose terminals support an
interface to the wireless local area network and an RFID reader roam
among the nine available subnetworks. Regarding their mobility, we
have used the random waypoint mobility model [CAMP 02]. Briefly,
in the random waypoint model i) a mobile node moves along a zigzag
line from one waypoint to the next, ii) the waypoints are uniformly
distributed over the given area and iii) at the start of each leg a random
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velocity is randomly selected from the velocity distribution [0, Vmax] .

The red line in Figure 6.11 shows a random trajectory of a single
mobile node whose mobility follows the random waypoint model.

In the RFID system, we have assumed the UHF case that operates
within the frequency range of 890-960 MHz. For resolving multiple
tags-to-reader collisions the pure aloha and slotted aloha anti-collision
protocols [SCH 98] have been assumed. In pure aloha -based RFID
systems a tag responds with its ID randomly after being energized by
a reader. It then waits for the reader to reply with i) a positive
acknowledgment, indicating its ID has been received correctly, or ii) a
negative acknowledgment, meaning a collision has occurred.

If two or more tags transmit, a complete or partial collision occurs.
The tags resolve this by backing off randomly before retransmitting
their ID. In slotted aloha-based RFID systems, tags transmit their ID
in synchronous time slots. If there is a collision, tags retransmit after a
random delay. The collision occurs at slot boundaries only, hence
there are no partial collisions. In our simulation setup, each tag’s
initial response follows a Poisson distribution with rate 4=30. The
retransmission time is divided in K =35slots of duration that
correspond to the time needed to transmit an ID of 92-bits length over
a link with data rate of 102 Kbps.

6.5.2. Performance results

Localization systems are predominantly evaluated according to
their accuracy. Thus, as a performance metric for our localization
scheme we define the mean location error measured as the Euclidean
distance between the actual and estimated positions for all mobile
nodes. For evaluating the movement detection-scheme, the
accompanied movement detection latency delay is the principal
performance metric. For our scheme, we measure the time needed to
successfully read all tags, since this is the prevalent time component in
the proposed RFID-based movement detection process.
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6.5.2.1. Localization accuracy

Localization accuracy is highly dependent on the multiple readers-
to-tag collision problem, since incorrect or no tag detection distorts
the estimated location in equation [6.1]. In order to illustrate the
performance degradation due to this type of interference problem
and the essentiality of a mechanism for coordinating readers’
transmissions, we considered four multi-user environmental cases that
differ in the number of users (20 or 40) and the probability of collision
between their readers’ transmissions. Assuming that the tag scanning
probability of mobile nodes’ readers follows uniform distribution
U ( ,31) , we set either =0 or f=1 for the second case. Apparently,
for the second environment the readers from all mobile nodes
simultaneously scan for their tags and thus the performance achieved
is anticipated to be worse due to the collision problems among them.

4.5

—o— 20 MNs, =0

4| | —e—20 MNs, p=1
40 MNs, p=0
35| | —#—40 MNs, p=1

31:/-/ ]

Mean Location Error (MLE) [meters]
o

-
O r
1

15 2 25 3 35 4 45 5
Inter-tag Spacing ( 8) [meters]

o
3]

Figure 6.12. Positioning accuracy versus reference tag density for R=5m
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Figures 6.12 and 6.13 illustrate the dependency of the mean
location error on the tag density &, when the readers range is R=3m
and R=5m, respectively. For all cases, increasing the inter-tag
spacing reduces the accuracy. However, when the collision problem is
severe, the accuracy reduction is worse and thus a dense tag
deployment is required to provide robustness. Comparing Figures 6.12
and 6.13, we observe that when R =35 m the collision problem is more
intense due to the increased probability for the existence of
overlapping interrogation zones.

3.5
—e— 20 MNs, p=0
3} | —e—20 MNs, p=1
40 MNs, p=0
55| | —%— 40 MNs, p=1

Mean Location Error (MLE) [meters]
- B

o
o

1 1.5 2 25 3 3.5 4 45 5
Inter-tag Spacing ( 5) [meters]

0 I I

Figure 6.13. Positioning accuracy versus reference tag density for R=3 m

6.5.2.2. Movement detection latency

The time taken by the mobile node’s reader to successfully retrieve
IDs from all reference tags within its vicinity depends on the tag
singulation time. In other words, the time needed to successfully read
a single tag in the presence of multiple tag responses, which in turn
depends mainly on the anti-collision algorithm. For the slotted-aloha
and pure-aloha anti-collision algorithms we have assumed (see section
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6.5.1), the total time needed for successfully reading N tags [KLA 09]
is given by:

o =N><{t[l+(eXGA _1)}%%} [6.9]

where G, =NAt is the offered load and x=1 for pure aloha and
x=2 for slotted aloha that defines the vulnerability period.

In the following the movement detection latency delay is depicted
for different read ranges, grid deployments and the two aloha variants.
The x-axis corresponds to different values of inter-tag spacingo .
Obviously, as O increases, the number of detected tags decreases.
Figures 6.14 and 6.15 show the total time needed for reading all tags
that are detected when R=3m and R=5 m, respectively.
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Figure 6.14. Movement detection latency versus reference tag density
for pure and slotted aloha for R=3 m
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Figure 6.15. Movement detection latency versus reference tag density for
pure and slotted aloha for R=5m

First of all, we observe that slotted aloha has better performance
than pure aloha, due to the reduction of the vulnerability period 2t
[BUR 04]. When grid deployment is dense, the reading time is very
high due to the large number of tags responding. We observe that the
total time needed to read all tags keeps falling due to the smaller
number of detected tags whose IDs need to be retrieved. Finally, we
remark that when R=3m, less total read time is required compared to
the case where R=5m, which is rational since fewer tags are

detected. Overall, the minimum tag reading time T}}?“ is

approximately 50 ms to 100 ms and is achieved for d<2m when
R=3m and for <3 m when R=5m. Thus, we managed to match
L3 with the L2 handover, which takes 58.74 ms to 396.76 ms
[MIS 03].

6.6. Summary and conclusions

In this chapter, we show that RFID technology can be used for
purposes other than item identification and tracking. We presented
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how RFID technology can also help in improving network
functionalities such as location and mobility. In fact, in the emerging
IoT scenarios, massive tags will be deployed all around the user to
better consider the environment in computing applications. Our
approach is to consider a smart floor with tags everywhere, and carry
an RFID reader in mobile devices, such as mobile phones. We could
then take advantage of the RFID reading information matched with
the network topology. We can use the access points covering the tags,
to help the positioning algorithm and provide the location that can be
used by a LBS. We will also benefit from our improved movement
detection algorithm that will enable us to anticipate handover and
minimize delay. More network functionalities can be investigated with
the consideration of RFID information matched with the specific
parameters of an application.
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