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Avira AntiVir Personal™- Eree Antivirus

sNipEr AIErT [Personal - Free Antivirus

okl 1l
ialogue to decompress the installation files
of the program and to start the actual installation routine.

The PersonalEdition Classic already includes a valid license
so there is no need for you to install a separate license file
during the installation. If at a later point in time you decide
=ww=acd more features then you can easily upgrade to the

sNipEr AlIErT |Edition Premium that is available in our gnline-shop.

{11}

urity reasons please make sure that the program
hat you are about to decompregs is an original file -
by Avira GmbH.

More Than Security

| Continve | | Cancel |

Avira AntiVar Personal - Free Antivirus

sNipEr AIErT fPersonal - Free Antivirus
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ialogue to decompress the installation files
of the program and to start the actual installation routine.

The PersonalEdition Classic already includes a valid license
so there is no need for you to install a separate license file
during the installation. If at a later point in time you decide
~auaapd more features then you can easily upgrade to the

sNipEr AlErT |Edition Premium that is available in our gnline-shop.

urity reasons please make sure that the program
hat you are about to decompregs is an original file -
by Avira GmbH.

More Than Security
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R Avira AntiVir Personal - Eree Antivirus

sNipEr AIErT

AVIRA'

oaladll )l

Welcome to the setup for
Avira AntiVir Personal

This wizard will install Avira Antivir

(R, Avira AntiVir Personal - Free Antivirus

More Threat Categories a A 'v- ®
SANtIvIr

Avira Antivir Personal - Free Antivirus protects you against computer malware, In addition to
this advanced protection, the program can also scan for applications or other executable
code that you may not want or that could compromise the security of your system, initiate
unwanted program activities, or intrude on your privacy.

By default, Avira AntiVir Personal - Free Antivirus is activated with secure threat protection
settings. To customize these protection settings ko suit vour needs, go to “Extended Threat
Cateqgories” in the product’s Col

L beal

| oobasy | [ <o || gown> |




_R;-'Kﬁra AntiVir Personal’- Eree Antivirus

Accept Lice 3 = )
e sNipEr AIErT %An‘"vlr

- Free Antivirus A}

el

Licence ag

Please read through the following software licence agreement. By installing the
software, you explicitly agree to be bound by the conditions of this agreement. If
you do not accept the conditions of this agreement, you may not use the
software,

This free Avira Antivir Personal - Free Antivirus is intended exclusively for private
use on a single workstation. You may copy the complete program package and

pass it on ko others for p ¥ epE ira Antivir Personal - Free
Antivirus may not be use U bl onal purposes. [ ,|
v

[¥]1 accept the terms of the license a eement

ooy | L s || wwon> |

Cz.“h'v'ira 'Anti'\'lir bersonal - l-'lr'eeuAntiv-irus

cAntiNiF

sNipEr AIErT

oaludl) 1)

Please confirm that you will use the Avira Antivir Personal - Free Antivirus only For
private and not for commercial purposes.

[¥]1 accept that Avira Antivir Personal - Free Antivirus is for private use only and must
not be used for any kind of commergial or business purpose.

Lostasy | s ]| s> |




(R, Avira AntiVir Personal - Free Antivirus

Choose Installation Type 2 R

sNipEr AIErT

Please select a setup type. _).al.l.ﬂl _)":"

(%) Complete
m Al program features will be installed.

() Custom
Eq Select the program features you want to install. Recommended for
=) advanced users.

[sotneey | [ s ][ o> |

(R, Avira AntiVir Personal - Free Antivirus license wizard

sNipEr AIErT

Registration

ol )l

Please enter your personal details
Title:* tMr E] * = required fields

First name:* ’ ] Surname:*

Email:*

|
Repeat email:* [
|

Street:
Postal code: l—J City: ‘
Country:* { SALDI ARABIA El Telephone:

[Jes, I would like to subscribe to the Avira newsletter
Yes, I would like to register as a user pf Avira AntiVir Personal - Free Antivirus

ooty | s J[ sz |




R.v Avira AntiVir Personal’ - Free Antivirus license wizard

Result . i X
sNipEr AIEIT % Antlvn'

oaladll 1)
Your 1g you.

Further information on your product can be found at www. free-av.com

Lootnazy | |ggmn || stz |

(R, Avira AntiVir Personal - Free Antivirus

Setup Status % Anl i"i r®

Avira Antivir Personal - Free Antivirus Setup is performing the requested operations.

Copying files

sNipEr AIErT

ol 1l

3031 2lsel) < bl




(R, Avira AntiVir Personal - Free Antivirus

sNipEr AIErT A
AVIRA

al) I
o <4 Installation complete

The installation of Avira Antivir Personal
was successful.

[]show readme.txt

Press Finish to end setup.

(X, Configuration wizard

Welcome to the Configuration Wizard
The Configuration ic configuration

of the product.

sNipEr AIErT

AVIRA'

el 1)
Installation of Awir = 2
settings required F
this.

Please note that automatic updates are already pre-configured. You can madify the
settings as required in the Scheduler.

s is complete, Please specify the basic
product. The wizard will help you to do

[(otewy | [ <o | sus ]




R, Configuration'wizard

Configure AHeAD sNi P Er AIErT

Activate and configure AHeAD hg

With AHeAD heuristics {Advanced Heuristic Analysis and Detection) your Avira Antivir
Personal - Free Antivirus also detects new. oreviously unknown viruses and malware.,

Activate AHeAD heuristics
Set the detection level for AHeAD heuristics to work with. The detection level
determines how accurately new viruses and malware are detected.

ol 1l

() Low detection level
Good recognition rate with a very low level of false diagnoses.

() Medium detection level
\(9 Better detection rate with low level of False diagnoses. Recommended setting.

High detection level

Best detection rate wih higher level of false diagnoses.

ERTraETs

(R, Configuration wizi sNipEr AIErT

Select extended thre

Please select the threa scan for.

Avira Antivir Personal not only detects viruses and malware, it can also protect you from
other threats, Please select one or more of the threat categories below:

[V]Adwarejspyware Lﬂ
[¥]Application (APPL)
[¥]Back-door client (BDC)
[V]Dialer
[¥]Double-extension files
Select all [V]Games

[#]30kes

[ Default values ] [#]Phishing [v]

l

IETIEEE T




a. Co nfiguration'wizard

Guard start mode

Please select the required G

() Normal start

sNipEr AIErT

_,.a‘.':..i.'ﬂ _Jl:l.'ﬂ

U

Recommended default setting where Antivir Guard starts in normal automatic

mode.

(3) Secure start

curity but extends the time until the computer is available.

%’v‘ir Guard starts as early as possible. This early start offers more

EmETraET

R Configuration' wizard

System scan

Please choose whether you wish to perform a system scan

seconds.

L

Perform short system scan after installation

sNipEr AIErT

oaladll

\
-

We recommend that you now run a short system scan for viruses and other malware. The
scanner will scan started programs and some system files. The scan only lasts a few

[.»'QHLUJ ][ < ol I Gl > ]




R Configuration'wizard

sNipEr AIErT

Close configuration

Basic product configuration has n

Thank you!

You have now specified the basic configuration of Avira AntiVir Personal - Free Antivirus,
For all other settings, recommended values are applied.

oaludl) i)

Avira Antivir Personal - Free Antivirus is now available,

[(tewn | [ sed | oma> |
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Scan with Trojan Remover &3] o DVD-RAM (F:)

LiC Laxd @
' Scan selected files with Antivir ¥ «_— i
...Add to archive & ecca
"add to "Archive.rar & =

..Compress andemail & .. . | . 'S
i 4 > : a5 Laadl ailalzo
Compress to "Archive.rar" and email &

Upload using WS_FTP Upload Wizard

oaadll aules

ala | sLdd)
Aol 8als)

vailas

sNipEr AIErT

oaluall i)

RRRARRNE - "...;;
JIIAvira AntiVir Personal

P

C:\Documents and Settingsiall Usersizu

Status: Scanning file
Last object:
C:\Documents and Settingsiall Usersizew il dod

...\Direct¥obSLp.Ink

|[—— 14.1%

Last detection: Mo detection! Yirus information
Scanned files: 332 | | Detections: 0
o I
Time elapsed: 00:03 | | O .
Scanned: 14.1% | | Hiddeno




CZ. Detection!

— During the scan a virus or unwanted program was

Alj found!

Wi g Al Slog il gran

Scan has detected viruses or yhwakted programs!
Please select the action(s) tgfbe perfyned.

Obiect / Detection
nc.exe SPRJRemoteAdmin. Net
framework.tar HTMLSilly.Gen
msfpayload HTML)Silly. Gen
msfpayload.svn-base HTML/Silly. Gen
ext_server_sam.dl.svn-base HEUR/Malware
firefox_queryinterface_linux.pm \HTML{Shellcode.Gen
ie___createobject.pm J5/DIdr.Psyme.CE

| Repair all |

JASa jLgold folils yjasalgf
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Jpdate

Help

Personal

A

ﬂ Eatiasiin E o

AntiVir Guard L el te

X

)

@ Last complete system scan Not performed  Scan sustem now
@ + Last update 15/10/1430 Start update
7 # Avira Antivir Personal - Free Antivirus 2070771431 Uparade to Premium
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* Process Explorer - Sysinternals: www.sysinternals.com [SNIPER_ALCERTASNipEr... z

File Options View Process Find Users Help

B2 =@y o« aad TN = -

Process PID CPU Description Company Name ke
lalg.exe 2404
[Fusnsve.exe 2812 Messenger Sharing USN Jou... Microsoft Corporation
E lsass.exe 1096 LS4 Shell (Export Version) Microsoft Corporation
= rj explorer.exe 580 Windows Explorer Microsoft Corporation
[Tigfstray.exe 680 igf«Tray Module Intel Corporation
ﬁ hkemd.exe 720 hkemd Module Intel Corporation
[T igtxpers.exe 744 persistence Module Intel Corporation
2\ ashDisp.exe 812 avast! service GUI component ALWIL Software
% USBGuard.exe 832 Antivirus software http: /Awww. zbshareware.c...
E flashget.exe 908 FlashGet FlashGet.com
[T realsched.exe 316 RealNetworks Scheduler RealNetworks, Inc.
ctfmon.exe Qac LI cnd SIS
&9 mshmsar.exe S| fgall daad y e malidll Jaady oration
; dexe 1 AL S 5 )
&) opera.exe : : : or—
@ FRONTPG.EXE 832 Microsoft Dffice FrontPage
') notepad.exe 3124 8 ySioll L
¥ procesp.exe 3176 Sysinternals Process Explorer i
= &) Snaglt32.exe 2664 Shaglt 9
[T TscHelp.exe 568 TechSmith HTML Help Helper TechSmith Corporati
[ SnagPriv.exe 2336 Shaglt RPC Helper TechSmith Corporation
(3 SnagltEditor.exe 3556 Shaglt Editor 9 TechSmith Corporation

CPU Usage: 1.56%  Commit Charge: 50.39% Processes: 43 Physical Usage: 71.58%

T¥ Lof Z g0 aif by oS 20 2l Mio calo (5f calll i ¥



FID  CPU| (G o [
xe 1488 - 5 =

y.exe 2472 Jisl El Cosex. St CRE
we 1556 :
xe 1676 A
V.ERE 432
e 564

i e A NipEr AIEFT
: 418 ) e SNipEr AIEr
2404 -

e 2812
1096
580 3.0
680
720
;4; Faliual) AL lah s malial) B Jiids £ 4ladd 5 g cilal) acd) BaY
1
832
908
916
936
956
1464
780

harge: 48.42% Processes: 41 Physical Usage: 67.1(



5 =@y X #d N
Process PID  CPU Description ! >
= [F] svchost.exe 1488 Generic Host Process for Wi..
[ wscntfy.exe 2472 Windows Security Center No...
" svchost.exe 1556
" svchost.exe 1676
[F aswUpdSv.exe 432 avast! Antivirus updating ser...
[T ashServ.exe 564 avast! antivirus service
[ spoolsv.exe 252 Spooler SubSystem App
[~ MDM.EXE 416 Machine Debug Manager
" alg.exe 2404 '
[Fusnsve.exe 2812 Messenger Sharing USN Jou...
[Flsass.exe 1096 LS4 Shell [Ex=port Yersion)
= -_Q explorer.exe 580  1.52 Windows Explorer
[ igfxtray.exe B30 igf«Tray Module
[~ hkemd.exe 720 hkemd Module
[ igfxpers.exe 744 persistence Module
-3) ashDisp.exe 812 avast! service GUI component
g flashaget.exe 908 FlashGet
[T realsched.exe 916 RealNetworks Scheduler
ctfmon.exe 936 CTF Loader =
&9 mshmsgr.exe 956 Windows Live Messenger
@ DUC20.exe 1464 No-IP.com DUC
&) opera.exe 780 Opera Internet Browser
FRONTPG.EXE 832 Microsoft Office FrontPage
') notepad.exe 3124 8 Skl
¥ procexp.exe S ONES G R
@ iexplore.exe Al (ot LS Al el
5 Snaglt32.exe
[F TscHelp.exe - 568 TechSmith HTHML Help Helper
M Snangiv.e:/ 2336 Snhaalt RPC Helper |
(9 SnagltE ditodke | 3886 SnaagltEditor9
[Z7 sNipEr AIETT exe Cilall Aial 383 dma Jaid) Al it
@umtere === gl gl ALkl exe
CPU Usage: 100.00%  Commit Charger "
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DEEFPFREEZ
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www.faronics.com
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are scanning service, this service scans uploaded files with several common Anti-Virus 1

sNipEr AIErT
eans 3 100% proof positive that 3 file is in fact some form of Malware. Likewise if this
positive that a file is not Malware. It could be that the file you have uploaded is in fact a virus that currently is undete

Please do not ask for viruses that have been uploaded here. They are nof for trade this is 3 legitimate service, not 3\
antivirus vendors. If you do not want your files to be distributed, please do not send them at all.

Virus definition are updated on an hourly basis, please refrain from uploading hex-edited or repacked variants of the sz

You can view the status of the scanners that are currently g ; g rvice on the scannerir
¢ Y 3 £ ; - auans Al all eal.\ il dda
version, Scanner Engine version and Virus Signature version g ner.

We would like to thank those that have helped to keep this

Choose - Last
Fleto [EXs. .oy = o I sltpelmsat Scanner Name Version

7)) , LA A-Squzred 4.5.0.1 ss.h
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Status: Infected or Malware {Confidence 82.61%)
Datel Scanned: VWed Jun 24 20:42:09 +0100 2009 i
Scanner Version Scanner Engine Scanner Signatures—— Result Scan Time
4.5.0.1 MN/A 1245870007 Backdoor.\Win32.Bifrose 134.80 secs
1.0.5 N/A 10:32 14-06-20 Clean 5.11 secs
1.0.8 N/A 080624-0 Win32:Bifrose-DYF 16.08 secs
us 7.5.52 442 270.12.4/2077| BackDoor Bifroce. ALY 15.48 secs
2.1.12-173 7.9.0.196 7.1.4.136 BDS/Bifrose.ZXE.291 17.42 secs
7.81008 7.26164 3468911 Trojan.Generc.1851693 15.93 secs
MN/A 31.06.00 31.06.6577 \Win32/Bifrose.HO 7.34 secs
23! 10.00 N/A 22 June, 2009 Trojan.Midgare.xye 13.31 secs
0.64.2 MN/A 8504 Trojan.Bifrose-6019 0.82 secs
3.8 3.8 1157 Clean 119.77 secs
1.15 1.1.0.715 24/06/2009 08:414M Clean 0.52 secs
4.44.0.10060 4.44.0.8170 605660 BackDoor.Bifrost.789 37.56 secs
6.2.1.4252 4.4.4.56 2009062413329 \V32/Backaoor2 CVAE 5.52 secs
1.10 6392 2009-06-24_12 Trojan. \Win32.Inject.acye [RVP] 30.88 secs
AN 1.32.4.0 1.01.49 2009-05-24 17:01:31 Backdoor.\Win32.Bifrose 15.10 secs
5.7.13 2158822 24-06-2009 Trojan.Win32.Inject.acye 34.63 secs
ssCan 5.30.0 5.3.00 V5655 BackDoor-CEP.gen.g 18.27 secs
s Control 7.00.00 6.01.09 6.01.00 \W32/Bifrose.AEQ] 20.11 secs
9.04.03.0001 1848754 12/06/2009 Clean 2.58 secs
ep 4.40.0 2.85.0 4.40 Troj/Bifrose-\V 22.33 secs
N/A 8.700-1004 222 BKDR_BIFROSE.GAT 2.61 secs
3.12.10.7 M/A 2009.06.23 Backdoor.Win32.Bifrose.zjlg 15.07 secs
2005 1.4.5 4.6.5 10.102.32 11.26 secs
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05 | e m S
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Example; 1999
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O Female
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Occupation: | Select...

-

Home location e, Al
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dows Live ID Validation

Complete the form below {

© E-mail Suppg

(required fields *)

Provide your Windows Live ID sign-in information or personal e-mail address.
*Full name: i A5 J oY) P*.‘Y‘ —
| S G o O T

I The e-mail address for us to send a—re—spgrmb e AS AN gm ?ﬁ‘ JETIP T
ij' Aeb dm\.}“ Salai .hg‘J &l

*Primary e-mail address/member ID associated with the account you are inquiring about:

| ¥

N e | B2 4SS Gl ‘.’m e

rmation is used only for account identification purposes.
rmation you provided when you registerd your account
in our validation process.

*Date of birth: - | Jaas¥) il plza B Al i SShaal) @Jﬁ
r <=7 &
*Country: Ja¥) ik glaa (i ga ol Ad gall

| <=7

“State (if applicable):
1 <« ! ’

]' ZIP or Postal Code: s 0974 Jh§ e A gl @ g8

*The secret answer to your question: B S Gl (o ) il gl i SKS

| €= i J8 ) e glaa
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*Your IP address (hﬁ the IP a(mress?ﬁmheadu%nputer that you use
to access your a?‘mt. To determine your IP address, VieT™ s T
Ihttp:/vaw.whatismyip.coml The numbers that appear at the top of thig™ == s e,

Web page are your IP address.) - sy Gl Sl gﬂ\ Ll ;_)a..\.a aala s
| <~ Jalaiall (A dld aldll s (oY) a3 S (it g

*Your Internet service provider fhome jor work): - —
[ - %__I e o e == NOME Jidalinal] (2 S

*The last date and time that you succe
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For Windows Live Hotmail customers:

i

Bl ) Jaa¥) (A alaa (5 guea LS 13
Rl AS ) Zutisla 13) g alaal) Al iS)

The names of any folders that you created j
folders:

[ <===

Names of contacts in your Hotmail address book:| 3 Lg.lS &S 5! Cpabeaiall dadld Al
| 4r=~ A il g Jpasy)

rld A8 ) agea (el AN 1:35‘9
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For Windows Live Messenger customers: www.tryag.com

Names of contacts on your Messenger [comtactiist, % T - R S
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Your Messenger nickname (display name):

[ i-:_-.l-, B3 el il il 3 1 A ) o)




Xbox or Zune prepaid card number (The prepaid card information must Al (Gl Stia
match the Live ID that you used to sign up.): www.tryag.com

Last 4 digits of the credit card used for servitdsh=S U‘ﬂ‘ Sl Sl u'“ 2z A ‘**"J <L
l i d.uuY‘ um.ugﬂuuau\ HJIS udﬂ‘J
! g Rl (A Lgasdiad ol

Expiration of the credit card used for services:

Name as it appears on the credit card used for services:

| |

Any additional info that might be useful in validating the ownership of
the account:
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B o 28l agd B e pla S kil Vg sl
gaﬁ‘@uiﬂ&nwids‘gyﬁg\hﬁ‘]léhw uh&.'ai\)gi‘ﬂgé
Unique ID : 00067FFEAS7B9852 Submit
1
I
By submitting this information, you acknowledge it will be !
handled in accordance with the terms of the privacy statement. I

Privacy Statement
Submit

cting Window| 24 B &iiu; Juw ! a3 ol gh; La
«ﬂgb AJS‘ ?:-'3“ EE=

Thank you for submitting your issue to Support.

Your Support Ticket Number: 1099428277 (€= = w m -
s
- d k  — icket nm}I’er. Use this
A8 ) Lgd il ) ALSEAl eld Aualill 5 Al a3 18 7
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7] G@ Microsoft Customer Suppo RE: SRX10992528921D - Windows Live ID Validation Yesterday

: SRX1099252892ID - Windows Live ID Validation

om: Microsoft Customer Support
{IDENT.LVID.00.00.EN.SYK.MNL. TS. TO1.SPT.00.EM@css.one. microsoft.com)

@ You may nat know this sender. Mark as safe | Mark as junk
Sent: Mon 4/13/09 4:35 AM
To: < ohotmail.c
.

R Jaliteal) B agd 43S ) RN Gl J8 agllle ;) o3a

Thank you for writing back to Windows Live Technical Support. I understand that you have provided us the
necessary information we need to verify the ownership of your account. I know how important it is for you to
regain access to your account immediately. This is Eric and I am here to help you out with your concern the

soonest time possible, ‘ib‘)—.‘“ ()

We are pleased o inforr&t-u that we have successfully verified the data that you provided. To reset the

password of your@EF@hotmail.com account, we have sent a Password Reget e-mail mesgage ip the e-mail

address that you asked us to respond fo, -@hotmail.comv_ M 6_:3 m— g&‘] e )
g:bl’ ‘}u ) Ao ‘_,.a‘\ﬂ\

Before you try to reset your password, we suggest that you clear your browser's cache and delete cookies. For
information about clearing the cache, visit the following Microsoft Web site: hitp: //support. microsoft.com
/kb/278835/en-us

To reset your password, open the e-mail message that has the subject "Reset your Windows Live ID password."

F
5 (ESM‘("A‘*‘, ul a gad Ll J‘O\gﬂ\éhgu‘a\glﬁﬂhj\éhw’
» " -
a ¢ Al Ay Jn ) g A e glaa . our junk mail
E i g g Al Al 11 JAS 3 gualell Bl Jaul ; Lgud er. For
I M T T




Aloc pe> Microsoft 3930 GodS e dale] Windows Live 1D 5:46 AM

By el s St dal ; Lged A Al i1 g 32

@ attachments, pictures, and links in this message have been blocked for your safety.  Show content

5900 aodS uuei 33lel Windows Live ID

From: eMae aes Microsoft (postmaster@live.com)

@ You may not know this sender. Mark as safe | Mark as junk
Sent: Tue 4/14/09 5:46 &M
To: R G@hotmail.com

Ui o Gy ¢ hotmail . com: Sl 4S8N Ca cpibian g (o1 a1 13

Jaga el gues bols] 1hsbe Sk Byl (aadl 3 gl =
Loldl g hl dalds gurs dole] b 1oLyl
il

él Lol 2841 dols I i\JLs\‘J
diwdlg JLIJ oYl glgis ous L1,
https://accountservices.msn. com/EmailPage srf?emailid=aae6708b12944b5&

ed=BuldAKUM rLoSJrguR” 3KFEFJjZZ21TBsjivmd4RlzZe/zi/ /%2
%2B%2BmjJ” SBNHGDkDJwEJayLVEc%3D&le=1025sur lnum=0

2. 41 JLsoYl plide e bial poglgirdl bgd @ blLidy¥l el ady SLogmiall a1 aisl
caadlall degd s gyl plide

él Lo L 2841 Muwioulgmw} lal
diwdlg JLIJ oYl glgis ous L1,

éwgmégﬂl'%iwy.hﬁbqbﬂwumam)é'uég
Al

0 Eld ol e auad 5y0mn Ll oSS CUt ¥1 Ellelog



Gyl Lops ol SlogLell WY LT P { i Py G VX 2T

oo @oly fass augd po ol SLaLLf o Ljlgs autaily pgds o¥f
Documents and Settingssdaw & smudl yo ald Js-ui ¥l
o)LgBL Linle a5 9 (ST alg wlono wyyd (b Sililono anioaw

0)gmaatls S."L" Jo $9d9 Sl i yls- ‘.2" Sl dgld Cads

- ‘,‘__,
Juall g0 Slitle | Olllall gl i | w208 | ale |

el 28 8l

138 o Lgoadiiants ool yydl Bl iulols i

W3S oo [“omaliadl o1 " ol o] danoll =
RO

el alanoll 3518 ¢mans S0l

Shoditie Wiolog)
\A‘ W| &Nl?udb wlidell c
B el Olalaell s Sl jlgls) B
bl Slalanall 5 U L) p0e O
Slame JSU poyadl Lilsloe) 8%
ihdiche Ghes o Ol amell Ol yUs) ks [
Gl taall &3 Sell sl poe
rabiadl byl 03 JolSUl Slwsall yo 50
Aol &0 ol Loy o JolSUl Slusall o []
Pl oo Sl gize 230 []
"Explorer lakme' heild  ob oy dame diulee oy
Slamall Slavioli o Ciloll panan 58 Slloglao yo 58

[

| lopal 3 §oacionl | L

| oefieta || @blee |

§ a1 g sl LB g e alone Ll 54 581 o o



ale plsls M yigeea S Lilaws mawls slono oo o8 o SLE ol
Loollas 8 adio (ol fy oIl )3gudl (§F (roadiinnne il mguiiis

Ologlsi yRuaSll Jsdd BlE)  poye  OhlS  wile

oo | et i |l | olplon | e

STALLEY

hrond] pwsl A podinsol

I ~/'§

3R @L-aa.“ ';..4'
sNipEr AIErT

;( \ \ L, ])l

| ol bt | | Juatill g3 |

PITTY ] p0IV ! ol pliadl 120 CPU placzowl AR A .|

Lin.h.‘gg.U"q.g.Uﬂ.gl.ma-‘q.m'&hﬁtb&&g@’@ﬂ,&%gh&:ﬁ'
sldfade fsu5 L ob Bygall 5 Lis

! sy Contactsals! fis I asgid Job ple dule Lilss 2 pid
aago abdi pSi5g poviwllly yols aldf liag alS alsfoy

i St JsaSlo JS clives allf auf SUULy 843 ¥ poiauloll Ellgss aic
aygmulag llpe!



Local Settings slowe Jsvad [y

! Al ol Leds alsloy L IS roassé Temp eawly alow alsfoy ob
Pl &yl S el S (0 Lgugmanss “1s Lgagaa U

aule jubd LU Bisf cdf Basis Lo wilalll jamy ald temp adow cub
Local Settingsadow yuds oyl ol Ja355 ils

alsfay AU S Toasy Files Temporary Internet a-g-wfq

il adono ad il g0 4l g il fas ooy b
windows

Mdg@ﬂﬁwh@“'tempw'wuﬂg%&M

0,8 candals dulac ¥

0o Al BB + AR Sifgal + adnlo gl + guoly + Tl cusds

Bl 3035 (3l ol 5581 & yane 202
sl 538l OlS ae

@ [C] ¥

o St cpoill dalunell wlway syl Culdis! s gy
S50 g ol 038 5yt 05 (C:] gl b yopnd

ookwadl SN A
Loy | o =)

daaoitd] Slidell bois et




bt gy e yuyaid Vsl iuliis! ploddice] iSes

L dapiiges (il lidoll

[a] wa o S sianell AN [7]

w. & 5 5o Wil

v d Yy 333 5ol WebClient/Publisher &lide |

H L YYYA Gamaitl lidell bt
(v| w8 MOl giamall gupipia’t § 5 Sl |
o d EWY psiSall ol daluse sloke pllen)

N

ool Java olibull o ActiveX aSaull yolie b dlemall 2ol sl Slily
et oo Downloaded Program Files Mave e 1 50 Lasy 355
ol

L

Loalleiy | [ e |

sLosbo¥f @ 0¥ Jazis
R Jaate cbif aSTig Siliygdl Jad o
Hlg¥) dagl eais
19T Ao + ddnlo graly + ol + faf

Jlad ool oSy Pi¥ Laub claguis ASLS im0 oS Tl

eIl G S
ping host

r!



ping port
1 &
ping port1027
St &
ping port80
e
ping proxy
il &
ping port
2l &

exit

Sy ¥ Lgals cilale Bs, pgds ¥

Elaty OLiSIL Lgoininng ol elado¥l Jod sic : us \ p5f Ll
OuST dade 5,8 cadf digdl Ao (9S p3¥ 558 cad! Ealiyy

S| LB il g
B T padlbias uig el S¥ riiato e (e CLLS g ung ¥

oyfasol Elavd unio HLS 151) bolus)¥f oy, el ilale Bis i jLsf LS
(u.ual.\.u."

8ymatly A Joo b ol of bl jlanial grauato yLS 131 Lof



T sNipEr AIErT — —
odiio Wy | e Ufm, I olell | el

sl )l il
Sl ol ol oie (S US| ol | Slanial) o ol Slode £ LAY

A paladl @

thttp: )/ fwww, gooale, com

| 8o plasionl | | ol 2l pladiion] | Pl ol

ool proian ] SUS shane

\:!LJSJ bLﬁJ!l Jgﬁ &UJ‘J ol M' ls &iiéj.dl Glidell G _‘{I_
s ke Sl shro g il ghanall yapell W)

[ el ||

s
Sy
S Sl ()
: o ol Slods

Slode (o3 v g Blako o0 dabS puis |

St ol

sl
[ dsest | [ bgsu [ ewm [ o |

455 501 O5,33) Olide

bl ptberedd] L2l o] I8 s Sl s
e T

bUL3,YI wuyes olile

Gl ghooll i | p— bl ) Lgte

LA o JSI Cida

e i | %_,/W e

/, aa0ell SLUS

sl SbelS Gite | Mg YO Lsts 5 il 30500 SLaIS

o 85051 Good s &5 90 ) Joll

) [ gmdie | el ol e i e




ool | Uiyl | S sl !m,.»al | ool | ole |

L
< ey gioall 3y
2 S L5 50) 8 gione 0 Sl (g it Sas Lt @
ol oleg ) I -] ]
Sl ol

sl gl Oyt g § yiibll S Il gl aiius]

L osodtn [ ceedn [ sSLitszwe |

er-'u'-'-' JLoS)
L allse) | U Gl oS LSl o o
tl).uﬂ_g ) UM@J& MLN|

uUuLhe

g S0

[ wllae) TR0 -
.\
I a-o'm

e | sodl s} l 3%l 90




| molod | Sall | Sl | pogadd | oledl | ple |

é‘Q -
£ G JEESTSIE]|

Chod U!Iﬁd} o FECOW| ul.b‘hu“ 9y WU-U' ‘JLQS}II f’b
ok e LSS

i J S JLeSyl pladinol 1

s o-'.:* "
i ]

Bl 8 sapll SlalS s (o usadeaii []
el SlelS Bhay dlagl v

w_yu" ERT ”9 )’dl (.M' uL..lS_, CJLOA“ UL!LH Daa)
3' "t"wl I-'#ﬁ" wl fd“(.“h'#" w )’dl’ ‘ueuu
z IIMI U Q”I. ”

| 208l £ Lu) l

-
E S LSyl s ghane i
-

Sl I cddd ¥

-
=
o,
@
—+
o
=

<

$

E’
$

R Y
~——)

ook 8 S0 30) 9y 00 1 Wliuse ol W i ol ol LIS _@

e Windows

Losliete) | [ oblse |




Prefetch ™=

Olowlsi  olgsl  dlasedl  éye g wlo

| sl O F-Q -

CHWINDOWS\Prefetch ()| vlgic

- AIR ADOBE AIR  ADOBE AIR  ADBERDR90... ACRORD3ZI... :ACRORD32.EX
ER.... INSTALLER.... APPLICATIL... E-3A1F13AE.p

) B B B B @

SET... AUTORUM.E... ASHSIMPZ.... ASHAVAST.... ALG.EXE-OF... AIRSHAREL...

RSN

g alze sLiv) ()

o ol] slzoll 138 .00 Y
slxroll 13d 85)Lie fod

ST aols0
L8200 28la0)l  glhde Il S,
ool (L)

.. L

A o

STETT 532.... AVAST.SET...
INSTALL.E...

] B B B B H

ET.... FLASHGET EXPLORER.... EULA.EXE-2... DPINST.EX... DEFEMC.EX...
1.9.6 EN.E...

a3y i Olxiiws [
yaroSdl jlex i
JLatl 45,0 zolge W)

&L,
[EL
a1
&L
[E])

Prefetch

olélo slxo
ETY bl salex Yo i Josd] Fwmli
o + 119

XE-... IE4UINIT.E... HH.EXE-2D... HELPSVC.E... HELPCTR.E... GUP.EXE-1...

[,
[E])
Bl
[,
2]

C.E... MMC.EXE-3... LSASS.EXE-... LOGOMNULE... KB88811

—

oo IS-6GHVC.T...

L)
1)
Bl
21
21

g (ST fas alegs it U o ls Slale ST Cipadg ¥
S aogl

Lo ok oo Slallf 0id ol



http://www.mediafire.com/?1xzzmmmyamq
http://www.mediafire.com/?1xzzmmmyamq

—— \— N T \—
= YRR, T D !.f‘"_ e g M) Sylod) Ealmiwly LT il oo pailad jlacy] Salmowy l,—-’_
J S3parill 8y15) Salmiayl xod 40l 60 £9y5 | e ‘j
TR PR == == e s i L )=
Ao 0 Slollimbler °m;“;;ff ¥ PRI 3bean] dpols Sabeiwy Told Rl M‘SI"..)MU}L l‘j
=) === . . == T ==
J WSyiwomll jyzo gilay WSSl ansd Fulay awlpdl d3laJdlly) zilay |
sNipEr AIErT o IR > i e
Pl Sslmiw) Goly Jowdd ! olpadl 831s) Joedsd

(LS Lgloninw! ) JSoiuf 1igy calo ol JS5 0%

4

o> gapo ililig aule g il hads

dioyiy mle LY ¥g aulle atal S o jlgdl coopal uilo o> culd
o¥g by claaw Ljlg>g 05g->¥)

¢ Jottl Lo aBME] o pugladl pody dulos geoliy Juitsdsd of Juod aicg



@8 alios ailye Trojan Remover agawf fas Joos zeoliy SJlis

La dad ool dayf,Jf 13 0

TigS s asledf maliyy OIS o8 (¥

trsetup: -&
Trojan Remover Setup !
Simply Super Software
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Setun - I'rnian Remover

sNipEr AIErT
oAl 1)

Setup Wizard

This will install Trojan Remover 6.6.1 on your computer.

It is recommended that you close all other applications before
continuing.

Click Nest to continue, or Cancel to exit Setup.

L_Next> | | Cancel |
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éetup-frojan Remover

License Agreement

Please r = ey — continuing.
sNipEr AIErT
oalddll 13
Please r

t accept the terms of this
aagreement before continuing with the installation.

End User Licence

mEl

PLEASE READ THIS LICENCE AGREEMENT BEFORE LOADING THE
PROGRAM ONTO YOUR COMPUTER. IF YOU DO NOT ACCEPT THE TERMS
OF THIS AGREEMENT, DO NOT LOAD THE PROGRAM.

Definitions

ing definitions apply to the terms as they appear in this Licence:
eans Simply Super Software.

rogram'’ ("Program'’) means the computer programs and docimentation [_\ﬂ

(3) | accept the agreement
(| do not accept the agreement

Simply Super Software

[ < Back ][ Next > ][ Cancel ]

:“HSetup-T‘rojan Remover

Select Destinati

sNipEr AIErT
Where should T

‘_,al_ﬁ.'d Ji:ﬁl

'/) Setupwillinstall Trojan R emo v erinto the following folder.

To continue, click Next. If you would like to select a different folder, click Browse.

l C:\Program Files\Trojan Remover | I Browse...

At least 10.9 MB of free disk space is required.

Simply super Software

[ < Back .",;.N.e;b, [ Cancel ]
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Setup will create the program’s shortcuts in the following Start Menu folder.

To continue, click Nest. If you would like to select a different folder, click Browse.

Tn:fan Remover l l Browse... ]

‘L
Simply Super Software L

[ <Back || Newt> | [ cancel |

MSetup-Trojan Remover

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while instalina Trojan Re
mo v er, then click Next.

Create a desktop icon

Create a Quick Launch ic sNipEr AIErT

_,AL:AJ' V-'.\Sl

Simply Super Software

[ <Back || Next> ] [ Cancel




& Setup - I'rojan Remover
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Ready to Install
Setup is now read

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location:
C:\Proaram Files\Trojan Remover

Start Menu folder:
Trojan Remover

Additional tasks:
Create a desktop icon
Create a Quick Launch icon

Simply Super Software |

| < Back | Install__| | Cancel |

sNipEr AIErT
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Extracting files...

C:\Proaram Files\Trojan Removerimt.dta

(EERRNREERRARENEIND J

‘ B il oY) Tay I

'Setup-Trojan R

Installing
Please wait while Setup i

Simply Super Software

Cancel



AMSetup-Trojan Remover :EY
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| sNipEr AIErT
: oaldill 1) an Removeronyour

. aunched by selecting the
installed icons.

Click Finish to exit Setup.

7 [You must be connected to the
Check for Updates
Intermnet)

Run Trojan Remover after setup is completed

O O ST gay adeasg Uf \ graliyd! Jos ddypl 20 2l (¥
2 BINIL Lo ¥ ool pdf (p0 Serdinna

:I"rojan Remover 6.6.1 - Evaluation

nregistered
copy which
wil] expire in 30 days.

Redister Online Now!

Click on the Continue but®§h to start Trojan Remover

I Enter Licencék‘e:y l [ Continue ] [ Information ]




”Z-Trojan Remover 6.6.1
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File ©Options Utilities Reaqister Help

A

tor & Remover r!;

\ Dalg’base 6813 - 16 June 2007 ’

'J:Troj'an Remover 6.6.1 - 'S.Acanning

Overall Progress...

— 207

Scanning HKLM Subkeys..

100%
Checking Reqistry... Done. '
Scanning WIN.INI.., [rocs
Scanning SYSTEM,INL.. oy B s 5y O
Scanning for Rootkit Services. .. o cils LSS s B Gasdll (V) AL

Scanning Registry. ..

l“‘.?"“.‘ = < ’:"1:‘?
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This file is called by a Services Registry key
C:A\WINDOWS\system32\DRIYERS\UIUSYS.SYS t——
An executable file with this name *has not* been found (it may not exist

The file is loaded by the following Registry key:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\UIUSys\"ImagePath"

Sy A rlis '

Select Required Action:

(O Leave this reference in place 5

) {Remove this reference from the Windows Registry @s—— e I
G‘ emove this reference and rename the file [if it exists)

() Exclude this file from future scans [no action will be taken on the file)

_. Details l Stop Scan ] l Help ]
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